MINISTRY OF INTERNAL AFFAIRS OF UKRAINE

STATE RESEARCH INSTITUTE

NAUKA | PRAVOOKHORONA:
LEGAL AND ORGANIZATIONAL SUPPORT
OF LAW ENFORCEMENT ACTIVITIES

Monograph

1256 123 ViV

Liha-Pres
I/MLIHA—PRES 2019



H34

UDC 351.741:340.13 Recommended by State Research Institute ’s
H34 Academic Council (Record No 4 dates June 19, 2019)

Reviewers:
Milan Hejdis — Vice-Rector of the Academy HUSPOL, P.Dr., Ph.D. (Czech Republik);
Igor Kopotun — Vice-Rector European Institute for Further Education (EIDV), Dr.Sc., Professor,
Dr.h.c. (Slovakia).

Authors:

Yarmysh O.N., Chief Researcher of the Legislation Institute of the Verkhovna Rada of Ukraine,
Doctor of Juridical Sciences, Professor, Honored Lawyer of Ukraine Schap. 1?; Kryvolapchuk V. O.,
Director of the State Research Institute MIA Ukraine, Doctor of Juridical Sciences, Professor,
Honored Lawyer of Ukraine (chap.2); Verbenskyi M. H., Member of the Central Election
Commission, Doctor of Juridical Sciences, Professor, Honored Lawyer of Ukraine (chap. 3),
Protsenko T. O., First Co-Director of the State Research Institute MIA Ukraine, Doctor of Juridical
Sciences, Professor, Honored Education Worker of Ukraine (chap. 4); Alieksieienko I. V., Professor of
the De‘partment of Philosophy and Political Sciences of the Dnipropetrovsk State University of
Internal Affairs, Doctor of Political Sciences, Professor (chap. 5); Tsyganov O. G., Chief Researcher
of the Research Laboratory of Problems of Legal and Organizational Support of the Activities of the
Ministry of the State Research Institute MIA Ukraine, Doctor of Juridical Sciences, Docent (chap. 6);
Svyrydiuk N. P., Deputy Head of the Research Laboratory of Criminological Research and Crime
Prevention of the State Research Institute MIA Ukraine, Doctor of Juridical Sciences, Docent
gcha ). 7?; Korystin O. Ye., Co-Director of the State Research Institute MIA Ukraine, Doctor of
uridical Sciences, Professor, Honored Science and Technologal Figure of Ukraine (chap. 8);
Riadinska V. O., Head of the Research Laboratory of Legal and Organizational Support of the
Activities of the Ministry of the State Research Institute MIA Ukraine, Doctor of Juridical Sciences,
Professor (chap. 9); Soldatenko O. V., Leading Researcher of the Research Laboratory of Legal and
Organizational Support of the Activities of the Ministry of the State Research Institute MIA Ukraine,
Doctor of Juridical Sciences, Professor (chaF. 10); Fedotova H.V., Head of the Scientific-
Organizational Department of the State Research Institute MIA Ukraine, Doctor of Juridical Sciences,
Senior Researcher (chap. 11); Drozd V. H., Leading Researcher of the 2nd Research Department of the
Research Laboratory of Problems of Legal and Organizational Support of the Activities of the
Ministry of the State Research Institute MIA Ukraine, Doctor of Juridical Sciences, Senior Researcher,
Docent, (chap. 12); Opryshko I. V., Co-Director of the State Research Institute MIA Ukraine,
Candidate of Juridical Sciences, Senior Researcher, Docent (chap. 13); Pluhatar T. A., Academic
Secretary of the Academic Council of the State Research Institute MIA Ukraine, Candidate of
Juridical Sciences, Senior Researcher (chap. 14).

Nauka i Pravookhorona: Legal and Organizational Support of Law Enforcement Activities :
monograph / O. N. Yarmysh, V. O. Kryvolapchuk, M. H. Verbenskyi, T. O. Protsenko, etc. — Lviv :
Liha-Pres, 2019. — 308 s.

ISBN 978-966-397-100-1

- Liha-Pres is an international publishing house which belongs to the category ,,C”

, according to the classification of Research School for Socio-Economic and Natural

SENSEI Sciences of the Environment (SENSE) [isn: 3943, 1705, 1704, 1703, 1702, 1701;
o prefixMetCode: 978966397]. Official website — www.sense.nl.

The monograph examines the development of the Ministry of Internal Affairs of Ukraine in the
light of European integration processes, analytical work in the system of the Ministry of Internal
Affairs of Ukraine, legal regulation of the activities of central executive authorities, the activities of
which are directed and coordinated by the Cabinet of Ministers of Ukraine through the Minister of
Internal Affairs of Ukraine, gender equality in the system of the Ministry of Internal Affairs. Doctrinal
aspects have become the basis for the developed proposals to improve the legal and organizational
support of the Ministry of Internal Affairs, the National Guard of Ukraine and the central executive
authorities, whose activities are directed and coordinated by the Cabinet of Ministers of Ukraine
through the Minister of Internal Affairs of Ukraine.

The publication is intended for researchers, lecturer, post-graduate students and also heads of the
law enforcement bodies.

UDC 351.741:340.13
ISBN 978-966-397-100-1 © State Research Institute MIA Ukraine, 2019



CONTENTS

FOREWORD ..o

CHAPTER 1

SOME ISSUES OF FURTHER DEVELOPMENT
OF THE MINISTRY OF INTERNAL AFFAIRS

IN UKRAINE IN THE CONTEXT OF EUROPEAN
AND EURO-ATLANTIC INTEGRATION

Yarmysh O. N. .o

1.1. Modern challenges forming priorities for the development

of the Ministry of Internal Affairs of UKraine.........c.ccccoovviviiiininicniininns

1.2. Prospects for the implementation of the priority

«Crime counteractiony under the current coNditionS...........coovvvvvvvvvieeeeeeeeenn.

1.3. Prospects for the implementation of the priority

«safe environment» under the current CONAitioNS .......ovvevevieeeeeeeeeeieeeeeeeninnn,

CHAPTER 2

LEGAL REGULATION OF THE ACTIVITIES
OF THE NATIONAL POLICE OF UKRAINE
IN THE AREA OF PREVENTION

KryvolapChuK V. O. ..o
2.1. Legal regulation of police acCtiVItieS..........ccceveeveeiieiie s
2.2. Preventive police measure in the activity of the police............cccccuen.

CHAPTER 3
ANALYTICAL WORK IN THE SYSTEM OF THE MIA
OF UKRAINE: NORMATIVE AND LEGAL REGULATION

Verbenskyl M. H. ... s

3.1. Theoretical and legal bases of analytical work

in the system of the Ministry of Internal Affairs of Ukraine ........................

3.2. Statutory regulation of analytical work

in the system of the Ministry of Internal Affairs...........c.ccccovevieiiiiieccnene,

CHAPTER 4

INTRODUCTION OF THE POLICY OF EQUAL RIGHTS
AND OPPORTUNITIES FOR WOMEN AND MEN

IN THE SYSTEM OF THE MINISTRY OF INTERNAL
AFFAIRS OF UKRAINE

Protsenko T. O.........coooiiiiiii e
4.1. Introduction of the policy of equal rights and opportunities for women

and men after the reform of the Ministry of Internal Affairs of Ukraine

....... 4

..... 22

23

..... 40

..... 59



4.2. The current state of implementation of the policy
of equal rights and opportunities for women and men in the system
of the Ministry of Internal Affairs of UKraine ..........cccccevviiiniiniiiiecniec, 66

CHAPTER 5

INTERNATIONAL AND NATIONAL SECURITY THROUGH
THE PRISM OF THE CHALLENGES AND THREATS

OF GLOBALIZATION: THE PROBLEM

OF RECONCEPTUALIZATION STABILITY

ABNEKSIEIENKO 1. V. oo 76
5.1. «Human Security»: Essential Characteristics, Support Strategies............. 77
5.2. Modern technologies of diagnostics and terrorism prevention.

Profiling method. Role of the Ministry of Internal Affairs

in the preparation of professional profilers...........ccccoveiiiiiiii i, 81
5.3. The counter-terrorism program is the basis of civilizational stability ....... 85
CHAPTER 6

PREPAREDNESS OF THE SYSTEM OF THE MIA
OF UKRAINE FOR THE TERRITORIAL DEFENSE
MISSION UNDER HYBRID THREATS

TSYGANOV O. G .ot et b e e e 101
6.1. The territorial defense mission of Ukraine under hybrid threats.............. 102
6.2. Organizational and legal support of the Ministry of Internal Affairs

of Ukraine for combating hybrid threats and ways of its improvement......... 106
CHAPTER 7

ACTUALIZATION OF CERTAIN CURRENT COURSES
OF FIGHTING ORGANIZED CRIME

SVYIYAIUK NL P e 119
7.1. Evaluation of organized Crime risKS........ccccvvveiieiiniie e 119
7.2. Serious and Organised Crime Threat Assessment (SOCTA) .......ccccecv.... 124
7.3. Rationale for the concept of anti-criminal intelligence

of law enforcement agencies in UKIaiNg..........cccoccvevieiieiieiie e 127
CHAPTER 8

PROOF OF LEGALIZATION (LAUNDERING)
OF PROCEEDS OF CRIME

KOFYSTIN O. YR ittt 137
8.1. Theoretical fundamentals of proof...........ccccceviiiiiii e, 137
8.2. Substantiation of the circumstances to be proved............cccocieiinienenn. 139
8.3. Proof of predicate crime and a list of circumstances to be proved.......... 145
8.4. MeaNS OF ProOf ......cocuiiiieiie e 149

v



CHAPTER 9

LEGAL REGULATION OF ELECTRONIC MONEY
CIRCULATION (ON THE EXAMPLE OF LEGISLATION

IN EU AND IN UKRAINE)

RIAAINSKA V. ... s 158
9.1. Legal regulation of circulation of electronic money in the EU................ 160
9.2. Normative regulation of electronic money circulation in Ukraine

and the directions for its improvement in accordance with EU legislation .... 170

CHAPTER 10

LEGAL REGULATION OF FINANCING

OF THE BODIES OF THE MINISTRY OF INTERIOR
OF UKRAINE IN THE CONTEXT OF MANAGEMENT
BY OBJECTIVES

SOIAENKO O. V..o 177
10.1. The notion of financing in the legal SCIENCE ........coevviiiiiiiiiieeeeee, 179
10.2. «Budget expenditures» as a financial and legal category ............ccc.cee..... 186
10.3. Legal regulation of management by objectives

IN the DUAQELING PrOCESS ....c.vviiiie et 192
10.4. The state of financing the bodies of the Ministry

OF INtEriOr OF UKFAINE ....vveiieiie et 195
CHAPTER 11

METHODOLOGICAL APPROACHES
TO STUDY THE CATEGORY OF CRIMINAL
MISDEMEANOR IN CRIMINAL-LEGAL DOCTRINE

FEAOTOVA H. V. .o 205
11.1. The System of Fundamental Scientific Perspectives regarding

the Concept of Criminal MiSdemeanor ..........cccvovvevee e 206
11.2. Methodology for Developing the Concept of Criminal Misdemeanor .... 214
CHAPTER 12

MODERN TRENDS IN THE PROCEDURAL
FORM DIFFERENTIATION UNDER REFORMING
THE CRIMINAL JUSTICE SYSTEM OF UKRAINE

DIFOZA V. H. oottt 228
12.1. Differentiation of the criminal procedural form:
Doctrinal interpretation and tyPeS ........cceieiiriiiieiiee e 229

12.2. Special pre-trial investigation as a manifestation
of the criminal procedural form differentiation
(according to the current legislation of UKraing) ...........cccoovevevivniniineneinnnne 235



12.3. The institution of agreements as the criminal procedural

form differentiation ..o 239
12.4. Criminal proceedings in respect of underage persons ..........ccceveeevvennnens 244
CHAPTER 13

ENSURING THE SAFETY OF WITNESSES:
UKRAINIAN DIMENSION

OPFYSNKO L. V. e 253
13.1. Definition of the term «enduring of safety of witnesses»

IN CHMINAL JUSTICE ..ot 254
13.2. Legal (procedural) status of witnesses as a guarantee

of their safety during criminal JUSHICE ..........ccccvevieiii i 257
13.3. Problems of witness’ legal (procedural) status of obtaining

by particular categories of individuals in criminal Justice............cccccceevvvennnee. 261
CHAPTER 14

ADMINISTRATIVE AND JURISDICTIONAL ACTIVITY
OF UKRAINIAN LAW ENFORCEMENT BODIES

PIUNALAT T. A bbbttt ene s 274
14.1. The concept and features of the administrative
and jurisdictional activity of law enforcement bodies of Ukraine.................... 275
14.2. Functions and principles of the administrative
and jurisdictional activity of law enforcement bodies of Ukraine.................... 287

Vi



FOREWORD

Created with the aim of carrying out scientific and technical support
of the activities of the system of bodies of the Ministry of Internal Affairs
of Ukraine, the State Research Institute MIA Ukraine is the only scientific
institution in Ukraine that demonstrates an integrated approach to ensuring
law enforcement.

The combination of scientific and technical, humanitarian directing,
considerable experience in the study of the specific needs for the provision
of units of different directions of law-enforcement activity, the existence of
unique objects and highly skilled specialists allows to carry out, at a high
level, scientific and technical support of the activities of the Ministry of
Internal Affairs, the National Guard of Ukraine and central executive
authorities, whose activities are directed and coordinated by the Cabinet of
Ministers of Ukraine through the Ministry the Interior Ministry of Ukraine.

The purpose of this monographic research is development of
proposals for improving the legal and organizational support of the
activities of the Ministry of Internal Affairs, the National Guard of Ukraine
and central executive authorities whose activities are directed and
coordinated by the Cabinet of Ministers of Ukraine through the Minister of
Internal Affairs of Ukraine.

The subject of the study is the development of system of the Ministry
of Internal Affairs of Ukraine, taking into account European integration
processes, analytical work in the system of the MIA of Ukraine, legal
regulation of the activities of central executive authorities whose activities
are directed and coordinated by the Cabinet of Ministers of Ukraine
through the Minister of Internal Affairs of Ukraine, gender equality in the
MIA. The subject of the study is the social relations arising in the field of
legal and organizational support for the activities of the Ministry of
Internal Affairs, the National Guard of Ukraine and central executive
authorities whose activities are directed and coordinated by the Cabinet of
Ministers of Ukraine through the Minister of Internal Affairs of Ukraine.

In the first section of the paper, certain issues of further development
of the Ministry of Internal Affairs of Ukraine in the light of European and
Euro-Atlantic integration are considered, the modern challenges, forming
the priorities of the development of the system of the MIA of Ukraine, are



analyzed, prospects of realization of priorities in the modern conditions are
determined.

In the second chapter of the monograph, attention is paid to the legal
regulation of the activities of the National Police of Ukraine. In particular,
preventive police measures, their legal basis and problematic issues of
practical application are considered.

The third chapter of the monograph devoted to the analytical work of
the system of the Ministry of Internal Affairs of Ukraine was explored. The
theoretical and legal bases of analytical work in the system of the MIA of
Ukraine are researched.

The fourth chapter addresses the issue of implementing equal rights
and opportunities for women and men after the reform of the MIA of
Ukraine. The present state of gender equality in the system of the MIA of
Ukraine is researched.

Chapter five is devoted to international and national security through
the prism of the challenges and threats of globalization.

Chapter six is devoted to the organizational and legal support of the
Ministry of Internal Affairs of Ukraine for combating hybrid threats and
ways of its improvement.

The seventh chapter of the monograph analyzed actualization of
certain current courses of fighting organized crime. Rationale for the
concept of anti-criminal intelligence of law enforcement agencies in
Ukraine.

In the eighth chapter, the questions of proving the legalization
(laundering) of proceeds from crime are revealed. Attention is paid to the
theoretical bases of evidence, reasonable circumstances to be proved,
analyzed evidence of the main offense.

The ninth chapter of the monograph examines the problems of legal
regulation of the circulation of electronic money in Ukraine and EU.

The issues of Legal regulation of management by objectives in the
budgeting process are considered the tenth section.

The eleventh section of the work focuses on Methodology for
Developing the Concept of Criminal Misdemeanor.

Chapter twelve dedicated to Special pre-trial investigation as a
manifestation of the criminal procedural form differentiation (according to
the current legislation of Ukraine). Differentiation of the criminal
procedural form: Doctrinal interpretation and types.



In the thirteenth chapter of the monograph, problems of witness’ legal
(procedural) status of obtaining by particular categories of individuals in
criminal justice are considered.

The last section of the monograph raises the question of functions and
principles of the administrative and jurisdictional activity of law
enforcement bodies of Ukraine. Administrative and jurisdictional activity
of Ukrainian law enforcement bodies.
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CHAPTER 1
SOME ISSUES OF FURTHER DEVELOPMENT
OF THE MINISTRY OF INTERNAL AFFAIRS IN UKRAINE
IN THE CONTEXT OF EUROPEAN
AND EURO-ATLANTIC INTEGRATION

Yarmysh O. N.

INTRODUCTION

Adequate development of the Ukrainian state is impossible without
the creation of a unified stable and functional system of internal affairs as a
part of the national security sector. Modern challenges and threats,
including hybrid ones, are driven by the impact of a complex of socio-
demographic, economic, political, legal, psychological and technological
factors and need system reaction, relevant transformation, both of the
whole security sector and the system of the Ministry of Internal Affairs of
Ukraine in particular, and inclusion of the system in the political agenda of
the state.

At the same time, European integration of Ukraine obliges our state to
ensure the effective functioning of the institutes, which will guarantee the
supremacy of the law, the observance of human and civil rights and
freedoms as well as create favourable conditions for the formation of
effective cooperation with the available international institutional
mechanism for peacekeeping and security maintaining both in Europe and
in the world at large.

One of the integration courses is to ensure effective performance of
the Ministry of Internal Affairs of Ukraine (hereinafter referred to as the
MIA) as a civil law enforcement agency of a European standard, which
ensures the formation of state policy in the following areas:

— safeguard for human rights and fundamental freedoms, interests of
society and the state;

— crime counteraction;

— maintenance of public safety and order;

— provision of police and administrative services;



— national border control and protection of sovereign rights of
Ukraine;

— organisation of civil protection, emergencies prevention and
emergency response and recovery;

— migration and citizenship.

Thus, the role of the MIA is in creating conditions for the
development of safe environment of life-sustaining activity, as a safety
basis within the territory of Ukraine, as well as modern system of internal
and external security of the state.

1.1. Modern challenges forming priorities for the development

of the Ministry of Internal Affairs of Ukraine

There is a need for new approaches to identification of the position
and role of the MIA, reconsideration of the principles of organization and
management, definition of the priority orientations of its activities and
creation of a new model of interrelation with citizens and society under the
conditions of ongoing armed conflict in the eastern regions of the state and
temporary invasion of part of the territory of Ukraine, crisis phenomena in
the political, economic and social sector of public life, challenging crime
rate in the state, high level of corruption and organized crime, economic
instability and the origin of new types of threats and crimes due to armed
aggression on the part of the Russian Federation, legal nihilism, outdated
legal and regulatory framework in the area of public (domestic) security
and civil defense, shortcomings in the legal regulation of the MIA bodies
(especially during the course of wartime situation and restoring of state
sovereignty of Ukraine within temporarily occupied territories).

Thus, system vision of challenges and threats, which prevail in the
national security and defense, crime rate and public security situation
mainly influence the ways of improving control system and optimization of
the MIA activity. Moreover, there is a need for in-depth analysis of the
Issue concerning what services, units of the main office of the MIA, the
central executive bodies the activities of which are guided and coordinated
by the MIA should be reorganized, created or closed down.

The improvement of control system and optimization of the activity of
the MIA of Ukraine provides for search of internal resources, identification
of regional peculiarities of the development of services and units of those
bodies the activity of which is guided and coordinated by the MIA,



specifics of work arrangement in cities and countryside. The modernization
of the control system and activity optimization of the MIA should be
performed relying on dynamic and flexible response to the current situation
and citizens’ needs in particular services etc’.

As noted in the analytical report of the National Institute for Strategic
Studies to the extraordinary message of Ukraine’s President to the
Verkhovna Rada of Ukraine on the internal and external position of
Ukraine in the national security (2014), Ukraine faced the greatest threat to
the entire modern history of its independence — the threat to the very
existence of the Ukrainian state. The aggression started against Ukraine
infringed the territorial integrity of our state and threatens its
independence. At the same time, the state-aggressor applies a wide range
of political, military, economic, information, cultural and other means
peculiar to wars of new type. Russian has ignited mass acts of terrorism on
the territory of Donetsk and Luhansk regions, armed demonstrations of
secessionist rebels involving its intelligence bodies and security services®.

Consequently, one of the main security challenges defined in the
Concept for the Development for the Security and Defense Sector in
Ukraine is: unresolved issues regarding the delimitation of the state border
between Ukraine and the Russian Federation in offshores of the Black Sea
and the Sea of Azov, non-completion of legal registration of the state
border of Ukraine with the Russian Federation, the Republic of Belarus
and the Republic of Moldova; perpetration of cyber-threats to automated
systems of state and military control, objects of critical national
infrastructure by foreign states, international criminal gangs; rate increase
of the terrorist threat in the Baltic—Black Sea—Caspian region; the spread of
cross-border organised crime; crisis phenomena in the national economy,
failure of anti-crisis measures that cause the depletion of financial
resources of the state, limit its capacities regarding financial support for the
implementation of the national security policy.

Based on the content of the Concept for the Development of the
Security and Defense Sector of Ukraine, the Ministry of Internal Affairs, as
the central executive body which is empowered to coordinate actions of the
National Police, the National Guard, the State Emergency Service, the

! Hiukhoveria V. Okremi pytannia podalshoho rozvytku systemy MVS Ukrainy u svitli provedennia
reformuvannia pravookhoronnoi sfery derzhavy Pidpryiemnytstvo, hospodarstvo i pravo. 2017. Ne 1. S. 125.

2 Analitychna dopovid Natsionalnoho instytutu stratehichnykh doslidzhen do pozacherhovoho Poslannia
Prezydenta Ukrainy do Verkhovnoi Rady Ukrainy «Pro vnutrishnie ta zovnishnie stanovyshche Ukrainy u sferi
natsionalnoi bezpeky». K. : NISD, 2014. 148 s.
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State Migration Service, the State Border Guard Service in the area under
consideration, has to develop a set of activities which should be focused on
the execution of the following tasks: to improve the level of coordination
and cooperation in the security and defense sector; to introduce an
effective unified system for resource planning and management using
modern European and Euro-Atlantic approaches; to acquire identified basic
operation (combat, special) capacities necessary for a guaranteed response
to crisis situations threatening national security by virtue of the efforts and
means of the security and defense sector; to ensure maximally expedient
consolidation of law-enforcement activity in the area of responsibility of
the Ministry of Internal Affairs of Ukraine, to promote citizens’ credibility
in law enforcement agencies, development of the Ministry as a civil central
executive body, which ensures the formation and implementation of
policies in law enforcement activity, protection of the state border,
migration activity and civil defence; effective performance of the functions
in spheres of crime prevention, in particular organised, and guarantee of
public order by the National Police of Ukraine, as central executive body;
to ensure effective implementation of the security policy in the area of
protection and defence of the state border of Ukraine, as well as protection
of the sovereign rights of Ukraine in its exclusive (maritime) economic
zone; to ensure citizens’ rights and freedoms, provision of high-quality
administrative services, effective control of migration processes, effective
fight against illegal migration; to give more performance capabilities the
National Guard of Ukraine to carry out tasks for maintaining public safety,
physical protection of critical infrastructure objects, participation in the
protection and defense of the state border of Ukraine as well as support of
operations of the Armed Forces of Ukraine in crisis situations threatening
national security and in a special period; to update the system of
application planning, control and cooperation of security and defence
services during eliminating (neutralizing) immediate threats®.

In order to prevent and eliminate the above threats and challenges to
the MIA, the Strategy for the Development of the Ministry of Internal
Affairs until 2020 (hereinafter referred to as the Strategy) was developed
and approved by the Order of the Cabinet of Ministers of Ukraine dated
November 15, 2017, Ne 1023-p. Today, it is a vector for the development

® Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy vid 04.03.2016 «Pro Kontseptsiiu rozvytku
sektoru bezpeky i oborony Ukrainy» : Ukaz Prezydenta Ukrainy Ne 92 vid 14.03.2016 URL:
http://zakon2.rada.gov.ua/laws/show/92/2016 (data zvernennia: 05.04.2019).



of all internal affairs bodies as an integral system of the national security
and defence sector of Ukraine.

The Strategy marked 7 top priorities: safe environment; crime
counteraction; observance of human rights and freedoms by the internal
affairs bodies; effective integrated border management and a balanced
migration policy; quality and availability of services; effective governance;
transparency and accountability; development of human capacity and
social protection of staff*.

According to the Regulation on the Ministry of Internal Affairs of
Ukraine, the Minister of Internal Affairs determines key priorities of
central executive bodies. He guides and coordinates their activity, updates
them and establishes ways for completing tasks entrusted on the bodies,
approves action plans of central executive bodies.

Within the framework of the priorities defined by the Strategy, the
MIA and internal affairs bodies have to implement measures provided by
the Action Plan of the Strategy for the Development of the Ministry of
Internal Affairs until 2020 (now, the document is elaborated by the MIA
experts and in the process of interdepartmental approval).

Taking into account the above, the focus is on the priorities for the
development of the MIA system, which are caused by the current realities
and challenges, taking into account the chosen course of European and
Euro-Atlantic integration, as creation of a safe environment and crime
counteraction.

1.2. Prospects for the implementation of the priority
«Crime counteraction» under the current conditions

Thus, the implementation of the priority “Crime counteraction”
includes the following areas of activities of the MIA and central executive
bodies:

1) improvement of the organizational and legal basis for strengthening
the fight against crime. In this area, the activities of the internal affairs
bodies are aimed at solving the problems as follows: organized crime;
terrorism; illegal crossing the state border of illegal migrants; trafficking in
persons and in firearms; corruption; illicit trafficking and arms and

* Pro skhvalennia Stratehii rozvytku orhaniv systemy Ministerstva vnutrishnikh sprav na period do 2020
roku:  rozporiadzhenniam  Kabinetu  Ministriv. Ukrainy vid 15 lystopada 2017 r. URL:
https://zakon.rada.gov.ua/laws/show/1023-2017-%D1%80 (data zvernennia: 05.04.2019).

® Pro zatverdzhennia Polozhennia pro Ministerstvo vnutrishnikh sprav Ukrainy: postanova Kabinetu
Ministriv Ukrainy vid 28.10.2015 Ne 878. Ofitsiinyi visnyk Ukrainy. 2015.Ne 89. St. 2972
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ammunition trade; illicit drug trafficking; smuggling of goods; economic
crimes; cybercrime; domestic and gender-based violence;

2) introduction of effective preventive policy for offenses hampering;

3) development and introduction of a unified electronic system for
data and materials of pre-trial investigations in cooperation with authorities
of the prosecutor’s office and courts in order to ensure the continuity and
control of pre-trial investigation.

The realization of the lines of the development of the MIA system,
which is under consideration, should be ensured by constant control over
the effectiveness of the implementation of the strategies and measures
being implemented in order to achieve the goals defined by the state policy
in the counteraction to crime.

On the one hand, it will make it possible to accomplish rapid response
to challenges in security and law enforcement spheres. On the other hand,
it will provide an opportunity for Ukraine to fulfill its obligations under the
Association Agreement between Ukraine and the EU signed in 2014. Thus,
according to Art. 1 of the Agreement, Ukraine and the EU should
strengthen cooperation in the area of justice, freedom and security with a
view to guarantee the rule of law and respect for human rights and
fundamental freedoms.

One of the key provisions, the Association Agreement is based on,
determines provisions of gradual approximation of the legislation of
Ukraine to the rules and standards of the EU. It fixes specific time limits
for the adjustment of the Ukrainian legislation to relevant EU acquis which
vary from 2 to 10 years after the Agreement’s entry into force. The
Agreement provides for the concept of dynamic approximation as the EU
legislation is not static and constantly develops. For this reason, the very
approximation process will have a dynamic nature, and its rate of
development should meet the basic EU reforms but be balanced with
Ukraine’s ability to implement the approximation. Ratification of the
Association Agreement was a driver for the general improvement of legal
regulation of the MIA and acceleration of the realisation of related
legislative initiatives aimed at approximating Ukrainian legislation to the
EU norms by the Verkhovna Rada of Ukraine.

In order to ensure the irreversibility of Ukraine’s orientation to
European and Euro-Atlantic integration, the President of Ukraine initiated
to amend the Constitution of Ukraine on the consolidation of the strategic



course of Ukraine to join the EU and NATO (as of 09.09.2018, No. 9037)
that was approved by the Verkhovna Rada in accordance with the
established procedure. It is kept the high level of Ukraine’s connection
with the declarations and statements on behalf of the EU indicating shared
visions and approaches in terms of regulation and relevant response to
regional and global challenges. During 2018 Ukraine supported 492 from
588 statements and declarations of the EU°®,

Ukrainian party has embarked upon the implementation of the
recommendations specified in the European Union Report, in particular in
the area of justice, freedom, security and human rights provides for the
following steps related with the above priority orientations of the
development of the MIA system in combating crime, namely:

1) with the view to intensify actions of the National Police on
combating organised crime in close cooperation with the European Union
Advisory Mission and U.S. Embassy in Ukraine, the Office of Strategic
Investigations was established within the criminal police. Effective
operation of the Office will be facilitated by further demarcation of its
powers with powers of other departments of the NPU.

In 2018, the law enforcement agencies of Ukraine disclosed 280
organized gangs and criminal organizations; the amount of financial losses
caused by their illegal activity is UAH 192 million. The opportunities for
obtaining information through the international organizations are taken
(Interpol, Europol, the European Anti-Fraud Office (OLAF).

2) in 2017, two important agreements, which determine the forms and
mechanisms for the cooperation, were ratified and came into force:

— Agreement on Operational and Strategic Cooperation between the
European Police Office (Europol) and Ukraine enables the Parties to
exchange intelligence information within the framework of criminal
proceedings; to participate in cooperative activities on investigating a wide
range of crimes, making a search for persons implicated in crimes and to
create international cooperative investigation team;

— Agreement between Ukraine and the European Union’s Judicial
Cooperation Unit (Eurojust) provides for cooperation and exchange of
information on combating serious crimes, in particular organised crime and

¢ zvit pro vykonannia Uhody pro asotsiatsiiu mizh Ukrainoiu ta Yevropeiskym soiuzom u 2018 rotsi,
pidhotovlenyi Uriadovym ofisom koordynatsii yevropeiskoi ta yevroatlantychnoi intehratsii, Ofisom Vitse-
premier-ministra z pytan yevropeiskoi ta yevroatlantychnoi intehratsii Ukrainy spilno z ekspertamy Proektu
Yevropeiskoho Soiuzu «AssociationdUy. Kuis, 2018. S. 13. URL: https://www.kmu.gov.ua/storage/app/sites
/1/55-GOEEI/AA _report_UA.pdf (data zvernennia: 05.04.2019).
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terrorism, opportunities for Ukrainian representatives to take part in
operation and strategic meetings as well as have personal liaison officer
under Eurojust.

In prospect, it is essential to guarantee the relevant implementation of
agreements with Europol and Eurojust. In particular, to advance efficiency
in combating crime related to trafficking in human beings, criminal
investigation and prosecution, it is necessary to stipulate close co-operation
with the law enforcement agencies of foreign states during the criminal
prosecution of human traffickers and the elimination of international traffic
channels.

At the same time, to ensure information exchange with Europol using
a secure digital data channel, Memorandum between Ukraine and the
European Police Office on Secure Communication Links was ratified. The
ratified draft law was submitted to the Cabinet of Ministers of Ukraine,

3) It was carried out work on the creation the State Bureau of
Investigation (SBI) in order to secure independence and impartial nature of
the mechanism of crime investigation and final revocation of investigation
functions of prosecution authorities. It is performed activity on personnel,
organizational and facilities-resources capacity of the body and its
empowerment with legal functions.

4) In the context of cooperation established by the Agreement in
combating illegal distribution of narcotic drugs, precursors and
psychotropic medications, Ukrainian Monitoring and Medical Center for
Drugs and Alcohol developed a draft concept of national monitoring of
drug situation in Ukraine and actions plan for its implementation which are
based on the standards of the European Monitoring Centre for Drugs and
Drug Addiction.

It is also expected to adopt a law on Ukraine’s joining Enlarged Partial
Agreement on Creation of Cooperation Group to Combat Drug Abuse and
Illicit Trafficking in Drugs (Pompidou Group) as well as to intensify
cooperation with the European Monitoring Centre for Drugs and Drug
Addiction, to introduce indicators, which are used by the Center, into
monitoring drugs situation in Ukraine.

5) In the sphere of combating and prevention of corruption, Ukraine
gets on with the fulfillment of a number of obligations, in particular,
concerning a comprehensive process of anti-corruption reforms and
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guarantee of the implementation of anti-corruption laws adopted in prior
years.

Implementation of Action Plan on the Introduction of Logic and
Arithmetic Control System for Declarations and Modernization of the
Software and Hardware Complex of the Unified State Register of
declarations of the persons authorized to perform functions of the state or
local self-government (ITC Registry) (approved by the Order of the
Cabinet of Ministers as of November 8, 2017, Ne 787) is being
implemented.

In cooperation with UNDP, it is lasting the activity on the
improvement of control mechanism for NACP data put into the Unified
State Register of declarations of the persons authorized to perform
functions of the state or local self-government by customs declarants, and
it is defined system steps which should be taken to ensure the relevant
information exchange between the state registries, taking into account the
requirements for a complex information security system.

Units of the National Police and the State Service of Finance
Monitoring of Ukraine completed investigations on criminal proceedings
concerning 9 organised groups and crime organisations involved in
legalization (laundering) of illegal income. In the course of pre-trial
investigation, UAH 22.4 million was reimbursed, more than UAH
596 million was seized.

Implementation of the norms of the fourth Directive (EU) 2015/849 and
Regulation (EU) 2015/847 should contribute to the revision of the draft law
on amendments to certain legislative acts of Ukraine in prevention and
counteraction to the legalization (laundering) of illegal income, financing of
terrorism and spread of weapons of mass destruction. The activity on drafting
a bill on amendments to the Law of Ukraine “On Protection of Personal
Data” takes place. On May 25, 2018, Regulation (EU)2016/679 on
protection of personal data came into effect. Within the framework of the
determination of the approach to the implementation of the mentioned
Regulation into the Ukrainian legislation and at the initiative of the Ukrainian
Parliament Commissioner for Human Rights, a working group, which
elaborated proposals for changes in the national legislation, was created.
Now, the process of developing conceptual position on time frame and
volume for implementation of the above Regulation is continuing’.

7 Zvit pro vykonannia Uhody pro asotsiatsiiu mizh Ukrainoiu ta Yevropeiskym soiuzom u 2018 rotsi,
pidhotovlenyi Uriadovym ofisom koordynatsii yevropeiskoi ta yevroatlantychnoi intehratsii, Ofisom Vitse-
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6) our state actively cooperates with a number of Expert Committees
of the Council of Europe in the context of observing human rights and
freedoms.

They include the European Committee on Crime Problems (CDPC)
among them which is responsible for the control and coordination of lines
of activities of the Council of Europe in the area of crime prevention and
crime control; Committee of Experts on the Operation of European
Conventions on Co-operation in Criminal Matters (PC-OC) the main task
of which is to develop lines for intensification of international cooperation
in criminal issues and search for options to solve practical problems
outlined in statements to the Council of Europe’s conventions in the
mentioned area®. A complex introduction of modern systems of criminal
analysis, including Europol methodology — Serious and Organised Crime
Threat Assessment (SOCTA), seems expedient.

1.3. Prospects for the implementation of the priority
«safe environment» under the current conditions

Integration policy of Ukraine in the area of creating “safe
environment” includes the following activitiy lines of the MIA and central
executive bodies:

— introduction of an optimum system of prompt response to a message
on events threatening personal or public security;

— modernization of the local security infrastructure, increase of
possibilities of video surveillance, updating of emergency alerting system
for population, etc.;

— training of the population for developing relevant skills to ensure
personal security, raise awareness of their active role in ensuring public
safety;

— professionalism improvement of internal affairs bodies;

— introduction of the principle “Community policing” into the
activities of police units in liaison with territorial hromadas.

premier-ministra z pytan yevropeiskoi ta yevroatlantychnoi intehratsii Ukrainy spilno z ekspertamy Proektu
Yevropeiskoho Soiuzu «Association4Uy». Kuie, 2018. S. 13. URL: https://www.kmu.gov.ua/storage/app/sites
/1/55-GOEEI/AA _report_UA.pdf (data zvernennia: 05.04.2019).

8 Zozulia Ye.V. Spivpratsia MVS iz mizhnarodnymy instytutsiiamy ta orhanizatsiiamy v realizatsii
prohram reformuvannia pravookhoronnoi systemy Ukrainy ta pryvedennia yii u vidpovidnist do yevropeiskykh
standartiv. Nauka. Relihiia. Suspilstvo. 2011. Ne 3. S. 13.
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Ukraine represented by CEB and the MIA guides activities for
European and Euro-Atlantic integration in ensuring safe environment in
the lines as follows:

1) creation of an effective system aimed at ensuring counteraction to
criminal acts against human life, their preventing, eliminating and
punishing for such acts, paying reparations to families of victims. In this
context, the MIA approved the order on the implementation of the
measures for immediate detection and disclosure of torture fact as well as
crimes related to cruel and outrageous treatment in the territory of Anti-
Terrorist Operation, with the involvement of state authorities and
international organizations. It was also elaborated and introduced
methodological recommendations for law enforcement officials on the
principles of effective investigation in accordance with the practice of the
European Court of Human Rights. Since the beginning of 2017, it has been
carried out activities towards drafting a bill on amendments to legislative
acts in order to establish compensation mechanisms for aggrieved persons
in the context of reparation for long-term and ineffective investigation of
death cases.

2) compliance with the norms of international humanitarian law and
international human rights law on the temporarily occupied territory of
Ukraine. Since 2015, constant working meetings with the representatives
of the International Committee of the Red Cross and representatives of the
Ministry of Defence, Security Service, Prosecutor General’s Office of
Ukraine have been taking place in order to elaborate a plan for actions to
identify, on the territory temporally controlled by illegal armed groups,
places of holding prisoners of war and deprivation of liberty of individuals,
detection of unidentified bodies of victims, their exhumation, assistance in
conducting relevant forensic examination and personal identification of
deceased persons. It was also created an interdepartmental group on
control and compliance with international humanitarian law and
international human rights law on the temporarily occupied territory of
Ukraine and in the Anti-Terrorist zone with the involvement of
government authorities, law-enforcement agencies, representatives of
international organisations (para. 3 of Action Plan to the National Human
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Rights Strategy by 2020 approved by the Order of the Cabinet of Ministers
of Ukraine as of November 23, 2015, No 1393-p)°.

3) in order to improve the protection of the rights of the participants of
the anti-terrorist operation, the program provides for taking a complex of
actions focused on medical, psychological, professional rehabilitation and
social adaptation of the ATO participants. Thus, NATO supports Ukraine
in implementing the Program of Retraining for Ex-Servicemen who aspire
to raise the prospect of their employment in the civil sphere. Servicemen,
who wish to be retrained, have the right to choose one free course on
language or economic discipline. The aforementioned courses are aimed at
facilitating the transition of former military servants from military career to
professional civil one, raising the level of competitive capacity of
servicemen in the civil sector employment, obtaining professional
knowledge, skills and competences due to a particular specialty and
training program. 800 persons were retrained during 2018™.

4) definition and guarantee of fulfillment of the state’s positive
obligations towards freedom of peaceful assembly, including their security
protection. Since the beginning of 2017, negotiation groups for issues of
freedom of peaceful assembly were created in the MIA. With the
participation of the European Union Advisory Mission (EUAM) Ukraine,
three-stage cycle of practical courses for the training of coaches, who are
law-enforcement personnel for studies, on international standards and best
practices in security of public order during carrying out peaceful
assemblies as well as practical courses for law-enforcement personnel on
international experience in observing human rights during performing
peaceful assemblies (para. 40 of Action Plan to the National Human Rights
Strategy by 2020 approved by the Order of the Cabinet of Ministers of
Ukraine as of November 23, 2015, No 1393-p)*".

5) It is implemented the reform of the security and defense sector in
the part of introducing gender equality taking into account the fact that the
UN Women support the efforts of the Ukrainian government to implement
United Nations Security Council Resolution 1325 and Women, Peace and

° Pro zatverdzhennia planu dii z realizatsii Natsionalnoi stratehii u sferi prav liudyny na period do
2020 roku:  rozporiadzhennia Kabinetu Ministriv  Ukrainy vid 23.11.2015 Ne 1393-r URL:
https://zakon.rada.gov.ua/laws/show/1393-2015-%D1%80 (data zvernennia: 05.04.2019).

0 Analitychni materialy saitu Ukraina-NATO URL: https://ukraine-nato.mfa.gov.ua/ua/ukraine-
nato/security-sector-reforms (data zvernennia: 05.04.2019).

1 pro zatverdzhennia planu dii z realizatsii Natsionalnoi stratehii u sferi prav liudyny na period do
2020 roku:  rozporiadzhennia Kabinetu Ministriv  Ukrainy vid 23.11.2015 Ne 1393-r URL:
https://zakon.rada.gov.ua/laws/show/1393-2015-%D1%80 (data zvernennia: 05.04.2019).
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Security (WPS) Action Plan. The planning is exercised in close
cooperation with the Office of Vice Prime Minister for European and
Euro-Atlantic Integration of Ukraine, involving five departments of the
security and defense sector: the Ministry of Defense (MD) and the General
Staff, the Ministry of Internal Affairs (MIA), the National Police, the State
Border Guard Service of Ukraine and the National Guard of Ukraine as
part of the Ministry of Internal Affairs. The formation of women working
groups, secure peace and safeguard in the Ministry of Defense, the MIA
and the State Border Guard Service as well as the development of action
plans of the Ministry of Defense, the Ministry of Internal Affairs, the
National Police and the State Border Guard Service laid the foundation for
further efforts focused on promoting gender equality in this sector. The
following recommendations based on the world practices were formed
among proposals of further introduction of gender equality into the security
and defense sector:

— To integrate the gender concept into the process of defense reform:
To develop the strategy of gender equality and draw the focus of all
agencies of the security and defence sector towards the reconciliation of
their action plans to WPS with the strategy.

— To increase accountability and responsibility at executive level:
Authority Body has to make a public statement on its orientation on gender
equality and the development of a strategy aimed at prevailing gender
issues in all areas of reform. To include gender equality into the duty list of
service instructions for all commanders and head of departments. To
integrate the principle of prevention of discrimination, sexual harassments
and gender-based violence in enhancing officials’ personal responsibility
for fulfilling own duties.

—To improve capacity and awareness in order to implement the
principle of equal rights and opportunities for women and men. To involve
experts/advisers on gender issues (AGI) to the Reforms Committee to
realise defense reform through SOB. To create a system of full-time AGI
in the security and defence sector (for influence on the implementation of
Gender Equality Strategy at the strategic, operative and tactical levels) in
close cooperation with the specific institutions. To involve advisers on
gender issues who have work experience in the sector and are familiar with
the units and respected among peers.

— To ensure a regular nature of the performance of gender equality
training: To guarantee regularity of including gender equality principles
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into all work-related trainings as well as realising practical courses in
education institutions and training centers.

— To eliminate obstacles on the way to gender equality: To evaluate to
what degree the national/institutional policy, rules, doctrines and standard
operational procedures include gender problems and change provisions. To
maintain positions till full cancellation of restrictions for women service
(for example, in article 43 of the Constitution) guaranteeing the fact they
can hold all positions in the security and defence sector, including all
military (combatant) posts (according to the targets of NATO Partnership
on elimination of legal obstacles interfering equal opportunities). To be in
favour of the cancelation of discrimination rules which impede men and
women to carry out their duties effectively and guide family
responsibilities.

— To improve the conditions for women career in the sector: To
develop the policy of staff completing and its keeping by gender with a
special support of women in the bodies of the security and defence sector,
including provisions allowing personnel to combine their official activities
with family and care duties. To introduce gender procedure for
recruitment, to upgrade skills and train staff in human resources
departments in the context of breaking prejudices and discrimination and to
facilitate women participation and leadership in agencies. To elaborate
special mentoring / training programs and networks to empower women
potential that they will be able to hold senior positions. To promote
creation of special women associations where women could share
experience and support each other. To create special mechanisms for
making of a complaint in the case of discrimination notice, sexual
harassment and rape in all agencies of the security and defence sector™.

Studying the activities of the draft Action Plan for the implementation
of the Strategy for the Development of the MIA, namely, Section 9
“Improvement of Organizational Mechanisms for the Implementation of
Gender Policy in the Activities of the MIA”, it is necessary to draw
attention to the need to develop additional measures that would realise
provisions for bettering service conditions for women.

6) in order to improve capacity of the National Guard of Ukraine in
fulfilling tasks for keeping public security, physical protection of subjects
of critical infrastructure, participation in the control and defence of the
domestic border of Ukraine as well as support of operations of the Armed

12 Otsinka gendernoho vplyvu Sektora bezpeky ta oborony v Ukraini bula provedena prohramoiu «OON
Zhinky» v Ukraini v ramkakh hlobalnoho proektu struktury «OON Zhinky» «Hlobalni mozhlyvosti dlia zhinok,
myru ta bezpeky: Vid rezoliutsii do vidpovidalnosti ta liderstva» v 2017 rotsi. Kyiv, 2017. S. 6.
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Forces of Ukraine in crisis situations threatening the national security and
in the special period. The cooperation of the National Guard of Ukraine
with NATO continues and the application of relevant experience of the
law-enforcement agencies of the Alliance member countries and partner
countries on issues of guaranteeing the internal security of the state. At the
same time, it is continuing the performance of programs which provide the
cooperation the National Guard of Ukraine with law-enforcement bodies of
the member states of NATO in the context of training units of public
security and special forces towards guaranteeing maintenance of public
order during mass events.

7) Ukraine and EU reach a political consensus on joining a number of
EU initiatives on the improvement of capacity to counter cyber-threats:
involvement of the European Union Agency for Network and Information
Security (ENISA) in the activities; European Cybersecurity Research and
Competence Center; EU trainings on coordination of the mechanisms for
mutual reaction of EU and member states to serious incidents and crisis
situations in cybersecurity'®. At the same time, at the end of 2019, it is
planned to conclude Memorandum on Cooperation with the EU
Cybersecurity Agency and NATO Trust Fund on Cyber Defence and to
elaborate projects, in cooperation with NATO experts, which would be
financed by NATO Trust Fund on Cyber Defence. At the end of 2020, it is
scheduled to conclude Memorandum on Cooperation with Southeast
European Law Enforcement Centre (SELEC).

8) cooperation with the EU in border management, migration, shelter
and crime prevention continues. Ukraine has implemented a large number
of European standards in the sphere of border and migration management
and “in general, it continues to execute criteria of visa liberalization”. The
Second Report of the European Commission refers to this fact under the
framework of visa suspension mechanism which was announced in 2018.

The agenda is focused on developing new Strategy for Integrated
Border Management and executing the Action Plan for the implementation
of the Integrated Border Management Concept. In 2018, Ukraine entered
into Romania— the Republic of Moldova Joint Contact Center “Galati”; it
was opened updated checkpoint “Palanka” at the boundary of the Republic
of Moldova; processing of the new draft Agreement on Integrated Control
with Poland adapted to the Schengen Borders Code and EU

13 Zvit pro vykonannia Uhody pro asotsiatsiiu mizh Ukrainoiu ta Yevropeiskym soiuzom u 2018 rotsi,
pidhotovlenyi Uriadovym ofisom koordynatsii yevropeiskoi ta yevroatlantychnoi intehratsii, Ofisom Vitse-
premier-ministra z pytan yevropeiskoi ta yevroatlantychnoi intehratsii Ukrainy spilno z ekspertamy Proektu
Yevropeiskoho Soiuzu «AssociationdUy». Kyiv, 2018. S. 15. URL: https://www.kmu.gov.ua/storage/app/sites/
1/55-GOEEI/AA _report_ UA.pdf (data zvernennia: 05.04.2019).
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recommendations is near completing. The State Border Guard Service of
Ukraine is cooperating with FRONTEX, the European Border and Coast
Guard Agency.

Under the framework of implementation of the Strategy for Migration
Policy of Ukraine up to 2025, it is carried out a pilot project towards
execute, issue, exchange, cancellation, transfer, withdrawal, return to the
state, invalidation and destruction of the temporary/permanent residency
permit using means of the Unified State Demographic Register and the
upgraded Unified Information-Analytical System of Migration
Management™.

CONCLUSIONS

2018 was determinative for the European and Euro-Atlantic
integration of Ukraine. The state made a final step towards the
constitutional consolidation of strategic targets of the membership in the
European Union and North Atlantic Treaty Organization. The Ukrainian
parliament reacted on the population demand to be a part of a big family of
the European nations. Fixation of the European integration in the
Constitution is an important guide which will allow protecting country
against political manipulations in the future.

As pointed out above, the Strategy for the Development of the
Ministry of Internal Affairs until 2020 approved by the Government of
Ukraine in November of 2017 was developed with direct involvement of
the experts of the European Union Advisory Mission. The Strategy is
based on the results of the MIA reforms in 2014 — 2017 and defines
priorities for the further activity. The Strategy 2020 is a logical
maintenance of launched changes. The identified directions should
contribute to the enhancement of the role of law-enforcement bodies in the
society, consolidation of contacts with the public, implementation of new
approaches and visions of the MIA operation.

The further reforming should be carried out gradually on the ground
of optimal decisions which have to take into account positive experience
and best practices of the leading states. At the same time, it is essential to
ensure a stable functioning, controllability and performance efficiency of
the internal affair bodies.

14 Zvit pro vykonannia Uhody pro asotsiatsiiu mizh Ukrainoiu ta Yevropeiskym soiuzom u 2018 rotsi,
pidhotovlenyi Uriadovym ofisom koordynatsii yevropeiskoi ta yevroatlantychnoi intehratsii, Ofisom Vitse-
premier-ministra z pytan yevropeiskoi ta yevroatlantychnoi intehratsii Ukrainy spilno z ekspertamy Proektu
Yevropeiskoho Soiuzu «AssociationdUx». Kyiv, 2018. S. 14 URL: https://www.kmu.gov.ua/storage/app/sites/1/
55-GOEEI/AA report UA.pdf (data zvernennia: 05.04.2019).
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SUMMARY

The paper studies some issues of further development of the system of
the MIA of Ukraine in the context of the European and Euro-Atlantic
integration. The stress is on the fact that the full development of the
Ukrainian state is impossible without the creation if a unified stable and
functional system of internal affairs as a part of the national security sector.
It is analysed modern challenges forming priorities of the development of
the MIA system. The irreversibility of Ukrainian course towards European
and Euro-Atlantic integration is indicated. The author considers prospects
for the implementation of the priority “Crime counteraction” under modern
conditions and focus areas of the activities in guaranteeing safe
environment. The research concludes that further MIA reform should be
carried out gradually on the ground of optimal decisions which have to
take into account positive experience and best practices of the leading
states. At the same time, it is essential to ensure a stable functioning,
controllability and performance efficiency of the internal affair bodies. It
requires the adaptation of departmental legislative acts to EU acquis,
Improvement of statutory regulation of issues concerning safe environment
and crime counteraction.
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CHAPTER 2
LEGAL REGULATION OF THE ACTIVITIES
OF THE NATIONAL POLICE OF UKRAINE
IN THE AREA OF PREVENTION

Kryvolapchuk V. O.

INTRODUCTION

At the present stage of the development of our society, the role and
importance of legal regulation of the activities of the National Police of
Ukraine in the context of prevention become particularly topical in
building rule-of-law state as the main feature of the model of rule-of-law
state is the high-level legal regulation of social relations. The aim of
consolidation of the rule of law, enjoyment of civil rights and freedoms in
the relations with the bodies of the National Police of Ukraine (hereinafter
referred to as “the NP of Ukraine”) is to determine the main forms and
activity areas of its bodies, structural units and officials which would
ensure the daily democratic regime of these relations on the basis of
consolidation of the rule of law, firmness of the constitutional rights and
freedoms of man and citizen. The effectiveness of preventive police
measures of the activities of bodies of the NP of Ukraine depends on the
perfection of the statutory regulation of police activity, the clarity of legal
instructions, the availability of a developed system of legislation and the
relevant by-laws in this area.

The issues concerning the organisation of legal regulation of the
activities in the state, society, including in internal affair bodies and police,
were covered in research papers of the following leading scholars:
O. F. Andriiko, O. M. Bandurka, V.I. Varenko, |.P. Holosnichenko,
Ye.V. Dodina, R.A. Kaliuzhnyi, A.P. Kliushnichenko, A.M. Kolodii,
A.T. Kuzmuk, V.V.Kopieichykov, M.V.Koval, A.T. Komziuk,
M.V. Korniienko, S.L. Lysenkov, O.V. Nehodchenko, S.V. Petkov,
P.M. Rabinovych, Yu.l. Rymarenko, O.F. Skakun, O.D. Tykhomyrov,
I.M. Shopina, Yu.S. Shemshuchenko, V.K. Shkarupa and others, and the
determination of the essence and peculiarities of preventive police
measures and police measures of coercion was the focus area of both
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domestic and foreign scholars such as O.M. Bandurka, D.M. Bakhrakha,
Ye.O. Bezsmertnyi, H.P.Bondarenko, 1.0. Halahan, Ye.V. Dodin,
A.T. Komziuk, V.K. Kolpakov, L.V. Koval, O.P. Korenev, O.M. Lunov,
O.P. Sherhin, O.M. Yakuba and other administrative law scholars.
However, administrative and legal aspects of preventive police measures
are still undeveloped or controversial.

2.1. Legal regulation of police activities

Scientific legal literature considers legal regulation (from the Latin
regulare — to direct, organize) as one of the main means of state influence
on social relations in order to adjust them according to the interests of man,
society and the state. Legal regulation is ensured by virtue of a specially
made state mechanism. The main component elements of this mechanism
are a) rules of law fixed in the laws and other legal acts that determine the
model of alternative and necessary behaviour of a subject of social
relations (the rules of law are the basis of the mechanism of legal norms);
b) legal facts, that is, specific life circumstances related to the
implementation, alteration or termination of legal relations; c) the very
legal relations, that is, social relations, indirect norms of law; d) acts of
exercise of rights and obligations of subjects of social relations, that is, the
actions of the subjects within the limits of the instructions of relevant legal
norms; d) legal sanctions against violators of the rules of law™. The word
to regulate is interpreted as to harmonize something, to manage something,
to subordinate it to a particular system via relevant rules'®.

The subject of legal regulation is a certain form of social relations,
which is fixed by a relevant group of legal norms. The subject of legal
regulation is understood as the way of the influence of legal norms on
social relations)'’. Under the conditions of forming of the foundations of
the state of law in Ukraine, the role and significance of legal regulation of
social relations become of particular relevance. The feature of high-level
legal regulation of social relations is the main feature of the model of the
state that is characterised as a rule-of-law state'®.

15 Shemshuchenko Yu.S. Velykyi entsyklopedychnyi yurydychnyi slovnyk / Za red. akad. NAN Ukrainy
Yu.S. Shemshuchenka. Kyiv: TOV Vydavnytstvo Yurydychna dumka, 2007. S. 692.

18 \elykyi tlumachnyi slovnyk suchasnoi ukrainskoi movy / uklad. i holov. red. V.T. Busel. Kyiv; Irpin:
VTF Perun, 2002. S. 1020-1021.

' Bolshoj yuridicheskij enciklopedicheskij slovar. Moskva: Knizhnyj mir, 2005. S. 473.

® Teorila derzhavy i prava: Pidruchnyk / S.L. Lysenkov, A.M. Kolodii, O.D. Tykhomyrov,
V.S. Kovalskyi; Za red. S.L. Lysenkova. Kyiv: Yurinkom Inter, 2005. S. 290.

23



The position of law and legal regulation in the organisation of any
activity in the state and society, in particular of police, has been frequently
mentioned in scientific literature. Thus, O.F. Skakun considers legal
regulation as the adjustment of social relations, their legal consolidation,
protection and development, which are carried out by virtue of law and a
complex of legal means'®. And A.T. Komziuk notes that legal regulation is
a specific influence which is exercised by law as a special statutory
institutional regulator. The peculiarity of legal regulation lies in the fact
that it, first, is a kind of social regulation which has purposeful, organized,
productive nature according to its social nature, and, secondly, is carried
out using a purposeful system of means that really express the very essence
of law as a normative institutional body — the regulator®.

Thus, legal regulation is the effect of law on social relations with the
aid of certain legal means, first of all, the norms of law**. O.M. Bandurka
reasonably marks: “Legal regulation guarantees the distribution of
supervisory powers between different authorities and services, officials and
establishes certain relations between them”?’. K.F. Skvortsova states:
“Legal regulation in any spheres of the state activity should concern not
only the definition of rights and obligations of subjects of legal relations
but also the elaboration of this system as well as the main issues of the
organization of activities of its particular parts”®. It is worth mentioning
that one of the initial, source elements of legal regulation is the legal rules
that constitute the regulatory framework, the core of the mechanism of
legal regulation.

Consequently, studying the definitions of legal regulation, we
conclude and understand the concept of legal regulation as an adjustment
of social relations, which is realized by the state with the use of law and a
complex of legal means, their legal consolidation, protection and
development.

Features of legal regulation:

1) it is a kind of social regulation;

2) it is implemented by civil society or state;

19 Skakun O.F. Teoryia hosudarstva y prava: uchebnyk. Kharkov: Konsum. Un-t vnutr. del. 2000. S.529.

% Kozmiuk A.T. Administratyvnyi prymus v pravookhoronnii diialnosti militsii v Ukraini: dys. ...
d-ra yur}/d. nauk: 12.00.07 / Kharkiv, nats. un-t vnutr. sprav. Kharkiv, 2002. S. 59.

2! 7ahalna teoriia derzhavy i prava / za red. V.V. Kopieichykova. Kyiv: Yurinkom, 1997. S. 217.

22 Bandurka O.M. Teoriia i praktyka upravlinnia orhanamy vnutrishnikh sprav Ukrainy. Kharkiv, 2004. S. 57.
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3) it has a) regulatory-effective nature which is carried out through a
holistic system of legal means that ensure the implementation of rules of
law in order to achieve the desired goal (result); b) organizational nature —
the relations between actors acquire a certain legal form (the norms of law
fixe the measure of alternative or proper conduct) via legal regulation;
c) purposeful nature — it is aimed at satisfying rights, freedoms, legal
interests of subjects of law; d) specific nature — it is always connected with
real (particular) legal relations.

We understand the methods of legal regulation as a complex of
techniques which help to adjust social relations of the particular type.

The following main methods of legal regulation are usually defined
in legal literature:

e centralized regulation (method of subordination or imperative
method) —the

adjustment is carried out from the top to the bottom based on
authoritative imperative principles (most often this method is used in
administrative law). Means of centralized regulation are legal acts (laws
and subordinate legislation). It involves fixing prohibitions, obligations,
penalties (most often this method is used in police activities both in
administrative and criminal law);

e decentralized regulation (method of coordination or dispositive
method) — participants of legal relations influence the course and process
of such regulation by concluding contracts, implementing unilateral lawful
legal actions (most often this method is used in civil law). The main means
of decentralized regulation is individual acts.

Techniques or ways of regulating relations with the state reveal the
specifics of regulation methods and find their special expression in the
norms of law. There are three classic ways of legal regulation: permission,
obligation and prohibition. Consequently, direct forms of implementation
of the rules of law — use, execution, and compliance, meet the above three
types of legal regulation.

Moreover, legal regulation of police activities in Ukraine provides
for: first, taking into account the fact that legal norms are both a means and
a basic tool for the management of social objects and, at the same time, a
regulator of police activity, a set of social norms and procedures for their
implementation, which ensure the adequate functioning and development
of systems in accordance with the conditions of their existence. The state
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empowers government bodies and their officials — subjects of the police
activities, with certain powers (obligations and specific rights) by means of
legal norms within the limits of authority and in the manner provided by
the Constitution and laws of Ukraine;

Second, provision of the system of state bodies of legislative,
executive and judicial branches of power by public prosecution service and
the National Police as one of the executive authorities. At the same time,
the current legislative and statutory regulation of police activity in Ukraine,
including the bodies of the National Police, plays an important role
because the effectiveness of legal regulation often depends on the
perfection of its legal basis, clarity of instructions, availability of a
developed system of legal norms. Legal norms ensure:

¢ the definition of the system of police powers for guaranteeing the
implementation of preventive police measures by police bodies and units;

e the distribution of the functions between units of a certain police
body and their employees for conducting preventive police measures;

e the consolidation of the system of objects and subjects of police
activity of the National Police staff.

Third, clarification of the number of social relations which appear,
that is, the definition of the subject of legal regulation covering all social
relations which objectively may be subjected to the statutory-
organisational influence due to their nature. Under socio-political
conditions, they need such a kind of influence which is conducted with the
use of legal norms and other legal means.

Fourthly, conclusion about the role of law in regulating police activity
in Ukraine which is carried out by virtue of legal norms which are in the
process of legal recognition: 1) the systems of powers of police officers
towards the exercise of their rights; 2) forms, types, focus areas and
permissible limits of police activity in implementing preventive police
measures; 3) the systems of objects and subjects of law-enforcement
activity of police officers; 4) the distribution of supervisory functions
between units of a certain body and their employees; 5) the main
interoperation specifications and coordination of subjects of police
activities in exercising preventive police measures; 6) legal protection of
the interests of the subjects-participants of police relations; 7) the systems
of preventive police measures in the interests of the rule of law, protection
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of human and civil rights and freedoms, interests of society and the state as
well as the stability of social relations.

Now, the bodies of the NP of Ukraine act within a certain territory
and, accordingly, are accountable and controlled by the executive
authorities and, first of all, by the Cabinet of Ministers of Ukraine. Bodies
of the NP of Ukraine as a subject of police activities are distinguished by a
range of features. First, these are bodies which carry out control and
supervisory functions; secondly, they continuously exercise special state
authoritative powers towards non-subordinated entities, which are obliged
to comply with the decisions adopted by the bodies of the NP of Ukraine
within their competence. In other words, it is referred to supra-
departmental nature of powers. It is necessary to understand that this body
is in vertical interrelations, in particular, there are internally subordinated
relations within the body, as well as control functions related to its
activities.

Thus, modern police activity in Ukraine is characterized by the
features as follows:

e it is based on the Constitution and laws of Ukraine;

e it is aimed at objects whose structure depends on the particular stage
of the historical development of the society and political factors;

e In our society, its content is organically connected with law and
legal consciousness and it clearly expresses the inextricable connection of
the state and law, their mutual influence;

e it is a state policy;

e it is formed and realized under the influence of a whole complex of

objective and subjective factors (legal awareness of man and citizen
and society as a whole, state of crime, economic development of the state,
personnel policy (recruitment and appointment), political leadership of the
state, its attitude to this issue;

e it is implemented through management, organizational and legal
means and by using preventive police measures as well as police measures
of state coercion, etc.

At the same time, the legal regulation of police activity in Ukraine is
included in legislative and legal acts which are different in the form, nature
and legal force. According to the form, legal norms elaborated to regulate
relations in the sphere of law enforcement police activity in the context of
prevention, and legal acts are a way of fixing and their action is the place
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of their stay in the socio-legal dimension of the national legal system. In
addition, legal acts reveal the essence of legal norms, provisions of law
enforcement practice as well as individual instructions, decisions of certain
officials.

For example, according to Art. 3 of the Law of Ukraine “On National
Police” dated 02.07.2015 Ne 580-VIII, it is noted that police activity is
guided by the Constitution of Ukraine, international agreements of Ukraine
obligatory nature of which is confirmed by the Verkhovna Rada of
Ukraine, the above Law and other laws of Ukraine, acts of the President of
Ukraine and resolutions of the Verkhovna Rada of Ukraine adopted in
accordance with the Constitution and laws of Ukraine, acts of the Cabinet
of Ministers of Ukraine and relevant acts of the Ministry of Internal Affairs
of Ukraine, other legal acts®.

Today, in our opinion, the basic legal acts regulating police activity in
Ukraine, should be divided into seven interrelated groups:

1. Basic constitutional: the Declaration of State Sovereignty of
Ukraine dated 16.07.1990 Ne. 55-XII® was the basis for the new
Constitution of Ukraine, the laws of Ukraine and defined the legal
concerns of Ukraine in completing international agreements; the
Constitution of Ukraine dated 28.06.1996 Ne 254k / 96-BP*° where the
first, third and thirteenth chapters contain the norms constituting the
constitutional and legal institution of the foundations of the constitutional
system of Ukraine. These very norms are the superior legal basis for the
activities of law enforcement bodies and, in particular, for bodies
empowered by the state with certain police functions in order to ensure the
internal security of the state. The legal provisions of the Fundamental Law
of Ukraine play a decisive role in police activity since all laws, as well as
other legal acts regulating the basic principles of police activity in Ukraine,
are adopted under and in accordance with the Constitution of Ukraine;

2. International legal acts ratified by Ukraine in accordance with a
procedure prescribed by law. It is worth mentioning that first, the current
international legal acts (conventions, declarations, agreements etc.) ratified
by Ukraine is a part of the national legislation of our state, which are legal

2 Pro Natsionalnu politsiiu: Zakon vid 2 lypnia 2015 r. Ne 580-VIII. Vidomosti Verkhovnoi Rady
Ukraing vid 09.10.2015. Ne 40-41. St. 379.

® Deklaratsiia pro derzhavnyi suverenitet Ukrainy: pryiniata Verkhovnoiu Radoiu Ukrainskoi RSR vid
16 chervnia 1990 r. Ne 55-KhII. Vidomosti Verkhovnoi Rady Ukrainskoi RSR vid 31.07.1990. Ne 31. St. 429.

% Konstytutsiia Ukrainy: Zakon vid 28 chervnia 1996 r. Ne 254k/96-VR. Vidomosti Verkhovnoi Rady
Ukrainy vid 23.07.1996. Ne 30. St. 141.
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norms regulating police activity. Second, law enforcement bodies,
including agencies of the NP of Ukraine, cooperate with law enforcement
bodies of foreign countries and international organisations using ratified
international legal acts. At the same time, law enforcement bodies as
subjects of police activity in Ukraine can submit requests, orders,
requirements to the international organisations and law enforcement
agencies with the purpose of ensuring coordination of cooperation
concerning issues of their competence. For example, it may refer to the
extradition of a person who committed a crime or crimes within our
territory etc.

3. Codified laws of Ukraine and laws of Ukraine. The concept of
codification of legislation should be understood as a complex of laws,
codes, bylaws adopted by the executive power of Ukraine that have to
consolidate democratic foundations, which are recognized by many
countries of the world and are the basis of a particular kind of police
activity. In turn, laws of Ukraine are legal acts of supreme legal force
regulating the most important social relations through lay downing rules of
general effect which are adopted in a special order (legislative body) or
directly by the people. According to the approved world practice, in
Ukraine, laws (as well as other legal acts) are adopted on the basis of the
Constitution of Ukraine®” and have to conform to it. For example, legal
norms of the Law of Ukraine “On National Police” dated July 2, 2015%,
regulated the activity of the National Police of Ukraine in the context of
prevention.

4. Resolutions of the Verkhovna Rada of Ukraine. These are legal
act which are adopted by the Verkhovna Rada of Ukraine. According to
Art. 91 of the Constitution of Ukraine®, the Parliament of Ukraine adopts
laws, resolutions and other acts by the majority of its constitutional
composition.

5. Decrees of the President of Ukraine. These are normative legal
acts of the Chief of the Ukrainian state issued towards the most important
issues that fall within his competence. Decrees may have both normative
and non-normative (law enforcement) nature.

% Konstytutsiia Ukrainy: Zakon vid 28 chervnia 1996 r. Ne 254k/96-VR. Vidomosti Verkhovnoi Rady
Ukraing vid 23.07.1996. Ne 30. St. 141.

® Pro Natsionalnu politsiiu: Zakon vid 2 lypnia 2015 r. Ne 580-VIII. Vidomosti Verkhovnoi Rady
Ukrain¥ vid 09.10.2015. Ne 40-41. St. 379.
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6. Decrees and ordinances of the Cabinet of Ministers of Ukraine.
These are legal acts of the Government of Ukraine. According to Art. 117
of the Constitution of Ukraine, the Cabinet of Ministers of Ukraine issues
binding resolutions and ordinances within the limits of its competence. The
Prime Minister of Ukraine signs the acts of the Cabinet of Ministers of
Ukraine and they are subjected to the registration according to the
procedure prescribed by law.

7. Orders and ordinances of the Ministry of Internal Affairs of
Ukraine and the National Police of Ukraine. These are legal acts of the
above central executive bodies (hereinafter referred to as “the CEBs”)
which are obligatory for the implementation of bodies, units and officials
subordinated to the CEBs.

Thus, legal regulation of the NP of Ukraine in the context of
prevention is ensured by virtue of a specially made state mechanism the
main component of which is current norms of law enshrined in laws and
other legal acts, which are regulated by a considerable amount of
normative acts differing by many features: title, legal effect, adoption
order, entry into force etc.

Consequently, the legislation of Ukraine in legal regulation of activity
of the of NP of Ukraine in the context of prevention is based on the
Fundamental Law of Ukraine and is a complex of laws and bylaws, which
legally influence social relations by virtue of legal norms. All legal rules
have the same ultimate goal but their content, establishment order and
influence on the processes of legal regulation of police activities in the
sphere of effect and mechanisms of dissemination in law differ. By the aid
of law, the state endows subjects of police activity of the National Police
and its employees with particular powers (obligations and specific rights)
within the limits of which they implement police activity and are guided by
the laws of Ukraine, international agreements of Ukraine the binding
nature of which is confirmed by the Verkhovna Rada of Ukraine, acts of
the President of Ukraine and resolutions of the Verkhovna Rada of Ukraine
adopted in accordance with the Constitution and laws of Ukraine,
resolutions and orders of the Cabinet of Ministers of Ukraine as well as
legal acts (orders, ordinances, instructions) issued by the Ministry of
Internal Affairs of Ukraine and the National Police of Ukraine, other legal
acts.
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2.2. Preventive police measure in the activity of the police

Today, the main goals of the introduction of preventive police
measures at the present stage of the activity of the NP of Ukraine is to
reorient its employees to be reliable defenders of human and civil rights
and freedoms. The Fundamental Law of Ukraine consolidates that
assertion and protection of human and civil rights and freedoms is the main
state duty and defines a person, his/her life and health, honor and dignity,
inviolability and security as the highest social value®.

At the same time, protection of human and civil rights and freedoms is
the main goal of police activities as well as the main essential feature of
the bodies of the NP of Ukraine which serve for the society observing the
rule of law in their activities. The goal involves not only an individual duty
to protect the rights but also the availability of restrictions in police
activities during implementing tasks and functions. It should be
emphasized that the introduction of the institute of police preventive
measures in the activity of the NP of Ukraine for the characterization of the
tasks of police agencies shows attempts to change the philosophy of this
type of activity of the law enforcement agency — to transform its functions
regarding the use of preventive police measures by police officers in order
to eliminate offenses.

The conceptual foundations of preventive police measures directly
derive from the provisions provided by the Declaration on Police®. The
aim of police activity is to promote security and reduce the number of
cases of civil disturbances; reduction of crime rate and crime severity; to
promote the administration of justice in such a way as to maintain public
confidence in the law®.

One of the decisive steps towards reforming law-enforcement bodies
of our state was the adoption of the Law of Ukraine “On National Police”
dated July 2, 2015, No. 580-VIII** (hereinafter referred to as “the Law on
Police”) where the novel of legal regulation was the separation of section
V “police measures”. The current norms of the above law indicate that the

%0 Konstytutsiia Ukrainy: Zakon vid 28 chervnia 1996 r. Ne 254k/96-VR. Vidomosti Verkhovnoi Rady
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derzhavam-uchasnytsiam Rady Yevropy (Ukhvalena Komitetom ministriv 19 veresnia 2001 na 765-mu
zasidanni zastupnykiv ministriv). URL: http://pravo.org.ua/files/Criminal%20justice/rec1.pdf (data zvernennia
11.03.2019).
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337 p.

¥ Pro Natsionalnu politsiiu: Zakon vid 2 lypnia 2015 r. Ne 580-VIII. Vidomosti Verkhovnoi Rady
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police also use police preventive as well as coercive measures within its
competence in order to protect human rights and freedoms, prevent threats
to public security and order or terminate their violation.

Now the legal regulation of the activity of the NP of Ukraine in the
context of prevention is primarily carried out in accordance with articles
30-40 of the Law on Police®, which establishes the new institute of
preventive police measures the essence and legal enforcement of which
needs scientific thorough comprehension because it is characterized as by
disadvantages of statutory legal regulation as by the complexity of
practical implementation.

However, the legislator determined that a police measure is an action
or a set of preventive or coercive measures that restrict certain human
rights and freedoms and are used by a police officer in accordance with the
law to ensure the exercise of police powers®. The aim of the police
measure is an immediate and effective solution to the issues, situation
locally, using measures prescribed by the law, aimed at obtaining prompt
result in protecting human and civil rights and freedoms, combating crime,
maintaining public safety and order.

Today, the term “prevention” is not fixed in the current legislation of
Ukraine but widely used and applied by criminologist scholars and
criminal law experts. In English “prevent” means ‘“prevention,
admonishment”. “Prevention” is a foreign word and has Latin origin from
an etymological point of view. Therefore, it is necessary to beat out its
meaning from Latin. Thus, prevention (Latin praeventio, from praevenire —
to anticipate, admonish) means “crimes prevention”. The term
“prevention” is also used in science as an absolute synonym for the term
“crime prevention”.

At the same time, the term “prevention” is used in legal science to
determine the system of measures aimed at preventing offenses: 1) a set of
measures that contribute to eliminating causes of offences commission;
2) the action of administrative, criminal punishment in counteracting
offenses.

Whereas, the term crime prevention is interpreted as a social activity
which involves eliminating causes and conditions of crime. It is a kind of

3 Pro Natsionalnu politsiiu: Zakon vid 2 lypnia 2015 r. Ne 580-VIII. Vidomosti Verkhovnoi Rady
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social control and social prevention of anti-social behaviour, including one
which is manifested in the commission of offenses.

Crime prevention is an integral part of the function of state of law in
ensuring law and order, protection of human and civil rights and freedoms,
and its subject is causes and conditions of crime, a separate crime. Crime
prevention is also distinguished by the scale (sphere) of its implementation.
Based on this feature, there is crime prevention carried out within a
country scale, particular region, a separate object, a particular individual®’.

To a greater extent, prevention is a typical for administrative
preventive measures in relation to the counteraction to administrative
offenses in various spheres that determines the topicality of thorough and
comprehensive study of many problematic issues of police activity
regarding the use of preventive police measures.

We believe that under the framework of theory of administrative law,
police measures should be understood as actions of authorized bodies or
officials aimed at coercive ensuring of public security and order,
prevention and counteraction to offenses. The police measures are quite
numerous and diverse. By their very nature, they belong to the measures of
direct crime prevention or administrative coercion and, therefore, they are
not actions of administrative or any other responsibility. The use of
administrative police measures of prevention makes it impossible or delays
the commission of an offense.

It is essential to note that preventive measures hold almost the most
important place in the activities of police bodies. A.T. Komziuk marks that
they provide for, in the cases established by the law, the application of
restrictions to citizens and organizations and this is their coercive nature,
although, there is a lack of offenses. Professor Y. S. Riabov says that the
essence of preventive measures as instructions, which are contained in the
disposition of the norms of administrative law, the implementation of
which is enforced strictly on the lawful grounds by the authorized state
bodies (their representatives) in the case of certain circumstances in order
to prevent offenses and secure public safety®. We can’t agree absolutely
with this statement. Thus, D.M. Bakhrakha denies the availability of
preventive measures which he attributes to prohibitions, norms of law as

7 zakaliuk A.P. Velykyi entsyklopedychnyi yurydychnyi slovnyk / Za red. akad. NAN Ukrainy
Yu.S. Shemshuchenka. Kyiv; TOV Vydavnytstvo Yurydychna dumka, 2007. S. 280.
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they allegedly focus not on an individual but on all (or many) citizens, and
the general prohibitions do not cause specific legal relations, so there can’t
be coercion beyond specific legal relations™.

The Law on Police defines that the police can use the following
preventive measures: 1) personal identity verification; 2) examination of a
person; 3) superficial inspection and examination; 4) vehicle stop; 5) the
requirement to leave the place and limit access to the particular territory;
6) restriction of movement of a person, vehicle or actual possession of an
object; 7) penetration into residential space or other person’s property;
8) verification of compliance with the requirements of the authorization
system of internal affairs bodies; 9) use of technical devices and equipment
with the functions of photography and filming, video recordings, means of
photography and filming, video recording; 10) verification of compliance
with the restrictions established by the law with regard to persons who are
under administrative supervision and other categories of persons;
11) police custody.

However, a police officer must immediately inform a person about
police measure in plain language as well as clarify the right to healthcare,
give reason, challenge the actions of the police officer, notify other persons
about place of residence immediately. A police officer may skip
notification of the rights and their clarification if there are reasonable
grounds to believe that a person cannot realise own actions and control
them.

The current Regulation on the National Police of Ukraine adopted by
the Resolution of the Cabinet of Ministers of Ukraine dated October 28,
2015 Ne 877% doesn’t have norms regulating legal support of preventive
police measures and police coercive measures which are foundation in the
current legal norms “Section V — Police measures” of the Law of Ukraine
“On National Police” dated July 2, 2015*. In our opinion, it is necessary to
amend and supplement it. Thus, paragraph 4 “The National Police in
accordance with its tasks” should be extended by sub-paragraphs 12-1 and
12-2 of the Regulation on the National Police approved by the Resolution
of the Cabinet of Ministers of Ukraine dated October 28, 2015 Ne 877

% Bakhrakh D.N. Admynystratyvnaia otvetstvennost. Perm, 1966. S. 13.
Pro zatverdzhennia Polozhennia pro Natsionalnu politsiiu: zatv. postanovoiu Kabinetu Ministriv
Ukrainy vid 28 zhovtnia 2015 r. Ne 877. Ofitsiinyi visnyk Ukrainy vid 17.11.2015. Ne 89. S. 34..
* Pro Natsionalnu politsiiu: Zakon vid 2 lypnia 2015 r. Ne 580-VIII. Vidomosti Verkhovnoi Rady
Ukrainy vid 09.10.2015. Ne 40-41. St. 379.
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(Official bulletin of Ukraine dated November 17, 2015, Ne &9,
Avrticle 2971), see below in the text.

A policeman is empowered to withdraw weapon or other objects by
means of which a person may do harm people around or himself/herself
regardless of the fact whether they are forbidden in use. A policeman is
forbidden to search a person who is under police custody. In addition, a
protocol is drawn up on police custody where it shall be indicated as
follows: place, date and exact time (hour and minutes) of the police action;
grounds of application; description of the confiscated weapon or other
objects; petitions, statements or complaints of the person, if any, the
presence or lack of visible bodily injuries.

The above provides grounds for the formulation of the concept of
“preventive activity” and “preventive police record” which will be
presented below. The use of preventive measures by the police is not an
end in itself but it complements the implementation of educational,
informational and awareness-raising measures and is carried out on the
principles of legality, necessity, proportionality, efficiency and observance
of human rights and freedoms. Preventive police measures include, in the
cases prescribed by law, the application of restrictions on certain rights and
freedoms to people and organizations. This fact proves their coercive
nature, although there are no offenses. In other words, these measures have
a clear preventive orientation and are aimed at protecting the interests of
public safety and order and avoiding commission of offenses. The essence
of the preventive effect of the mentioned police measures is about, firstly,
preventing illegal behaviour on the part of persons who are inclined to such
behavior, and secondly, eliminating the causes contributing to the
commission of offenses as well as creating conditions that exclude
unlawful conduct.

It is worth mentioning the police are authorized to apply the following
police coercive measures during the execution of their powers, which are
specified by the law on police: 1) physical impact (force); 2) the use of
special means; 3) the use of firearms.

Physical effect is the use of any physical force, as well as special
methods of combating to stop illegal actions of offenders. Special
measures such as police coercive measures are a set of devices, equipment
and objects which are specially made, constructively designed and
technically suitable for protecting people from the damage of various
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objects, temporary (avertible) damage to a person (offender, opponent),
inhibition or restriction of human freedom (psychological or physical) by
influencing him/her or objects surrounding him/her with a clear regulation
of grounds and rules for the use of such measures and working animals.
The use of firearms is the most severe measure of coercion.

A police officer is empowered to keep, carry firearms as well as to
apply and use it upon the condition he has had appropriate special training.
The Minister of Internal Affairs of Ukraine establishes the procedure for
storing and carrying firearms which are at police officer’s disposal, the list
of firearms and ammunition used in the activities of the police and rules of
their affiliation®.

Compared to the measures of police coercion, which are a reaction to
unlawful acts of a person and commission of offenses of both
administrative and criminal nature, preventive police measures are used to
avert and prevent offenses as well as to ensure the protection of human and
civil rights and freedoms, action against crime, maintenance of public
security and order. Preventive police measures do not involve the element
of person’s punishment they are applied to, and, moreover, their use is
often not connected with the unlawful behaviour of specific individuals.
Preventive police measures, which are not punitive, do not require
establishment of offender’s guilty as a mandatory condition of use, as well
as other compulsory elements of an unlawful act. In order to use preventive
police measures, there may be grounds arising due to the availability of
conditions that is not a result of the commission of a particular offense by a
person but may be directly related to his/her previous antisocial behaviour
that indicates the possibility of offences commitment. Consequently, by
applying preventive measures, police officers create the necessary
conditions for ensuring the rule of law according to which a person, his/her
rights and freedoms are recognized as the ultimate values and determine
the content and focus of the state’s activities. Analysis of definitions of
police preventive measures makes it possible to conclude that there is an
objective need to distinguish these measures as an independent type of
administrative police activity. Now, it is essential to withdraw
para. 7 (intrusion into a person’s domicile or other property) from p. 1 of

*2 Pro Natsionalnu politsiiu: Zakon vid 2 lypnia 2015 r. Ne 580-VIII. Vidomosti Verkhovnoi Rady
Ukrainy vid 09.10.2015. Ne 40-41. St. 379.
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Art. 31 “Preventive police measures” of the law on police™ because its
fundamental legal norms contradict Art. 30 “Everyone shall be guaranteed
the inviolability of his domicile” of the Constitution of Ukraine part 1 of
which indicates “Intrusion into a person’s domicile or other property,
inspection or search shall not be permitted except under a substantiated
court decision™. Thus, legal norms of the Fundamental Law are norms of
direct effect and, for this reason, it is necessary to exclude p. 7 of Art. 31 of
the law on police.

CONCLUSIONS

We understand legal regulation as an adjustment of public relations
carried out by the state through law and a set of legal means, their legal
consolidation, protection and development. We understand methods of
legal regulation as a set of methods and techniques which harmonise social
relations of a relevant kind.

Now, it is necessary to amend and supplement Article 30 and
Article 31 of the Law of Ukraine “On National Police” dated July 2, 2015,
Ne 580-VIII (Bulletin of the Verkhovna Rada of Ukraine dated 09.10.2015,
Ne 40-41, Avrticle 379).

1. To supplement part 2 of Article 30 with paragraphs 2 and 3 as
follows:

“Preventive police activity is the activity stipulated by the current
legislation of Ukraine and aimed at prevention which is carried out before
the formation of unlawful intentions, averting that occurs after the
formation of unlawful intent before its implementation and through the
commission of the offense, cessation of offenses committed after the
commencement of the offense with possible application of preventive
measures to persons, verification of compliance with the requirements
established by law, restrictions, as well as with regard to persons who are
in preventive register.

Preventive police register is a complex of measures implemented by
the Unified Information System of the Ministry of Internal Affairs of
Ukraine (hereinafter referred to as “UIS of the MIA”), which is aimed at
maintaining information subsystems of UIS of the MIA in an appropriate

“ Pro Natsionalnu politsiiu: Zakon vid 2 lypnia 2015 r. Ne 580-VIII. Vidomosti Verkhovnoi Rady
Ukrainy vid 09.10.2015. Ne 40-41. St. 379.

* Konstytutsiia Ukrainy: Zakon vid 28 chervnia 1996 r. Ne 254k/96-VR. Vidomosti Verkhovnoi Rady
Ukrainy vid 23.07.1996. Ne 30. St. 141.
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technical condition regarding people who are in preventive registers and
subjected to preventive activity of the National Police bodies™.

SUMMARY

The article studies the essence and content of legal regulation of
activity of the National Police of Ukraine in the context of prevention,
which is provided by means of a specially created state mechanism the
main element of which is the rules of law consolidated in the laws and
other legal acts determining the model of behaviour of the subject of public
relations and police body in the context of prevention.

The author studies the essence of preventive police measures, their
practical use and application by the police for the purpose of preventing,
averting and cessation of offences, their role in ensuring public security
and order in the state, crime prevention. It is presented the author’s
definition of the subject and concept of legal regulation, preventive police
measures and preventive police register, and amendment of the current
legislation of Ukraine is proposed.
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CHAPTER 3
ANALYTICAL WORK IN THE SYSTEM OF THE MIA
OF UKRAINE: NORMATIVE AND LEGAL REGULATION

Verbenskyi M. H.

INTRODUCTION

Analytical work, which is an integral part of the process of
implementing the management function, holds a significant position in the
activities of the internal affairs bodies. Analytical function is carried out at
different levels of management of the MIA system and almost by all units.
At the same time, the paper studies the processes taking place in the system
of the MIA in the past, the current conditions of external environment,
development trends of the system of the MIA as well as the challenges
which are the basis for forecasting and planning. Thus, the main goal of
analytical work is to study the patterns of all processes and phenomena of
social life affecting the activities of internal affairs bodies and to use
obtained data and knowledge for ensuring the effectiveness of this activity,
and the implementation of analytical function is a way to solve problems of
efficiency of agencies and units of the MIA of Ukraine. Special
significance and importance of analytical work were marked in the
Strategy for the Development of the Ministry of Internal Affairs up to
2020"°(hereinafter the Strategy) approved by the Cabinet of Ministers of
Ukraine dated November 15, 2017. One of seven main priorities, that is,
“Crime counteraction” provides such a challenge as a low level of the use
of analytical tools in crime combating and forecasting relevant threats. To
overcome the challenge, there is a need in studying, assessing and
improving analytical work in the system of the MIA, reconsidering,
updating and systemizing current and adopting new legal acts on this
activity.

*® Pro skhvalennia Stratehii rozvytku orhaniv systemy Ministerstva vnutrishnikh sprav na period do 2020
roku: rozporiadzhennia Kabinetu Ministriv Ukrainy vid 15 lystop. 2017 Ne 1023-r. Ofitsiinyi visnyk Ukrainy.
2018 r. Ne 23. St. 808.
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3.1. Theoretical and legal bases of analytical work in the system

of the Ministry of Internal Affairs of Ukraine

Examining analytical work in the system of the MIA, it is impossible
to omit the issue of the conceptual framework. Thus, the word ‘“analysis”
in Greek means “a breaking up, interpretation, examination” and is used to
define the method of scientific research through logical abstraction. In a
general sense, the word “analysis” means a comprehensive consideration,
study, examination of something. At the same time, the meaning of
“research” emphasizes a deeper, thorough and fundamental study. Thus,
analysis is a method of scientific research of objects, phenomena, etc.
through interpretation, their partition into the constituent parts in thought*®.
Synthesis, a method of scientific researching by combining, connecting,
composing an object, phenomenon in its integrity, unity, is opposite to
analysis. Together analysis and synthesis make up a unified process of
scientific cognition which management theory and practice call analytical
activity™’.

As for the concept “analytical work™, it should be mentioned that there
is a lack of research concerning the issues of analytical work in the domain
of the modern system of the MIA. Scholars’ thoughts towards the concept
“analytical activity” differ depending on the tasks of one or other internal
affairs agency. Thus, E.P. Maslennikov considers that analytical work is a
permanent research activity (the function of management process) which
covers a wide range of organizational measures and methodological
techniques for studying and evaluating crime data, the results of practical
activity of the authorities in fulfilling their tasks as well as the conditions
under which these tasks are carried out and which provides for purposeful
management and performance evaluation of management actions®.
.M. Savchenko defines analytical work as a permanent research activity
(the function of management process) which covers a wide range of
organizational measures and methodological techniques for studying and
evaluating of data on external and internal factors, cause-and-effect
relations of the functioning of the management system regarding the

46 Slovnyk inshomovnykh sliv. URL: http://www.jnsm.com.ua/cgi-bin/u/book/sis.pl

2Qry=%C0%ED%EQ0%EB% B3%E7 (data zvernennia: 18.03. 2019); Slovnyk ukrainskoi movy: v 11 tt. / AN URSR.
Instytut movoznavstva. Za red. |.K. Bilodida. Kyiv: Naukova dumka. 1970-1980. T. 1. S. 41.

*" Teoriia upravlinnia orhanamy vnutrishnikh sprav: Pidruchnyk. K.:Natsionalna akademiia vnutrishnikh
sprav Ukrainy, 1999. 702 s. URL.: https://studfiles.net/preview/5012883/5 (data zvernennia: 18.03.2019).

® Maiboroda L. A. Orhanizatsiino-pravovi zasady stvorennia informatsiino-analitychnykh tsentriv PTO:
metodychni rekomendatsii. K.: Prynt, 2009. S.13.
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implementation of its certain goal and objectives®. Accroding to
A.F. Shtanko, “analytical work™ is the use of social methods and
techniques for studying information, which characterises conditions of the
external environment, the state of public order and crime, in order to
determine the tasks for improving the efficiency of law enforcement
agencies®. O.M. Bandurka, defining the concept of analytical work,
focuses on criminological information and proposes the following
definition: “analytical work is collecting, processing and evaluating
criminological information, which is considered as a totality of data
necessary for the elaboration of preventive measures, their implementation,
control and performance evaluation of activity in progress”™".

Based on the above, analytical work in the domain of the internal
affairs bodies should be considered as research cognitive activity on
identifying the causal links, trends and patterns necessary to justify the
decisions made and assess the functioning of the system itself. The activity
covers data examining and evaluating in the following spheres: ensuring
protection of the human rights and freedoms, interests of society and the
state, crime prevention, maintenance of public safety and order and the
provision of police services; protection of the state border and the
sovereign rights of Ukraine in its exclusive (maritime) economic zone;
civil defence, protection of population and territories from emergencies
and their prevention, emergency recovery, rescue work, firefighting, fire
and technological safety, operation of emergency rescue services as well as
hydrometeorological activities; migration (immigration and emigration),
including counteraction to illegal (unlawful) migration, citizenship,
registration of individuals, refugees and other categories of migrants
determined by the legislation, as well as the results of practical activities of
the internal affairs bodies, the conditions of the external environment
where the activity is carried out. The purpose of the analytical work is to
ensure the management of the MIA system and to estimate the efficiency
of management actions.

In the past decades, analytical activity, its methods and technical
means are developing dynamically sensing socio-economic, political and

* Maslennikov Z. P. Organizacionno-pravovye osnovy j metodika analiticheskoj raboty v organah
vnutrennih del: ucheb. posobie. M., 1979. S. 15.
Shtanko A. F. Voprosy teorii i praktiki rukovodstva gorrajorganami vnutrennih del: prakticheskoe
posobie. K.: RIO MVD Ukrainy, 1996. S. 22.
! Bandurka A. M. Prestupnost v Ukraine: prichiny i protivodejstvie: monografiya. Harkov: Gos. spec.
izd-vo «Osnovay, 2003. S. 13.
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other changes in public life, complexity and diversity, constant risk,
accumulation of new knowledge and information. However, if in the past,
the term “analytics” was used independently and today, in the information-
oriented society it is increasingly frequent accompanied by the word
“information”. Consequently, it is used as a new term “information
analytics”*. The term has been widely covered in the definitions presented
in the state standards, research papers, etc. It is common practice to
comprehend the term as a set of aimed actions of research and cognitive
character carried out by the bodies and units of the MIA by virtue of
information technologies, systems of organizational measures and
methodical techniques when examining phenomena of interest.

Thus, V.M. Varenko thinks that information analytical activity (1AA)
is a specific type of intellectual, mental activity of a person in the process
of which it is formed new, secondary insights in the form of analytical
essay, report, review, forecast, etc®® due to a certain algorithm of sequential
actions for the search, accumulation, storage, processing, analysis of
source information.

O.A. Mandziuk, referring to Yu.P. Surmin, LV. Klymenko,
K.O. Lynov, .M. Kuznietsov, proposes the following definitions of
information analytical activity: scientific-information activity aimed at
document analysis and synthesis; a set of actions based on the concepts,
methods, tools, regulatory and procedural guidelines for collecting,
accumulation, processing and analysis of data to justify and make
decisions; a special focus area of information activity related to the
identification, processing, preservation and dissemination of information
mainly in the sphere of management, political and economic activities; a
process of semantic data processing which results in the transformation of
disaggregated data into a complete information product — an analytical
document™”.

The above definitions show that analytical work closely related to
retrieving a wide complex of varied data. The need for use and analysis of

%2 Kurnosov Yu. V. Analitika, metodologiya, tehnologiya i organizaciya informacionnoj analiticheskoj
raboty / Yu. V. Kurnosov, P. Yu. Konotopov. M.: RUSAKI, 2004. 697 s. URL: https://coollib.com/b/223786
(data zvernennya: 25.03.2019).

%% Varenko V. M. Informatsiino-analitychna diialnist: Navch. posib. / V. M. Varenko. K.: Universytet
«Ukraina», 2014. 417 s. URL: http:/nbuviap.gov.ua/images/nak_mon_partneriv/IAD.pdf (data zvernennia:
18.03.2019).

* Mandziuk O.A. Poniattia ta zmist informatsiino-analitychnoi diialnosti v konteksti borotby z
teroryzmom. Hlobalna orhanizatsiia soiuznytskoho liderstva. 2015. URL.: http://goal-int.org/ponyattya-ta-zmist-
informacijno-analitichnoi-diyalnosti-v-konteksti-borotbi-z-terorizmom/ (data zvernennia: 18.03.2019).
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information by law enforcement agencies has steadily increased over the
past 50-60 years. Information systems of the internal affairs bodies, which
in the past were available in the form of archives with information card
files, have been developing in step with information technologies within
the framework of special software and skills of professional analysis of
crime. Nowadays, under the conditions of the urgent challenges (a critical
crime situation; the activity of extremist criminal armed groups on the
territory of Ukraine aimed at destabilizing the internal socio-political
situation, breaking the functioning of state authorities, local self-
government authorities and Dblocking important industrial and
infrastructural facilities; rise in the terrorist threats level; spread of trans-
border organized crime; crisis phenomena in the national economy,
ineffectiveness of anti-crisis measures causing depletion of the state
financial resources, limiting its opportunities to ensure financial support for
the implementation of the national policy on the national security, etc.) the
significance of information and analytical work in the management activity
of the MIA system has become extremely important. Any organizational or
tactical problem in management activities in the areas of public safety,
protection and control of the state border of Ukraine, civil defense and
migration policy is solved by the virtue of a preliminary study of consistent
patterns, processes and phenomena of social life, operational environment,
practical activities of the authorities in the implementation of a set of tasks,
as well as the conditions the tasks are performed in. The necessity for a
system approach to this work is also conditioned by the rapid change of
socio-economic relations, a deeply-rooted tendency towards the
criminalization of society and the urgent needs to create a system of
adequate response to these processes on the part of law enforcement
bodies.

Analytical work is not down to handle statistical figures, and it also
involves a qualitative development of social processes. The European
approach offers a variety of forms and methods for analyzing the situation,
introduction of qualitative and quantitative information of mathematical
methods, which significantly limit the subjective assessments of
information and interpretation of findings, into the processing.
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3.2. Statutory regulation of analytical work
in the system of the Ministry of Internal Affairs

As any activity, analytical work needs statutory regulation. The term
“regulatory” means the one which defines the standard of law, the rules of
something, meets a criterion and fixed by the criterion®.The word
“regulation” derives from the Latin word “regula” (norm, measure) and
means the process of conscious adjusting, the establishment of a certain
order, duties. The term “to regulate” is interpreted as the harmonization of
something, management of something, its subordination to a certain
system®. Scientific juridical literature considers legal regulation (from the
Latin “regulare” — to guide, to order) as one of the main tools of
government influence on the social relations with the aim of their adjusting
to the interests of a man, society and the state®’.

Statutory regulation is mainly understood as the effect of law on the
social relations through the use of certain legal rules and means. This kind
of regulation is provided through a specially created state mechanism. The
main components of the mechanism are: a) the legal rules fixed in the laws
and other legal acts, which determine the model of possible and necessary
behaviour of the subject of public relations (the rules of law are the basis of
the mechanism of legal norms); b) the legal facts, that is, specific life
circumstances related to the implementation, change or termination of legal
relations; c) the actual legal relations, that is, social relations, indirect rules
of law; d) the acts of enjoyment of rights and obligations of subjects of
social relations, that is, the actions of the subjects of social relations within
the instructions of the provisions of the relevant legal norms; €) the legal
sanctions applicable to breakers of the rules of law*®.

O.F. Skakun defines statutory legal regulation as the adjustment of
social relations, their legal consolidation, protection and development,
which are carried out through the rules of law and a complex of legal
means>®. A.T. Komziuk marks that statutory legal regulation is a specific

% Velykyi tlumachnyi slovnyk suchasnoi ukrainskoi movy / Uklad. i holov. red. V.T. Busel. Kyiv, Irpin:
VTF “Perun”, 2005. 1728 s. URL: http://itbis nbuv.gov.ua/ulib/item/UKR0000989 (nmata 3BepHEHHS:
18.03.2019).

® Tam zhe.

%" Shemshuchenko Yu.S. Velykyi entsyklopedychnyi yurydychnyi slovnyk / Za red. akad. NAN Ukrainy
Yu.S. Shemshuchenka. Kyiv; TOV Vydavnytstvo Yurydychna dumka, 2007. 992

%8 Velykyi tlumachnyi slovnyk suchasnoi ukrainskoi movy / Uklad. i holov. red. V.T. Busel. Kyiv, Irpin:
VTF “Perun ”, 2005. 1728 c. URL: http://irbis-nbuv.gov.ua/ulib/item/UKR0000989 (mata 3BepHEHHS:
18.03.2019).

%% Skakun O.F. Teoriya gosudarstva i prava: uchebnik. Harkov. Konsum: Un-t vnutr. del. 2000. 704 s.
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influence which is implemented by law as a special statutory institutional
regulator®.

Thus, studying the above definitions of the statutory legal regulation,
we share the opinion of scholars who interpret the concept of legal
regulation as the adjustment of social relations carried out by the state
through the rules of law and a set of legal means.

In general, the rules of law regulating analytical activity in the MIA
system can be gathered into the following groups: legislative and
regulatory acts synchronizing all activities of the MIA system; legislative
and regulatory acts on analytical activity issues; particular provisions of
other legal acts related to information and information-analytical activities.

In general terms, the system of legal support of administration of the
MIA of Ukraine is based on the Constitution of Ukraine®" and is a set of
laws and by-laws regulating the operation of the system and its activities.
Thus, legal basis of analytical activity in the MIA system is a component
of the legal framework of the MIA system activities. It can be defined as a
complex of the rules of law which consolidate the necessity and create
conditions for the achievement of the goals of analytical activity in the
MIA.

As noted above, scholarly papers use the term ‘“‘analytical activity”
together with the term “information activity”. The national legislation more
often mentions the term in the phrase “information-analytical activity”. At
the same time, there is a lack of its clear definition as well as for the term
“analytical activity” and implementation of analysis as obligatory activity
focus. Taking into account the forgoing, we place the emphasis on the need
to elaborate the framework of categories and its further consolidation in the
legal framework of the national legislation of Ukraine.

Among the legislative acts which regulate the activities of government
authorities, including the MIA system, and mention information-analytical
or information activities, it is possible to mark the following laws of
Ukraine: “On Information” as of October 2, 1992 Ne 2657-X|I62, “On
Personal Data Protection”®, “On State Statistics”®, “On Access to Public

% Komziuk A.T. Administratyvnyi prymus v pravookhoronnii diialnosti militsii v Ukraini: dys. ... d-ra
yuryd. nauk: Kharkiv, 2002. S.59

81 Konstytutsiia Ukrainy: Zakon Ukrainy vid 28.06.1996 r. Ne 254k/96-VR//Vidomosti Verkhovnoi Rady
Ukrain%/. 1996. Ne 30. St. 141.

2 Pro informatsiiu: Zakon Ukrainy vid 02.10.1992 r. Ne 2657-XIl // Vidomosti Verkhovnoi Rady
Ukrain%/. 1992. Ne 48. St. 650

® Pro zakhyst personalnykh danykh: Zakon Ukrainy vid 01.06.2010 r. Ne 2297-VI // Vidomosti
Verkhovnoi Rady Ukrainy. 2010. Ne 34, st. 481.
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Information”, “On State Secret”, “On Electronic Documents and Electronic
Documents Circulation”, “On the National Police of Ukraine”, “On the
National Informatization Program”, “On the National Security of Ukraine”
and others.

The development of information technologies caused the need to
protect personal data. Due the very reasons, the Law of Ukraine “On
Personal Data Protection” Ne 2297-VI was adopted on June 1, 2010. It
regulates the relations related to the protection and processing of personal
data and aims at protecting the fundamental rights and freedoms of man
and citizen, in particular the right to privacy due to the processing of
personal data®™.

We note that the issues of regulation of information-analytical work
are of interest not only in the context of the activities of domestic law-
enforcement bodies. Now, there are a number of international legal acts
focused on elaborating general principles and approaches to the
organisation of information and analytical activity of the system of law-
enforcement bodies.

In Ukraine, except the above documents, information activity more or
less is also regulated by other laws of Ukraine, decrees and orders of the
President of Ukraine, legal acts of the Cabinet of Ministers of Ukraine.
Among the acts of the Cabinet of Ministers of Ukraine in regulating
activities of the MIA, the main one is the Regulation on the Ministry of the
Cabinet of Ministers of Ukraine (hereinafter the Regulation) approved by
the Resolution of the Cabinet of Ministers of Ukraine as of October 28,
2015 Neo 878. The regulation provides an opportunity to present
information and analytical activities as statutory, organizational and staff
supported activities of the MIA units, which deal with collecting,
processing, systematization, analysis and evaluation of the information
required for the implementation of management processes of the MIA
bodies®. Analytical work is required for the performance of a large number
of MIA functions. At the same time, in the context of analytical activity,
the Regulation provides this function only in two subparagraphs of
paragraph 4 — in subpar. 61 and subpar. 62, in particular, “61) the MIA

% Pro derzhavnu statystyku: Zakon Ukrainy vid 17.09.1992 r. Ne 2614-XII. // Vidomosti Verkhovnoi
Rady Ukrainy. 1992. Ne 43. St. 608.

% Pro zakhyst personalnykh danykh: Zakon Ukrainy vid 01.06.2010 r. Ne 2297-VI // Vidomosti
Verkhovnoi Rady Ukrainy. 2010. Ne 34, st. 481.

® Pro zatverdzhennia Polozhennia pro Ministerstvo vnutrishnikh sprav Ukrainy: Postanova Kabinetu
Ministriv Ukrainy vid 28 zhovtnia 2015 r. Ne 878. Ofitsiinyi visnyk Ukrainy. 2015. Ne 89. St. 2972.

47



monitors the status of public security and law and order in the state;
examines, analyses and generalizes the results and effectiveness of the
Implementation of state policy in the relevant spheres by central executive
authorities, whose activities are guided and coordinated by the Minister;
62) analyses and forecasts the development of socio-political processes in
the state affecting the implementation of tasks attributed to the MIA
responsibility”®’.

The MIA of Ukraine has the Unified Information System of the MIA
due to the adopted Resolution of the Cabinet of Ministers of Ukraine as of
November 14, 2018 Ne 1024 “On Approval of the Regulation on the
Unified Information System of the Ministry of Internal Affairs and List of
its Priority Information Resources”.

The division of functions between the MIA and the National Police,
the SMSU, the SMS, the State Border Guard Service sets the MIA the task
to expand the service information-analytical maintenance of machinery
services and territorial authorities significantly; to undertake the collection,
synthesis, analysis and distribution of social information characterizing the
political, economic, demographic features of the region and territories
included in it, conducting research on the topical issues of ensuring law
and order in the region, public opinion about the operation of the services
of the MIA of Ukraine to the full extent®.

From the late 2015 till 2018, the analysis and crime forecasting in the
MIA of Ukraine were entrusted to the special subdivision — Department of
Analytics and Management (DAM) which actually became a legal
successor to the General Staff of the MIA of Ukraine. According to the
Regulation on the Department of Analytics and Management of the
Ministry of Internal Affairs of Ukraine approved by the Order of the MIA
of Ukraine dated 04.12.2015 Ne 1542, the unit carried out “monitoring,
examining, analyzing and forecasting of the development of a security
situation, as well as preparing draft management decisions in the spheres
where shaping of the state policy was legally referred to the MIA
competence” (para. 2)%.

%7 Pro zatverdzhennia Polozhennia pro Ministerstvo vnutrishnikh sprav Ukrainy: Postanova Kabinetu
Mmlstrlv Ukrainy vid 28 zhovtnia 2015 r. Ne 878. Ofitsiinyi visnyk Ukrainy. 2015. Ne 89. St. 2972.
® Yesimov S.S. Informatsiino-analitychna diialnist MVS Ukrainy yak obiekt pravovoho rehuliuvannia.
Porlvnlalno -analitychne pravo. 2017. Ne 1. S. 138-141.
% Polozhennia pro Departament analitychnoi roboty ta orhanizatsii upravlinnia Ministerstva vnutrishnikh
sprav.  Ukrainy: zatv. nakazom MVS Ukrainy vid 04122015 r. Ne 1542. URL:
http://consultant.parus.ua/?doc=0AU4025CE9 (data zvernennia:18.03.2018).
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According to the above legal instructions, the DAM of the MIA of
Ukraine carried out the accumulation and analysis of information on socio-
political, socio-economic, demographic and other processes (factors)
affecting the state of a security situation, which is the information basis for
crime forecasting, in the state and regions.

The Order of the MIA of Ukraine “On Temporary Procedure for
Analytical Support of the MIA” as of December 4, 2015, No 1541,
determined a range of measures. In particular, it is provided for the
submission of challenging issues related to the implementation of the
functions of the Ministry of Internal Affairs towards formation of state
policy in statutory spheres and control of its implementation by structural
units of the MIA, according to their focus area, for the consideration of
DAM; CEB - submission of daily reports on the state of security situation
and the main results of the activity of the subordinate bodies over the past
day, analytical reports on the state of the crime and security situation in the
state, the results of activities of subordinated bodies and their territorial
units (analytical report, besides statistical indicators, should contain
information about organizational and practical measures that were taken
during the reporting period in order to improve the crime and security
situation, management decisions made and issued administrative
documents, available branch and regional problems, ways of their
solutions, analysis of the reasons of the shortcomings in the operation of
local units and promising measures to advance efficiency of their
performance).

At the moment, according to the Order of the MIA of Ukraine as of
03.12.2018, Ne 987 “On Amending the Structure of the Ministry of Internal
Affairs of Ukraine”, DAI is deactivated. Its functions on analytical activity
were delegated to the Department of Policy-Making on State Bodies under
the Control of the Minister and Monitoring of the MIA of Ukraine. At the
same time, there are still no amendments to the Regulation on the
Department of Policy-Making on State Bodies under the Control of the
Minister and Monitoring approved by the Order of the MIA of Ukraine as
of December 23, 2015, Ne 1622.

As for the forecasts for the development of a security situation, it is
important to note that the statutory regulations define the types of such
forecasts: current and strategic forecasts and forecasts of the development
of a security situation in general and on certain focuses of its development.
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Now, functions for the development of forecasts, except the Regulation on
the Ministry of Internal Affairs of Ukraine, are not prescribed in any
regulatory document.

Other departments and administrations also carry out analytical work
in the MIA. There are norms on information-analytical activity in the
regulations on the units approved by the orders of the MIA.

It should be pointed out the legal acts, which regulate activity of the
CEBs, provide for analysis. Thus, according to the Regulation on
Administration of the State Border Guard Service of Ukraine approved by
the Cabinet of Ministers of Ukraine as of October 16, 2014, Ne 533,
Administration of the State Border Guard Service of Ukraine, according to
its entrusted tasks, organizes information-analytical activity and risk
assessment in the interest of the national border security and sovereignty
rights of Ukraine in its exclusive (maritime) zone, that is, performs work
related to the information-analytical activity™.

For today, it was introduced and the main elements of the risk analysis
system function, which corresponds both to the concept of the
development of the SBGSU and to European standards, in particular:
Development Strategy for the State Border Guard Service of Ukraine until
2020 approved by the Decree of the President of Ukraine as of 28.10.15
Ne 1149; regulations of Schengen Borders Code approved by the Order of
the European Parliament and Council of the European Union as of
15.03.06 Ne 562 and the Common Integrated Risk Analysis Model
(CIRAM), recommendations for the introduction into FRONTEX and EU
coutries.

In the State Border Guard Service, risk analysis is performed
according to the Instruction for Risk Analysis in the State Border Guard
Service of Ukraine approved by the Order of the MIA of Ukraine dated
11.12.2017 Ne 1007 in order to improve risk analysis system with the use
of the Common Integrated Risk Analysis Model (CIRAM 2.0) of Member
States.

Practice analysis of special agents of the State Border Guard Service
who used criminal analysis in their activities shows proceedings of
criminal intelligence cases increased by 50% that allows concluding that
the use of technologies of crime analysis is an effective method in solving
crimes.

® Polozhennia pro Administratsiiu Derzhavnoi prykordonnoi sluzhby Ukrainy: zatv. postanovoiu
Kabinetu Ministriv Ukrainy vid 16.10.2014 r. Ne 533. Ofitsiinyi visnyk Ukrainy. 2014. Ne 85. St. 2390.
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The Law of Ukraine “On National Police” is the main one in
regulating police activity. According to Article 25, the police perform
information-analytical activity exclusively for the exercise of its powers. In
the context of information-analytical activity, the police:

1) form the databases (banks) included in the unified information
system of the Ministry of Internal Affairs of Ukraine;

2) use databases (banks) of the Ministry of Internal Affairs of Ukraine
and other government bodies;

3) carry out information-retrieval and informational-analytical work;

4) exercise information exchange with other government bodies of
Ukraine, law enforcement agencies of foreign countries and international
organizations.

In addition, Article 86 “Report on Police Activity” of the above Law
fixes the duty of the head of the police and the heads of the territorial
police authorities to prepare and publish a report on the police activities in
the official web-site of police agencies once a year. It should include “an
analysis of the crime situation in the country or region, respectively,
information on the actions taken by the police and their results, as well as
information on the implementation of the priorities set for the police and
the territorial police authorities by the relevant police commissions”"".

The object of the analytical activity in the National Police is the
operational situation, which is a set of factors of the external and internal
environment determining the basic conditions of the functioning of the
MIA system. In its turn, the external environment is all those objectively
present-day conditions in which the operation unit performs. The
environment consists of two components: socio-economic, political,
demographical, territorial and other factors, which influence the crime
situation to any extent, forms and methods for its prevention, the very
crime and other offences. Analytical activity is specified in details in the
Regulation on the National Police approved by the Resolution of the
Cabinet of Ministers of Ukraine as of 28.10.2015 Ne 877. Item 4 (41) of the
legal acts stipulates that the National Police, in accordance with its
entrusted tasks, “monitors the operation situation in the state, studies,
analyses and summarises the results and police performance efficiency,
and informs, in the manner and way prescribed by law, government
authorities, bodies of local self-government as well ad the public about

™ Pro Natsionalnu politsiiu: Zakon Ukrainy vid 02.07.2015 r. Ne 580-VI11. Vidomosti Verkhovnoi Rady
Ukrainy. 2015. Ne 40-41. St. 379.
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implementation of state policy in the spheres of the protection of human
rights and freedoms, the interests of society and the state, crime prevention,
maintanace of public security and order”".

The procedure and conditions for conducting information and
analytical work in the National Police of Ukraine are defined by a number
of legal documents, among which are: Instruction for the Introduction of
Unified Record of Notification on Criminal and Other Offences in Police
Agencies approved by the Order of the MIA as of November 6, 2015,
Ne 1377; Instruction for the the Operation of Forensic Records of the
Expert Service of the MIA of Ukraine approved by the Order of the
Ministry of Internal Affairs as of September 10, 2010, Ne390; Regulation
on the Introduction of the Unified Register of Pre-Trial Investigations
approved by the Order of Prosecutor General’s Office of Ukraine as of
April 6, 2016, Ne 139; Interaction Procedure of the General Prosecutor’s
Office of Ukraine and the Ministry of Internal Affairs of Ukraine on
Information Exchange from the Unified Register of Pre-Trial
Investigations and Information Systems of the Internal Affairs Bodies
approved by the the Order of Prosecutor General’s Office and the Ministry
of Internal Affairs as of November 17, 2012, Ne 115/1046; General Order
of SPS, SMS, SFS, MIA, MFA, MSPL, SSU, FIS as of 03.04.2008
Ne284/287/214/150/64/175/266/75 “On Approval of the Regulation on
Integrated Interdepartamental Information-Telecommunication System for
Control of Persons, Vehicles and Goods Crossing the State Border”; the
Order of the MIA dated 03.08.2017 Ne 676 “On Approval of the
Regulation on Information Telecommunication System “Information Portal
of the National Police of Ukraine”; the Order of the MIA of Ukraine as of
16.02.2018 Ne 111 “On Approval of the Instruction for Response to
Notification of Criminal, Administrative Offences and Events and Prompt
Informing in the Bodies (Units) of the National Police of Ukraine”; the
Order of the MIA of Ukraine dated 20.10.2017 Ne 870 “On Approval of
the Regulation on Automated Data System of Operational Designation of
the Unified Information System of the MIA”; Instruction for
Adminsitration of Pre-Trial Bodies of the National Police of Ukraine
approved by the Order of Ministry of Internal Affairs of Ukraine as of
06.07.2017 Ne 570 and others.

"2 Polozhennia pro Natsionalnu politsiiu: zatv. postanovoiu Kabinetu Ministriv Ukrainy vid 28.10.2015
Ne 877. Ofitsiinyi visnyk Ukrainy. 2015. Ne 89. St. 2971.

52



The State Migration Service of Ukraine (hereinafter SMS) deals with
the following work in the area of information-analytical activity:
generalizes the practice of application of the legislation on the issues of its
competence; conducts an analysis of the migration situation in Ukraine, the
problems of refugees and other categories of migrants, develops current
and long-term forecasts on the mentioned issues; collects and analyses
information on the availability of refugees and persons in countries of
origin who need additional and temporary protection in Ukraine; ensures
the creation, improvement, development, maintenance and support of the
functioning of the Unified State Demographic Register, the Unified
Analytic System for Migration Management, the National System for
Biometric Verification and Identification of Ukrainian Citizens, Foreigners
and Stateless Persons, which are managed by the SMS, and also carries out
activities for protection of information they poses; forms, within the limits
of the powers stipulated by law, information resources (databases, data
banks) of personal data of individuals (including their biometric data,
parameters), other information resources necessary for the implementation
of tasks entrusted to the SMS".

The State Emergency Service of Ukraine (hereinafter SESU),
according to the Regulation on the SESU approved by the Resolution of
the Cabinet of Ministers of Ukraine as of December 16, 2015 Ne 1052,
being a central executive body implements the state policy in the arae of
civil defense, protection of population and territories from emergency
situations and their prevention, emergency response, rescue work, fire
fighting, fire and technogenic safety, activities of emergency rescue
services, and hydrometeorological activities. Implementing the main tasks,
the SESU carries out analytical activity within which it: generalizes the
practice of application of the legislation on the issues under its jurisdiction;
carries out, along with the central and local executive authorities, local
self-government bodies, enterprises, institutions, organizations, forecasting
of likelihood of occurrence of emergencies, determines risk indicators;
maintains an information base for hydrometeorological data and
environment data; issues expert reports on emergency level, keeps their
record, etc.™.

™ Polozhennia pro derzhavnu mihratsiinu sluzhbu Ukrainy: zatv. postanovoiu Kabinetu Ministriv
Ukrainy vid 20.08.2014 r. Ne 360. Ofitsiinyi visnyk Ukrainy. 2014. Ne 69. St. 1923.
* Tam zhe.

53



Monthly, the SESU analyzes and prepares emergency information and
analytical reports on a website: http://www.dsns.gov.ua/ua/Dovidka-za-
misyac/.

Summing up, it should be noted that at the present, the system of the
MIA of Ukraine has accumulated solid experience in information and
analytical activity. At the same time, despite a large number of laws and
subordinate legislation adopted during the last five years aimed at
reforming and improving activities of the MIA of Ukraine, analysis of
legal regulation of analytical work in the MIA shows that legal framework
In this area is not perfect.

It is essential to mark there are still a lot of legally unsolved issues on
analytical activity in the MIA. Thus, the Order of the MIA of Ukraine “On
Temporary Procedure for Analytical Support of the MIA” as of December
4, 2015, No 1541 1s currently the only valid document that regulates
activities related to monitoring the state of public security and law and
order in the state, analyzing and summarizing the results and effectiveness
of the central executive bodies, state policy in relevant areas, analytical
criminological research on the most important and topical issues of their
activities, forecasts of the development of the crime and security situation
in the state, elaboration of general information projects submitted to the
ministries, other central executive bodies, project management decisions of
the Ministry, preparation of proposals on the priorities of the MIA, CEB:s,
their territorial bodies and ways to carry out their tasks. However, the
above document is, first, has a temporary nature (although it has been in
force for almost four years) and, second, some of the norms, which it
envisages, are obsolete and need amending. The available experience of
analytical activity requires a critical perception, a comparison with
European realities in order to prevent the violation of the principle of
database formation and analysis, keeping all positive things. In order to
solve current problems, it is necessary to create a legal framework that
would meet international and, above all, European norms and standards,
provide analytical activity, study and implement the positive experience of
European states in this area.

Therefore, taking into account the aforementioned , we consider it
expedient for the MIA of Ukraine to develop and approve with the order of
the Ministry of Internal Affairs of Ukraine an Instruction for Performance
of Analytical Activity in the MIA where it will provide the principles,
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methodology of scientific search, types of analytical documents,
requirements for their content, terms of preparation, approval and
promulgation as well as requirements for employees and civil servants who
carry out such activities, the procedure for their selection, etc. In addition,
it is essential to amend the Regulation on the Department of Policy-
Making on State Bodies under the Control of the Minister and Monitoring
approved by the Order of the MIA of Ukraine as of December 23, 2015,
Ne 1622, which were delegated the functions of DAM dissolved due to the
Order of the MIA of Ukraine as of 03.12.2018 Ne 987 “On Amending the
Structure of the Ministry of Internal Affairs of Ukraine”. The changes
should relate to the activities of the department in the context of
information collecting, its processing, detection and systematization for
monitoring the state of public security and law and order in the state,
analyzing and summarizing the results of the effectiveness of the
implementation of state policy in the relevant areas of the Ministry of
Internal Affairs and the central executive bodies.

SUMMARY

The paper is devoted to the study of the issues of analytical work in
the system of the MIA of Ukraine and its statutory regulation. The
emphasis is laid on the fact that analytical work is an integral part of the
process of implementing the management function. It helps to inform
management entity about the state of law and order as an object of
influence, the external environment and the very system of the Ministry of
Internal Affairs as well as determines the strategy and tactics of the
activities of the MIA and provides for the preventive nature of
administrative influence based on objective and subjective conditions
where the system operates. The result of analytical work should be not
only the determination of the main challenges and shortcomings but also
the identification of particular ways for their eliminating on the ground of
available opportunities. Based on the analysis of the legal framework in the
sphere of regulating analytical work in the MIA of Ukraine, the author
concludes about its imperfection and makes proposals for its improvement.
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CHAPTER 4
INTRODUCTION OF THE POLICY OF EQUAL RIGHTS
AND OPPORTUNITIES FOR WOMEN AND MEN
IN THE SYSTEM OF THE MINISTRY
OF INTERNAL AFFAIRS OF UKRAINE

Protsenko T. O.

INTRODUCTION

Ukraine, developing as a democratic and legal state, primarily focuses
on universal human values accepted and implemented by the international
community as a prerequisite for society being. The attitude of a society to a
man and a woman as equal persons with equal opportunities in all spheres
of social and public activity takes a prominent place among such values.
Any developed society, which implements universal human values,
respects the peculiarities of each sex and seeks to ensure their parity by
taking into account psychophysical features of each of them as much as
possible. It is the very task which the leading international organizations,
including the UN, formulate for their member states.

It is obvious that the implementation of the principle of equality has to
cover all life spheres as well as the public one. It is worth noting that
today, in Ukraine there are certain preconditions for the implementation of
the policy of equal rights and opportunities for women and men (or so-
called “gender equality”). At the same time, the mechanism for the
implementation of gender equality yet cannot be qualified as perfect.
Discrimination against both women and men sexes still exists in Ukrainian
society, in particular, in the sphere of exercising the rights to take part in
public administration.

Thus, according to the Global Gender Gap Report 2015, Ukraine was
ranked 67" among 145 countries by indicators “gender ratio among
deputies of the Verkhovna Rada of Ukraine and deputies of local
authorities”, “the ratio of the average salary of women and men”.
According to the data of the State Statistics Committee of Ukraine, the
average monthly salary of women is 26% less than of men. Women control
only 5-10% of economic resources. In a private business, women own
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30% of the small, 12.7% of medium-sized and only 13% of big
enterprises”.

It must be agreed that the state gender policy as one of the main
regulatory mechanisms of public life is intended to support the values of
justice, respect for an individual regardless of his/her gender’. For this
reason, gender policy in Ukraine, especially under the conditions of the
focus on the building of European democratic institutes, gains new, up-to-
date nature. It requires the adoption of the value of gender equality both in
the society as a whole and in its different institutions, in particular. First of
all, it concerns the prevention of gender discrimination, guarantee of equal
participation of women and men in making socially important decisions
(first of all, through the election to representative bodies and appointment
to government positions), guarantee of equal opportunities for women and
men in combining professional and family responsibilities, eliminating
gender-based violence, etc”’.

In this regard, it is obvious that at the present stage of the formation
and implementation of gender policy in Ukraine, the provisions on gender
equality should be consolidated not only at the national level but also be
detailed in different spheres of public life, including law enforcement one.

Both domestic and foreign scholars devoted a lot of papers concerning
the study of individual aspects of the implementation of the policy of equal
rights and opportunities of women and men in different time periods.
However, there is no comprehensive research related to the introduction of
the policy of equal rights and opportunities for women and men directly
within the system of the Ministry of Internal Affairs of Ukraine
(hereinafter referred to as the MIA). The above information refreshes the
need to undertake independent research on this issue and requires follow-
up study.

> Zhinky. Myr. Bezpeka: Informatsiino-navchalnyi posibnyk z hendernykh aspektiv konfliktiv dlia
fakhivtsiv sektoru bezpeky / Kolektyv avtorok. Kyiv, 2017. 264 s.

’® Hrytsiak N. Formuvannia hendernoi polityky v Ukraini: problemy teorii, metodolohii, praktyky :
monohrafiia. Kyiv: NADU, 2004. 384 s.

7 Bidenko Yu., Kyselova V. Pro hendernu polityku v Ukraini. URL: http://gendercenter.sumdu.edu.ua/
index.php/news/314-pro-hendernu-polityku-v-ukraini (qata 3seprenss: 18.03.2019).
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4.1. Introduction of the policy of equal rights
and opportunities for women and men after the reform
of the Ministry of Internal Affairs of Ukraine

Today, it is necessary to consider the activity of the MIA of Ukraine,
which is one of the main subjects of the implementation of the mentioned
policy, as a perfect example in implementing the policy of the equal rights
and opportunities of women and men in government bodies. Thus, a
substantive step towards the implementation of the obligations assumed by
the state was the establishment of the post of the Adviser on Human Rights
and Gender Issues within the Ministry of Internal Affairs in autumn of
2004. The introduction of such a position has become a manifestation of
the fact that the MIA can be an active participant in the process of forming
and implementing gender policy in Ukraine. In particular, it concerns the
issues of the fight against sexual harassment, prevention of domestic
violence, child abuse, counter-trafficking in persons. Moreover, according
to the Order of the MIA as of 06.02.2008 Ne 105, it was created a working
group under the MIA to introduce gender approaches into the activities of
IAA. It elaborated Program for Gender Equality in the Internal Affairs
Agencies (hereinafter referred to as IAA) in Ukraine for the period until
2011 aimed at developing and maintaining gender equality in the IAA
through conducting a complex of measures to resolve problems of law-
enforcement bodies’.

Modern European integration processes taking place in Ukraine,
violate socio-economic and political situation in the country caused
fundamental changes in the activities of the majority of state institutions,
including law-enforcement agencies. In this context, in the process of
implementing Development Strategy of IAA of Ukraine, the MIA was
reformed into a multi-functional civilian agency of European type, which
ensures guidance and coordination of the activities of the National Police
of Ukraine (hereinafter referred to as the NPU), the State Service
Emergency Service of Ukraine (hereinafter referred to as the SESU),
Administration of the State Border Guard Service of Ukraine (hereinafter
the SBGSU), the State Migration Service of Ukraine (hereinafter referred
to as the SMSU) and the National Guard of Ukraine (hereinafter referred to
as the NGU) implementing the state policy in the relevant spheres by the
Cabinet of Ministers (the CMU) by virtue of the Minister of Internal

"8 Bidenko Yu., Kyselova V. Pro hendernu polityku v Ukraini. URL: http:/gendercenter.sumdu.edu.ua/
index.php/news/314-pro-hendernu-polityku-v-ukraini (data zvernennia: 18.03.2019).
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Affairs of Internal Affairs. In this regard, it is obvious that today gender
policy also has to be aimed at ensuring equal rights and freedoms of
women and men in the activities of the above agencies of the MIA of
Ukraine.

It should be emphasized that a substantive step on the way towards the
exercise of duties taken by the state was adoption of the relevant legislative
and subordinate acts which, at the legislative level, identified issues related
to the introduction of the policy of equal rights and opportunities for
women and men as one of the priority tasks for the implementation of
effective state policy. However, despite the above fact, it should be noted
that in the context of positive developments that have taken place after the
reform of the MIA, there are still many gaps in the introduction of the
policy of equal rights and opportunities for women and men which need
further improving. For example, insufficient provision of equal treatment
and equal career opportunities for men and women, lack of the principle of
equal participation of women and men in the process of decision-making
on the reform of the MIA, etc.

In order to solve the challenging issues arising in the daily activities of
the bodies of the MIA of Ukraine, including in the sphere of implementation
of the policy of equal rights and opportunities for women and men, the
Ordinance of the CMU dated 15.11.2017 Ne 1023-p approved the Strategy for
the Development of the Ministry of Internal Affairs until 2020 (hereinafter
referred to as the Strategy). One of the main priorities of the development of
the bodies was the respect and protection of human rights, and the very
implementation of this priority provides for ensuring minimization of
violations of human rights and fundamental freedoms in the activities of
internal affairs agencies, in particular, by improving the organizational
mechanisms for the implementation of gender policy in the activities of these
bodies”. However, it’s worth remarking that despite the approved Strategy,
there is still no Action Plan taking into account the fact it had to be elaborated
and submitted by the CMU within three months term from the date of
adoption according to para. 2 of the Ordinance of the CMU Ne 1023-p.

The Action Plan of the MIA on the implementation of the National
Action Plan on the UN Security Council Resolution 1325 “Women, Peace
and Security” until 2020 approved by the Order of the Ministry of Internal

" Pro skhvalennia Stratehii rozvytku orhaniv systemy Ministerstva vnutrishnikh sprav Ukrainy na period
do 2020 roku: rozporiadzhennia Kabinetu Ministriv Ukrainy vid 15.11.2017, Ne 1023-r. Uriadovyi kurier. 2018.
Ne 48 (data zvernennia: 18.03.2019).
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Affairs of Ukraine as of December 12, 2017, No. 1019 (hereinafter the
Action Plan)® should be considered as one of the ways for introducing
policy of gender rights and opportunities for women and men in the system
of the MIA. In order to realise the Plan, it was appointed persons
responsible for the implementation of Action Plan and contact persons on
gender issues providing support for its effect. The Order of the Ministry of
Internal Affairs as of 27.02.2018 No 149 created a working group for the
implementation of the Action Plan and approved its members on the basis
of the above persons.

The analysis of the Strategy and the Action Plan gives reasons to
argue that internal affairs agencies are actively involved in the process of
performing the main international obligations of Ukraine related to the
effective exercise of the policy of equal rights and opportunities for women
and men in Ukraine, and introduction of the principle of gender equality is
one of the priorities of both of the MIA and internal affairs agencies.

At the same time, it must be noted that statutory regulation of the
mentioned sphere does not fully reflect the real state of affairs. In order to
assess the current state of introduction of the policy of equal rights and
opportunities for women and men in the system of the MIA of Ukraine, in
our opinion, the analysis of statistical information on the distribution and
the ratio of men and women of the Ministry of Internal Affairs of Ukraine
is an important precondition, in particular: the Central Office of the
Ministry of Internal Affairs of Ukraine, institutes and establishments
subjected to its administration, namely: the Main Service Center, higher
education institutions and research establishments (hereinafter referred to
as the MIA) as well as the National Guard of Ukraine and central executive
bodies the activities of which are guided and coordinated by the CMU
through the Minister of Internal Affairs (hereinafter Internal Affairs
Agencies) both for 2016-2017 and 2018 (as of August, 2018). The study of
this information allows identifying the dynamics of involvement of women
and men in the activities of the above-mentioned bodies as well as
assessing the success of the introduction of policy on the equal rights and
opportunities for women and men in the system of the MIA of Ukraine
during the last three years. In addition, obtained data can serve as an

8 pro zakhody z vykonannia rozporiadzhennia Kabinetu Ministriv Ukrainy vid 24 liutoho 2016 roku
Ne  113-r: nakaz Ministerstva vnutrishnikh sprav  Ukrainy vid 12.12.2017 Ne 1019. URL:
http://mvs.gov.ua/upload/file/1325_plan_zahod_v_darou_04 1.12.pdf (data zvernennia: 18.03.2019
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informational basis for further adjustments in personnel policy in the
context of introducing gender parity in the system of the MIA of Ukraine.

Thus, the analysis of statistic data on general characteristic of
personnel policy on recruitment and holding of women and men on the
positions in the system of the MIA of Ukraine during 2016-2017 shows
that the total number of people working in the system of the MIA of
Ukraine (not taking into account the State Border Guard Service of
Ukraine and the State Emergency Service of Ukraine due to the lack of
data) is as follows:

— in 2016, it was more than 150 thousand people; more than
105 thousand or 69.2% were men and more than 47 thousand or =30.8%—
women;

— in 2017, it was more than 170 thousand people; more than 118
thousand or 71.3 % were men and more than 47 thousand or 28.7 % —
women,

The above data demonstrates the following situation: the total number
of employees in 2017 increased by 8.68% compared to 2016 but it was not
caused by the expansion in the number of women. Based on the data, one
can conclude that vacancies were mainly held by men, whose number has
increased by 2%. If to examine data in individual bodies, it is worth
mentioning that the number of working people:

1) in the Central Office of the MIA, higher education institutions and
scientific establishments, service centers and other institutions and
establishments belonging to the sphere of its management (hereinafter
referred to as the MIA):

—in 2016, it amounted to more than 19 thousand people (= 12.62% of
the total number of employees of the MIA) where more than 7 thousand or
39.5% were men and more than 11 thousand or 60.5% — women;

— in 2017, the total number of women increased and amounted to
more than 12 thousand compared to almost 8 thousand men whose number
also increased; women prevailed over the number of men by about a third;

2) in relation to the internal affairs agencies (in particular, the National
Guard of Ukraine and central executive bodies the activities of which are
guided and coordinated by the Cabinet of Ministers of Ukraine through the
Minister of Internal Affairs (except the State Border Guard Service of
Ukraine and the State Emergency Service of Ukraine due to the lack of
data), in 2016, the total number was more than 133 thousand people
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(= 87.3% of the total number of employees of the MIA) where more than
half — more than 98 thousand were men (= 73.4% of the total number of
employees in the system of the MIA of Ukraine) and just more than
35 thousand — women (= 26.5% of the total number of employees in the
internal affairs agencies of Ukraine). In its turn, in 2017, the total number
of women (executives and performers) was <36 thousand (= 24.3%)
compared to more than 110 thousand men (= 75.6%) and is less than the
number of men in three times.

Thus, in comparison with the MIA, there is a lack of the balance in the
general amount of staff in the very internal affairs agencies. At the same
time, the distribution of women and men by post shows varying nature and
traditional hold of executive positions mainly by women, while leadership
positions are mostly occupied by men. This tendency is mainly observed in
the bodies of the MIA of Ukraine.

The analysis of the obtained statistics does not allow drawing up a
coherent vision of the ratio of the number of women and men employees
who are on parental leave due to the lack of such data towards the MIA
and the NGU. But nevertheless, the analysis of a similar data concerning
the MIA bodies gives the reasons to argue that the situation is as follows.

In 2016, more than 98% of 100% of employees, who were on parental
leave, of the MIA bodies were women. 3,664 people are the total number
of employees of the central executive bodies who had childcare leave in
2017. Almost 100% of them are women (97.70%). In the context of the
aforementioned, it is not surprising that in the central office of the National
Police of Ukraine none of the male employees took a child-care leave and
100% of the so-called “parental leave people” were women.

Thus, during 2016-2017, the percentage of women was one-third of
the total number of employees in the analysed bodies. Moreover, the
distribution of posts showed that most of the positions related to the
performance of assignments were occupied by women compared to senior
positions where the density of men is significantly higher. The largest gap
between the number of men and women was observed in security agencies,
where a critical lack of female employees was noted.
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4.2. The current state of implementation of the policy
of equal rights and opportunities for women and men
in the system of the Ministry of Internal Affairs of Ukraine

As for 2018, it should be noted that the analysis of statistical data on
the general characteristics of the personnel policy regarding the
employment and posts maintenance for women and men shows that the
number of men in the entire system of the MIA of Ukraine exceeds the
number of women almost 4.5 times or by 56% — 78% of men and 22% of
women of the total number of employees (taking into account the SBGSU
and the SMSU) as of 20.08.2018. Thus, the total number of employees in
the MIA of Ukraine is more than 290 thousand people: more than
226 thousand are men (= 78% of the total number) and more than 64
thousand are women (= 22% of the total number).

Among them the number of employees of:

1) the MIA (the Central Office, the Main Service Center, higher
education institutions and scientific establishments of the MIA) is
13 thousand people: more than 6 600 or 50.4% are men and more than
6,500 or 49,6% are women;

2) the number of employees of the internal affairs agencies (in
particular, the National Guard of Ukraine and central executive bodies the
activities of which are guided and coordinated by the Cabinet of Ministers
of Ukraine through the Minister of internal Affairs) is more than
277 thousand people: more than 220 thousand or 79.3% are men and more
than 57 thousand or 20.7% are women.

Consequently, it is observed that the MIA keeps gender parity that is
approximately the same number of women and men hold posts (50.4% of
men and 49.6% of women of the total number of employees in the MIA),
while the MIA agencies have a certain misbalance because the amount of
men holding posts exceeds 3.8 times or by 58.6% the amount of women
(79.3% of men and 20.7% of women of the total number of employees in
the MIA agencies).

The results of gender analysis of the implementation of personnel
policy in individual bodies and units of the MIA of Ukraine regarding the
recruitment and posts maintenance for women and men gives grounds to
state that there is a significant difference in the number of female and male
employees. For example, the absence and/or low number of women is
usually observed in those agencies and units whose functions and tasks the
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society mainly associates with men, that is, the implementation of which
requires excellent physical training, involves increased responsibility,
heavy physical activity, service in “field conditions” (that, in turn, leads to
the lack of appropriate sanitary comfort), frequent absence at home, the
need to work in a mode of high exertion and self-denial.

First of all, they include the NGU, SBGSU, NPU and SMSU where
the number of women amounts from 7.1% to 28% of the total number of
these bodies, as well as separate units of the MIA the activities of which
are directly related to interaction with these bodies (Office of Cooperation
with the NGU, Office of Cooperation with the SBGSU, Office of
Cooperation with NPU, division of mobilization work and armor
protection organization). In other words, agencies the activities of which
are related to the observance of strict hierarchy, subordination and
discipline,  special organizational structure and interpersonal
communication, physical well-being, greater social and professional
responsibility, the resolution of operational-service tasks, unlimited work
day, and high risk to lose health and/or even life.

In contrast, the absence and/or the low number of men is observed in
those bodies and units the functions and tasks of which are mainly related
to conditions that require activity without additional physical and
psychological stresses with a more calm and normalized work schedule
(for example, legal support, documentation of official activity, monitoring
of human rights observance, provision of health care, compliance with
gender equality, etc.). Thus, such units should be considered, in particular:
in the MIA —Department for Gender Equality Issues; Department for the
Prevention of Corruption and Lustration; Department of Legal Support;
Department of Informatization; Department of Health and Rehabilitation,
Department of Official Activity Documentation, Office of Human Rights
Monitoring; in the bodies of the MIA — SMSU where the number of
women is almost 80% of the total number of employees of the State
Migration Service of Ukraine.

If to conduct a gender analysis of the implementation of personnel
policy in the system of the MIA of Ukraine in terms of holding senior
positions in the system of the MIA of Ukraine, it should be emphasized
that the number of employees who hold leadership positions (not below
than deputy head of the department) in the system of the MIA of Ukraine is

67



more than 34 thousand people, among which more than 30 thousand or
87% are men and more than 4 thousand or just 13% are women.

The number of employees who hold senior posts directly in:

1) the MIA, there are 1600 thousand people: more than 1100 thousand
are men (= 69.7%) and more than 500 are women (=30.3%);

2) there is a misbalance in gender parity towards holding senior posts
by men and women in the internal affairs agencies where the number of
employees holding senior positions is more than 32 thousand people,
among which more than 28 thousand are men (= 87.8%) and more than
4 thousand are women (= 12.2%):

— a small number of women holding leadership positions is observed:
in the National Guard of Ukraine where only 2.3% of women take senior
positions and 97.7% are men; in the State Border Guard Service of Ukraine
where only =10% of women occupy managerial positions and =~ 90% —
men; in the National Police of Ukraine where only =12.5% of women
occupy managerial positions and = 87.5% is men; in the State Emergency
Service of Ukraine where = 19.1% of women hold senior positions and =
80.9% — men,;

— in turn, a large number of women who hold leadership positions is
observed only in the State Migration Service of Ukraine where 59% of
women hold senior positions, and 40.9% is men.

Thus, as you can see, the number of men in the system of the MIA of
Ukraine, who hold managerial positions in the system of the MIA of
Ukraine, exceeds the number of women almost in 7.6 times or by 74%.
The number of men who are hold managerial positions in the Ministry of
Internal Affairs of Ukraine exceeds the number of women almost 3.2 times
or by 39.4% and in the agencies of the MIA of Ukraine — exceeds the
number of women more than 7 times or by 75.6%.

Gender analysis of the implementation of personnel policy in the
system of the MIA of Ukraine regarding the issue of parental leave gives
grounds to assert that the number of employees of internal affairs agencies
of Ukraine, who were on parental leave, is more than 6200 persons: almost
97% are women and only about 3% are men.

It should be pointed out that carrying out comprehensive analysis of
employees in individual bodies and units of the MIA of Ukraine, who are
on parental leave, in our opinion, is not expedient because the absolute
majority of the total staffing (that is more than 90%) is women.
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In this context, one can mark only the National Guard of Ukraine
where the number of women who are on parental leave amounts to 100%
of the total staffing.

| would also like to draw your attention to the fact that there is a
significant difference in the ratio of women and men not only regarding
holding of management positions and parental leave, as it was mentioned
above, but also regarding the participation in the Anti-Terrorist Operation
(ATO), Joint Forces Operation (JFO) and peacekeeping activities. The
great majority of employees of the system of the MIA of Ukraine who
have taken part or participate in ATO (JFO) (including those who were
injured /crippled or who died in the ATO zone (JFO) and obtained the
status of “Combat veterans”) as well as in peacekeeping activities are men.

Thus, the number of female employees in the system of the MIA of
Ukraine who have taken part or participate in ATO (JFO) (including those
who were injured /crippled or who died in the ATO zone (JFO) and
obtained the status of “Combat veterans”) as well as in peacekeeping
activities is from 0,04 % to 2,8 %. The above conclusion is based on the
fact that the number of employees in the system of MIA of Ukraine, as of
20.08.2018, who:

1) has participated or is participating in maintaining ATO (JFO) is
47 thousand people, 46 thousand of whom is men (= 97.4 %) and only
more than 1100 are women (= 2.5%), in particular, the number of such
employees: a) in the MIA 1is 555 people, 474 of whom are men (= 81%)
and 81 — women (=14.6%); b) in the agencies of the MIA system (not
taking into account the data of the State Guarder Board of Ukraine due to
the lack of information) it accounts to 46 thousand people, more than
45 thousand of whom are men (= 97.6%) and over 1100 are women
(=2.3%);

2) was injured /crippled in the ATO zone is 861 people, 852 of whom
are men (= 98.9%) and only 9 women (= 1.04%), in particular, the number
of such employees: a) 11 persons in the MIA, no women at all, and all
11 persons (100%) are only men; b) in the system of the MIA agencies (not
taking into account the data of the State Guarder Board of Ukraine due to
the lack of information), it is 850 people, 841 of whom are men (= 98.9%)
and more than 9 are women (= 1.09%);

3) died in the ATO zone (JFO): 236 people, 235 of whom are women
(= 99.6%) and only one woman (= 0.4%);
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4) obtained the status of “Combat veterans”: more than 35 thousand
people, more than 34 thousand of whom are men (= 97.2%) and over 900
people are women (= 2.8%), in particular, the number of such workers:
a) in the MIA is 545 people, 483 of whom are men (= 88,6%) and 62 —
women (= 11,4%); b) in the agencies of the MIA of Ukraine (not taking
into account the data of the State Guarder Board of Ukraine due to the lack
of information) there are more than 34 thousand people, 33 thousand of
whom are men (= 97.4%) and more than 900 are women (= 2.6%);

5) involved in peacekeeping activities — 153 people, 148 of whom are
men (=< 96.7%) and 4 women (= 2.6%).

Therefore, the analysis provides grounds for the general conclusion
that the current state of introduction of the policy of equal rights and
opportunities for women and men in the system of the MIA of Ukraine
does not fully comply with the relevant requirements and international
standards. Despite the positive changes which have taken place after the
MIA reform, there are many gaps in the sphere under consideration,
including: a lack of equality between women and men among employees
of the MIA system, insufficient security of equal treatment and equal
career opportunities for male and female employees and others.

That sort of conclusion is based on the latest statistical data:

1. The number of men in the system of the MIA of Ukraine exceeds
the number of women almost 4.5 times or by 56% (78% of men and 22%
of women of the total number of employees).

2. In the internal affairs agencies of Ukraine, there is a misbalance in
the gender parity towards the holding of posts by women and men because
men hold the posts 3.8 times or by 58.6% more than females (79.3% of
men and 20.7 % of women of the total number of employees in the system
of the MIA of Ukraine). At the same time, the MIA observes gender parity,
that is, there is approximately equal number of women and men holding
posts (50.4% of men and 49.6% of women of the total number of
employees of the MIA).

3. There is a meaningful and significant difference in the number of
female and male employees in separate units of the MIA and internal
affairs agencies. For example, the absence and / or a low number of
women is usually observed in those agencies and units the functions and
tasks of which the society mainly associates with men, that is, the
implementation of which requires excellent physical well-being, involves
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increased responsibility, heavy physical activity, service in “field
conditions” (that, in turn, leads to the lack of appropriate sanitary comfort),
frequent absence at home, the need to work in a mode of high exertion and
self-denial.

They should include agencies the activities of which are related to the
observance of strict hierarchy, subordination and discipline, special
organizational structure and interpersonal communication, excellent
physical well-being, greater social and professional responsibility, the
resolution of operational-service tasks, unlimited work day, and a high risk
to lose one’s health and/or even life.

In contrast, the absence and/or a low number of men is observed in
those bodies and units the functions and tasks of which are mainly related
to the conditions that require activity without additional physical and
psychological stresses with a more calm and normalized work schedule
(for example, legal support, documentation of official activity, monitoring
of human rights observance, provision of health care, compliance with
gender equality, etc.).

4. There is a significant difference in the correlation of women and
men not only in the context of holding senior posts in the system of the
MIA of Ukraine and parental leave but regarding participation in ATO
(JFO) and peacekeeping activity, in particular:

1) now, men hold the majority of senior positions in the system of the
MIA of Ukraine. Thus, the number of men in the system of the MIA of
Ukraine, who hold senior positions (not below than a deputy head of the
department), exceeds almost 7.6 times or by 74% the number of women
(87% of men and 13% of women of the total number of senior employees).
The number of men who hold senior positions in the Ministry of Internal
Affairs of Ukraine is almost 3.2 times or by 39.4% higher than the number
of women (69.7% of men and 30.3% of women of the total number of
senior employees) and in the bodies of the MIA of Ukraine — almost
7.1 times or by 75.6% higher than the number of women (87.8% of men
and 12.2% of women of the total number of senior employees);

2) parental leave among male staff of the system of the MIA of
Ukraine is unpopular, and the number of women in the system of the MIA
of Ukraine who are on parental leave exceeds the number of men almost
33.3 times or by 94% (97% of women and 3% of men are on parental
leave), and in the National Guard of Ukraine none of male employees took
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a parental leave and 100% of the so-called “parental leave people” were
women;

3) the overwhelming majority of employees of the system of the MIA
of Ukraine who has participated or are participating in ATO (JFO)
(including those who were injured /crippled or who died in the ATO zone
(JFO) and obtained the status of “Combat veterans”) as well as in
peacekeeping activities is men. Thus, the number of female employees in
the system of the MIA of Ukraine who has participated or is participating
in ATO (JFO) (including those who were injured /crippled or who died in
the ATO zone (JFO) and obtained the status of “Combat veterans™) as well
as in peacekeeping activities is from 0,04 % to 2,8 %.

Thus, the findings confirm the availability of significant differences in
the number of female and male employees in the relevant bodies and units
of the MIA. The phenomena can be explained by the lack of interest in the
majority of women to hold the positions requiring excellent physical well-
being, involving increased responsibility, heavy physical activity, over
time work, etc. giving preference to non-stress areas of work, with standard
working hours, without additional workload trying to balance their work
life with the family. It is also caused by the fact that now in the system of
the MIA there are relevant prejudices that first, women are not ready for
such type of work and are not interested in it and, secondly, such positions
should be mainly held by the employees who have a certain list of qualities
that is usually peculiar to male not female character according to the vision
of an ordinary person.

We believe that it was caused by the narrow understanding of gender
issues as well as by the availability of certain gender stereotypes which are
deeply rooted in the society according to which: first, work in law
enforcement agencies, holding of senior positions in the agencies as well as
participation in ATO (JFO) and peacekeeping activity is understood as
exclusively man not woman staff; second, it is considered that solely a
woman should be engaged in upbringing of children and therefore, it is she
who should be on parental leave. One for the reasons is also the existence
of certain stereotypes about the fact that one of the reasoning may be the
marginalization of father role laid down since the Soviet era when
motherhood was considered the greatest duty to the state. It is impossible
to disagree with the fact that “... in the security sector, there is a
widespread metaphor for women career as follows “three maternity leaves

72



—you are colonel”, or “3 maternity leaves — retiring pension”. At the same
time, men who are on service, taking parental leave, are often publicly or
implicitly victimized by colleagues and executive staff, subject to certain
mockeries and ridicules because they are not considered to be full-time
employees®’. Many experts believe that the above stereotypes are available
due to the corresponding public perception of the social role of a man who
is a priori considered to be a courageous “breadwinner” of the family, and
one who is on parental leave is a “henpecked husband” who had to stay at
home due to his inability to support his family.

CONCLUSIONS

In our opinion, the high priority measures aimed at improving the
introduction the policy of equal rights and opportunities for women and
men in the system of the MIA of Ukraine are as follows: 1) to harmonize
the departmental legal acts of the MIA with the National Action Plan
“Women, Peace, Security” (as amended by the Resolution of the CMU
Ne 637-r dated 05.09.2018), the National Action Plan for the Elimination of
Discrimination against Women and the State Social Program on Providing
Equal Rights and Opportunities for Women and Men, in particular, by
approving a new Action Plan of the MIA on Gender Policy up to 2021
instead of the MIA Action Plan for the Implementation of the National
Plan “Women, Peace, Security” which should be found to become null and
void due to the fact that its provisions do not meet the above national
documents; 2) to approve the Action Plan for the Implementation of the
Strategy for the Ministry of Internal Affairs of Ukraine until 2020 which
should determine the relevant organizational mechanisms for the
implementation of the policy under consideration in details; 3) to ensure
equal treatment and equal career opportunities for men and women in the
Ministry of Internal Affairs system, including by introducing relevant
provisions into the procedure of personnel selection; 4) to realise particular
practices, trainings, seminars, roundtables, forums, etc. aimed at
overcoming the established gender beliefs and forming modern liberal
views on the role and place of women and men both in public life in
general and in the activities of the agencies of the Ministry of Internal
Affairs in particular; 5) to carry out permanent (annual) gender analysis of
the implementation of personnel policy and maintenance of posts for men

8 Zhinky. Myr. Bezpeka: Informatsiino-navchalnyi posibnyk z hendernykh aspektiv konfliktiv dlia
fakhivtsiv sektoru bezpeky / Kolektyv avtorok. — Kyiv, 2017. — 264 s.
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and women; 6) to form staff commissions consisting of equal number of
women and men in order to reduce the partiality in making personnel
decisions; 7) to conduct further scientific, in particular, empirical research
on the implementation of the principle of equal involvement of women and
men in the system of the MIA of Ukraine as well as the fight against
gender discrimination and sexual harassment; 8) to develop a gender
culture of employees of the MIA of Ukraine and eliminate of gender-
discrimination stereotypes; 9) to extend possibilities for combining family
responsibilities and professional activities of both women and men, etc.

SUMMARY

The author studies the topical issues related to the introduction of the
policy of equal rights and opportunities for women and men in the system
of the MIA of Ukraine. The emphasis is placed on the fact that the
mechanism for the implementation of equal rights and opportunities for
women and men in Ukraine is not perfect as confirmed by the availability
of discrimination against both female and male individuals. It is stressed
that at the present stage of the formation and implementation of gender
policy in Ukraine, the provisions on gender equality should be
consolidated not only at the national level but also be specified in different
spheres of public life, including the law enforcement one. The paper
highlights that despite positive developments, which have taken place after
the MIA reform, there are still many gaps concerning the introduction of
the policy of equal rights and opportunities for women and men which
need further improving. It is stated that in order to assess the current state
of implementation of the policy of equal rights and opportunities for
women and men in the MIA of Ukraine, the analysis of statistical data on
the distribution and correlation of male and female employees in the MIA
system is an important precondition. On the ground of the analysis of the
statistical data, it is concluded that there are significant differences in the
number of female and male employees in the relevant bodies and units of
the MIA, and the main reasons causing it are determined. The paper
presents proposals for improving the introduction of the policy of equal
rights and opportunities for women and men in the MIA system of
Ukraine.
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CHAPTER 5
INTERNATIONAL AND NATIONAL SECURITY THROUGH
THE PRISM OF THE CHALLENGES AND THREATS
OF GLOBALIZATION: THE PROBLEM
OF RECONCEPTUALIZATION STABILITY

Alieksieienko I. V.

INTRODUCTION

In the twenty-first century, humanity took the lead in addressing the
challenges posed by globalization. Today, the problem of security in a
globalized world is becoming global in nature. Global policy emphasizes
global security issues in close connection with the problems of personal
security, on the analysis of security at the micro level as a state of
protection of vital personal interests.

The phenomenon of international terrorism and its variant — global
terror — became a symbolic center of global challenges of our time as a set
of the most acute global problems facing the world civilization in the
XXI century.

Terrorism is a challenge to the sovereignty of nation-states in their
monopoly on violence. It is transnational in nature and levels the ability of
sovereign States to control cross-border linkages. Terrorism has become a
method of imposing its will through the illegal (unauthorized by systemic
norms) use of violence, erosion of the monopoly of the modern state on
violence, a key component of sovereignty™.

Taking into account these tendencies, in the international security
studios in the late XX — early XXI centuries there was a rethinking of the
concept of security, which led to a noticeable shift of attention from the
state as the main object to the individual and his needs, the expansion of
the list of threats, their inclusion in the general context of globalization,
which was reflected in the works of J. Barnett, B. Buzan, K. But,
A. Veiver, R. Kaplan, J. Tikner, R. B. J. Uoker and others.

The most researched domestic science, from the point of view of
internal national security, is its information component, in particular the
methods of its provision (V. Konakh, Y. Maksimenko), the development of

! Terrorism and Organized Crime: Monograph / S. A. Solodovnikov and others. 2nd ed., Pererab. and
add. M.: "UNITY — DANA". Law and Right. 2012. 247 p. (In Russian).
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international cooperation in this field (Y. Romanchuk), the role in the
context of European integration (D. Dubov) and the fight against terrorism
(I. Alekseenko, D. Kislov), the mechanisms of implementation in a
particular region (V. Kozubsky) or in the media space (G. Saschuk).

The military aspects of national security have also been analyzed in
detail, including from the point of view of the states military might
(V. Smolyanyuk), integration with NATO (V. Panasyuk, I. Fanin), threats
of intensifying information wars ( V. Petrov), etc.

At the same time, these studies are based on the concept of national
security, in which the state plays a leading role, so the focus on the priority
of human security in the context of reconceptualization, which took place
in the late twentieth century, has not yet been fully reflected in the works
of domestic researchers. This is what made this scientific research relevant.

5.1. «<Human Security»: Essential Characteristics, Support Strategies

The period of globalization is marked by the emergence of a
fundamentally new concept of security — the concept of human security.
Among the actors of world and national politics, leaders of non-
governmental organizations, academic circles are forming an
understanding of changes that have occurred in the very content of security
in today’s world, in which national security and territorial integrity are no
longer a guarantee of real human security. His traditional view of security,
focusing on the use of military force to ensure the territorial integrity of
sovereign states, and his approach to foreign and global politics, is
gradually giving way to a new, broader approach to security, where it is
viewed not through the prism of the interests of individual nations, but
from a global perspective.

Thus, as early as the early 1990s, the transition from a state centrist
concept of national security to a mega-centric concept of common security
and a micro-orientated concept of human security as the basis of modern
world politics emerged. As early as the mid-1990s, the approach to
security was reflected in UN policy documents, and the concept of human
security itself focused on the security of human life and personal dignity.

Accordingly, the concept of human security defines its four essential
characteristics:

— Its universal character;

— Interdependence of all its components;

— Preventive nature of measures to ensure it;

— Focusing on the interests of people, the individual.
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It should be noted that Canada, Norway and Japan became world
leaders, the first to incorporate the concept of human security as the basis
for the official foreign policy of their countries in the world arena.

There are different interpretations of the concept of human security
and its components. The UN has adopted a model of human security that
includes seven dimensions of human security (economic, political, social,
personal, environmental, nutrition, health, and personal security).

By the end of the 1990s, alternative classifications of components of
the human security concept appeared. Thus, J. Neff names five parameters
characterizing possible threats to human security from the main structural
elements of the global world (ecology and environment, economy, society,
politics, culture). J. McLean justifies multi-level conceptual models of
human security. It is a concept of individual security that takes into
account the characteristics of the immediate environment of the individual,
his social connections and the wider environment (external environment).
Characteristically, a wide range of indicators specifies the main parameters
that include such aspects as the individual’s personal safety and protection
from violence and harm, protection from criminal acts and terrorism in
relation to the individual®.

For example, Harvard University Professor H. King puts forward a
concept of human security that includes four main strategies for ensuring
human security in the global world:

— A risk assessment strategy;

— A strategy for preventive action;

— Protection strategy;

— Compensation strategy.

In the formula: Risk assessment strategy — Preventive action strategy —
Protection strategy — Compensation strategy — Risk assessment is key,
which involves a process of improving knowledge and on this basis
forecasting potential risks and threats to human welfare. Risk assessment is
seen as a central component of global human security policy. The task of
developing a risk assessment strategy is linked to the need to create an
appropriate database and develop risk research methods, including
psychological, socio-psychological and other methods to provide adequate
forecasts of possible security threats. The Privileged Action Strategy
includes the development and implementation of risk reduction tools. The
protection strategy includes actions to minimize potential or actual

2 Nef J. Human Security and Mutual Vulnerability: The Global Political Economy of Development and
Underdevelopment. 2nd ed. Ottawa, 1999. 245 p. (In English).
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damage. The compensation strategy includes some efforts to provide
financial support to those below the poverty line through insurance,
humanitarian assistance and other forms of assistance®.

Yan Scholt, defining globalization as a process of territorialization,
when «social space is no longer determined by the space of territorial scale
of territory and territorial boundaries»®, also put forward, so far, an
imperfect concept of human security, which provides for the creation of
global governance structures, redeployment (redistribution) of benefits
between the North and the South, a triple alliance of business, the national
state and civil society in the implementation of strategies to ensure human
security.

The developed network models of security management are based on
the assumption that the management of terrorism should be based on the
concept of human security in general, which takes into account both
behavioral and institutional aspects of the strategy. Michael Dartnella
believes that global governance of terrorism is possible through the
creation of international networks, legitimately limiting the spread of
terrorism at all levels (international, national, social, regional, personal).
A nation-state is only one element of a network whose components and
elements interact, complement and balance each other, functioning on a
legitimate basis, as represented by a system of multilateral agreements and
international conventions, and including also subsystems of State law,
legal information exchange between States, inter-State cooperation and
coordination of relevant actions regarding the threat of terrorism at any
level. The institutional component of the network model for countering
terrorism is a complex set of agreements aimed at countering specific types
of violent behavior; protecting personal security; and controlling the use of
life-threatening materials, such as biological and chemical weapons,
nuclear materials, explosive materials and toxic weapons.

The distinctive feature of the network model of the concept of human
security is its integral character, the combination of the behavioral
approach in one conceptual solution (terrorism is considered to be a
differentiated form of behavior, by its nature is close to international crime,
moreover, closely related to it) and the institutional approach (the system
of conventions on counteraction to terrorism is formed as an effective basis
for creation of an interethnic network of global restrictions of terrorism in
the long run). One cannot but agree that the idea of network connections,

® Definitions of Community Resilience: An Analysiss A CARRI Report. URL:

http://www.resilientus.org/reports.html (In English).
% Scholte J. A. Globalization. A critical Introduction. London: Palgrave. 2000. 216 p. (In English).
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which lies at the heart of this model, is more consistent with the network
character of the modern global community than the traditional concept of
the world order, and the behavioral approach in the conceptualization of
the global system of counterterrorism contributes to the development of
universal norms and rules of management of politically motivated violence
and various forms of behavior, called terrorism today.

The achievement of international consensus and the development of
international cooperation in understanding the nature of terrorism is
complicated by the difference in values and, consequently, by the
differences in assessments and views of various actors in the international
community regarding the motives of terrorist groups and organizations,
especially if these assessments do not coincide with the Western system of
norms and values. In this context, the microbihevrial conceptual line with
its focus on human psychology and sociology, its socio-political activity
factors, as well as the political-cultural conceptual perspective provide real
opportunities to define common, universal principles of the human security
system in the global world.

Discussion of the problem of international terrorism within the
framework of political-cultural line assumes, as a rule, comprehension of
civilization sources of terrorism. Common for the majority of researchers
was the appeal to S. Huntington’s views on the fundamental sources of
conflict in today’s changing world®, which he connects not so much with
ideological differences and economic differences as with civilizational
differences. Civilization is understood here as a cultural commonality, a
common level of cultural identity. Civilization is conceptualized by
S. Huntington as the unity of common objective elements (such as
language, history, religion, institutions), as well as subjective elements
(self-identification of people, carried out in accordance with the values of a
certain culture). In S. Huntington’s understanding, identity appears more
where there is a psychological basis and then a political one, and is related
to a certain general level of identification to which the personality
correlates. A person’s review of his or her identity takes place in the event
of changes in the boundaries, structure and character of civilization. That is
why, according to S. Huntington, Western civilization faces a conflict
situation if it is opposed by civilization, which protects its historical
cultural values, beliefs and institutions. Monolithic civilizational blocks
can be destroyed, and this entails significant changes in the nature of

> Huntington C. The collision of civilizations and the reorganization of the world order. Pro et Contra.
1997. Ne 2. Pp. 131-158. (In Russian).
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individual self-identification. In these circumstances, States (although they
remain the most influential actors in world politics) are giving way to
civilizations as a more general fundamental entity, which are becoming the
real drivers of the conflict of civilizations in the global world. Although the
work of C. Huntington’s work does not contain an analysis of terrorism as
a form of conflict of civilizations, but the principles of civilizational
conflict analysis are widely used to analyze terrorist forms of conflict. In
this regard, M. Taylor and J. Horgan note that within the broader context
established by S. Huntington, there is every reason to believe that terrorism
will continue to develop and flourish, that is, to fulfill its role in the
development of new forms of conflict. It will remain an attractive strategy
for any small, disenfranchised group seeking influence that exceeds their
real entry points®.

5.2. Modern technologies of diagnostics and terrorism prevention.
Profiling method. Role of the Ministry of Internal Affairs
in the preparation of professional profilers

The synthesis of the objective and subjective aspect of terrorism is
achievable on the basis of modern micro-orientated research strategies, the
experience of which has been accumulated in psychology, sociology, and
micro-politics, and conflict ology. The results of such research can be
taken into account when developing preventive strategies to prevent and
control terrorism. For example, the political-psychological approach
justifies the existence of political-psychological factors that deter terrorist
behavior at the micro-level. As early as the 1980s, Knutson recalled the
«implicit (hidden) rules of the game» that constrain the actions of a
terrorist, in particular when it comes to the use of violence. In this case, the
terrorist faces a number of dilemmas. One dilemma is the choice of the
level of terror (low, medium, high). The minimum level of the terrorist act
guarantees the terrorist a lack of response, first and foremost from the
public. The maximum level of terror threatens to lose the possibility of
pressure on the authorities to implement their demands, so that the

response to terror will inevitably be associated with the use of violence’.

® Dartnell M. A Legal Inter-Network for Terrorism: Issues of Globalization, Fragmentation and
Legitimacy. The Future of Terrorism. M. Taylor and J. Horgan. London. The Macmillan Press. 2001. 298 p.
(In English).

; Knutson J. The Terrorist” Dilemmas: Some Implicit Rules of the Game. Terrorism: An International
Journal. 1980. Ne 4. P. 192-296. (In English).
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Terrorist violence continues to be constrained by restrictions, although
its gradual erosion is becoming increasingly evident. Jenkins’s assertion®
of the possible erosion of traditional, largely psychological, restrictions on
terrorism makes it legitimate to determine the nature of cases in which
these restrictions cease to be in effect and recourse to terrorist tactics of
mass destruction.

The political and psychological basis for exceptions to the general rule
that terrorists are not inclined to resort to tactics of mass destruction has
been analyses, in particular, in the study by J. Knatson. The first group of
exceptions is related to cases of mental disorders of an individual who has
reduced the ability to plan for them-selves, to develop a plan of action, and
to identify promising personal goals. This category of psychotic
individuals is prepared and used in operations to perform the blackest
work. This case of J. Knutson connects with another psychological
dilemma that any terrorist faces in one way or another — self-identification
with violence. Murder is alien to human nature, so the corresponding
intensive special training on the reutilization of violence is aimed at
forming unconditional obedience to orders in such a way that the psychotic
personality is under the full control of the terrorist group or regime.

The second group of exceptions to the general rule is attributed by
Knutson to irrational behavior and is formed on the basis of introduction of
the main components of fanaticism into the human psyche, the so-called
«soldier» psychology — the psychological state of the subject’s orientation
to victory, along with the desire to avoid the psychological impact of acts
of general violence®. Irrationalism of terrorist behavior is achieved by
dehumanizing the image of the enemy, routinizing and professionalizing
the performance of destructive acts of violence, giving authority and
significance to methods of murder and torture with the help of the ideology
of justifying violence and prioritizing goals over means and results. Such
behavior is irrational only in terms of conventional morality. It seems to
the terrorist himself to be rational, justified, and objective and the only
possible. In this sense, the terrorist faces another dilemma — the need to
maintain an objective image of his actions. In this case, this is achieved by
suppressing the individual’s ability to perceive the situation realistically by
the group consciousness in such a way that the individual’s individual
consciousness, morality and values are under pressure from group norms

8 Arquilla J., Ronfeldt D. Networks and Netwars. The Future of Terror. Crime and Militancy. Santa
Monica. 2001. 122 p. (In English).

% Knutson J. The Terrorist’ Dilemmas: Some Implicit Rules of the Game. Terrorism: An International
Journal. 1980. Ne 4. P. 192-296. (In English).
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and values. To this end, terrorist groups not only conduct, but also divide
the policy of isolation from traditional generally accepted values and
morality, which are replaced by other values by supporting alternative
reality as an isolation within which destructive and violent actions are
allowed. For mentally normal people, unlike psychotic individuals,
resorting to such unconventional values requires additional stimulation
(alcohol, drugs, etc.), which is used to maintain mental and emotional
balance. Taking into account these two circumstances, which are related to
the ability of terrorists to discard the traditional restrictions on the use of
violence and destructive behavior, is considered today as one of the most
important conditions for the development of effective counterterrorism
strategies and human security systems in the modern world™.

The solution to the problem of detecting and preventing terrorist acts
with maximum effectiveness depends on the application of a wide range of
scientific and practical methods covering various areas of human
knowledge. However, the experience with exceptionally high-tech survey
techniques does not solve the problem of detecting a potential terrorist. In
this regard, in our opinion, one of the leading directions is the use of
profiling technology, which allows identifying potentially dangerous
citizens at early stages™.

Profiling is a collection of psychological methods for evaluating and
predicting human behavior based on the characteristics of appearance,
analysis of the most informative private characteristics of the individual **.
The main purpose of profiling is to identify potentially dangerous
individuals, and it is based on a visual diagnosis of the psycho-emotional
state of a person (observation and a special survey, fixation of
psychological behavioral responses in responses — nonverbal and verbal).
Profiling uses two basic diagnostic methods: the method of psychological
observation (see and find the discrepancy) and the method of questioning
(ask and observe the response)®.

The concept of profiling is based on the illegal action; training can be
detected by analyzing a certain set of physical, psychological, behavioral
features that make up the characteristics of suspects from the perspective

9 EU terrorist list. URL: http://www.consilium.europa.policies/fight-againstterrorism/terrorist-list (In
English).

™ Terrorism and Organized Crime: Monograph / S. A. Solodovnikov et al. 2 ed., Pererab. and add. M.:
"UNITY — DANA". Law and Right. 2012. 247 p. (In Russian).

12 Kazantsev S. Ya. Terrorism: Fighting. Problems of counteraction. M.: Higher School of Economics.
2004. 369 p. (In Russian).

3 Pirogova L. K. Relevance of training of employees of ATS of technology of profiling as a preventive
measure of ensuring the safety of citizens, objects and territories . Transport law. 2013. Ne 2. P. 20-22.
(In Russian).
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of their potential danger. There are indicators that are critical for
classifying a person as a risk group, in particular, terrorists: demonstrative
aggression; hidden aggression; excitability; and alienation. Emotional state
of a person, which is assessed on the basis of signs of anxiety, fear, anxiety
and others, is considered in profiling as an additional factor in the analysis
of the identified dominant features. There are key signs of non-verbal and
verbal human behavior, which allow the profiler to identify the terrorist in
the human flow and categorize as potentially dangerous.

Today profiling is successfully used in a number of airlines to
ensuring security at airports in European countries, as well as in Ukraine.
This technology has been used for many years by the Israeli airline «El
Al», one of the safest in the world. In 1968, it was its staff that developed
this method of combating terrorism. In the U.S., there is also a profiling
program, in which the search and accumulation of statistical data from
suspicious behavioral patterns'. The Israeli profiling concept based on the
premise that every passenger can be a terrorist and every object an
explosive device. Therefore, all activities carried out within the framework
of this technology are designed to confirm or disprove this claim.

In this regard, it should be emphasized that the profiling system can
serve as a good information base for priority measures to prevent terrorism.
Within the framework of this concept, general issues related to modern
terrorism, as well as existing extremist organizations and their main trends
are thoroughly studied. Such information is invaluable material for
replicating the model of terrorist activity, which can be used to predict the
occurrence of terrorist acts with a high probability.

Identification of behavioral signs of individuals with destructive
intentions in places of mass gathering of people (airports, railway stations,
subway, educational institutions, theaters, large shopping centers, discos,
clubs, etc.) and timely localization of potential conflict is the main content
of the work of a profiler working in public places.

Profilers take into account many psychological peculiarities of
terrorists, adapting them to the specifics of their activities. Further work in
this direction, in our opinion, should be directed towards the merger of
theoretical knowledge and practical skills, since profiling is the area of
anti-terrorist activities that allows for the most accurate implementation of
this principle.

¥ Pollack Joshua H., Wood Jason D. Enhancing Public Resilience to Mass-Casualty WMD Terrorism in
the United States: Definitions, Challenges, and Recommendations. Defense Threat Reduction Agency, Advanced
Systems and Concepts Office, Report Number ASCO 2010 042. Contract Number DTRA01-03-D0010018.
URL: https://fas.org/irp/dod/dtra/resilience.pdf (In English).
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Summarizing, it is possible to note that one of the most important
tasks of effective use of the file — programs in the system of national and
human security — is the training of specialists designed to implement these
programs. A significant advantage of profiling methodology is its
flexibility and versatility, which allows it to be used by special services,
police and military at any objects of mass gathering of people, as well as in
the field of police activities to protect public order, operational and
investigative activities, with the counteraction to illegal drug trafficking,
etc.

Therefore, one of the most important tasks for the education system of
employees of the Ministry of Internal Affairs of Ukraine is to organize
training in profiling technology. The effectiveness of profiling technology
will largely depend on the level of training and professional experience of
the employee. The combination of theoretical training in profiling system
with practical experience of employees of the Ministry of Internal Affairs
of Ukraine and other law enforcement agencies can become a serious
weapon in the fight against terrorism.

5.3. The counter-terrorism program
is the basis of civilizational stability

Terrorism, in any form of its manifestation, has become one of the
most dangerous in its scale, unpredictability and consequences of socio-
political and moral problems. Today, the issue of countering global
terrorism has moved from the theoretical stage to the stage of practical
cooperation between states that seek to maintain strategic stability and
prevent undermining the foundations of functioning of public and civil
institutions™. This general position would be correct if not for one
circumstance: theoretical political-legal and economic problems of
terrorism, dialectical ratio of its specific purpose and means of its
achievement, its historical and transitional nature, etc., all this is little or no
study. In the opinion of a number of researchers, terrorism is a
phenomenon that does not have a past on a historical scale.

Only from the 1960s and 1970s, terrorist attacks became widely used
as a means of political struggle and methods of influencing political
processes taking place in society, and therefore the world community was
faced with the need to intensify counteraction to acts of international
terrorism. It should be noted that the geographic scope of terrorist activity,

> Kazantsev S. Ya. Terrorism: Fighting. Problems of counteraction. M.: GUSHEE. 2004. 369 p. (In
Russian).
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which has now spread to almost all regions of the world, has expanded
considerably. As a response to this, the cooperation of the states in the
fight against terrorism has intensified. However, against the backdrop of
the general accumulated experience of legislative and practical work in this
area, the need for its synthesis and analysis has sprung up through the
prism of possible creative use in the development of international and
national concepts of the fight against terrorism.

Systematizing the existing practice of coordinating the efforts of the
international community in countering acts of terror, it should be noted that
it is based on a number of universal international conventions. Among
them: The International Convention for the Suppression of Unlawful
Seizure of Aircraft (1970); the Convention for the Suppression of Unlawful
Acts against the Safety of Civil Aviation (1971); the Convention on the
Prevention and Punishment of Crimes against Internationally Protected
Persons, including Diplomatic Agents (1973); the European Convention
against Terrorism (1977); the Convention against the Taking of Hostages
(1979); the Convention for the Suppression of Unlawful Acts against the
Safety of Maritime Navigation (1988); Convention for the Suppression of
Terrorist Bombings (1997); Convention on the Marking of Plastic
Explosives for the Purpose of Detection (1999); Convention for the
Suppression of the Financing of Terrorism (1999), as well as United
Nations Security Council Resolution 1373 on Combating International
Terrorism, etc™.

Important activities in the framework of international cooperation in
combating terrorism are being carried out by international organizations
and the main policy outcome documents have been developed. Thus, the
Declaration and Program of Action adopted at the United Nations World
Conference on Human Rights on 25 June 1993 in Vienna states that acts,
methods and practices of terrorism in all its forms and manifestations are
activities aimed at the destruction of rights, freedoms and democracy and
pose a threat to territorial integrity and security.

At the 49th session of the OAH (1994), the Declaration on Measures
to Eliminate International Terrorism was adopted, expressing the
conviction that more co-ordination and strengthening of cooperation
between States in the fight against terrorism-related crimes, including drug
trafficking, illicit arms trade. In the final declaration of the summit, which
was attended by heads of 170 states, which became the central event of the
jubilee 60th session of the OAH (2005), among the main activities were

16 Scholte J. A. Globalization. A critical Introduction. London: Palgrave. 2000. 216 p. (In English).
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the fight against poverty, support for peace and security, the fight against
terrorism, the observance of rights person, etc.

In turn, at a meeting on combating terrorism (Paris, 30 July 1996), the
ministers attending the meeting adopted a document in which they resolved
to give priority to combating terrorism and analysis emerging trends in the
development of terrorism in the world. One of the recommendations is to
«improve the interaction between individual bodies and agencies dealing
with different aspects of the problem»*”.

Particular attention should be paid to identifying and developing
methods for identifying and marking explosives and other items that could
result in death or injury. The meeting called on all States to take control of
non-governmental organizations (humanitarian, cultural or social) that
could serve as a front for terrorist activities. The new means of
communication used by terrorists to promote their own ideas and
communicate with each other should receive close attention. These are
primarily private means of encrypting the information transmitted.

The adoption of national laws to better control the production, trade
and export of arms and explosives was highlighted in a separate paragraph.
The document obliged the signatories to abandon any passive or active
support for terrorists and to strengthen legal measures to prosecute terrorist
activities; to bring to trial any person accused of committing, preparing or
assisting in the commission of terrorist acts. It was also recommended that
all States prevent the movement of terrorist groups and their individual
members and, to that end, introduce stricter border controls and rules on
identity and visa documentation.

The expert group on transnational organized crime, meeting in Paris
on 12 April 1996, adopted a number of recommendations, such as: States
should review their legislation relating to criminal offences, identify a
central authority whose structure should be appropriate to the rapid
transmission of requests for acts of terrorism and those under preparation.
Criminal acts, methods and practices of terrorism, as well as the expressed
determination to act to eradicate them, both bilaterally and through
multilateral cooperation, were condemned*®,

In the summer of 2005, the European Union drew a line under the
previous development of the European community and developed a new
vision for the continent. The European Commission’s particular focus was

Y EU terrorist list. URL: http://www.consilium.europa.policies/fight-againstterrorism/terrorist-list (In
English).

8 Schori Liang Christina. The Criminal-Jihadist: Insights into Modern Terrorist Financing. Strategic
Security Analysis. URL: http://www.gcsp.ch/download/6084/ (In English).
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on the security of European citizens and the fight against terrorism. The
European Commission has prepared the link of key security events in
Europe. It is called «Improving European industrial capacity in security
research». The proposed measures aim at bridging the gap between civil
research supported by EU programs and national and interstate security
initiatives. These measures are part of the EU’s Seventh Framework
Program (2007-2013). Among the selected projects are: improved
protection of rail and subway passengers; safer European borders;
protection of computers connected to networks; airline safety information
network and training; faster and more effective crisis management, airline
protection; path to safety: intelligence compatibility; crisis management:
real-time monitoring of people indoors; safety research information
support network; interface standardization in harbors and at border
crossings; unmanned aviation: air surveillance devices; innovative
technologies for security and protection of privacy and human rights;
exchange of classified information®®.

The world’s leading countries have come to realize that the criminal
world has come together much earlier than their law enforcement agencies
have realized that terrorism can only be defeated through joint efforts.
Thus, the Law of Ukraine «On Combating Terrorismy states that terrorism
Is a common challenge against all countries, requiring a joint response, and
todaz%/ all countries of the world must unite to fight this threat, to defeat this
evil™.

As for the situation in the post-Soviet republics, it should be noted that
the criminal world, in contrast to the political world, with the destruction of
the common legal space in the former Soviet Union, quickly consolidated.
Deprivation of law enforcement agencies and special services of the former
Soviet republics of a single core led to fragmentation of their efforts, which
was immediately used by criminals. Recent years have seen an increase in
the number of serious crimes of a transnational nature. Various
manifestations of terrorism, drug trafficking and smuggling of weapons
and military equipment* are widespread.

A number of major inter-State instruments have been signed since
1991 to coordinate the efforts of the competent authorities of
Commonwealth of Independent States Member States to combat terrorism

9 European Union  Terrorism  Situation and Trend Report (TE-SAT). URL:
https://www.europol.europa.eu/sites/default/files/europol_tesat_2016.pdf (In English).

2 Law of Ukraine "On Combating Terrorism" of March 20, 2003, No. 638. Information from the
Verkhovna Rada of Ukraine. 2003. No. 25. Art. 180 (In Ukrainian).

2L Meeting of the Council of Heads of State of the CIS. URL: http:/kremlin.ru/events/
president/news/50515 (In Russian).
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and other dangerous crimes. Among them: The Agreement on the Concept
of Military Security of the Member States of the Commonwealth of
Independent States is a set of agreed and officially accepted views on the
protection of the CIS Member States from external threats, ensuring
territorial integrity and political stability, as well as an agreement on
cooperation in the field of prevention and elimination of consequences of
natural and man-made disasters. In 1995-1996, the Concept of Formation
of the Information Space of the Commonwealth of Independent States was
adopted, and included a set of measures and conditions of mutually
beneficial development of interstate information exchanges in the interests
of cooperation of the CIS member states in these areas of activity and in
accordance with international principles of information dissemination, as
well as the Concept of Collective Security of the Collective Security
Treaty states, which recognized The most important stage in the
codification of the activity was the adoption in 2000 of the Concept of
Collective Security of the States Parties to the Collective Security Treaty.
The Council of Heads of State of the Joint Action Program to Combat
Crime for the period up to 2002.

However, it should be noted that the provisions referred to in the
international instruments discussed above are usually not sufficiently
specific, which significantly slows down their use by law enforcement and
intelligence agencies of States for specific practical purposes.

If we look at the legislation of the United States, Italy, the United
Kingdom, France and other countries, then its analysis allows us to identify
certain regularities in the fight against terrorism:

— Codification of legislative norms in the field of combating terrorism
contributes to its more effective implementation;

— Domestic law should respond in a timely manner to changes in
international treaty practice in this regard, consistently reflecting all its
positive aspects;

— Despite the trend towards democratization of their legislation in the
developed world, States provide for a higher degree of responsibility and
punishment for terrorist acts and participation in terrorist activities;

— When preparing and adopting legislative and other normative acts
regulating the fight against terrorism, it is advisable to proceed from the
peculiarities of the complex socio-political and criminogenic situation in

89



the countr?/ or region, rather than to adhere to the so-called principle of
modeling®.

Thus, according to the author, it is obvious that in order to combat this
common threat it is necessary to unite the efforts of all state and public
structures, branches of government, mass media. A strategy to combat
terrorism is needed.

Today, international terrorism creates additional challenges for
national and international security, requires the improvement of anti-
terrorist policy measures and the fight against terrorism at both the national
and international levels. The efforts of many countries are aimed at
strengthening protection against the terrorist threat. From the current trends
of counterterrorism, we can highlight the following:

1. International cooperation and information exchange between
countries on counter-terrorism issues. This was the subject of discussion at
the meeting of the United Nations Security Council on 12 December 2016,
when resolution No. 2322 (co-authored by Ukraine) was adopted calling
on States to strengthen and expand inter-State cooperation and mutual
assistance in the field of combating terrorism, exchange of information on
terrorist organizations and terrorist fighters, including their biometric and
biographical data. Emphasis is placed on the importance of judicial and
law enforcement cooperation in the investigation of terrorism-related
offences™.

In this context, we can highlight as an example of the long-term
cooperation on counterterrorism the U.S. interaction with the European
Union (primarily France, Germany and the United Kingdom), which has
been expanding since 2001, when the administration of George W. Bush
signed a key agreement with the EU Police Service (Europol). This
enabled the exchange of strategic and technical information on counter-
terrorism, money laundering, and illicit trafficking in drugs, nuclear,
radiological substances and human beings. Supplementary agreement
concluded in 2002 Europol and the US authorities have allowed for the
exchange of personal data of suspects and have also introduced the
institution of liaison officers. Cooperation between the EU and the U.S. has
since expanded to include counterterrorism financing, illegal migration and
foreign terrorist fighters. Extradition procedures have been simplified and
legal cooperation has been strengthened (for example, joint investigation

22 Gunaratna Rohan. After Nice: The Threat Within Europe. URL: https://www.rsis.edu.sg/wp-
content/uploads/2016/07/C0O16183.pdf (In English).

23 positive-Peace-Report 2016. The Institute for Economics and Peace and University of Maryland. URL:
http://economicsandpeace.org/wp-content/2016/09/Positive-Peace-Report2016.pdf (In English).
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teams or videoconferences on specific criminal proceedings have been
introduced)*.

Two new agreements with Europol on countering illegal migration
and foreign fighters were signed by the relevant U.S. agencies in February
2015, providing a platform for information exchange regarding individuals
who facilitate the recruitment, transfer and financing of foreign fighters®.

2. At the national level, strengthen cooperation and exchange of
information on counter-terrorism issues among the competent authorities.
A number of measures have been taken by EU Member States, primarily to
improve the efficiency of interaction and information exchange between
national intelligence and police services, as well as to strengthen border
control. Based on information provided by the Anti-Terrorist Group (The
Hague), in 2016, a single database was created, in which more than
20 European intelligence services have access in real time. It is planned to
implement a pilot project on automated data exchange between law
enforcement agencies of the EU member states regarding persons with
criminal records. Also, the work on the introduction of the European
Travel Authorization Information System is being intensified.

3. Prevention of terrorism, including counteraction to radicalization.
Today, specialized programs have been introduced and are being
Implemented in many countries to prevent the spread of extremist views in
society, to prevent young people from being drawn into terrorist
organizations, and to apply procedures for granting amnesty to individuals
who have participated in terrorist activities and adapting them to peaceful
life. Thus, a new OSCE Special Representative has been appointed to
coordinate the exchange of experience gained through the implementation
of such programs by the 57 member countries of the organization.
Governments have drawn attention to the possibility of radicalizing people
in places of detention. In order to prevent this threat, the PRC is now
considering isolating convicted terrorists from other prisoners®.

4. Introduction of new technologies to combat terrorism by state
authorities. The establishment of the European Centre for Combating
Terrorism and Radicalization on the Internet is planned to promote and
recruit new followers, given the active use of the Internet and social

* Pirogov L. K. The relevance of training employees of ATS technology profiling as a preventive
measure to ensure the safety of citizens, objects and territories. Transport Law. 2013. Ne 2. P. 20-22.
(In Russian).

% The Global Terrorism Index 2015. The Institute for Economics and Peace and University of Maryland.
C. 45-48. URL.: http://economicsandpeace.org/wp-content/uploads/2015/11/Global-Terrorism-Index2015.pdf (In
English).

2)6 Foreign Terrorist Organizations. Bureau of Counter terrorism. URL:
https://www.state.gov/j/ct/rIs/other/des/123085.htm (In English).
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networks by terrorist organizations. This will be part of the Europol
Internet reference office. In the Czech Republic, the Centre for Combating
Terrorism and Hybrid Threats has recently been established within the
Czech Ministry of the Interior, focusing on Internet content analysis and
response. In the U.S., another area of interest is the fight against terrorism,
given the specifics of the 2016 terrorist attack in Nice, France, when the
attacker used a truck.

For example, in the United States alone, some 250 million vehicles
will be connected to the Internet of Things by 2020, which can be managed
through the World Wide Web, enabling terrorists to intercept the
management of such assets and carry out terrorist attacks remotely, even
without crossing the national border.

Therefore, in the U.S.A. Department of Justice, in view of such a
potential threat, a separate group that deals solely with Internet matters has
begun to function.

5. It is necessary to specify the sources and determinants of terrorist
manifestations, which may include: a sharp drop in living standards of the
population, reduction or lack of social protection, strengthening of social
injustice, exacerbation of political struggle, growth of nationalism and
separatism, imperfection of legislation, decline in the authority of the
authorities and its representatives’ ill-considered decisions®’.

Analyzing the state of the fight against terrorism in Ukraine, it should
be noted that currently the Concept of the fight against terrorism
(hereinafter — the Concept), adopted by the Decree of the President of
Ukraine on April 23, 2013 No. 230/2013, according to which the main
threat to Ukraine is the activity of international terrorist organizations.
Thus, it states: «Currently, due to the effective implementation of domestic
and foreign policy of Ukraine, it does not apply to states with a high
probability of terrorist acts or terrorist attacks on their territories by
international terrorist organizations against their representations abroad. In
Ukraine, there are no internal prerequisites for the emergence of
organizations that have used terrorist methods as a means of achieving
political goals or drawing public attention to their ideological or other
Viewsy.

It is clear that such an assessment of the terrorist threat is no longer
true. However, it is difficult to disagree with the Concept’s definition of a
number of external and internal factors that may become the basis for

27 Definitions of Community Resilience: An Analysiss. A CARRI Report. URL:

http://www.resilientus.org/reports.html (In English).
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increasing the level of the terrorist threat in the country. Analysis of the
activities of international terrorist organizations and the conduct of ATU in
Ukraine in recent years allows us to expand the list of such impacts. This
document identifies eight main directions of implementation of measures
and five priorities of the state policy in the field of combating terrorism,
based on a comprehensive systemic approach to solving the problem and
covers all generally recognized components of the process of countering
terrorism, including: prevention of terrorist activities, detection and
cessation of such activities, elimination and minimization of its
consequences, as well as information, scientific and other support for the
fight against terrorism, international cooperation in combating terrorism®.

Thus, it is advisable to identify the priorities of the state policy in the
field of counterterrorism, including the following:

— Prevention and elimination of threats to the life and security of
citizens, the interests of society and the State, which arose as a result of the
Russian Federation’s aggression against Ukraine, and had an armed
conflict on the territory of Donetsk and Luhansk oblasts;

— Ensuring the necessary level of anti-terrorist protection after
returning to the control of certain areas of the Donetsk and Luhansk
regions;

— predicting and suppressing possible terrorist manifestations in the
rest of Ukraine as a result of Russia’s hybrid aggression;

— Updating the effectiveness of the unified state system of prevention,
response and termination of terrorist acts and minimizing their
consequences.

We can agree with the idea of domestic researchers that the main tasks
in the field of improving the state system of counterterrorism in Ukraine
are:

— Regulation of the procedure of interaction between the subjects of
the fight against terrorism in various situations;

— The procedure for interaction between the State and citizens and
society in the implementation of the main objectives of State policy in the
relevant area (ensuring public awareness of the danger and the scale of
response to the threat, including):

— Prevention (avoidance of involvement in terrorist activities);

— Prosecution (cessation of terrorist attacks and investigations);

Strategic context;

%8 Law of Ukraine "On Combating Terrorism" of March 20, 2003, No. 638. Information from the
Verkhovna Rada of Ukraine. 2003. No. 25. Art. 180 (In Ukrainian).
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— Protection (improving the security of suspending terrorist attacks);

— Preparedness (minimizing the consequences of an attack and early
recovery);

— the actions of a foreign country®

Besides, the following questions require special study: terrorism is
generated by growing contradictions between the West and the East, the
North and the South, it is not one of the causes of terrorism «hybrid» and
local wars, which are sometimes waged by reactionary forces of so-called
«civilizedy states against «uncivilized» peoples, what is the role of arms
and drug trafficking in the emergence of terrorism?

CONCLUSIONS

The world policy is focused today on the search for effective solutions
to security problems and sees them in the creation of a global system to
counter modern threats and challenges of globalization. The system is
designed to ensure international stability and sustainable development in
the long term, primarily through political regulation of global processes.
The international anti-terrorist coalition, as well as the network of
mechanisms and agreements created by its participants to ensure security
in the world in response to the challenges of terrorism, is considered as the
prototype of the system, which is based on a strategy of coercion for short-
term prevention of terrorism. At the same time, it is increasingly clear that
a strategy of coercion and deterrence of extremism cannot guarantee long-
term security in a globalized world. Global politics is faced with the need
to set new priorities for global security policy, opportunities and means of
political regulation in the global sphere.

The fight against and elimination of terrorism is a long-term process
that involves the creation of the necessary objective and subjective
conditions to achieve this goal. At the same time, it is impossible to
destroy terrorism by force alone: violence inevitably generates new
violence.

The most important prerequisite for eradicating terrorism is the
stabilization of the economic and political situation in countries and the
strengthening of democratic principles in public and political life. It is
necessary to form a society in which the social base of terrorism will be
sharply reduced. It is especially important that stable democratic political

9 Law of Ukraine "On Prevention and Counteraction to Legalization (Laundering) of the Proceeds from
Crime, Terrorist Financing and Financing of the Proliferation of Weapons of Mass Destruction" dated October
14, 2014, No. 1702-1V. Information from the Verkhovna Rada of Ukraine. 2014. No. 50-51. Art. 2057. (In
Ukrainian).
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systems, mechanisms of civilized political dialogue and rotation of power
are formed in the states. To supplant terrorism from life, a high level of
political and legal culture in society is needed, as well as a clear
establishment of legal sanctions for terrorist actions.

It is necessary to create favorable conditions for the normal even
development of different ethnic groups and ensure the realization of their
interests in order to prevent conflicts on the national basis. The task of the
states is to form the self-awareness of all ethnic groups living in the given
country, at which the feeling of belonging to the state would be a priority
before the factor of ethnicity in the process of self-identification of
citizens.

In addition, there is a need to strengthen the efforts of State bodies in
carrying out preventive activities. Necessary measures to strengthen border
protection, increase control over the activities of foreign organizations to
minimize the possibility of importing extremism from other countries.
Measures aimed at reducing unemployment and solving urgent social and
economic problems can reduce social tension in society and neutralize the
main source of potential social excesses.

Meetings and agreements at the highest level alone are not sufficient
to eradicate terrorism. An effective response to international terrorism
requires the development and implementation of a comprehensive program
that includes political, social, economic, legal, ideological, special and
other aspects. It must take into account the interests of the population, the
problems and the conflict-generating potential of terrorism around the
world. There is also a need for interaction and coordination of all forces of
society interested in solving this topical problem.

One of the most important areas of activity of the heads of state
should be joint cooperation to prevent, localize and stop regional outbursts
of extremism, as some conflicts caused by terrorists may cause
destabilization in other states. The tragic results of terrorism, which
characterize modern politics, should serve as an important warning to all
political forces that attempts to solve political, economic and other
problems with the help of violence do not contribute to the solution of the
set tasks, but, on the contrary, lead to the increase and growth of
contradictions in society.
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SUMMARY

One of the main features of international political and legal
development is the unresolved problem of national security of the state and
international security.

This is particularly relevant in the current globalized environment,
when the economy, informatization and democratization of international
relations create unprecedented opportunities for development, but at the
same time increase the vulnerability of the system to terrorism, the use of
weapons of mass destruction, etc. Scientists of our time are faced with
urgent tasks, the solution of which allows the study of the problems of state
creation, especially such important determinants of this process as legal
regulation in the field of national and international security of the state in
the context of globalization. Proceeding from this, scientific researches in
this context, in which the basic principles of organization of national and
international security are systematically revealed, are expedient and timely.

The author investigates the range of issues related to the policy of
reconceptualization of security of international systems, concepts of
national security of international participants, as well as mechanisms of
their origin, formation and adaptation in the modern globalized world. The
value of the work is, first of all, the fact that it presents an informatively
rich factual material analysis of the state and prospects of the state and
sovereignty in the context of threats of globalization, national and
international security policy.

Thanks to the implementation of the chosen research algorithm,
scientific provisions have been developed and new scientifically grounded
results have been obtained, which together solve an important scientific
problem — the reconceptualization of the problem of national security of
the state in the context of globalization and the development of ways to
improve its regulatory and legal framework.

Due to the implementation of the chosen research algorithm, scientific
provisions have been developed and new scientifically grounded results
have been obtained, which together solve an important scientific problem —
the reconceptualization of the problem of national security of the state in
the context of globalization and the creation of ways to improve its
regulatory and legal framework.
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CHAPTER 6
PREPAREDNESS OF THE SYSTEM OF THE MIA OF
UKRAINE FOR THE TERRITORIAL DEFENSE MISSION
UNDER HYBRID THREATS

Tsyganov O. G.

INTRODUCTION

Nowadays, the majority of leading international and domestic experts
and analysts argue that in the course of the insidious neo-imperial «hybrid
policy,» the Russian Federation has unleashed and now continues the so-
called «hybrid warfare» against Ukraine, which combines, on the one
hand, aggressive hostilities under the cover of illegal armed groups,
inconspicuous, hidden support of such armed formations by the aggressor
state; on the other hand, the use of a wide range of political, economic,
advocacy and public outreach activities, leading to, as a rule, the hybrid
warfare and accompanying it throughout hostilities.

Russia’s hybrid aggression against Ukraine developed into an active
phase in early 2014, although Russia began to conduct the subversive
activity against our state immediately after the proclamation of Ukraine’s
independence in 1991. However, during this rather long period neither
Ukraine nor the countries of the Transatlantic Partnership (NATO-EU)
have conducted thorough studies to analyses and evaluate the conclusions
and lessons of this hybrid warfare, which would enable to develop the
security and defense sector of both individual states and coalitions of
countries in the context of «new generation warfare.» For example, the
issues of the essence and content of «hybrid warfare» and «hybrid threats,»
as well as counteracting these phenomena as the latest types of global
confrontation, are under the focus in the works of domestic scientists and
experts such as T. Andriievskyi, S. Borshchevskyi, K. Brychuk,
O. Vlasiuk, M. Honchar, V.Horbulin, R.Dodonov, A. Yermolaiev,
O. Kresin, M. Lepskyi, E. Libanova, O. Liashenko, V. Martyniuk,
Yu. Mikhieiev, M. Pohrebinskyi, K. Savchuk, O. Stoiko, H. Cherniavskyi
and others. However, scientists do not focus comprehensively on the
administrative and legal aspects of the territorial defense mission of
Ukraine under hybrid threats.
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6.1. The territorial defense mission of Ukraine under hybrid threats

Famous American military theorist Frank Hoffman argues that the
modern era wars are characterized by the process of hybridization, which
involves traditional forms of warfare, irregular conflicts, cyberwar,
organized crime, terrorism, and so on'. Thus, foreign experts interpret the
hybrid warfare as: 1) undeclared clandestine hostilities in which the
opposing party attacks State structures and the regular army of the enemy
with the help of local rebels and separatists, supported by weapons and
finance from abroad and from some internal structures (oligarchs,
organized crime, nationalist and pseudo-religious organizations); 2) use of
usual, irregular and asymmetric actions in combination with information
and psychological manipulations, political and ideological conflict.
Meanwhile, other experts use the term «hybrid» in order to reflect the
potential threat from the regular and irregular armed forces and do not
consider the hybrid warfare as a new form of warfare, but rather as a
synonym for a full spectrum conflict’. It stands to reason that the U.S.
Department of Defense has proposed using the term «full spectrum
operation instead of the term «hybrid warfare»®.

The hybrid warfare is preceded by a long and complex preparation,
including hybrid threats, which are challenges for the State. These threats
include the creation of political and social movements that sympathize with
the future aggressor; its setting up a favourable information field;
propaganda; sabotage, deliberate infliction of damage, subversion and
terror; aggressor’s imposition of own historical, cultural, ideological values
(that is, all that is aimed to incline the population towards the aggressor by
means of so-called «soft powery), etc.

In practice, any threat may be hybrid if it is not limited to one form
and measure of warfare. For example, the European Union classifies the
areas of response to such threats into the information, energy, transport and
infrastructure, space, military, health and food security, cyberspace,
financial sector, industry, public or social dimension. In addition, the
criterion for the conceptual delimitation of the two terms «hybrid threats»
and «hybrid warfare/conflict» is the fact of State sovereignty violation,

! Hoffman F. G. Hybrid threats: Reconceptualizing the evolving character of modern conflict. Strategic
Forum, no. 240, April 2009. Institute for National Strategic Studies National Defense University. Retrieved
from http://www.ndu.edu/inss.

2 Mikhieiev Yu.l., Cherniavskyi H.P., Turchenko Yu.V., Pinchuk O.I. Definitsii poniattia “hibrydna
viina” [Definitions of the concept of "hybrid warfare"]. Retrieved from
http://miljournals.knu.ua/index.php/zbirnuk/article/view/140/126 (Accessed 25 March 2019). (in Ukrainian)

¥ Cox D. What if the Hybrid Warfare / Dan G. Cox. Retrieved from http://www.e-ir.info/2013/02/13.
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such as the border crossing by armed or subversion units, further seizure of
strategically important objects, killing of military personnel of a country
suffering from aggression, etc.

The Ukrainian legislation provides no definitions of «hybrid warfare»
and «hybrid threats.» However, these terms are used in official documents
of our state. Therefore, according to clause 4.3. of the National Security
Strategy of Ukraine, approved by the Decree of the President of Ukraine
no. 287/2015 of May 26, 2015, the key priority of the national security
policy is to ensure the preparedness of the State, its economy and society to
defend and deter foreign aggression in all forms and manifestations (in
particular in the form of hybrid warfare), raising the defence level of the
State®. The general part of the Strategy for the Development of the
Ministry of Internal Affairs until 2020, approved by the Decree of the
Cabinet of Ministers of Ukraine no. 1023-r of November 15, 2017, also
provides for that modern challenges and threats, first of all hybrid, are due
to the complex of socio-demographic, economic, political, legal,
psychological and technological factors, and require a systemic response,
adequate transformation of the national security sector, in particular the
Ministry of Internal Affairs.

An integral part of the state measures, implemented within the
framework of national security and defense of Ukraine and directly aimed
at protecting Ukraine’s national interests from external and internal threats,
Is measures for preparation and conduct of territorial defense. In the course
of the territorial defense mission, the national security subjects, defined by
the legislation of Ukraine, organic to the State Military Organization (the
security and defense sector), carry out a complex of measures aimed at
transferring its units to functioning in the context of a special period.
Preparation for territorial defense is an integral part of State preparation for
defense and is divided into preparation in peacetime and in a special
period, including the introduction of martial law in Ukraine or its separate
areas. Measures for the preparation and conduct of territorial defense are

* Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy vid 6 travnia 2015 roku "Pro Stratehiiu
natsionalnoi bezpeky Ukrainy" [On the decision of the National Security and Defense Council of Ukraine of
May 6, 2015 "On the Strategy of National Security of Ukraine™] (Decree of the President of Ukraine no. 877/15
of May 26, 2015). Ofitsiinyi visnyk Ukrainy [Official Bulletin of Ukraine], no. 43, 2015. Art. 1353. (in
Ukrainian)

® Pro skhvalennia Stratehii rozvytku orhaniv systemy Ministerstva vnutrishnikh sprav na period do 2020
roku [On approving the Strateqy for the Development of the Ministry of Internal Affairs until 20201 (Decree of
the Cabinet of Ministers of Ukraine no. 1023-r of November 15, 2017). Ofitsiinyi visnyk Ukrainy [Official
Bulletin of Ukraine], no. 23, 2018. Art. 808. (in Ukrainian)
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implemented throughout Ukraine or in its separate areas, except
zones/areas of warfare and territories recognized by acts of the Verkhovna
Rada of Ukraine as temporarily occupied territories of Ukraine.

Today the legal framework for the implementation of territorial
defense of Ukraine is the Constitution of Ukraine; the Law of Ukraine «On
the Defense of Ukraine» no. 1932— XII of December 6, 1991; the Law of
Ukraine «On National Security of Ukraine» no. 2469-VIII of June 21,
2018; the National Security Strategy of Ukraine, approved by the Decree
of the President of Ukraine no. 287 of May 26, 2015; the Military Doctrine
of Ukraine, approved by Decree of the President of Ukraine no. 555 of
September 24, 2015; the Concept of development of the security and
defence sector of Ukraine, approved by the Decree of the President of
Ukraine no. 92/2016 of March 14, 2016; Regulations on territorial defense
of Ukraine, approved by the Decree of the President of Ukraine no.
406/2016 of September 23, 2016; international legal acts on security and
defense issues, ratified by Ukraine in accordance with the procedure
established by law, as well as other legal regulations of State bodies and
decisions of local self-government bodies on these issues.

However, the current legal regulation of territorial defense of Ukraine
Is limited to Article 18 of the Law of Ukraine «On Defense of Ukrainey»
and the Regulation on Territorial Defense of Ukraine, approved by the
Decree of the President of Ukraine no. 406/2016 of September 23, 2016.
Moreover, in accordance with paragraph 17 of the first part of Article 92 of
the Basic Law of Ukraine, the fundamentals of national security, the
formation of the Armed Forces of Ukraine and ensuring public order shall
be determined exclusively by laws of Ukraine®. However, Section 11 of the
Legislative Reform Support Plan in Ukraine, approved by the Resolution
of Verkhovna Rada of Ukraine no. 509-VIII of June 4, 2015, provides for
the adoption of the relevant Law of Ukraine «On Territorial Defense of
Ukraine»’. Meanwhile, the Draft Law «On Territorial Defense of Ukraine»
no. 2411a of July 17, 2015, has not yet been adopted by the legislative
body of Ukraine and remains at the stage of legislative drafting activity
(moreover, on February 21, 2017, it was withdrawn at all). Moreover,
issues related to the subject of legal regulation of the draft law in

® Konstytutsiia Ukrainy [The Constitution of Ukraine] (No. 254k/96-VR of 28 June 1996). Vidomosti
Verkhovnoii Rady Ukrainy [Bulletin of the Verkhovna Rada of Ukraine], no.30, 1996. Art. 141. (in Ukrainian)

"Pro Plan zakonodavchoho zabezpechennia reform v Ukraini [On the Legislative Reform Support Plan in
Ukraine] (Resolution of Verkhovna Rada of Ukraine no. 509-VIII of June 4, 2015). Ofitsiinyi visnyk Ukrainy
[Official Bulletin of Ukraine], no. 52, 2015. Art. 1668. (in Ukrainian)
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accordance with the Explanatory Note thereto are regulated by the
Constitution of Ukraine, the laws of Ukraine «On Defense of Ukraine,»
«On Military Duty and Military Service,» «On Mobilization Preparation
and Mobilization,» «On the Armed Forces of Ukraine,» «On the National
Guard of Ukraine,» «On the State Border of Ukraine,» etc.?

Therefore, the legal framework on territorial defense in Ukraine
consists of numerous legal regulations of various levels that are connected
and coordinated with each other insufficiently, are contradictory and lack a
clear mechanism for their implementation, and also contain concepts and
terms, that do not have unambiguous understanding and interpretation for
their practical application. Meanwhile, a unified legislative act on this
topical issue has not been adopted and a comprehensive solution to the
problem issues of territorial defense in Ukraine has not been found.

Therefore, today the issue of preparedness of the forces and assets,
involved in the territorial defence mission of Ukraine under hybrid threats,
is defined in some way in the Law of Ukraine «On Defence of Ukrainey
no. 1932-XIl of December 6, 1991 and the Regulation on Territorial
Defence of Ukraine, approved by the Decree of the President of Ukraine
no. 406/2016 of September 23, 2016.

For example, Article 18 of the Law defines the territorial defence of
Ukraine as a system of nationwide military and special measures carried
out in a special period in order to:

— protect and defend the State border;

— ensure the reliable functioning of State authorities, military
management bodies, strategic (operational) deployment of troops (forces);

— protect and defend important objects and communications;

— combat subversion and reconnaissance forces, other aggressor’s
armed formations and anti-state illegal armed groups;

— maintain the legal regime of martial law.

Within the framework of their powers, the Armed Forces of Ukraine,
other military formations, formed in accordance with the laws of Ukraine,
the National Police, the units of the State Special Transport Service, the
State Service for Special Communications and Information Protection, and
the relevant law enforcement bodies of Ukraine are involved in the
territorial defence mission.

® Poiasniuvalna Zapyska do proektu Zakonu Ukrainy "Pro terytorialnu oboronu Ukrainy" [Explanatory
Note to the Draft Law of Ukraine "On Territorial Defence of Ukraine"]. Retrieved from
http://search.ligazakon.ua/l_doc2.nsf/link1/GH1UZ68A .html (Accessed February 1, 2019). (in Ukrainian)
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The key objectives, measures for the preparation and conduct of
territorial defence, powers of the Cabinet of Ministers of Ukraine,
ministries, other central executive bodies, the Council of Ministers of the
Autonomous Republic of Crimea, local State administrations, local self-
government bodies, military formations and the basis for their interaction
are determined by the Regulation on Territorial Defence of Ukraine,
approved by the President of Ukraine®.

However, the analysis of the Regulation has shown that the issue of
combat (special) employment of forces and assets, involved in the
territorial defence mission, is not considered properly in this document,
despite modern trend to the joint use of forces and means in territorial
defence in armed confrontation leading to the most effective mission
implementation.

Therefore, the territorial defence participation of military, militia and
civilian formations, law enforcement bodies, other bodies of public
authority and organizations, joint training of military formations and law
enforcement bodies for actions in crisis situations (including during a
special period), centralized command and control of these State formations
(forces), balanced military-civil relations and other territorial defence
issues should be decided on the basis of a systematic approach at the
interagency level within the framework of a single State program, aimed at
proposing ways to comply the system of territorial defence of Ukraine with
modern requirements and capabilities of the State. The most important area
of State’s defence capability support is the development of fundamentally
new approaches to territorial defence organization and the improvement of
the system of management of forces and means involved in the territorial
defence mission.

6.2. Organizational and legal support of the Ministry
of Internal Affairs of Ukraine for combating hybrid threats
and ways of its improvement
One of the key factors in ensuring Ukraine’s security and defence
under hybrid threats is the preparedness of forces and means of executive
power and military formations, directed and coordinated by the Cabinet of
Ministers of Ukraine through the Minister of Internal Affairs, to the

% Pro oboronu Ukrainy [On Defence of Ukraine] (Law of Ukraine no. 1932-XIl of December 6, 1991).
Vidomosti Verkhovnoi Rady Ukrainy [Bulletin of the Verkhovna Rada of Ukraine], no. 9, 1992. Art. 106. (in
Ukrainian)
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territorial defence mission. The role of the Ministry of Internal Affairs of
Ukraine in combating contemporary challenges and threats is to ensure the
development of a safe living environment, as the basis of security
throughout Ukraine, as well as a modern system of internal security, as a
factor deterring the further spread of external aggression. In addition, the
powers of central executive bodies, directed and coordinated by the
Cabinet of Ministers of Ukraine through the Minister of Internal Affairs of
Ukraine (except for the State Migration Service of Ukraine and the State
Emergency Service of Ukraine), as well as the National Guard of Ukraine
(hereinafter — the bodies of the MIA), concerning the preparation and
conduct of territorial defence are:

— participation in territorial defence planning;

— participation in establishing territorial defence management system;

— combat subversion and reconnaissance forces, other aggressor’s
armed formations and anti-state illegal armed groups, in cooperation with
the Armed Forces of Ukraine, other bodies of the MIA, the State Special
Transport Service, the Security Service of Ukraine;

— participation in territorial defence training, ensuring participation of
subordinate territorial bodies, forces and means.

Moreover, the structural units of the MIA of Ukraine (namely, the
National Police, the National Guard and the State Border Guard Service of
Ukraine) are in charge of special missions of territorial defence of Ukraine
in accordance with their authority. For example, the National Police
ensures public safety and public order protection in public places, regulates
traffic and controls the observance of the Road Traffic Rules by its
participants, contributes to ensuring, in accordance with the law, the legal
regime of martial law if it is declared throughout Ukraine or in a particular
area, etc.; the National Guard engages in activities related to the cessation
of armed conflicts and other provocations at the State border, protects
important State facilities, special cargoes, provides protection of State
authorities, participates in the implementation of the legal regime of
martial law, etc.; the State Border Guard Service protects the State border
on land, sea, rivers, lakes and other reservoirs, ensures compliance with the
State border regime and frontier regime, participates in the implementation
of the legal regime of martial law in controlled border areas, and so on.

Ministries (including the MIA of Ukraine) and other central executive
authorities:
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— ensure the implementation of laws and other legal regulations on
territorial defence; coordinate with the General Staff of the Armed Forces
of Ukraine and provide, in accordance with the scope of their powers, the
Implementation of activities relating to preparation of communication
system, transport, other infrastructure objects for territorial defence in the
relevant area of management and the national economy;

— plan, organize and control the implementation of territorial defence
activities within their competence during the mobilization preparation and
transfer of management bodies to functioning in a special period,
enterprises, institutions and organizations subordinate to them, involved in
mobilization missions (orders);

— engage in training on territorial defence.

Territorial defence authorities interact with the State Emergency
Service of Ukraine and its local bodies in the course of:

1) territorial defence preparation on:

— coordination of plans for civil protection in a special period with of
territorial defence plans, plans for participation in territorial defence;

— formation of a territorial defence management system;

— assessment of factors affecting the implementation of activities
relating to preparation and management of territorial defence;

2) territorial defence relating to the exchange of information on:

— ground, air, radiation, chemical, biological conditions;

— emergency situations and elimination of their consequences;

— performing missions of civil protection in territorial defence zones,
where the legal regime of martial law has been introduced.

The analysis of the powers of the MIA’s structural elements regarding
participation in territorial defence indicates that the powers of the Ministry
of Internal Affairs of Ukraine in this matter are not defined and regulated
properly, although according to paragraph 2 of Article 12 of the Law of
Ukraine «On National Security of Ukraine» no. 2469-VIII of June 21,
2018, the MIA of Ukraine is a part of the security and defence sector of the
State'®. Moreover, the Concept for the Development of the Security and
Defence Sector, approved by the Decree of the President of Ukraine no.
92/2016 of March 14, 2016, provides for the improvement of the territorial
defence system in order to form an active reserve of the Armed Forces of
Ukraine, the introduction of a practical model of interaction between

19 Pro natsionalnu bezpeku Ukrainy [On National Security of Ukraine] (Law of Ukraine no. 2469-VIII of
June 21, 2018). Ofitsiinyi visnyk Ukrainy [Official Bulletin of Ukraine], no. 55, 2018. Art. 1903. (in Ukrainian)
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territorial defence units with State armed formations, and in accordance
with paragraph 3.3 of this Concept, the MIA of Ukraine is the main body
in the system of central executive authorities at present, ensuring the
formation of the State policy in activities of the central executive bodies
under its control™, which are direct territorial defence missions.

It should be noted that in public safety and civil protection of Ukraine,
the effectiveness of the territorial defence mission under hybrid threats
depends on many external and internal factors in the activities of the MIA
bodies involved in the mission. First of all, the factors directly affecting the
missions under hybrid threats include: the preparedness of the forces and
means of the MIA to carry out objective set; organization of training
required for these bodies; ensuring effective interaction at all levels
between these bodies, as well as other forces involved in the territorial
defence mission; proper organization and tactics of these forces; their
comprehensive logistical and financial support, etc.

However, evidently since 1991, Ukraine has not been paying enough
attention to strengthening its own security, considering that the
surrounding states are potentially friendly and do not pose serious threats
to its security. As a result, every year the security system of our State
weakened, which was manifested not only in the inability of the Armed
Forces to perform their duties, but also in weakening the State system in
general and its separate security components, such as the forces and means
of the MIA of Ukraine.

Since hybrid aggression is carried out from both outside and within
the country-victim, the law enforcement bodies of the State, suffering from
the aggressor country, should play a key role in counteracting such
aggression. However, in the run-up of the active phase of hybrid
aggression of Russia, Ukraine had a significantly degraded law
enforcement system, that is, the performance of Ukrainian law-
enforcement bodies was characterized by a low professionalism, facts of
corruption, impunity, mutual cover-up, cooperation with criminality, the
presence of foreign special services agents within their ranks and the like.
The general situation in the Ukrainian State did not contribute to the
presence of professional, competent, moral and responsible personnel in

1 Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy vid 4 bereznia 2016 roku "Pro
Kontseptsiiu rozvytku sektoru bezpeky i oborony Ukrainy” [On the decision of the National Security and
Defence Council of Ukraine of March 4, 2016 "On the Concept of development of the security and defence
sector of Ukraine"] (Decree of the President of Ukraine no. 92/2016 of March 14, 2016). Ofitsiinyi visnyk
Ukrainy [Official Bulletin of Ukraine], no. 23, 2016. Art. 898. (in Ukrainian)
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the law-enforcement system. The low level of financial and logistical
support prompted law enforcement officers to seek additional incomes,
leading to corruption, protection racket, illegal activity promotion. The
majority (56.8%) of Ukrainian experts argues that corrupt security forces
are the first important factor of Russia’s aggression against Ukraine™.

The law enforcement bodies of Ukraine, including the MIA’s bodies,
often took care of not protecting community, but ensuring exclusively their
own interests, as well as the interests of authorities, the oligarchy, and
criminality. Frequently, the media reported on the brutal massacre of
people at police stations, prostitution protection by uniformed services,
drug trafficking, gambling business, illegal mining of raw materials and
precious minerals, raider hunts of successful enterprises. The impunity,
caused by the mutual cover-up and corruption, has contributed to the
transformation of law enforcement bodies in Ukraine, subject to provide
and maintain order in the State, to punitive bodies of persecution and
intimidation *°.

Therefore, the level of faith of Ukrainian society in law enforcement
bodies decreased sharply. According to a survey carried out by the
sociological group, «Rating,» at the end of December 2011, only about
10% of the polled believed that the police was quite credible. According to
the majority of respondents, the Ukrainian police ineffective performance
was due to corruption (64%), low moral standards of law enforcement
officers (39%), distrust of the population (39%), dependence on higher
authorities (34%) and low level of training (31%)™. The situation
worsened and, according to the Institute of Sociology of the National
Academy of Sciences of Ukraine, in 2013, only 1% of Ukrainian citizens
fully trusted the police™.

12 Spryiannia rozbudovi mozhlyvostei Ukrainy harantuvaty bezpeku suspilstva v umovakh hibrydnykh
zahroz. Rezultaty ekspertnoho opytuvannia [Facilitating the development of Ukraine’s capabilities to guarantee
the security of society under hybrid threats. Results of the expert survey]. Retrieved from
https://%eostrategy.org.ua/images/l[ocnizmceHHﬂ_pra'iHCLKOIo.pdf (Accessed February 21, 2019). (in Ukrainian)

* Hibrydni zahrozy Ukraini i suspilna bezpeka. Dosvid YeS i Skhidnoho partnerstva. Analitychnyi
dokument [Hybrid threats to Ukraine and public safety. The experience of the EU and the Eastern Partnership.
Analytical Paper]. Retrieved from https://www.civic-synergy.org.ua/wp-content/uploads/.../blok_XXI-
end_0202.pdf (Accessed February 23, 2019). (in Ukrainian)

% Pravookhoronni orhany Ukrainy: dovira ta otsinky naselennia, problemy vnutrishnoi bezpeky ta
hotovnist do spivpratsi [Law-enforcement bodies of Ukraine: Trust and estimation of the population, problems
of internal security and readiness for cooperation]. Retrieved from
http://ratinggroup.ua/research/ukraine/pravoohran_organy _ukrainy_doverie_i_ocenki_naseleniya_problemy_vnu
trenney bezopasnos_i_gotovnost k s.htmlm (Accessed February 25, 2019). (in Ukrainian)

5 Kobzar H. Militsii ne doviriaiut. Cherez zhorstokist ta bezkarnist? [They do not trust the militia. Due
to cruelty and impunity?] Retrieved from http://khpg.org/index.php?id=1367864828 (Accessed February 25,
2019). (in Ukrainian)
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Under current external aggression against Ukraine, the requirements
to the law-enforcement system, including the MIA’s bodies, are extremely
high. Because in the course of armed aggression, the Russian Federation
also uses criminal structures to create additional threats to the security of
society and destabilization of Ukraine, and these threats must be countered
by law enforcement bodies.

The key objectives of the MIA’s bodies, such as maintaining public
security and order, ensuring the protection of human rights and freedoms,
social and State interests, combating crime, include also certain missions
for these bodies in the current conditions. The most important of these
missions are the radical reformation of law enforcement bodies in order to
transform them into a socially oriented structure and to eradicate the
negative inheritance of the Soviet authoritarian system. This reform
requires significant increase in the level of professionalism and
responsibility of employees, which will ensure the restoration of public
faith in the law-enforcement system, will enable closer interaction with
citizens. The refor