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INTERNATIONAL AND FOREIGN EXPERIENCE
OF LEGAL REGULATION OF THE PROCESS
OF INFORMATION SUPPORT OF PUBLIC
ADMINISTRATION BODIES IN THE CONDITIONS
OF DIGITIZATION OF PUBLIC ADMINISTRATION

Blinova A. A., Holovko K. V.

INTRODUCTION

Problem formulation. The Digital Economy and Ukrainian Society
Development Concept for 2018-2020 stipulates that the digitalization of
Ukraine will provide every citizen with access to information services.
“Digital” technologies in the public sector of Ukraine, emphasizes
I.V. Lopushinsky is the basis for reforming it and a potential example for
the whole country of how to take advantage of the digital world. Synergetic
potential of social, mobile, “cloud” technologies, as well as technologies of
data analysis and “Internet of things”, believes IV. Lopushinsky,
collectively capable of leading to transformational changes in public
administration and in general, that is, to make the public sector of Ukraine
efficient, reactive and valuable.® At the same time, the introduction of the
digitalization of public administration in Ukraine is, in our view, a
complex, long-lasting process that will require coordinated considerable
work of the authorities, society and business. However, this area of public
administration development is in demand and is being implemented in all
successful countries of the world. One of the features of the public
administration system in the EU member states, observes B.A. Kokhan, is
the presence of an electronic system of communication with citizens and
providing them with services. The phenomenon of e-government in the EU
is now well-established®. The concept of e-governance in the world is
closely linked to the digitalization of public administration and the digital
economy, as evidenced by a number of adopted international documents.

! JlonymmHcekuii 1.B. «Hmbpomsaum» SIK OCHOBA JIEP’)KAaBHOTO YMPABIIIHHS HA MUISAXY
TpaHcdopmallii Ta pehopMyBaHHs yKpaiHCHKOTO CyCIIiIbCTBa. Teopis Ta MpaKTHKa JepiKaB-
HOTO yIpaBlliHH 1 MiciieBoro camoBpsiyBanHs. 2018. Ne 2. C. URL: http://el-zbirn-du.at.ua/
2018 2/20.pdf.

Koxan b.A. AamiHicTpaTuBHI MOCIYTH B €JIEKTPOHHIN dopmi: gocBia kpain €C Tta
NEepCHEeKTHUBH PO3BUTKY B YkpaiHi. [IpaBo i cycminbcTBo. Ne 2 wactuna 2. 2019. C. 111-115.
URL: jrnl.nau.edu.ua/index.php/UV/article/download/.../14439.



The EU’s digital agenda adopted in 2010 is foreseen by 2020. Most
EU countries view this document as a framework and adopt appropriate
National Digital Society Development Programs for the next few years,
setting out medium-term and short-term priorities and indicators for
achieving the targets. For example, Germany has adopted the second such
program for 2017-2022°. The reforms taking place in the leading
countries are aimed at rationalizing the various areas of public
administration, notes T.L. Sivolapenko. The introduction of state-of-the-
art information technologies into the practical work of government
officials is a major means of reducing the cost of material and other
resources aimed at ensuring interaction between citizens, business and
government bodies®.

The modern global information society has gradually developed in
different countries of the world. Changing forms of production, the rapid
development of information and telecommunications and hardware,
computer technology, global electronic electronic networks have given rise
to modern trends such as the emergence of the digital economy,
e-democracy and governance. Human life is now closely linked to the
activities of public administration, the basis of which is the mutual
exchange of information.

The EU-Ukraine Association Agenda back in 2009 identified that the
parties are working together to prepare for the implementation of EU
acquis through the exchange of information and experience on imple-
menting the EU 12010 initiative to develop and implement e-strategies
in Ukraine, including the implementation of the National Development
Concept telecommunications and the state e-Ukraine program®. Annex
XVII-3 to Title IV of the Association Agreement has already obliged
Ukraine to implement a number of EU acts establishing common rules in
the market for electronic communications services. The Agreement
also stipulates that a roadmap for change should be adopted in this

® Iudposa amxernma Yipainun — 2020 («L{udposuii mopsaok aerHmii» — 2020): Konmern-
TyanbHi 3acaau (Bepcis 1.0). Ilepmioueprosi cdepu, iHIIIaTHBH, MPOEKTH «IIM(pOBi3aIii»
VYpainu 10 2020 poky: IIpoext URL: https://ucci.org.ua/uploads/files/58e78ee3¢c3922.pdf.

* Cuomamenko T.JI. JIOCATHEHHS Ta MEPCIEKTHBH IH(pOBI3aIii 1MyOIiYHOro
yrnpasminas B Ecronii. Theory and Practice of Public Administration. Ne 2(61). 2018.
URL.: http://kbuapa.kharkov.ua/e-book/tpdu/2018-2/doc/5/5_7.pdf.

[Topsimox aenHuii acomiamnii Ykpaina — €C g miATOTOBKH Ta CHPHUSHHS 1MILIE-
MEHTaIii YToIu mpo acoriamiro. «Ykpaina — €Bponeiicbkuii Coro3: 310paHHs MI>KHAPOHHUX
JI0roBOpiB  Ta iHmmX AokyMmeHTiB (1991-2009)». https://zakon.rada.gov.ua/laws/show/
994 990/print.
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comprehensive area’. The framework agreement of the European Union in
the field of the European Union in this area is the EU Framework Directive
[ 2002/21 on common legal frameworks in the field of electronic
communications networks and services, as well as a number of directives
and regulations’.

Ordinance of the Cabinet of Ministers of Ukraine # 649-r of Septem-
ber 20, 2017 “On Approval of the Concept of Development of E-Gover-
nance in Ukraine”, dated November 8, 2017 No. 797-p “On Approval of
the Concept of Development of E-Democracy in Ukraine and Action Plan
for its Implementation” and dated January 17, 2018, No. 67-p approval of
the Concept of development of the digital economy and society of Ukraine
for 2018-2020 and approval of the plan of measures for its implementation
“create prerequisites for the emergence of new goals, interests and needs
in the information sphere of public administration bodies, namely the
introduction: information and telecommunications iynyh systems for
decision-making and automation of administrative processes; digital
democracy, namely e-parliament information support, e-voting, e-justice,
e-mediation, e-referendums, e-consultations, e-petitions, e-political cam-
paigns, e-polls; the implementation of the concept of smart city — “Smart
City”; digital government platforms; blockchain concepts; ensuring
electronic interaction of state information resources and development of
interoperability infrastructure; the introduction of digitalisation of public
Institutions, multi-channel information and citizen engagement, the concept
of open data using electronic platforms, such as Civil Society and
Government, or the Unified System of Local Petitions; etc.*%'°. The above
examples are the results of the beginning of the process of digitalization of
public administration in Ukraine.

®Huni B €Bpomi ycmimHo pearisyerbes crpareris €aMHOro LH(POBOTO PHHKY —
Digital Single Market Strategy https://www.ukrinform.ua/rubric-economy/2364078-misia-
ocifruvati-ekonomiku-strategia-edinogo-cifrovogo-rinku.html.

’ Tam camo.

8 ITpo cxBasenHs Konnenuii po3BUTKY €IEKTPOHHOTO ypsiiyBaHHA B YKpaiHi: Posmo-
psmxenns Kabinera MinictpiB Ykpainu Big 20.09.2017 Ne 649-p : YpsinoBuil kyp’ep Bin
27.09.2017 — Ne 181.

® Ipo cxBanenns Komrtenuii po3BUTKY eleKTPOHHOI AeMoKparii B YKpaiHi Ta riany
3axoAiB moAo ii peam3sarii: Posnopsmkenns Kabinera MinictpiB Ykpainu Bia 8 nucromnasa
2017 p. Ne 797-p Il Ypsnosuii kyp’ep Big 17.11.2017 — Ne 217.

% [po cxpanenns Konmeniii po3BuTKy mudpoBoi eKOHOMIKH Ta CYCIbCTBa Y KpaiHK
Ha 2018-2020 poku Ta 3aTBEp KEHHS TUIAHY 3aXOJIB IIOA0 ii peamizamii: Po3nmopsmxeHHs
Kabinery MinictpiB Ykpaiau Big 17 ciuns 2018 p. Ne 67-p // YpsimoBuii xyp’ep Bix
11.05.2018 — Ne 88.



Regarding the above, we consider it necessary to support
I.V. Lopushinsky, who believes that “digitization” should be seen as a
tool, not an end in itself. Under the systematic state approach, “digital”
technologies will significantly stimulate the development of an open
information society as one of the essential factors for the development of
democracy in Ukraine, increase productivity, economic growth, job
creation, and improve the quality of life of Ukrainian citizens™*%
Regarding the above, in our opinion, particular attention should be paid to
the foreign and international experience of legal regulation of the
circulation of public information in the form of open data and public
information with limited access in the information support system of
public administration bodies.

1. The current state of legal regulation of the process of digitalization
of public administration in Ukraine

The decisive tendencies of the present in the activity of the bodies of
state administration and local self-government, emphasizes A.S. Tverdo-
khlib is to ensure maximum transparency of their activities, a service-
oriented approach to the provision of management and other state and
municipal services, approaching the everyday problems of ordinary
citizens and building on this basis trust relations, accountability and
control of the authorities of different hierarchical levels, implementation
of digital technologies in all spheres of public life and construction of the
newest digital infrastructure in response to the requirements and in
summons of the modern globalized world. Today, the implementation of
the principles of openness and transparency of the activity of power
structures, insists A.S. Hard bread is one of the important tasks for many
countries of the world. Each of these principles is a step-by-step process
towards achieving the ultimate goal, taking into account national
specificities and priorities, namely: combating corruption and improving
accountability, enhancing engagement and partnership between public

1 Jlonymmuucekuii [.B. «l{udposizaris» sK OCHOBa JEpKaBHOTO YIPABITIHHSA Ha
HUIIXy TpaHcdopmanii Ta peopMyBaHHS YKpaiHCHKOTO CYCHIJIbCTBA. Teopis Ta MpakTHKa
JIEp>KaBHOTO  yINpaBiiHHS 1 wMicieBoro camoBpsiayBanHa. 2018, Ne 2. C. URL:
http://el-zbirn-du.at.ua/2018_2/20.pdf.

12 [MudpoBa amkenma Yipainun — 2020 («{udposuii mopsaok mexuuiny — 2020):
Konnenryanesni 3acamu (Bepcis 1.0). Ilepuioueprosi cdhepu, iHIMIaTUBH, MPOEKTH «1udpo-
Bizamii» Ykpainu mo 2020 poky: IIpoekr URL: — Pexwum pnocrymy: https://ucci.org.ua/
uploads/files/58e78ee3c3922.pdf.
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authorities and civil society organizations, and making them more
accessible and accessible to civil society to improve management
services and more®.

The coherence of science and practice, the needs of society and
political will led to the implementation in Ukraine of the latest global
trends in the introduction of the concept of open data, through the adoption
of the Law of Ukraine “On Amendments to Some Laws of Ukraine on
Access to Public Information in the form of open data”**. Experts say the
possibilities of open data are endless. They are used to increase
transparency and efficiency of the state, as well as to develop the economy.

In 2017, international open source experts commented on Ukraine’s
achievements as a breakthrough year. According to the ranking of the
Global Open Data Index, compiled by the international non-governmental
organization Open Knowledge International, Ukraine ranked 31st and
improved its result by 23 positions compared to 2016. In the Open
Data Barometer ranking of the international non-governmental
organization World Wide Web Foundation, Ukraine ranked 44th and
improved its score by 18 positions. In these ratings, Ukraine overtook its
neighbors and some EU countries, including Italy, Greece, Portugal,
Croatia, Bulgaria and Poland. Ukraine received the most commendable
estimates for the openness of the state budget and expenditures,
purchases, the unified state register of legal entities, individual
entrepreneurs, public entities and national legislation™.

The Law of Ukraine “On Amendments to Certain Laws of Ukraine
on Access to Public Information in the Form of Open Data” states that
public information in the form of open data is public information in a
format that allows its automated processing by electronic means, free and
free access to it, as well as its further use. Anyone may freely copy,
publish, distribute, use, including commercially, in conjunction with other
information, or by incorporating public information in the form of open
data, with a mandatory link to the source of such information. Information
managers are obliged to provide public information in the form of open

13 Teepmoxni6 O.C. Meromonoris Ta MpakTUKa peaizailii KOHIENTY BIAKPUTHUX JaHUX
B OpraHax myoJiiuHoro ynpasmidas Ykpaiau. http://www.dridu.dp.ua/zbirnik/2017-02(18)/7.pdf.

14 IIpo BHeceHHS 3MIH 10 AEAKAX 3aKOHIB YKpaiHM MIONO AOCTVIIY JO ITyOIidHOL
iHdopmarii y hopmi BiIKpuTUX JaHuUX: 3akoH Ykpaiau Bix 9 kBiTHA 2015 poky Ne 319-VIII.
Bimomocti BepxoBuoi Pagu Ykpainu Big 19.06.2015. 2015 p. Ne 25. Crop. 1357. Crarrs 192.

® Binkpuri gani: micts mepemor 2017 poxy. URL: https://www.epravda.com.ua/rus/
columns/2018/01/11/632868/.



data upon request, to publish and regularly update it on a single
government open data portal and on their websites™.

In early 2017, the State Agency for Electronic Governance
consulted with businesses and NGOs on expanding the number of
mandatory opening kits. At the end of December, the government
approved an updated resolution # 835. It doubles the number of datasets
from 302 to 600 and improves the standards for their disclosure in the
form of open data. As a result, the Government of Ukraine adopted a
decree “On approval of the Regulation on data sets to be disclosed in the
form of open data”, which specified specific provisions of the said law,
in particular, defined the requirements for the format and structure of
data sets to be disclosed in the form of open data, and the procedure for
their publication, as well as a list of such datasets’, and a year later,
Ukraine joined the International Open Data Charter™®, committing itself
to ensure the implementation of its core data principles: openness by
default; timeliness and completeness; accessibility and convenience;
comparability and interoperability; improved governance and citizen
engagement; inclusive development and innovation®. On November 30,
2016, the Cabinet of Ministers of Ukraine approved the Procedure for
Maintaining a Single State Open Source Web Portal® in order to provide
access to public information in the form of open data and interact with
users about it. One of the priorities of public policy in this area is to
improve the principles of open data development, the requirements for
the format and structure of data sets to be disclosed in the form of open
data, the frequency of updating, as well as the list of such data sets,
increasing responsibility for non-disclosure and non-disclosure

16 IIpo BHeceHHs 3MIH 1O HOEIKHX 3aKOHIB YKpaiHU I0J0 AOCTYNYy J0 NyOJiYHOi
iHpopMmarii y hopmi BIIKpUTUX JaHUX: 3akoH YKpaiau Bix 9 kBiTHA 2015 poky Ne 319-VIII.
Binomocti Bepxosnoi Pangu Ykpainu Bin 19.06.2015. 2015 p. Ne 25. Ctop. 1357. Cratra 192.

7 Ipo 3arBepmxenns IT0I0KEHHS IPO HAGOPH JAHKX, SIKi I UTATal0Th OMPHITIOHEHHIO
y dopmi Bigkputux nanux : [locranoBa KaGinery MinictpiB Ykpainu Bix 21 xoBt. 2015 p.
No 835 // 3akononmaBctBo YKpainu. — Pexxum moctymy : http://zakon.rada.gov.ua/laws/show/
835-2015-m.

8 Nesxi muranus npueaHaHHs 10 MiKHapoAaHOi XapTii BIAKPUTHX NAaHUX : PO3IIO-
psmxenns Kabinery MinictpiB Ykpainu Big 22 Bepec. 2016 p. Ne 686-p // Ypsin. kyp’ep. —
2016. — 20 xoBT. — Ne 196.

19 The International Open Data Charter. — Access mode : https://opendatacharter.net.

20 Jlesiki muTaHHS ONPIUTIOAHEHHS TyosiuHo1 iHdopmartii y hopmi BIIKPUTHX aHUX.
[Toctanoa Kabinery MinictpiB Ykpainu Big 30 nmucromama 2016 p. Ne 867. Ypsmosuit
Kyp’ep Bix 19.12.2016. Ne 239.

6



of information open data form®'. Existence and dissemination of this
kind of data, considers A.S. Tverdokhlib, enables the public, including in
the face of civil society institutions, to control and monitor the activities
of public bodies of different organizational and hierarchical levels —
from local to national, and the state — to involve their citizens in the
direct management of public affairs, developing of public-public
interaction, taking it to the next level by applying the latest achievements
of modern information and telecommunication technologies, contri-
buting to the very appearance of a synergistic effect, when it becomes
possible to solve new, non-obvious problems using interrelated open
data and the latest software solutions, because the data needed for
analysis and generalization is accessible to anyone at any time and can
be used with any purpose not prohibited by law®.

These processes are also implemented at the local level. Open data
has begun to develop intensively at the local level, which is particularly
relevant for decentralization reform. The Lviv City Council has published
over 300 datasets, the Dnieper City Council has published over 100 sets,
and Lviv, Chernivtsi, Dnipro, Vinnitsa and Drohobych have joined the
International Open Data Charter. For 2017, a record number of tools and
analytics have been created in a variety of areas to support managerial
decision-making®.

The tool “Takeoff allowed” provides an estimate of the number of
free frequencies on international aviation routes, “Winter is near” allows
you to monitor whether a power plant is implementing a coal storage plan,
and “Women and Men in Leadership” addresses gender equality.
Throughout the year, Opendatabot has published analytics that help to
better understand Ukrainian business — from the number of new
companies to the amount of tax debt. These projects show the color and
variety of data usage, and enable citizens to benefit from large amounts of
data®. Increasing of society information needs and, accordingly, of public

21 [Tpo cxBanenus KoHremniii po3BUTKY €JIEKTPOHHOI eMOKparii B YKpaiHi Ta Tiany
3axoAiB moAo ii peam3zartii: Posnopsypkenns Kadinera MinictpiB Ykpainu Bija 8 nucromnasna
2017 B; Ne 797-p Il Ypsinouii kyp’ep Bin 17.11.2017. — Ne 21.

2 Teepnoxni6 O.C. Meromosyoriss Ta TpakTHKa peajizaimii KOHIENTY BIIKPUTHX
JIaHUX B OpraHax myOJiYHOro ympaBiiHHA Ykpainu. http://www.dridu.dp.ua/zbirnik/
2017-02(18)/7.pdf.

2% Bigkputi nani: wicts nepemor 2017 poky. URL: https://www.epravda.com.ua/rus/
columns/2018/01/11/632868/.

24 Tam camo.



administration bodies, produce the development of a significant number
of relevant technical tools in the field of public administration.

Efficiency of public administration in Ukraine in the conditions
of decrease in the number and quality of civil servants, parallel increase
of the number of tasks, initiatives, projects and at the same time
optimization of expenses on management, technologies, emphasizes V.
Lopushinsky means that the public sector, when looking for new forms
of life and ensuring continuity of its functioning, must rely on world
experience, which shows that significant economic effect, as well as
increasing the transparency and efficiency of public institutions can be
achieved through the unification and standardization of business
processes, and outsourcing non-core business functions. Governments in
many countries around the world are now making significant efforts to
maximize the unification of public administration processes,
centralization of national “digital” infrastructure, and the refusal (and
sometimes outright ban) of multiple, uncoordinated expenditures on the
automation of standard functions. There are a number of functions that 1V
has discovered. Lopushinsky, inherent in virtually any state institute or
enterprise, for example: human resources management (so-called
“personnel departments”), payroll, finance, budgeting, procurement, real
estate and lease management, maintenance and repair of equipment and
infrastructure, project management, document management, information
security and ICT infrastructure management and more. This list of typical
processes is quite large, and the idea of unifying them seems to be on the
surface. However, currently in Ukraine, each of the 75,000 spending units,
IV notes. Lopushinsky, independently obtains or develops a system
for automation of such processes, spends money on their support and
development, creation of a separate ICT infrastructure, solving issues of
information security and catastrophe resistance®. We fully agree with this
scientist that such a situation leads to unjustified spending of a huge
amount of budget funds and a complete impossibility of integration
of such decisions. This is contrary to the international principles of the
circulation of public information in the field of public administration
and should be orderly to the relevant foreign experience.

2 Jlomymmachkuit 1.B. «[{udposizartis» sk OCHOBaA JIepP)KaBHOTO YIIPABIIHHS Ha MUIIXY
Tpanchopmaiii Ta pedopmyBaHHS YKpaiHChKOro cycminectBa. http://el-zbirn-du.at.ua/
2018 _2/20.pdf.
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2. International and foreign experience in the legal regulation

of the use of public information by public administration bodies

in the form of open data and information with restricted access

In our view, the progress of legal regulation of the digitalization of
public administration in Ukraine was facilitated by the use of positive
foreign and international experience of legal regulation of public relations
in the sphere of public information circulation, principles of its elabora-
tion by public administration bodies, determination of the boundaries of
access to such information, and the beginning of the process of creation of
such information. digital economy, e-government, justice, administration
to build digital nations and global information society.

As stated in Recommendation No. R (81) 19 of the Committee
of Ministers of the Council of Europe 1981 “On Access to Information
held by Public Authorities”, it is generally recognized that a democratic
system can function most effectively only when the public is fully
informed. Moreover, because of social and technological development,
modern life has become so complex that public authorities often have a
wealth of documents and information of public interest and importance.
In order to ensure adequate participation of all in public life, it is
necessary to ensure, with inevitable exceptions and restrictions, public
access to information held by public authorities at all levels®.
This document also defined the regularity of bilateral functioning of
information exchange between public authorities and a person, which
positively affects both the work of public authorities and human life. This
is driven by the need for the public and the public to access information
held by public authorities to exercise most of their rights and protect their
interests. Also, the definition of rules for access to public information and
the maximum information openness of public authorities have a positive
impact on public administration activities, as it allows for closer
communication with people and the public, as well as responding
promptly to changes in society and the economy.

The work of international governmental and non-governmental
organizations in the field of protection of the right to access to public
information has resulted in a number of international legal acts, which

26 [Tpo moctyn o iH(OpMaIlii, 0 3HAXOAUTHCS y PO3MOPSHKCHHI JIePKaBHUX OPTaHiB:
Pexomenpariss Ne R (81) 19 Kowmitery Minictpie Pagu €sponm 1981 p. [Enexrpon-
uuii  pecypc]. URL: http://cedem.org.ua/library/re81-19-pro-dostup-do-informatsiyi-shho-
znahodytsya-u-rozporyadzhenni-derzhavnyh-organiv/



both relate to the exercise of the right of citizens to access information
and determine the limits of such free access by establishing rules for the
use of restricted information. The first group of international legal acts
include the following: the Universal Declaration of Human Rights
1948%": The European Convention for the Protection of Human Rights
and Fundamental Freedoms®®; International Covenant on Civil and
Political Rights®®; The Convention on Access to Information, Public
Participation in Decision-Making and Access to Justice in Environmental
Matters (the Aarhus Convention)®; Okinawa Charter of the Global
Information Society®!; The Strasbourg Convention on the Protection of
Individuals with regard to Automatic Processing of Personal Data®
The Convention on Cybercrime®; Council of Europe Recommendation
of 1981 No.R (81)19 “On Access to Information held by Public
Authorities”*.

The list of international documents defining the rules for the
circulation of restricted information should include the Model Law on
Informatization, Information and Information Protection, adopted at the
Twenty-sixth Plenary Session of the CIS Inter-Parliamentary Assembly

*" 3aranpua neknapaitis mpaB moauHu 1948 p. [adopmariiiine 3aKOHOABCTBO:
30. 3aKOHO/IaB. aKTiB: y 6 T. / 3a 3ar. pen. 10. C. llemmyuenka, 1. C. Ymxka. Kuis: FOpus.
AymKa, 2005.T. 5: MlmHaponHo MIPaBOBI aKTH B lH(bOpMaI_III/IHII/I cdepi. C. 5-17.

® €Bponeiichka KOHBEHIIiSI TIPO 3aXHCT IPaB JIIOAMHH i OCHOBOIIOJOXKHHX CBOGOL
Bin 4 mucronaga 1950 p.: y pen. Bim 27 TtpaBHs 2009 p. [EnexkrponHuii pecypc].
URL: http /[zakonl.rada.gov.ua/cgi-bin/laws/main.cgi?nreg=995 004.

2 MogenbHuil 3aK0H TIPO CBOGOLY iH(pOpMALi MiKHAPOXHOI HEypsIOBOI OpraHizarii
«Aptukiab 19». MikHapoaHi cTaHAapTH 3a0€3MEYeHHS CBOOOIW BUPAKEHHS TMOTJISIIB:
30. Hy6JIlKaLIII/I Aptuxmo 19 /3a pen. T. llleByenka, T. Onekcitok. Kuis: ®enike, 2008. 224 c.

%0 KomBenwist mpo xoctyIr 10 iHopMallii, y4acTh IPOMaAChKOCTI B IPOLIEC] IPHIHATTS
pillleHb Ta AOCTYN A0 MPaBOCYAIs 3 MUTaHb, IO CTOCYIOThCS AOBKULISA: paTtudikoBaHa
3akonom Ne 832-XIV Big 6 nmumas 1999 p. IlpaBoBe perymoBaHHsA 1H(pOpMAITIHHOT
nismeHOCTI B YKpaini: cranoMm Ha 1 ciuas 2001 p. / ynopsan. C. E. JleMcbkuii; Biam. pen.
C.IL HaBJIIOK Kuis: IOleKOM Iarep, 2001. C. 62-67.

31 OkinaBchka XapTis Ta00ankHOro iH(OPMAIHOTO CyCHiIbCTBAa BiJ 22 JUIHS
2000 1 URL: http://zakon.rada. gov. ua/cgi-bin/laws/main.cgi?nreg=998_163.

CrtpacOyp3bka KOHBEHIlISI MPO 3aXHUCT OCI0O CTOCOBHO aBTOMAaTH30BaHOi O0OpOOKH
naHuX ocoOucroro xapaktepy Bim 28 ciuas 1981 p. URL: http://conventions.coe.int/
Treaty/EN/Treatles/PDF/Ukralnlan/108 Ukrainian.pdf

% Koupenwis npo kiGep3nounHHicth Big 23.11.2001 p. [Enexkrponnmii pecypc].
URL.: http //zakon.rada.gov.ua/cgi-bin/laws/main.cgi?nreg=994 575

% Pexomenmamis Ne R (81) 19 mpo pmoctym gm0 iHdopMaIli, MO 3HAXOTUTHCS
Y PO3TIOPSIKEHHI JIepKaBHUX OpraHiB: npuitHaTta Komitrerom MinicTpiB 25 muctonaga 1981
Ha 340-ii 3ycTpiui 3acTymHHKiB MiHicTpiB; InctuTyr MemianpaBa. URL: http://www.medialaw.
kiev.ua/laws/laws_international/116.
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in 2005% and ratified in 2010 by the Convention in connection with
the automated processing of personal data®®. The principles contained
in the Convention are specified and extended by Directive 95/46/EC of
the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data
and on the free movement of such data® and Directive 97/66/EC
of the European Parliament and of the Council of 15 December 1997 on
the processing of personal data and the protection of the right to privacy in
the telecommunications sector®, which have not yet been ratified by
Ukraine, but which may be used to improve national legislation.

An important role in international documents is to harmonize national
legislation with EU legislation on procedures for the exchange of classified
information and to ensure the confidentiality of personal data®. The basis
for the development and adoption of national legislation on the protection
of personal data were international documents such as the Model Law on
Informatization, Information and Information Protection, adopted at the
Twenty-sixth plenary session of the CIS Inter-Parliamentary Assembly in
2005* and ratified in 2010. individuals in connection with the automated

% MozenbHblii 3aKkoH 06 nHpopmaTuzanuu, uHGoOpMAIUU W 3anuTe WHEHOPMAIIH:
[Mocranoenenne Ne 26-7 or 18 HostOps 2005 roma: HpuHAT HaA JABAALATH IIECTOM
IUIGHApHOM 3acefannu MexnapiaaMeHTckoi AccamOnen rocynapcTB-ydactHukoB CHI.
URL: http://zakon2.rada.gov.ua/laws/show/997_d09/print1329875570254855

3 [Ipo parudikamito KonBeHIii mpo 3axuct ocid y 3B’SI3Ky 3 aBTOMaTH30BaHOIO
00po0OKOI0 TTepCOHANbHKUX JaHuX Ta J[omaTkoBoro mpotokony a0 KonBentrii mpo 3axucT ocid
y 3B’SI3KY 3 aBTOMAaTH30BaHOI0 00POOKOIO MEPCOHATIBHUX JTAHUX CTOCOBHO OPTaHiB HATJISILY
Ta TPAHCKOPJOHHUX MOTOKIB JMaHMX: 3akoH Ykpainu Bix 6 nmunas 2010 p. Ne 2438-VI.
Binomocti BepxoBHoi Paagu Ykpainu. 2010. Ne 46. Cr. 542.

3 HupextuBa 95/46/€C €spomneticbkoro Ilapmamenty 1 Pagu «IIpo 3axuct ¢izuanux
oci0 mpu 00poOIll MEePCOHATBHUX JAaHWX 1 MPO BUIbHE MEPEMIMICHHsS TaKUX TaHUX» BiJ
24 xxoBTH 1995 poky. 3akonomaBctBo Ykpainu. URL: http://zakond.rada.gov.ua/laws/
show/994_242/print1359106886760987.

% CrocoBHO 0GPOOKHM MEPCOHANBHUX AHHX 1 3aXHCTy TpaBa HAa HEBTPYYAHHS
B 0COOHMCTE )KUTTS B TeIEKOMYHiKaliitHOMy cexTopi: JupektuBa 97/66/€C €Bponelicbkoro
[Tapmamenty 1 Pamm Bim 15 rpymas 1997 poky. 3akonomaBctBo VYikpainu. URL:
http://zakon2.rada.gov.ua/laws/show/994 243.

* nau niit «Ykpaina — €pornericbkuii Coro3». €Bporeiichbka MOJIITUKA CYCIJICTBA:
cxBaneHo KaGinerom MinictpiB Ykpainum 12.02.2005 p. URL: http://zakonl.rada.gov.ua/
laws/show/994 693/print 139090841663515.

%0 MogenbHblit 3aKkoH 00 nHpopmaTuzanuu, HHGOPMAIIUU MU 3aluTe WHPOpPMAIIUU:
[TocTanoBnenne Ne 26—7 ot 18 HOs10ps 2005 ro/a: MPUHAT HA IBAIATH IECTOM TUICHAPHOM
3acenannn MexnapiaMeHTCKol AccamOien rocynapctB-ydyactHukoB CHIT [DnexkTpoHHBIH
pecypc]. URL: http://zakon2.rada.gov.ua/laws/show/997_d09/print1329875570254855.
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processing of personal data*. The principles contained in the Convention
are specified and extended by Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free
movement of such data®® and Directive 97/66/EC Of the European
Parliament and of the Council of 15 December 1997 on the processing
of personal data and the protection of the right to privacy in the
telecommunications sector®®, which have not yet been ratified by Ukraine,
but which may be used to improve national legislation. In accordance with
these documents, most EU and CIS countries have issued their own
national laws: on activities with personal data in the medical, statistical,
government, journalistic, police and other fields.

The main principles of foreign policy that influence the formation
of national legislation on access to public information is to ensure the
integration of Ukraine into the European political, economic and legal
space in order to become a member of the European Union. In this regard,
there is a constant need for the exchange of public information between
Ukraine and the EU, intergovernmental organizations, and the
implementation of appropriate security measures provided for in the
relevant agreement between Ukraine and the European Union. At the same
time, Ukraine also sets foreign policy goals for rapprochement with NATO,
not excluding the possibility of Ukraine becoming a member of the
organization. This vector of the development of Ukraine’s foreign policy
influences the national legislation on access to public information and the
practice of its application. Important documents that define the content,
nature and the legal basis of Ukraine’s relations with NATO are the NATO
Partnership for Peace (PfP) Framework Document (launched January 10,
1994, Ukraine joined on February 8, 1994), the Special Partnership Charter
between NATO and Ukraine of July 9, 1997, the Declaration on its

' Kousenuist Mpo 3axHCT 0ci0 y 3B’SI3Ky 3 aBTOMAaTH30BaHOK OOpPOOKOIO Iepco-
HanmpHUX naHux: CrpacOypr, 28 ciuns 1981 poxy URL: http://zakon4.rada.gov.ua/laws/
show/994 326.

I[HpeKTHBa 95/46/€C €Bp0HeI/ICBKOFO HapnaMeHTy 1 Pamu «IIpo 3axucr (I)ISI/I‘IHI/IX
oci0 mpu 00poOI MEePCOHANBHUX AaHUX 1 MPO BITbHE MEPEMIIIEHHS TaKUX JAHHUX» BiJ
24 xoBTH 1995 poky. 3akonomaBctBo Ykpainum URL: http://zakond.rada.gov.ua/laws/
show/994 _242/print1359106886760987.

* CrocoBHoO 00poOKHM TEepCOHATPHUX JaHUX 1 3aXHCTy TpaBa Ha HEBTPyYaHHS
B 0COOMCTE KUTTS B TEICKOMYHIKaliiHOMY cekTopi: Jupekrusa 97/66/€C €Bporneichbkoro
[Mapnamenty 1 Pamm Bim 15 rpymnsa 1997 poky. 3akononmaBctBo Ykpainm. URL:
http://zakon2.rada.gov.ua/laws/show/994 243.
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Supplement of August 21, 2009, and the Law of Ukraine on the Principles
of Internal and Foreign Policy of July 1, 2010. In accordance with the
Declaration on the addition of the Charter, Annual National Programs of
Ukraine-NATO Cooperation (RNP) are also being developed under
the auspices of the KUN.

The main principles of foreign policy that influence the formation of
national legislation on access to public information is to ensure the
integration of Ukraine into the European political, economic and legal
space in order to become a member of the European Union™. In this
regard, there is a constant need for the exchange of public information
between Ukraine and the EU, intergovernmental organizations, and the
implementation of appropriate security measures provided for in the
relevant agreement between Ukraine and the European Union®. At the
same time, Ukraine also sets foreign policy goals for rapprochement with
NATO, not excluding the possibility of Ukraine becoming a member of
the organization®. This vector of the development of Ukraine’s foreign
policy influences the national legislation on access to public information
and the practice of its application*’. Important documents that define the
content, nature and the legal basis of Ukraine’s relations with NATO are
the NATO Partnership for Peace (PfP) Framework Document (launched
January 10, 1994, Ukraine joined on February 8, 1994)* the Special
Partnership Charter between NATO and Ukraine of July 9, 1997%, the
Declaration on its Supplement of August 21, 2009, and the Law of
Ukraine on the Principles of Internal and Foreign Policy of July 1, 2010°°.

* Tpo 3acamu BHYTPIIIHBOI 1 30BHINTHKOT MOJITUKHM : 3aKOH YKpaiHu Bijg 1 jaumHs

2010p Ne 2411-VI. Bigomocrti Bepxosnoi Panu Ykpainu. 2010. Ne 40. Cr. 527.

> Yroma mik Ykpainoo Ta €BporeiickkiuM COI030M TPO TPOLEIYPH OE3MeKH, sKi
CTOCYIOTCA oOMiHYy 1H(pOpMAIIEI0 3 OOMEKEHHUM JOCTYNOM: PaTH(hiKOBaHO 3aKOHOM
Ne 499 V Bix 20 rpynus 2006 p. Odiniitauii Bicauk Ykpainu. 2007. Ne 15. C. 163. Cr. 582.

IIpo Pexkomenpamii mapiaMeHTCHKHX CIIyXaHb IPO B3a€MOBIJTHOCHMHHM Ta CIIiB-
pobitaunTBo Ykpainu 3 HATO: TloctanoBa BepxoBHoi Pamu Ykpainu Bing 21 nucromana
2002p No 233-1V. Bigomocti BepxoBnoi Pagu Ykpainu. 2002. Ne 51. Cr. 374.

Hpo OCHOBH HaIllOHaJIbHOT Oe3rnexn Ykpainu: 3akoH Ykpainu Big 19 wepsus 2003 p.
Ne 964 IV. Odiuiitanii Bicauk Ykpainu. 2003. Ne 29. Ct. 1433

HeTpOB C. B. AaminicTpaTuBHO-TIpaBOBE 3a0€3MeUeHHs peatizallii mpaBa rpoMajisiH
Ha JIOCTYN 10 MyOusiyHOil iH(opmarii : auc. ... Kaua. ropu. Hayk : 12.00.07. 3anopixoks,
2013. 196 c.

* Xaprist mpo ocobnuBe mapTHepcTBO Mik YkpaiHoio Ta Opramisamiero ITiBHidmO-
ATIaHTUYHOTO JIOrOBOpY:  JaTa migmucanas  09.07.1997, nara HaOyTTs YWHHOCTI
09.07.1997. Odimiiiauii Bicauk Yipaiau. 2006. Ne 34. C. 203. Crt. 2453.

> TIpo 3acamu BHYTpIMIHBOI i 30BHIMHBOI MOMITHKY : 3akoH YKpaiHd Bix 1 mumms
2010 p. Ne 2411-VI. Binomocti Bepxosuoi Pagu Ykpainu. 2010. Ne 40. Cr. 527.
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In accordance with the Declaration on the addition of the Charter, Annual
National Programs of Ukraine-NATO Cooperation (ANP) are also being
developed under the auspices of the UNC.

The principles set out in international instruments play an important
role in regulating information relations in the area of access to public
information. For example, Recommendation No. R (81) 19 of the
Committee of Ministers of the Council of Europe 1981 “On access to
information held by public authorities” sets out the following principles
for accessing information held by public authorities:

(1) Everyone within the jurisdiction of a Member State should have
the right to receive, upon request, information held by public authorities,
with the exception of the legislature and the judiciary;

2) effective and appropriate means must be provided for access
to information;

3) cannot be denied access to information on the ground that the
person making the request has no particular interest in the matter;

4) access to information is based on equality;

5) these principles are only subject to such restrictions and
prohibitions as are necessary in a democratic society to protect the
legitimate interests of society (eg national security, public security, public
order, economic well-being of the country, prevent crime or prevent the
disclosure of confidential information ), as well as for the protection of
privacy and other legitimate private interests, which, however, must be
safeguarded to the specific needs of the individual in the information
available from public authorities, which concerns him personally;

6) any request for information must be considered within a
reasonable timeframe;

7) a public authority refusing access to information must state the
reasons for such refusal with reference to legislation or practice;

8) Any refusal to provide information shall be subject to appeal®".

The Model Law on Freedom of Information of International Non-
Governmental Organization “Article 19” developed the following
principles for the circulation of public information:

1) the principle of maximum disclosure, which means that all
information held by public authorities is subject to disclosure, and that

> [Ipo moctyn mo iHdopmarlii, 0 3HAXOAUTHCS Yy PO3MOPSHKEHHI JeprKaBHUX
opraniB: Pexomenpgartis Ne R (81) 19 Komitery MinictpiB Pagu €sponu 1981 p. [Enexrpon-
Huii pecypc]. URL: http://cedem.org.ua/library/re81-19-pro-dostup-do-informatsiyi-shho-
znahodytsya-u-rozporyadzhenni-derzhavnyh-organiv.
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this presumption can only be overcome in a very limited number of cases,
since public authorities have a duty to disclose information, and every
member of society has the right to receive correspondence;

2) the principle that the following categories of information are made
public by the public authorities: the following categories of information:
prompt information on how a public body functions, including its costs,
objectives, audited accounts, standards, achievements, etc., especially if
the body provides direct services to the public; information on any
requests, complaints or other direct actions that members of the public
may take against this public authority; instructions on the procedures by
which members of the public can participate in formulating and
implementing policies or making legislative proposals; the types of
information held by the institution and the form in which it is stored; the
content of any administrative or political decisions affecting society,
together with the reasons for making such decisions and the materials
justifying their need;

3) promoting an open government, as informing citizens about their
rights and promoting a culture of open government is important in
implementing freedom of information legislation, as the experience of
different countries shows that a civil service that ignores legislation can
undermine even the most progressive legislation;

4) procedures for facilitating access, which must be implemented at
three different levels: at the level of a public body; appeal to an
independent administrative body; appeals in court, as well as all public
authorities, should be required to establish open and accessible internal
systems to ensure the right of the public to receive information, that is,
in general, the authorities should designate a person responsible for
processing information requests in accordance with the law;

5) excessive cost should not prevent persons from submitting
information requests and other principles;

6) limited scope of exceptions, ie all individual requests for
information from public authorities should be accepted if public
authorities are unable to prove that this information is subject to the
restricted exemption regime®”. Such exceptions are determined by another
group of international documents.

°2 MopenbHuUl 3aK0H mpo cBoboay iH(dopmarllii Mi>KHapOIHOI HEYPSIOBOI OpraHizarlii
«Aptukib 19». MixkHapoHi cTaHIapTh 3a0e3MeueHHs] CBOOOIN BUPAXKEHHS MOTJISAAIB: 30.
nyomikamii Aptukito 19 /3a pen. T. llleuenka, T. Onekcitok. Kui: ®@enikc, 2008. 224 c.

15



The principles of regulatory for the protection of restricted
information, or — in NATO terminology, the Security of Information Policy
(hereinafter SOI) are governed by document SM (2002) 49. Historically,
SOI was for the first time fully documented in a document known as C-
M (55) 15 (Final). In the late 1990s, NATO revised the C-M (55) 15 (Final)
document, resulting in a document now known as C-M (2002) 49 in 2002.

Document C-M (2002) 49 outlines five basic principles of NATO
security policy: Breadth, Depth, Centralization, Controlled Distribution,
Personnel Controls®,

The Breadth Principle states that NATO member states are obliged to
regulate access to all types of sensitive information in the same way,
whether or not they belong to NATO. Such a requirement is based on the
fact that NATO must be assured that each NATO member country has set
high standards of information security. Depth is based on a system
of division of information with limited access on a level and definition of
bars of secrecy™.

The principle of centralization has national and intergovernmental
aspects. At national level, the principle is based on the requirement for
each NATO member state to have a national authority or national security
organization (hereinafter NSO) responsible for information security and
staffing, for collecting and registering espionage and subversion activities.
The Bureau should also be empowered to control the security status
of information with restricted access in other state and non-state regime-
secret bodies, to organize methodical and research work, certification of
information security means. At the intergovernmental level, there is a
central coordinating body. A Security Bureau was set up in NATO in
1955, now transformed into the NATO Office of Security (hereinafter
NOS), which is responsible for full coordination of NATO information
security matters. NOS informs national governments of the application of
principles and standards and monitors national systems to ensure effective
protection of restricted information®>.

The Controlled Distribution principle is based on two rules. The first
of these, the need-to-know, is that persons should have access to classified
information only when there is a need for such information to perform
their direct official duties, and access should not be given only to them.

>3 Roberts Al. S. Nato’s security of information policy and the entrenchment of State
Secrecy. Reports Basic Newsletter on Internal International Security October 2003 Nb.

* Tam camo.

*® Tam camo.
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that a person in a certain position is a leader. This principle is considered
fundamental in NATO. The second rule is the most important in an
agreement signed by the members of the alliance back in January 1950.
It is that the information cannot be kept secret or declassified without the
consent of the party from which it was obtained™.

The Principle of Personal Control (Personnel Controls) provides rules
for the selection of candidates to be granted access to classified
information. Controls are based on credibility checks, assessments of the
candidates’ lifestyle’.

Due to the active pro-European development of domestic information
legislation, we believe that the legislation of Ukraine on access to public
information should reflect the above principles.

It was preceded by the adoption of the international documents
discussed above in the field of the circulation of public information, both
open access and closed, changes in national laws of the leading countries
of the world governing information relations.

As V. Yo. Shishko points out, information openness has become a
constitutional principle in most countries of the world, and secrecy is the
exception. This scholar notes that the concept of “right to information”
was not in the legislation of most European countries at the end of the
1990s. However, the experience of leading European countries, such as
Sweden, France, the Netherlands, Denmark, Finland, has prompted most
states to amend the existing legislation and adopt new laws that clearly
regulate the legal relationship regarding access to public information®®. In
all countries, this process has been progressing gradually with varying
levels of regulation. Thus, in our view, foreign countries can be divided
into two groups according to the level of law in which the right of access
to public information and freedom of information are enshrined: the first
group includes countries where such right is enshrined at the level of the
constitution (Germany, Czech Republic, France, Hungary, Poland and
others), and the second — countries where such a right is enshrined at the
level of constitutional laws (Sweden, USA, Denmark and others). By this
criterion, in our view, Ukraine belongs to the first group.

*® Roberts Al. S. Nato’s security of information policy and the entrenchment of State
Secrecy. Reports Basic Newsletter on Internal International Security October 2003 Nb.

> Tam camo. .

8 [Mumko B. . MixHapoaHUii OOCBIA peaimizamii mpaBa IOCTYIY TI'POMaIsH [0
nyomiunoi iHdopmarii. HaykoBuii BicHUK JIBBIBCHKOTO JEpKABHOTO YHIBEPCUTETY
BHYTpimHIX crpas. Cepis ropuanana. 2016. Bumn. 2. C. 235-244.
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Historically, the right to information emerged in the eighteenth
century, which was associated with democratic processes in the United
States. VF lvanov notes that the right to information is associated with the
United States of America since the American Freedom of Information Act
of 1966 provided new interpretations and new legal forms of information
protection. At the same time, the US and Scandinavian countries kept up.
Thus, V.F. Ivanov points out, one of the first to adopt regulations
governing information relations in countries such as Sweden, where the
Constitutional Law on Freedom of the Press was passed by the Riksdag in
1766; two centuries later — Finland (Law of 1951); in 1970 similar laws
were adopted in Denmark, Norway, in 1973 — in Austria, in 1978 — France
and the Netherlands, in 1982 — in Australia, New Zealand and Canada,
in 1990 — in Iltaly, in 1992 — Hungary, 1993 — Portugal, 1994 — Belgium,
1997 — Ireland and Thailand, 1998 — Korea and Israel, 1999 — Czech
Republic and Japan®.

Let’s examine examples of regulation of information relations in the
sphere of circulation of public information with open and restricted access
mode on the examples of national laws of different countries.

Sweden, according to Yu. S. Shemshuchenko, is a country worth
considering in the context of the experience of legal regulation of relations
regarding access to public information, since freedom of information in this
country was legally enshrined in 1766%. The Modern Law on Freedom of
the Press, according to L.O. Okunkov, was adopted in 1949 and edited
in 1994. This legal act together with the Law “On Freedom of Speech”,
“On the Form of Government” and some other laws form the Constitution
Sweden. Paragraph 1 of Chapter 2 of the Law “On the Form of Govern-
ment”, informed by LA Okunkov, guarantees all citizens “in their relations
with society” freedom of speech and freedom of information®".

As noted in the scientific literature, France was one of the first
countries to legislate on the right to information. In Art. 11 of the
Declaration of Human Rights and the Citizen of 1789, included in the

> Isanos B. ®. [udopmarriiiHe 3aKOHONABCTBO: YKPAIHCHKHIT Ta 3apyOIKHMIT TOCBiM,.
Kwuig, 2009. 208 c. C. 102-103.

% Ilemurysenko 10. C. InpopmariiiHe 3aKOHOTABCTBO: 30. 3aKOHOJABUMX AKTIB:
y 6-tu 1T1. / 1O. C. llemmyuenko, I. C. Ymxk, B. ®. [Toropinko Ta iH.; [H-T gepxaBu 1 paBa
im. B. M. Kopeuskoro HAH VYkpainu; /[lepxaBauii komiTeT Tene6aueHHs 1 paaiOMOBICHHS
VYkpaian; 10. C. llemmryuenko (3ar. pen.), . C. Uk (3ar. pen.). Kuis: IOpuanuna nymka,
2005. T. 4: IndopmariitHe 3akOHOAABCTBO Kpain €Bpornu 1 A3zii. 384 c. C. 219.

Koncrutytuu rocynapcts EBponeiickoro Corosa / mopa o6mi. pea. JI. A. OxkyHbKOBa.

Mocksa: Uudpa-M, 1997. 803 c. C. 702.
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preamble to the 1958 Constitution of France, states that “the free
exchange of views is one of the most valuable human rights. That way, all
people are free to speak, write and publish, provided that they are
responsible for any abuse of this freedom in the cases provided for by
law”®. One of the fundamental principles guaranteed by the laws of
France is the freedom of expression and communication®. The right to
information in France is also protected by the 1992 Communication Code,
the Access to Information Act 1978, the Civil Code (Article 9) and the
Criminal Procedural Code (Articles 40, 283, 306)".

In the Basic Law of Germany the right of access to public
information from 1949 in paragraphs 1, 2 of article 5°°. According to the
German Constitution, everyone has the right to freely express and
disseminate his or her opinion verbally, in writing or by way of an image,
as well as to receive information freely from public sources; freedom of
the press and freedom of information are guaranteed through broadcasting
and film production; there is no censorship; the limits of these rights are
laid down in the provisions of general laws; free are art and science,
research and teaching, emphasizes L.A. Okunkov®. At the same time, the
Federal Republic of Germany is improving the protection of information
with restricted access in the following areas: improvement of legislation
in the field of protection of state secrets and secrets of companies;
strengthening of counterintelligence bodies and giving them greater
powers, including in the field of protection of state secrets; creation of
self-help organizations in industry and deployment of their activities.
Another direction of protection of information with limited access in
Germany, says S. Knyazev, is the creation of associations of industrialists
of the so-called self-help organizations and the deployment of their
activities®’. Also, in the Federal Republic of Germany, great importance is

%2 Constitution de 1958, Ve République — 4 octobre 1958 [Online].
URL: http://www.conseil-constitutionnel.fr/conseil-constitutionnel/francais/la-constitution/
la-constitution-du-4-octobre-1958/texte-integral-de-la-consti-tution-de-1958.5074.html

% 3akomu Ta npaktuku 3MI y oQMHAMIATH AEMOKpATisX cBiTy. Xapkis: ®omio, 2000.
199 c. C. 123.

% Cours de droit constitutionnel: présentation de I’histoire constitutionnelle de
la France [Online]. URL: http://www.droitconstitutionnel.net/cours-histoire. htm.

Koncturymuu rocynapcts EBponeiickoro Coroza / mox o6mr. pex. JI. A. OxyHbKoBa.
Mocksa: Uudpa-M, 1997. 803 c. C. 182.
Tam camo.

%7 Kusizes C. Jlesiki acriekTy 3a0e3neyeHHs 0XOpOHU iH(opMarlii 3 00MEKEHUM JTOCTY-
IIOM B MPOBITHUX KpaiHax cBiTy. IIpaBoBe, HOpMaTHBHE Ta METPOJIOTiUHE 3a0e3MeUCHHS
cucreMu 3axucty iHdopmartii B Ykpaini. 2006. Bum. 2 (13). C. 99-102. C. 97.
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attached to law enforcement and qualified legal assistance to the
population, which is impossible without a lawyer and a lawyer’s secret,
which is one of the manifestations of the lawyer’s independence and a
necessary condition for him to exercise the most important professional
functions of judicial representation and protection. German law, as well as
Ukrainian law, has strict requirements for the protection of the
confidentiality of negotiations of so-called holders of professional
secrecy — persons with spiritual authority or lawyers, especially lawyers
in criminal law®®.

M.1. Malyshko notes that the Hungarian Constitution of 1945 enshrines
the right of everyone to express their opinions freely, to receive and impart
information that is of public interest. According to this document, freedom
of the press is recognized and protected (paragraph 2 of Article 61),
and freedom of the press is protected in a special way®.

The Italian law, says S. Knyazev protects the order of circulation of
such types of restricted information as professional secrets; trade secrets
entrusted to public officials in connection with their official position;
service secrets. Thus, the Criminal Code of Italy provides for the respon-
sibility for the disclosure of an official secret by an official or a person
performing public service (Article 326). Disclosure of official secrecy is
carried out by the guilty person in violation of duties related to his
functions or service, in the abuse of his position, as well as if the activity of
the guilty person will in any way contribute to the disclosure of this
information. These actions are considered criminal if they are intentionally
committed. The same article provides for liability in cases where the
promotion of official secrecy was only negligent (Part 2 of Article 326)™.

According to Art. 145 of the Criminal Code of Norway, any person
who unlawfully reads the contents of a private letter or gains access to the
premises of another person is subject to a fine or imprisonment for a term

o8 Kopotkosa II. E. CranoBnenue, pa3BuTHe U (YHKIHMOHUPOBAHWE HHCTUTYTA
aJIBOKAaTCKOW TalHBI: Ha mpuMepe Poccum u psga 3apyOeKHBIX CTpaH : aBToped. AmC. ...
kanza. topun. Hayk: 12.00.11 «CyneOHas BiacTbh, NPOKYPOPCKHI HAA30p; OpraHU3aIUs
MPaBOOXPAHUTEIBHOM JEATEIbHOCTH; aaBokarypa. MockBa, 2009. 27 c. [DneKTpOHHBIN
pecypc]. @enepanbHblii mpaBoBoii mopran «tOpuanueckas Poccusi». URL: http://law.edu.ru/
book/book.asp?bookID=1374578. C. 18.

% Mammko M. 1. Korcruryiii 3apyGikHHX KpaiH Ta YKpaiHH (OCHOBH KOHCTH-

yI Py P P
TYIIIOHATI3MY): HaBY.-METO/I. IOBITHHK. 2-Te BU., 1on. Kuis: MAVII, 2000. 111 c. C. 41.
Kusze C. J[leski acmekTd 3a0e3nedeHHs OXOpOHHM iHQopmarii 3 0O0MeXeHUM
JIOCTYIIOM B NPOBiAHUX KpaiHax cBiTy. [IpaBoBe, HOpMaTHBHE Ta METPOJIOTIYHE 3a0€3MeUEeHHS
cuctemu 3axucty iHdopmarii B Ykpaini. 2006. Bum. 2 (13). C. 99-102. C. 97.
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not exceeding six years. Such punishment shall be extended to any person
who, by breach of protection, gains unauthorized access to data
accumulated or disseminated by electronic and other technical means.
Chapter “Disclosure of the secret” of the Criminal Code of Holland
provides for the responsibility for the deliberate disclosure of a secret by a
person who is obliged to keep it by virtue of his position or profession
(Article 272). Part two of this article states that a person who has
disclosed a secret shall be prosecuted only after the victim’s complaint. In
Art. 272 provides for liability for the disclosure of a trade secret (Part 1)
and for the use of this information, which caused damage to its owner™.

The Criminal Code of the People’s Republic of China provides for
liability for causing damage to the sovereignty of the People’s Republic
of China, its territorial integrity and security, committed by collusion with a
foreign state (Article 102), as well as for providing material assistance to
organizations and individuals, to commit the actions provided for in
Art. 102 (art. 107). Of interest is Art. 109, which provides for the liability
of employees of public authorities who hold state secrets who have left the
country or who have stayed abroad. Responsibility for espionage arises
in the following actions: 1) membership in the espionage organization or
receipt of tasks from the espionage organization or its representative;
2) Indication of the bombing targets. In Art. 111 provides for the respon-
sibility for the illegal transfer of material that is a state secret or other state
information to foreign bodies or organizations, individuals. Other state
information is understood to be official secrecy, as well as any other
information, the disclosure of which may damage the sovereignty of the
PRC, its territorial integrity and security. Ways of committing this crime
are stealing information, obtaining it through bribery, espionage. The list of
ways to obtain this information is exhaustive. Thus, there is no article in the
Chinese Criminal Code that provides for liability for the loss of documents
containing state secrets. All crimes provided for in the chapter on “Crimes
against State Security” of the Criminal Code of China are only committed
intentionally (Art. 102-113)",

D.P. Vasilenko and V.l. Maslak noted that other EU member states
also have laws regulating the circulation of public information with
restricted access. Such regulatory acts for the Czech Republic are the

" Yronoeusiit xogekc Iommanann / mox pen. b. B. Bomxenkuna; mep. ¢ aHri.
U. B. MuponoBoii. Cankr-Iletepoypr: FOpua. uentp Ilpecc, 2001. 510 ¢. C. 178-179.

"2 Yronosusiit kogexe KHP / mog pen. A. . KopoGeea. Cankt-IlerepOypr: Opwu.
nentp IIpecc, 2001. 303 ¢. C. 35-39.
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“Order of Access to Information” and the “Classification of Information
Act”; for Estonia, the Public Information Act and the State Secrets Act;
for Lithuania, the Law on Conditions for Transmission of Information to
the Public and the Law on State Secrets; for Latvia, the “Freedom of
Information Act” and the “Law on State Secrets”; for Poland, the Access
to Information Act and the Classified Information Protection Act”.
According to V. Artemov, the countries of Central and Eastern Europe —
NATO members — went the way of incorporating basic principles of
information security policy into national law. This became evident, notes
V.Yu. Artemov, that the differences in the ways of implementing
international legal norms for the protection of information in the domestic
law of these countries depend not only on the system of their state system,
but also has genetic roots due to the dynamics of world processes™.

In general, national laws in many countries, as T. Mendel notes,
contain the only normative legal acts (mostly laws) that regulate citizens’
right to information — “freedom of information laws”. T. Mendel states
that a typical Freedom of Information Act “contains the right of the public
to access information held by a government-elected authority and imposes
a duty on the elected government to publish key types of information”">.

V. Yo. Shyshko notes that laws on access to public information exist
In most democratic states, and they are a real legal mechanism for
exercising one of the fundamental human rights — the right of access to
public information, which is, in turn, a requirement of European law and
necessary condition for integration into the European Community®. This
scholar emphasizes that the countries where there are laws on access to
public information are: USA (Freedom of Information Act), UK (Freedom
of Information Act), Latvia (Freedom of Information Act), Estonia
(Freedom of Information Act) ), Slovakia (Law on Free Access to
Information), Bulgaria (Law on Access to Public Information), Slovenia
(Law on Access to Public Information), Hungary (Law on Protection

”® Bacuenko JI. I1., Macnak B. . 3ak0HOZaBCTBO MPOBITHUX KpaiH CBITY y cdepi
3axucry iHpopmauii. Bichuk KJ{Y imeni Muxaiina Octporpancekoro. 2010. Ne 2 (61). Y. 1.
C. 128-132. C. 130.

Apremor B. 0. 3axucr iHdopmauii 3 obmexxeHuM noctynoM B kpaiHax HATO
(na mpuknani Yexii i CnoBauunnn). [IpaBoBe, HOpMaTHBHE Ta METPOJIOTIYHE 3a0e3MEUCHHS
CHCTEMH 3aXUCTY iHpopmanii B Ykpaini. 2005. Bum. 11. C. 60-63. C. 60-61.

Mennen T. TunoBuii 3akoH mpo cycminbHe MoBieHHs. Aptukibs 19. Kuis, 2010.
15¢c. C 3.

" Mumko B. M. Mixuaponuuii nocBin peamizamii mpaBa TOCTYNY IDOMASH JIO
nvoiuHoi iHdbopmanmii. HavkoBuil BicHMK JIBBIBCHKOTO IEDPXKABHOTO YHIBEPCUTETY
BHYTpimmHIX crpaB. Cepis ropuanana. 2016. Bun. 2. C. 235-244. C. 238.
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of Information), etc. In general, V. Yo. Shishko notes, over the last decade,
various states have created freedom of information laws around the world,
including the United Kingdom, Nigeria, Mexico, Trinidad and Tobago,
South Africa, South Korea, Thailand, Fiji, Japan and most of the countries
in the East Europe. Sweden, the United States, the Netherlands, Finland,
Australia, and Canada have previously implemented such laws’"".
However, like the domestic legislation of Ukraine”, the legislation of
many countries regulates the order of circulation, in addition to open
public information, and the circulation of public information with
restricted access.

CONCLUSIONS

Thus, we have considered principles of legal regulation of the
circulation of public information, guarantees of free access to it and the
reasons for its limitation in international regulations and legislation of
individual countries, and found that most documents contain principles of
free access to public information and, at the same time , determine its
limits, which are implemented to a greater or lesser extent in their
information, administrative, tort and procedural legislation. The interna-
tional principles of the circulation of public information in the form of
open data and information with restricted access are defined, and
proposals for their implementation in domestic law are made.

It has been found out that in Ukraine on the way of digitalization
of public administration there are many problems related to systemati-
zation, interoperability of “digital” systems, transparency of processes of
information support of public administration bodies at different levels.
In order to eliminate them, we believe it is necessary to unify the business
processes of these organizations. This will allow at the legislative level to
consolidate the same principles of functioning of information systems of
public administration bodies, to fix the principle of using standardized

" Ilemurygenko 0. C. Indopmariiine 3aKOHOZABCTBO: 30. 3aKOHOJABYMX AKTIB:
y 6-tu TT. / FO. C. lllemmyuenko, I. C. Ynx, B. ®@. [loropinko ta iH.; [H-T nepxkaBu i mpaBa
iM. B. M. Kopeubkoro HAH VYkpainu; [epxaBHuii KomiTeT TeneOadeHHs 1 paioOMOBICHHS
VYkpainy; 1O. C. lllemmyuenko (3ar. pen.), I. C. Umwxk (3ar. pen.). Kuis: FOpuanuna nymka,
2005. T. 4: Indbopmariiine 3akoHOAaBCTBO Kpain €Bponu 1 Asii. 384 c.

® Mumko B. M. Mixzaponsuii mocBix peanmisamii mpaBa AOCTYIY TPOMAisiH 0
nyomiyHoi  iHdopmamii. HaykoBuii BicHUK JIBBIBCBKOTO JEPKaBHOTO YHIBEPCUTETY
BHyTplI.HHlX crpas. Cepis ropunuuna. 2016. Bum. 2. C. 235-244. C. 238-239.

" Ipo nocrym mo my6miunoi imdbopmanii : 3axon Vkpaimm Bin 13 ciums 2011 p-
Ne 2939-VI. Binomocti BepxosHoi Pagu Ykpainu. 2011. Ne 32. Cr. 314,

23



solutions for each typical business process by all spending units and to
ban the development of duplicate systems. We propose to lay down such
principles in the Law of Ukraine “On Information Support of Public
Administration Bodies”.

SUMMARY

Scientific theories and national normative legal acts that define the
meaning of the concept of “digitalization”, its basic principles and
principles are investigated. The main programmatic domestic, foreign and
international documents that set the standards of digitalization of public
administration and determine the directions of its development are
identified. The types of public information that are in circulation in the
information support of public administration bodies are considered: in the
form of open data and information with restricted access. The main
achievements in the field of legal regulation and practical implementation
of the concept of open data in public administration are identified and
illustrated, as well as the level of international evaluation of such results.
An attempt has been made to systematize international and foreign
regulatory acts that determine the principles of using public information in
open data format and as restricted information.

It has been found out that in Ukraine on the way of digitalization
of public administration there are problems related to systematization,
interoperability of “digital” systems, transparency of processes of infor-
mation support of public administration bodies at different levels.
It is proposed to unify the business processes of public administration
bodies and to enshrine at the legislative level in the Law of Ukraine
“On Information Support of Public Administration Bodies” the same
principles of functioning of their information support systems, as well as
to introduce a ban on the development of duplicate systems.
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