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Despite the ongoing war, Ukraine continues to implement its long-term 

National Strategic Plan for Digital Development, including action plans for its 

implementation during 2025–2027 [1]. This effort extends beyond the mere 

automation of existing processes via computers; it represents a fundamental 

transformation of interaction, labour, production, and the consumption  

of information and services – a vital step towards deeper integration  

into the European community. 
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However, the troubling global landscape in recent years has exposed  

a dangerous dependency of both transnational distributed enterprises [2] and 

entire nations on the stable functioning of energy and communication systems. 

Let us consider the major incidents involving damage to both power and 

communication infrastructure that occurred between 2023 and 2025. 

Damage to the Estlink 2 cable between Finland and Estonia on 25 December 

2024 [3]; further damage to cables between Sweden and Lithuania, and Finland 

and Germany in November 2024 [4]; damage to a submarine telecom- 

munications cable in the Baltic Sea within Sweden's economic zone in February 

2025 [5]. Since October 2023, at least 11 instances of submarine cable damage 

have been recorded in the Baltic Sea, raising concerns over potential acts  

of sabotage [6]. 

Between January and February 2025, Taiwan experienced four undersea 

cable disruption incidents – three domestic and one international [7–9]. 

A widespread network failure on 28 April 2025 affected several European 

countries – including Spain, Portugal, France, Belgium, and Andorra – 

paralysing public transport and halting train services. Preliminary estimates  

by experts suggest the incident may have resulted in financial losses ranging 

from €2.25 to €4.5 billion [10–13]. 

The failure of the Intelsat 33e communication satellite, built by Boeing and 

operated by Intelsat, which occurred on 19 October 2024 while in geostationary 

orbit, led to a complete cessation of communication services for customers 

across Europe, Africa, and parts of Asia. Intelsat confirmed the total loss of the 

satellite [14–15]. 

This analysis leads to a concerning conclusion: the dependency of both 

transnational distributed enterprises and entire nations on the stable operation of 

energy and communication systems is critical – and extremely dangerous.  

This vulnerability becomes increasingly apparent in today‘s world, where 

globalisation and digitalisation continue to expand. 

Interruptions in energy supply or communication networks affect numerous 

facets of life: 

– They lead to substantial economic losses – halting production, disrupting 

supply chains, causing data loss and customer attrition (at the national level, this 

may result in reduced GDP, inflation, financial market instability, and social 

unrest). 

– They paralyse daily life – disrupting work, education, access to healthcare, 

communication with loved ones, and the reception of essential information. 

– They become instruments of political coercion and blackmail – 

dependency on critical infrastructure renders countries vulnerable to cybe- 

rattacks, sabotage, and even military aggression. 

– The complexity and interdependence of modern energy and 

communication systems create new vectors for systemic disruption – a minor 
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software error or a successful cyberattack can trigger cascading failures across 

the entire infrastructure. 

Recognising this dangerous dependency is the first step towards identifying 

new solutions and developing comprehensive strategies at both national and 

international levels. These should aim to enhance the resilience of critical 

infrastructure, diversify sources of energy and communication, strengthen 

cybersecurity, improve backup and recovery systems, and foster international 

cooperation in securing critical infrastructure. 
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