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PREFACE

The present monograph compiles materials derived from articles
submitted to the Program Committee and presented at the XIII International
Scientific and Practical Conference “Information Systems and Technology
Management (ICST-Odessa-2025).”

This collective volume reflects the outcomes of scientific
investigations in the domains of information systems and technologies,
intelligent systems, data analysis, modeling, and software engineering.

The monograph is organized in the form of research article-based
chapters, grouped according to thematic sections that comprehensively
represent the scope of studies conducted in the following areas:
Information Control Systems, Intelligent Systems and Data Analysis, and
Modeling and Software Engineering.

Special emphasis is placed on addressing issues such as:
Implementation of Cryptographic Transformations Based on the Residue
Number System to Enhance Digital Security; Development of an Intelligent
Hybrid System for Big Data Volumes Health Harm Risks; Integrated
Modeling of Reliability and Maintenance of Ship Power Plant Equipment
Considering Degradation and Operational Conditions Analysis.

Considerable attention is also devoted to:

Intelligent Hybrid System Design for Big Data Health Risk Analysis,
Modeling of Nonlinear Dynamics Using the Support Model Method, and
Performance Metrics Evaluation for Load Testing Tools.

The results presented provide readers with valuable insights required
for a deeper understanding of the challenges and solutions in the field of
information systems and technologies.

All articles included in this monograph correspond to the original
versions submitted by the authors. Full responsibility for the content of
individual contributions rests solely with their respective authors.

The materials of the monograph will serve as a useful resource for
postgraduate and master’s students, as well as academic faculty engaged in
research and education in the field of information systems and technologies.

The preparation of this collective work involved the contribution of
scholars, including 14 Doctors of Science, 26 Candidates of Science, and
21 PhD applicants.
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Section 1. Information control systems
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IMPLEMENTATION OF CRYPTOGRAPHIC
TRANSFORMATIONS BASED ON THE RESIDUE NUMBER
SYSTEM TO ENHANCE DIGITAL SECURITY

Ph.D. A. Yanko[OOOO-OOO3-2876-9316] Dr.Sci. V. Krasnobayev[0000-0001-5192-9918]
PhD A. H|ushk0[0000-0002-4086-1513] M. Myziura[0009-0009-9301-2054]
National University «Yuri Kondratyuk Poltava Polytechnic», Ukraine
EMAIL:al9_yanko@ukr.net

Abstract. The paper addresses the critical issues of strengthening business
security during digital transformation. The authors demonstrate that the expansion
of digitalization processes necessitates a reevaluation of the economic security
concept. It is substantiated that in order to strengthen business resilience to risks
and threats to digital security, it is necessary to implement a number of measures
aimed at protecting the confidentiality, integrity and availability of information. A
study of cyber threats to national economic entities and citizens was conducted,
including with the use of artificial intelligence tools. This made it possible to
identify a priority area of data protection — improving the RSA cryptosystem. This
research details the development of efficient information processing strategies for
reducing the latency of RSA cryptographic functions. To accelerate RSA
cryptographic transformations, this study introduces methods for high-speed
information processing. The core of suggested method involves the realization of a
cyclic shift mechanism utilizing modular arithmetic, entirely implemented by the
residue number system (RNS). The application of RNS demonstrates its effectiveness
in structuring the process of implementing modular integer arithmetic operations
for accelerating public-key cryptographic transformations.

Keywords: binary remainder representation technique, cryptographic
information protection, cryptography algorithm, cyclic shift arrays, digital
transformation, high-speed crypto accelerators, modular arithmetic codes, residue
number system, ring shift mechanism.

Problem Statement. In today's world of rapid digitalization of society and
globalization of economic processes, digital security is a fundamental prerequisite
for the stable functioning of all sectors — from public administration and finance to
industrial production and critical infrastructure. The constant growth in the volume
of data processed and the introduction of Internet of Things (loT), artificial
intelligence (Al), and cloud computing technologies create not only new
opportunities for the development of business and socio-economic systems, but also
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L]
new vectors of vulnerability [1]. In these conditions, the risks of unauthorized
access, distortion, or destruction of information become a critical factor that can
lead to large-scale economic losses, disruption of business processes, and loss of
trust from consumers and partners.

Ensuring digital security goes far beyond technical issues and has become a
complex interdisciplinary task that combines scientific research in the fields of
cryptography, mathematical modeling, cybernetics, and risk management [2]. At the
same time, in practical terms, it involves the development and implementation of
innovative solutions capable of countering increasingly complex cyber threats, in
particular by adapting modern cryptographic transformations and optimizing
computing processes.

In this context, research aimed at improving the effectiveness of information
protection systems by using residual number systems (RNS) as a tool for increasing
the resistance of cryptographic algorithms to attacks and reducing computational
costs is of particular importance [3]. Such research responds both to significant
scientific challenges — the search for new mathematical models and encryption
methods — and to the practical tasks of digital transformation of the economy, the
formation of a secure cyberspace, and the reduction of threats to strategically
important objects.

Analysis of Previous Studies. The digital transformation, which now
encompasses virtually all sectors of the economy and society, is bringing about a
fundamental change in approaches to data processing, storage, and transmission.
The introduction of intelligent information systems, cloud services, 10T, Al, and
blockchain technologies opens up new opportunities for improving the efficiency of
business processes, optimizing management decisions, and increasing the
competitiveness of organizations [4]. However, along with these advantages, the
range of cyber threats is also growing, putting the issue of ensuring reliable
protection of digital assets on the agenda.

The issue of digital security, particularly through cryptographic mechanisms, is
key to ensuring trust in transformed digital processes. Research shows that the
degree of integration of information security into business processes directly affects
the stability and performance of organizations. One example is the analysis of the
impact of digital transformation on business security and recommendations for
strengthening its cyber resilience [5].

In scientific discourse, digital security is being rethought as a growing
component of digital transformation that requires comprehensive solutions — from
technological to managerial [6]. In addition, the growth of computing capabilities,
especially with the approach of the era of quantum computing, is forcing a
rethinking of traditional cryptographic approaches. In this context, post-quantum
cryptography (PQC) is becoming critically important for protecting data today — to
avoid “collect now, decrypt later” attacks — and to minimize the risks of future code
breakthroughs [7].

From a scientific point of view, digital security challenges require innovative
scientific solutions, such as combining cryptographic transformations with
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blockchain technologies that ensure data resilience, transparency, and authenticity in
decentralized systems [8].

Contemporary public-key cryptosystems widely utilize algebraic curve-based
transformations, including elliptic curves (EC), hyperelliptic curves (HEC) [9, 10],
Picard curves (PC), and superelliptic curves (SEC) [11], in addition to the
traditional RSA scheme. The practical implementation of these systems relies on
various scalar multiplication algorithms, such as the Kantor divisor addition
method, the Koblitz method, arithmetic transformation techniques for HEC Jacobian
divisors, weighted divisor addition methods, the Karatsuba algorithm for modular
multiplication, polynomial function field reduction, and approaches based on the
Chinese Remainder Theorem. However, many of these methods do not fully meet
the high efficiency requirements of modern cryptographic applications. In contrast,
recent studies [12, 13] demonstrate that modular arithmetic codes, particularly those
based on the Residue Number System (RNS), offer significant advantages in
accelerating digital information processing, including tasks such as digital filtering,
Fast Fourier Transform (FFT), and Discrete Fourier Transform (DFT) computations.

This context underscores the critical importance and timeliness of developing
novel approaches to improve the performance of cryptographic transformations,
particularly RSA, through the utilization of RNS. The RSA system, initially
proposed in 1977, remains the most prevalent public-key cryptosystem in use today
[14, 15, 16].

The primary goal of the studies documented in [17, 18] is to formulate a method
for rapid execution of public-key cryptographic transformations and to design a
structural model for the operating unit (OU) of a high-speed cryptographic
coprocessor, leveraging the capabilities of RNS. The research [19] presents a
modified stream cipher cryptographic processor equipped with specialized
instructions based on the VLIW architecture. The proposed system utilizes a
distributed (clustered) memory structure and is designed for efficient execution of
stream cipher operations. Such architecture ensures high performance in processing
stream cryptographic algorithms.

Research in [20] investigates the impact of fundamental properties of the
modular number system (MNS), such as remainder independence, equality, and the
presence of low-order digits, on the architecture and operational principles of crypto
accelerator systems utilizing MNS. Specifically, it highlights that the presence of
low-order digits in modular representations allows for a wide array of system and
technical design choices when implementing integer modular arithmetic operations.

There are four primary methodologies for performing arithmetic operations
within RNS: the summation method (utilizing low-order bits of binary adders
modulo RNS); the table lookup method (employing read-only memory); the direct
logical method, which involves defining and implementing modular operations at
the switching function level to generate result values (systolic arrays, programmable
logic matrices, and programmable logic devices (PLDs) are suitable hardware
platforms for this approach) [21]; and the ring shift mechanism (RSM), which
leverages cyclic shift arrays (CSA).
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A significant and highly advantageous characteristic of RNS, when based on
modular multiplication algorithms, is the absence of inter-remainder carry
propagation during cryptographic transformations within the cryptographic
coprocessors employing the ring shift mechanism (RSM). While intra-remainder

carries exist between binary digits within each modulus pn, the elimination of
carry propagation between remainders during modular operations [22] presents a
key benefit.

Unresolved Issues. A prevailing direction in cryptographic information
processing research focuses on extending key lengths. However, this approach
inherently leads to a reduction in the processing speed of public-key cryptosystems.
This slowdown is particularly problematic when implementing EC-based
cryptosystems in resource-constrained environments, such as specialized systems
and devices where the use of high-performance, multi-precision computers is not
feasible. Consequently, there is a pressing need for the development of techniques
that enhance the efficiency, reliability, and security of cryptographic
transformations.

Obijective of the Article. The objective of this article is to investigate methods
for enhancing the performance and security of public-key cryptographic systems.
The work focuses on the RSA cryptosystem, which remains a fundamental
mechanism for data protection. A primary goal is to address the issue of
computational latency that arises from the need for increasingly long key lengths,
which in turn diminishes the processing speed of cryptographic transformations.

To achieve this, the article aims to develop and substantiate a novel approach
based on the RNS. The proposed method involves the implementation of a cyclic
shift mechanism utilizing modular arithmetic, entirely within the RNS framework.
This approach is designed to accelerate core cryptographic operations, such as
modular multiplication and exponentiation, which are the most computationally
intensive components of the RSA algorithm.

Ultimately, the research seeks to demonstrate that the application of RNS can
provide a more efficient and reliable solution for high-speed crypto accelerators.
The findings are intended to offer a practical and academically sound contribution
to the field of information security, paving the way for the development of more
robust and responsive digital security infrastructure.

Main Content. In a positional number system (PNS), arithmetic operations
necessitate sequential digit processing due to operation-specific rules, preventing
completion until all intermediate results, reflecting inter-digit dependencies, are
determined. Consequently, PNS, prevalent in contemporary high-speed crypto
accelerators (HSCA), suffers from inherent inter-digit connections that complicate
arithmetic operation implementation, demand complex hardware, compromise
computational reliability, and limit cryptographic transformation speed [23].
Therefore, a number system devoid of inter-digit dependencies is desirable. The
RNS offers this advantage, possessing a unique property: the independence of
remainders based on the chosen base [24]. This independence facilitates the

10
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development of novel machine arithmetic and fundamentally new HSCA
architectures, thereby expanding the applicability of machine arithmetic. Numerous
studies [25, 26, 27] suggest that adopting non-traditional data representation and
parallel processing in digital systems enhances computational efficiency,
particularly in modular arithmetic, which exhibit maximum internal parallelism
during information processing. RNS falls within this category.

The primary bottleneck in high-speed digital systems, including crypto
accelerators, is the "carry propagation problem" inherent in positional number
systems. In PNS, the calculation of each digit in an arithmetic operation, such as
addition or multiplication, depends on the carry from the preceding position. This
sequential dependency creates a critical path that directly limits the maximum
operating frequency and overall processing speed. This issue is particularly
pronounced when dealing with the large bit-length numbers required for modern,
secure cryptographic algorithms like RSA. As key sizes increase, the carry
propagation delay scales almost linearly, creating a fundamental barrier to achieving
real-time performance in resource-constrained environments. This fundamental
limitation of PNS makes alternative number systems, such as the RNS, highly
attractive for high-performance applications where parallel processing can be
leveraged.

To further illustrate the effectiveness of the proposed approach, let's consider a
simple example of adding two large numbers in a traditional binary system (PNS)
versus in the Residue Number System (RNS). Suppose we need to compute the sum
of two 64-bit numbers, for example, Y and U.

1. The Traditional Approach (PNS): In the binary system, addition is performed
sequentially, bit by bit. Each subsequent bit's value depends on the carry from the
previous position. For a 64-bit number, the result in the 64th bit cannot be computed
until all intermediate carries from the 1st to the 63rd bit are known. This
dependency on carry propagation is the primary factor limiting the computation
speed. The addition time is the sum of the time required to process each bit, which

Tong =64%T, T, . N
prs = 64> Tgae, where 9 _ js the switching

can be notionally represented as
time of a single logic gate.

2. The Proposed Approach (RNS): In contrast, let's use the RNS with a set of
relatively prime moduli. For a 64-bit number, this could be a set of 8-bit moduli.
Adding the numbers Y and U in RNS is performed in parallel for each modulus,

with no carry propagation between them. The calculations are performed as follows
((Y1 +Up)(modm;), (Y, +u,)(modm,),..., (Y, +Uu,)(mod mn))' Each of these

calculations is executed independently in a separate arithmetic processing unit
(APU). The proposed ring shift mechanism (RSM) allows each remainder to be
computed in a time that depends only on the size of its respective modulus, not on
the total length of the number.

This example demonstrates that while PNS speed is limited by the number's
length, RNS calculations occur in parallel. This parallelism eliminates the delay

11
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caused by carry propagation, achieving a significant speedup that is critical for high-
performance cryptographic applications.

Several factors support the effective utilization of RNS in HSCA: HSCA, like
RNS, processes only integer data; HSCA primarily performs modular arithmetic
operations; RNS excels in executing modular multiplication and squaring
operations, which constitute over 95% of RSA cryptosystem operations, particularly

in modulus Pn ; as the word length (W) of HSCA processors increases, a trend in
modern RSA system development, RNS application efficiency improves; the
widespread use of CSA in HSCA for RSA transformations; the limitations of PNS
in achieving significant HSCA efficiency and reliability gains; and promising
preliminary results demonstrating RNS's effectiveness in enhancing real-time
HSCA performance and reliability [28].

Research presented in [29] elucidates the operational principle of integer
residual arithmetic, specifically the ring shift mechanism (RSM). This mechanism is
distinguished by its ability to determine the result of arithmetic operations, such as

(¥n £u,)mod pn, for any modulus P within the RNS base set {p} (=1, q),

without necessitating the computation of partial sums Sh or carry values Cn from
binary adders in PNS. Instead, the result is derived through cyclic shifts of a
predefined digital structure. This approach is grounded in Cayley's theorem, which
establishes an isomorphism between the elements of a finite abelian group and those
of a permutation group [30].

From Cayley's theorem, it can be inferred that the action of abelian group
elements on the group of integers is homomorphic [36]. This property enables the
organization of arithmetic operation result determination in RNS through the
application of RSM. Thus, an operand in RNS is represented as a set of q

remainders Wn} (0=10) , obtained by successively dividing an initial number Y
by N pairwise prime numbers {pn}. In this context, the collection of remainders
{n}k directly corresponds to the sum of 9 simple Galois fields GF(pn) [32].

An algebraic system (A consists of a plural (P) and a set of operations (F)
defined on this set. This system is denoted as A=(P.F). where P isa non-empty
plural of integers (Z); F is a set of binary operations (specifically, in RNS
implementation, the operations executed in a single clock cycle are the arithmetic
operations: +'—>) [33]. That is, F is the set of operations addition (+),

subtraction (—), multiplication (> ) for any Yn»Un € £+ Yo+ Uy, ¥n—uy,

Yo xUn a1s0 belong to Z- It is important that the operations be closed on the plural

P, that is, the result of the operation on elements from P also belongs to P,
Therefore, it is very important that the range of representation of numbers in the

12
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q
D= H Pn

MSN n=1  overlaps the set P, that is, that the elements a and b themselves,
and the result of the arithmetic operations *>—+>, lie in this range. In cryptography,
where information security is a key aspect, the use of large numbers becomes
necessary to ensure the reliability and robustness of cryptographic systems. The
larger the number of bits, the more difficult it is to break a cryptographic algorithm,
as the number of possible combinations grows exponentially. Asymmetric
cryptography algorithms, such as RSA, DSA, and ECC, are based on the use of
large prime numbers to generate cryptographic keys [34]. The key operations in
these algorithms are modular multiplication and exponentiation, which are
performed on large-bit numbers. Given the increasing requirements for the speed of
cryptographic systems, the optimization of these operations is a relevant area of
research. In this context, the goal of our research is to develop and analyze a method
for ultrafast execution of the modular addition operation in RNS, which can serve as
an effective replacement for the modular multiplication and exponentiation
operations, ensuring increased performance of cryptographic transformations [35].

Algebraic systems A is a plural P with operations F forming an algebraic
system, for example, a group, ring, or field. Groups, rings, and fields are
fundamental structures in abstract algebra, each defined by a set of axioms that
specify the properties of operations. These structures are used to model a variety of
mathematical objects and processes, from simple arithmetic operations to complex
cryptographic algorithms.

One of the important directions in the study of algebraic systems is the study of
factor structures, which allow us to build new algebraic objects based on existing
ones. In particular, in the case of rings, we can construct a ring of subtraction
classes, or a factor ring, which is a powerful tool for analyzing the structure of rings
and their properties.

Let us consider in more detail the process of constructing a ring of subtraction
classes. Let R be a ring with the operations of addition (+) and multiplication (<)

defined on it, and J be an ideal of the ring R . The ideal J is a subset of R that

satisfies certain conditions that allow us to partition R into subtraction classes. The

Yn €R

subtraction class containing an element is defined as the set

Yo+ :{y“ +ilie ‘]}. The set of all subtraction classes forms a new ring, called
the subtraction class ring or factor ring, and is denoted by R7J. The operations of
addition and multiplication in R/ J are defined in terms of the operations in R,
allowing us to inherit many properties from the original ring.

Subtraction class rings are an important tool for studying the structure of rings
and their applications in various fields of mathematics and computer science,
including cryptography, number theory, and algebraic geometry.
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The factor ring R/J can be expressed as Z/p, , where V' represents the set of

integers. When Pn , the base of the RNS, is a prime number, Z/py, forms a finite
field. Given the methodology for performing arithmetic operations within the RNS,

it is advantageous to focus on an arbitrary finite Galois field GF(pn), where N
remains constant, corresponding to a specific defined residue system. Leveraging
the aforementioned properties, modular addition and subtraction operations in RNS
can be implemented without inter-digit carry propagation using the RSM through

q CSAs with a range of with a range of elements representation D, effectively
achieved through ring shifts of digit representations utilizing bit shift registers [36].

Based on the RSM proposed in the research, a method for performing arithmetic
operations within the RNS is introduced, namely the binary remainder
representation technique (BRRT). This approach, grounded in the principles of
RNS, which originates from the Chinese remainder theorem [37], facilitates
efficient execution of arithmetic operations, including addition, subtraction, and
multiplication, on large-bit numbers. A key feature of BRRT is the utilization of
binary representations for remainders [38], which allows for the substitution of
complex multiplication and exponentiation operations with simpler shift and
addition operations. This significantly enhances the speed of arithmetic
computations, a critical factor for cryptographic algorithms where computational
efficiency is paramount. Furthermore, BRRT enables parallel processing, further
accelerating operation execution. These advantages render the proposed method
highly promising for cryptographic systems that demand high performance and
reliability [39]. Utilizing this approach, the primary (foundational) digital structure

of the CSA for each modulus Pn of RNS is represented by the initial row (column)
of the Cayley addition table, specifically (¥» +Us)MOd Py aq jijustrated in Fig. 1.

lu

0 I 2 Py 1
A . A . 1 A

pe

AT~ - -

Py

m, = [ing_.”,‘r -1+ |]
"% APU.,
Figure 1. Primary digital structure of the CSA for modulus Pn in RNS

The primary digital structure of the CSA content for each modulus Pn can be
expressed as:
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B_ P =(B_YolB_y: [l IB_y, 1), @
where symbol II' denotes the concatenation operation (combining, merging); B_Y;
is a m-bit binary representation of the number Yi (while Yi iterates from 0 to

P _1) for modulus Pn .
The bit width m of the binary code of the primary digital structure of the CSA is
determined by:
m, =[log, (p, —1) +1], 2
where square brackets [x] denotes the integer part of X, discarding the fractional
part.

Given a specific modulus Pn = 7, the primary digital structure of the CSA

content, derived from mathematical expression (1), is as follows:
B_7=(000(/001||010(|011]|100(|101||110).

Therefore, leveraging CSA, which are prevalent in binary PNS, especially
within cryptography, facilitates the straightforward implementation of addition
operations in the RNS. The degree k of cyclic displacements (shift) is established
through the following expression, as per structure (1):

|B_YolIB_V:ll.IB_y, 4 |=

3)
k
=By 1B_Yia -1 B_yo Il IB_yp 4 | »
—k
[B_YollB_yill-lIB_y, 1| = @
=[B_¥p, 1k IB_Yp i Il IIB_Yo IB_ys I 1IB_Yp k2 |-
Pn
It is noteworthy that [B_yo IB_yall--I B—yp"’l] , implying that when

k {B_y;}

= Pn all elements of the ordered set remain in their original positions.

For the practical realization of this approach, the first term Yn indicates the
quantity of CSA digit positions that hold the result of the modular operation

(¥ +u,)mod P, \ihile the second term Un indicates the number k shifts CSA

applied to the primary CSA content (1), as defined by expressions (3)-(4). The

number of shifts equals the product of the second term Un and the bit width ™n of

the CSA's primary digital structure binary code, i.e. Un"Mh _ the total binary digit

displacement in a positive direction within the CSA Figure 2 depicts a potential
operational architecture for the HSCA operating unit (OU) within the RNS.

15



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

V= (-l 1)

| |

i -
APU, | l APU,
] u

o )

U {n, | 145 ||:..||u,r [ecllae, ]
Figure 2. HSCA OU operation scheme for arbitrary RNS
For a comparative analysis of the execution time of integer addition in binary
PNS and the RNS, it is necessary to determine the time required to add two numbers

Y=(nllyallellyalldlYa) g U= (Ullvz leliug llellug) - aee o ope
utilizing the RSM. In the RSM, the time € for modular addition of two remainders

Yn and Un , specifically in the circuit that calculates (¥ +u,)modp, (n=1, q), is

primarily governed by the time € needed to shift the primary contents of CSA digit

positions (hereafter, we assume ‘9:‘—9). The time of a single bit shift (trigger
activation time) of the digital contents of CSA digit positions is given by the
expression:
0=3-1, (®)
where t' — switching time of a single logic gate (an AND, NOT, or OR gate).
Building upon prior research [40], the processing time for the modular addition

of remainders Yn and un, specifically (¥, +u,)mod pn, within the RNS can be
expressed by the ensuing expression:

Orns =V M, - 6, (6)
where Vi _ the second term Yn in the modular addition (¥, +u,) mod p", which
indicating the quantity of CSA digits cyclically shifted counterclockwise from the
CSA's initial state, i.e. Vo =0 Pn—1

Thus, based on expressions (5) and (6), for an arbitrary modulus Pn of RNS,

the addition time of two remainders Yn and Yn modulo Pn is defined by:
Grns =Vi, -[l09,(p, —1) +1]-3-t". @)
In this case, the maximum possible value of expression (7) for the arbitrary
modulus ™ of RNS is defined by:
‘9RNs_max:(pn *1)[|092(pn *1)+1]'3't'- (8)
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———————————————————————————————————
However, for the specified RNS, the maximum addition time of two numbers

Y= (o el Y el V) g YU = (U 1l U Il ug )

maximum value of modulus Pq :
Okns _max = (Pq —D[ 109, (pg —1) +1]-3-1" ©)
=(y1 Fy2 Iy Il yq)

is determined by the

. . Y
In general, the addition time of two numbers

U = (uy [l g -l )

and in RNS is determined by the time (8) of

realization of module operation (y, +u,)mod p, in n-th arithmetic processing unit
(APUn), i.e. in HSCA, in which instance Vi m, -m,, = max)
across all APUe(€=1a:n=¢)

Previous studies [24, 40], focused on the optimization of the RSA cryptographic
algorithm through the utilization of the RNS, have thoroughly examined the
implementation of modular addition for one- and two-byte digit numbers. A
simplified OD scheme for a one-byte HSCA processor in RNS is presented in
Fig. 3.

is reaches its peak Vn

Y=(nl ,"; [1vs [l ys )

Y3

mruu«au«mﬁmmuﬂm«um}]

APU, APU,

=i |ux
P=3 ! pPs=1

Y

=
E*;

U =(uty ||uy || a5 || 1es)
Figure 3. Simplified HSCA OU scheme of low-bit representation of numbers in
RNS [40]

However, given the substantial range of number representation required for
ensuring the robustness of the RSA cryptographic algorithm, there arises a necessity
to investigate the effectiveness of RNS in processing large data arrays. A
comprehensive analysis and illustrative examples demonstrating the advantages of
employing RNS for modular addition of large-digit numbers will be presented.
Cases where operand sizes reach values typical for contemporary cryptographic
applications will be considered, and results will be compared with conventional
computational methods. This will enable the evaluation of the practical value of
RNS for enhancing the performance of cryptographic systems.

Concrete example of implementing the addition operation for two numbers

within the RNS are presented, utilizing the following set of moduli: p =11
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P2 =13 P3=15 ;g Pa=Pa=19 \uhich provides a number representation
q
D=]]p,=11-13-15-19 = 40755
range from 0 to n=1 in the RNS. According to
equation (8), the modular addition operation's execution time depends on the second

addend and the modulus Pn of the respective APU

V, -m, =max

n under the condition that

Example 1. If the second number Uy =95 jg equal to

Upys =(111[|100[|201]]000), = = (711411511010 | then it is necessary to find

the APU with the largest product value Vo -m, , therefore:

In the APU, with modulus p1:11] the following values are obtained:
V=7 m =[log,(p —1) +1]=[log,A1-1)+1]=4 4 V,-m =7-4=28.

In the APU, with modulus P2 213, the following values are obtained:
V, =4 m, =[log,(p, —1)+1]=[log,(13-1) +1]=4 and V,-m,=4-4=16.

In the APUs with modulus P3 :15, the following values are obtained:
V3=5 ms=[log,(ps —1) +1]=[log,(15-1) +1]=4 _ 4 V;-m;=5:4=20.

In the APU, with modulus P4 :19, the following values are obtained:
V,=0 m, =[log,(p, —1)+1]=[log,(19-1)+1]=5 and Va Ms =0-5=0.

It is evident that the maximum binary digit shift, amounting to 28, is observed
within the first arithmetic processing unit (APU1). Consequently, the execution time
for the addition of two numbers Y and U, represented in the RNS utilizing the ring
shift mechanism, is determined by the value of the second term U and is equivalent
to:

Orns =V -[10g, (P —1) +1]-3-t'=7-4-3-1'=84-1".

Example 2. If the second number Uy =78) is equal to

Upys =(001]]000][011]]010), = :(1”0”3“2)10, then it is necessary to find the

APU with the largest product value Vo - My, , therefore:

In the APU, with modulus P :ll, the following values are obtained:
m, =[log,(p, —1) +1]=[log,(11-1) +1]=4 ang Yo"y =1-4=4.

Vv, =1

1

In the APU, with modulus P2 :13, the following values are obtained: V2 :0,

m, =[log,(p, —1) +1] =[log, (13—-1) +1]=4 and V2 M, =0-4=0.

In the APUj with modulus p3:15‘ the following values are obtained:
V; =3 m;=[log,(p; —1) +1]=[log,(15-1) +1]=4 and Va Mg =3-4=12.
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In the APY4 with modulus P4 :19, the following values are obtained:
V, =2 my=[log,(p, 1) +1]=[log,(19-1) +1]=5 , 1V, -m, =2-5=10.

It is evident that the maximum binary digit shift, amounting to 12, is observed
within the third arithmetic processing unit (APUs). The execution time for the
addition of two numbers Y and U, represented in the RNS utilizing the RSM, is
equivalent to:

Orns =V -[Iogz(p3 —1)+1]-3~t’ =3-4-3-1"=36-1".

An analysis comparing the time required to perform the addition of two
numbers Y and U between PNS and RNS is provided. The addition time of numbers
Y and U in PNS is:

Opns =0-(2-1-1)=3-t'(16-1-1), (10)

where =81 _ the number of bits for an I-byte data unit; g=3-1 _ the summation

Sn+1

time in the (n+1)th binary place of the positional adder for partial sum values

and carry values Cn+1.

Recognizing that an existing method achieves a two-fold shortening of the
maximum operation time for modular addition in RNS, the following applies to
RSM:

GRns _max — Ghns _ max /2. 11)

The ratio of addition operation execution times in PNS and RNS will be
represented by a coefficient, namely:
¥ =0Opns / gl,?’Nsimax =
16-1-1)-3-6-2 _
(P —D-[log,(pq —1) +1]-3-8 (12)
_ 2-(16-1-1)

(Pq —D-[log, (py —1) +1]

The computational assessment and comparative evaluation of arithmetic
operation execution times during cryptographic transformations demonstrated the
significant effectiveness of the BRRT method, which utilizes the RSM within the
RNS, when contrasted with a method employed in PNS (see Table 1). It is
important to note that Table 1 specifically presents a comparative analysis of the
modular addition operation within the RNS versus the PNS. While these results
highlight the efficiency gains at the fundamental arithmetic level, a direct
comparative analysis of the overall RSA cryptosystem's performance using the
proposed RNS-based acceleration against other established RSA acceleration
methods (e.g., Montgomery multiplication, Karatsuba algorithm, or dedicated
hardware implementations) is a complex task that requires specific experimental
setups and is beyond the scope of this initial theoretical and methodological paper.
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Table 1
Data of comparative analysis of time of addition operation
PNS RNS %
1(r) - p —
Opyy /30t Py m, Orny_max /31
4(32) 63 19 5 43 31.25
8 (64) 127 30 5 75 69.33

The presented data are derived without the inclusion of supplementary
algorithms, which, if implemented, could expedite the execution of modular
arithmetic operations. The resulting mathematical expressions (7)-(9) and (12),
along with the determined operational times for arithmetic operations in RNS, can
be utilized for evaluating and comparing the computational complexity of RSA
cryptographic transformation algorithms.

Conclusions and Prospects. Digital transformation necessitates a rethinking of
existing approaches to digital security. To strengthen the ability of entities to
counter dynamic and growing risks in the field of cyber security, existing tools and
technologies need to be improved. Of particular importance in this context is the
modernization of the RSA cryptosystem as one of the basic mechanisms for data
protection, which ensures resistance to modern cyber threats and increases the level
of trust in digital services.

This paper introduced a novel method for accelerating cryptographic
transformations within Galois fields, focusing on improving the efficiency of RSA
cryptosystems with public keys. The proposed method leverages the RNS. By
exploiting the fundamental theoretical properties of RNS, we have effectively
streamlined the execution of modular operations essential for cryptographic tasks.
The core advantage of this approach lies in its inherent parallelism, which
fundamentally bypasses the carry propagation bottleneck that limits the speed of
traditional positional number systems. This enables modular operations to be
executed in constant time, regardless of the operand's bit length, a critical
achievement for modern, high-bit-length cryptographic keys.

Furthermore, we have presented a practical method for realizing arithmetic
operations in RNS based on a ring shift mechanism, namely the binary remainder
representation technique. The efficiency analysis and concrete technical
implementation examples of modular arithmetic operations substantiate the practical
feasibility of this approach. This method of information processing is highly
recommended for crypto accelerators enabling real-time security surveillance and
secure authentication.

The application of the proposed method significantly reduces the execution time
of operations, which is critical for ensuring real-time security. The obtained results
confirm the practical value of RNS in enhancing the performance of cryptographic
systems, particularly when processing large data arrays, which is typical for modern
cryptographic applications.
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The research findings offer significant potential for application in systems and
devices designed for high-throughput, real-time digital information processing.
Practical examples confirm its feasibility for real-time applications, strengthening
digital security infrastructure, especially in dynamic environments. The
implementation of this method not only improves the speed of critical cryptographic
processes, but also enhances the overall security posture of digital systems.
Moreover, while this study specifically focuses on RSA, the core principles of RNS-
based modular arithmetic and the cyclic shift mechanism are inherently adaptable to
other cryptographic algorithms that heavily rely on modular exponentiation and
multiplication, such as ElGamal, Diffie-Hellman, and various elliptic curve
cryptography (ECC) schemes. The parallel processing capabilities offered by RNS
make it a versatile foundation for accelerating a broad spectrum of public-key
cryptographic operations beyond RSA. As such, it represents a substantial
advancement in the field of secure computation.

The research findings offer significant potential for application in resource-
constrained systems, such as embedded devices, Internet of Things (loT), and
industrial control systems, where high performance must be achieved with limited
computational power. By enhancing the speed and efficiency of cryptographic
operations, this method contributes to strengthening the digital security
infrastructure, particularly critical in dynamic and challenging environments.

Future work will focus on a comprehensive experimental evaluation of the
proposed RNS-based RSA acceleration method against state-of-the-art hardware
and software implementations of RSA, including detailed comparative performance
indicators such as throughput, latency, and resource utilization. This will provide a
more objective and complete assessment of its practical advantages and potential for
real-world deployment. Moreover, the core principles of RNS-based modular
arithmetic and the cyclic shift mechanism are inherently adaptable to other public-
key cryptographic algorithms that heavily rely on modular exponentiation and
multiplication, such as ElGamal and Diffie-Hellman. Further research will also
investigate the method's applicability to post-quantum cryptography (PQC), which
demands exceptional computational efficiency for its large-integer-based
algorithms.
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Anomauia. Y pobomi po3ensidaiomecs KpUumudHi NUMAanHs NOCUNeHHs be3nexu
bisnecy 6 ymoeax yughpoeoi mpawncgopmayii. Aemopu OemoHcmpylomb, WO
po3wupenns npoyecie yugposisayii eumazae nepezisioy KOHyenyii eKoHOMIuHOi
besnexu. OOTpyHMOBAHO, WO O 3MIiYHEHHA cmillkocmi 0i3Hecy 00 pusuxie ma
3a2po3 yugpositi besneyi HeOOXIOHO NPOBAVIHCY8AMU HUSKY 3AX00I8, CHPAMOBAHUX
Ha 3axucm KOH@ideHnyitinocmi, yinichocmi ma oocmynHocmi ingopmayii. Byno
npo6edeHo 00CHiOJiCeH s Kibep3azpo3 Ot cyb €kmieé HaAYiOHANbHOI eKOHOMIKU ma
2POMAOAH, Y MOMY YUCTE 3 BUKOPUCMAHHAM IHCMPYMEHMIE WIMYYHO20 IHMENeKN)y.
Lle oano 3mozy eusnauumu npiopumemuy cgpepy 3axucmy OaHux — yOOCKOHANEHHs
RSA-kpunmocucmemu. 'V 0ocnioscenni O0emanizoano po3pooKy egexmuHux
cmpameziti 06pobKu ingopmayii 01 3MEHWEHHA 3aMPUMKU KPUNMOSPADIYHUX
@yuryiti RSA. /Ina npuckopenns xpunmoezpadiunux nepemeopensv RSA 6 yvomy
00CNiONHCEHHI 3aNPONOHOBAHO MEMOOU BUCOKOWBUOKICHOI 00pobKu iHhopmayii.
Ocnoea 3anponono8an020 mMemooy 6KIOYAc peanizayilo Mexawizmy YUKIiYHO20
(Kinbyeo2o) 3Cy8y 3 GUKOPUCMAHHAM MOOYIAPHOI apupmemuxy, nOGHICMIO
peanizosanozo cucmemoro samuuikosux kaacie (C3K). 3acmocysanns C3K
demoncmpye il eghekmugnicms y CmMpyKmypy8anHi npoyecy peanizayii MOOYJISAPHUX
YINOYUCIO8UX  apupmemuunux onepayiti Ois NPUCKOPEHHS KPUNMOSPAQI4HUX
nepemeopeHs 3 GIOKPUMUM KIIOUEM.

Knwwuoei  cnosa:  mexuika — npeocmagneHus — O08IlIKOBO2O — 3AIUWIKY,
Kpunmozepagiunui  3axucm  iHpopmayii, anreopumm  Kpunmoepagii, macusu
YUKTTYHO20 3CY8Y, Yudposa mpanc@opmayisi, SUCOKOUBUOKICHI Kpunmoepagiymi
NPUCKOPIO8AYT, MOOYIAPHI apupmemuyHi Koou, cucmema 3AIUWKOBUX KIACIS,
MexXaHi3M Kibyye8o20 3CY8).
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Anomauia. B cmammi po3pobneno indiceHepHull Memoo HAIAWmysants (abo
NEPEeHANAUIMYBAHHSL 8 NPOYECE eKCHIYAmayii) pecyisimopie eleKkmponpusoois 8y3iie
PYXOMOCMI MAHINYAAMOPA, AKULL 8PAX0BYE HAABHICMb CYMMEBUX HENIHIUHOCMEL.
Leit memoo 0o36onsic 3an06iemu nosigi «NEPEUHHUX ABMOKOIUBAHHLY 6 CUCHEMI
a8MOMAMUYHO20 KePYS8aAHHA eleKMpPOnpUsooamu 8y3i6 pyxomMocmi Mauinyiamopa,
WO CMUMYIOIOMb GUHUKHEHHS PEe3OHAHCHUX NPYX*CHUX 8i0payill ma aemoKoIUBAHb
(echexm asmonpyoicnocmi). 3anpononosanuil Memood 00380JA€ He MINbKU YCYHYMu
NPUYUHY BUHUKHEHHS eeKmy a8monpyicHocni, aneti 3p00umu ye Ha iHJHCeHEPHOMY
DIBHI  GONOOIHHA ~ MAMEMAMUYHUM — Anapamom, CUCeMAaMu  KOMN TOMepPHOT
mMamemamuku ma Haguukamu npozpamyeanis. Ilposs egexmy aemonpyscrocmi
N06 A3aHUIl I3 HAAGHICMIO MAKUX DAKMopie, K. OUHAMIYHI 61ACMUBOCHT NPUBOOY
8Y31i8 PYXOMOCHI;, NPYICHA SHYUKICMb MAHINYISAMOpIe; CYMmesi HeniHiiHocmi
KOHCMPYKMUBHO-MEXHOI02IUHO20 Xapakmepy abo maki, wjo 6UHUKAIONb 8 npoyeci
excniyamayii 6 MexaHiunux ma eleKmpuyHux npucmposx. Inoceneprna npocmoma
ma 3pyuyHicms Memooy SUPANCAEMbCA 6 MOMY, WO HANAWMYBAHHI Pecyisamopie
eIeKMpPOnpuBoodi6 8y3nie pyxomMocmi npu upoOHUYmMei Mauinyismopa abo ix
NepeHaraumyeantss 8 npoyeci excniyamayii He nompebye cneyianizo8aH02o
HAYK06020 O00CHIOJCEHHs, a Modice Oymu 6UKOHAHO @haxieyem i3 IHIICEHEPHUM
PpisHeM MamemMamuiHoi ni020MosKU 8 IHMEPAKMUBHOMY PEeXCUMI 3a KOPOMKULL HaC.

Knrouosi cnoea: cucmema asmomamuunoco xepyeanms, IIJ] — pezynsmop,
cymmesa  HeNHilHICMb,  YUCeNbHI  Memoou  onmumizayii, KoM OmepHa
Mamemamuira MoOoenb, AHMeHA CAPAMOBAHOL Oii, MAHINYAAMOp.

1 Betyn

B aepokocMiuHill Tamy3i 3aCTOCOBYIOTHCS OaraTOJIaHIFOTOBI MaHIMyISATOPH, SKi
MOBHHHI 3a0e3meuyyBaTH IUIaBHE Ta HEYYTIMBE OO Jii 30BHINIHIX 30ypeHb
MEPEMIIICHHS Y TPHUBHUMIPHOMY TIPOCTOPi IHEPIIHHUX OO0’€KTIB 13 3HAYHOIO
«mapycHicTio» [1]. MaHiImyIaTopu aepOKOCMIYHOT Tary3i, 3a 3BHYaii, TOBUHHI OyTH
JIETKUMH, MaTH, SIK MiHIMyM, TPH CTEIeHI pyXoMocTi (TOOTO, BY3JiB pyXOMOCTI) i
OXOIUTIOBATH 3Ha4YHYy poOouy 30HY [2]. TIpH [BOMY PEryJsaTOpH EJICKTPOIPHBO/IIB
BY3JIiB PYXOMOCTI MaHIIyJISITOpa IMOBHHHI 3a0€3MeuyBaTH MOXKJIMBICTh BUKOHAHHS
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IIBUAKOI IepeopieHTalil Ta NPEHU3iHHOTO CTeXKEHHS 3a BXIJHOIO KEPYIOUOO Ji€l0
[3].

[pyxHICTE MaHIMyIATOpa Pa3oM i3 TUHAMIYHIMHU BIIACTHBOCTSMH TIPHBOJIIB,
MApPYyCHICTIO 00’ €KTIB, SIKi MEPEMIIye MAHIMYIATOP, Ta 00’ €KTUBHOIO HAsSBHICTIO B
MeXaHIYHI KOHCTPYKIIi MaHIITyIATOpa CYTTEBUX HENMIHIHHOCTEH THIY TicTepesuc,
30Ha HEYYTTEBOCTI Ta HACHYEHHS MPH3BOJATH N0 BHHHMKHEHHS B Ipoleci
eKcIuTyaranii epekTy Tak 3BaHOi «aBTONPYKHOCTI» (edekT aBTonpyxHocti (EAIT)).
Edekt aBTONpYKHOCTI MOYMHAETHCS i3 «IIepBUHHUX aBToKonuBaHb» (ITA), sxi
MOB’sI3aHi 13 HEBpaxyBaHHsAM [il CYTTE€BHX HeJiHIHHOCTEW NpH HalalITyBaHHI
PETYISITOPIB €JIeKTPONPUBOAIB BY3JIiB PyXOMOCTI i Jaji pO3BHBAE€ThCS HABITh 10O
PE30HAHCHUX PEKHMMIB, IO TIOB’sI3aHi i3 MPYXKHICTIO KOHCTPYKIil MaHimystopa [4,
5, 6].

3po3ymisnio, 10 MOCTaE akTyajbHa MPoOIeMa CTOCOBHO TaKOTO HAJAIITyBaHHS
(abo mepeHaNamITyBaHHSA B HpOIECi eKCINIyaTamii) peryisTopiB eleKTPOIPHBOIIB
BY3JIiB PyXOMOCTI MaHIMyJIsTOPA, SIKE BPAXOBY€ HAsBHICTh CYTTEBHUX HENiHIHHOCTEH
i momaBise mnpuunHy BUHUKHeHHA EAIl, To0To monaBise «HepBHHHI
ABTOKOJIMBAHHS».

[le pa3 mizkpeciaumo, 1m0 3a (Gi3UYHHM 3MICTOM CyTTE€BAa HENIHIHHICTH abo
IpUTaMaHHA KOHCTPYKTUBHOMY-TEXHOJOTIYHOMY BHKOHAHHIO MaHIIyJsTOpa, abo
BUHUKAE€ B TpoIeci HOPMAIBHOI eKCIUTyaTalil B HAacIiOK 3HOCY Ta OHWTTS B
MIIIUITHIKAX eeKTPONPHUBOY, a00 CIpHYMHEHa 30BHIIIHIME MeXaHIYHIMH
(¢pi3maaNME) ynapamu, abo CHEIiaNbHO 334a€ThCS ATTOPUTMOM KepYBaHHS BY3JIOM
PYXOMOCTI MaHIIyJsTOpA.

2 TTocranoBKa 1npodJiem

B TemepimmHiii yac icHyroTh m00pe po3pobieHi METOaW aHami3y Ta CHHTE3Y
pexuMiB poOOTH HeNiHIHHKUX cucteM aBTomaTHyHOTrO KepyBaHHs (CAK) B 3araui i,
30KkpeMa, cyrTeBo HemiHiiHUX CAK, siki cripsmoBaHi: mo-mepiue, Ha 3’sCyBaHHS
YMOB BUHUKHEHHsS aBTOKOJMBaHb a00 HECTIHKOCTI; MO-Apyre, Ha MONIYK HUIAXiB
crabimizarii Ta (ab0) yCyHEHHSI aBTOKOJIBAHb: YaCTOTHI METO/U (YACTOTHHIA METOJT
aHami3y criiikocTti [TonoBa; MeTo rapMoHiuHO1 JiHeapizauii ['onpadapoa-Ilonosa);
Metoa ¢a3oBoi TuronuHU ((a30BUX TPAEKTOPii); METOJ MPUIACOBYBaHHS (METO.
TOYKOBHX MEpPETBOPEHb AHIPOHOBA); METOJ CTATHCTHUYHOI JliHeapi3amii; MeToau
Teopii karactpod; mero GyHKiii JIsmyHosa [7].

Icayroui meronm aHamizy Ta cuHTe3y HemiHiiiHUX CAK 0asyroTecs Ha
(yHIaMEHTAIPHUX TEOPETUYHHMX MaTeMaTH4YHUX poboTtax A.M. JlsnyHoBa, ne
BUKJIaJICHO HEOOXI/HI 1 TOCTaTHI YMOBH CTIMKOCTI HemiHiiHuX cucteM. Lli Metonu
OpiEHTOBaHI HAa MaTEeMaTHKIB HAyKOBIIB, a HE HA {H)KEHEPIiB eKCIUTyaTaliiiHUKIB.

B aepokxocMivHii TeXHili MaHITyISTOPH BUTOTOBISIOTHCS 1 BUKOPUCTOBYIOTHCS
macoBo. Ilpob6mema EAIl wmae wmacoBmit xapakrep. HamamroByBatn Ta
MepeHaIalITOBYBAaTH B TPOLECI eKCIUTyaTalii peryiaTopu HoTpioHo macoso. lle
O3Hayae€, IO MOTPiOEH METOH, SKUH JOCTYIMHHHA MO TCOPETUYHOMY DIBHIO JUIS
IKEHepiB eKCIUTyaTalliifHNKIB Ta OpI€HTOBAaHW Ha 3aCTOCYBaHHS Cy4acHUX 1
NEepPCIICKTUBHUX ~ CUCTEM  KOMIT'IOTEpHOI ~ MareMaTHKHd i3  PO3BUHYTHM
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crieniagi3oBaHUM NPOrpaMHUM 3a0e3NeYEHHIM, K CIPSIMOBAHO HA PO3B’3aHHA
CTaTMYHUX Ta AMHAMIYHHX 3a71a4 ontumizamii. ToOTo noTpibeH iHxeHepHUH METOx
IUIsL {HXKEHEPHOT NPaKTHKH.

B cucremi xomm’rorepHoi marematuku MATLAB icHye Tak 3BaHHI mHaker
Nonlinear Control Design (NCD Blockset), sikumii peanizye MeTOx ITHHAMIYHOL
ONTUMI3alii i3 BpaxyBaHHSAM 3aJJaHUX KOPUCTyBaueM 4acoBux oOMexeHb [8]. Lleit
METOJl MOXHA BBaXXaTU HAIIBIHXXEHEPHUM 3 Ti€l MPUYNHY, 1[0 €BPUCTHYHUIN cIOCIO
3aBIaHHs YacOBUX OOMexeHb (OakaHOi MoJeli 3MiHHM B 4aci BUXIIHUX KOOpPAWHAT
CAK) — 1e ckopiliie MUCTENTBO, aHXK 1H)KEHEPHHIA CIocio.

[TocTae HayKOBO-TeXHIYHA 3a/ia4a: HEOOXiTHO PO3POOMTH iHKEHEPHHH METOJ
JNOCTYITHHMH JUII MacoBOTO BHUKOPHUCTAaHHS B IHJKCHEPHOI IPAKTHKH IS
HajamTyBaHHS (a0 IepeHaNalTyBaHHS B IIPOIEC €KCIUTyaralii) peryiasTopis
SJIEKTPOIIPUBO/IB BY3JIB PYXOMOCTI MaHIIYJISATOpa, SKUH BPaxoBYe HAsSBHICTH
CYTTEBHX HENiHIHHOCTEH.

B crarTi npomoHyeThcs 1HXKEHEPHHI METOJ HANAIUTYBAHHSA PETYJATOPIB
€JIEKTPOTIPHBO/IIB BY3JIiB PyXOMOCTI MaHIMyJIATOpA i3 CyTTEBUMHU HETIHIKHOCTSIMH,
mo 0a3yeTbCcs HAa BHUKOPHCTaHHI METOJIB YHMCENFHOI ONTHMI3alii aJropuTMiYHO
3aJaHOTO KPHUTEPis.

3 ImxeHepHHMii MeTOJ HATAIITYBAHHS PEryJsATOPiB eJIeKTPONPHUBOIB BY3.IiB
pyXoMocTi MaHiny/asiTopa i3 CyTT€BUMHM HeJiHIHHOCTAMH (B NOJAJbLIIOMY
OyaemMo ckopoueHo nozHavyatu ueit meroa IM)

Ockineku B IM MoBa iiie mpo «HajgamryBaHHS», TO ¢akTHyHO IM — 1me meron
MapaMeTPUYIHOTO CHHTE3Y pEryisITOpiB CHCTEM aBTOMATHYHOTO KEpyBaHHS 13
3agaHo0 cTpykTyporo. Crtpykrypa CAK enexTpompuBoAiB BY3JB PYyXOMOCTI
MaHIIyJIATOPIB B iH)KEHEPHIM NMPaKTUII TOCTATHRO BiANPalbOBaHA 1 y OLIBIIOCTI
BHIIAJIKIB BOHA € JIBOKOHTYpPHO [9].

ImxeHepHUiA MeTOxT 0a3yeThCA:

- Ha BUKOPHCTAHHI YMCEIFHUX METOJIB ONTHMI3alil KpUTEPis, IKUH 3aJIeKUTh
BiZl BEKTOpY IapaMeTpiB peryisiTopa i, NPH IIbOMY, B SBHOMY aHAJTiTHIHOMY
BHTJISIIL ITFO 3aJICKHICTh OTPUMATH 200 HEMOKIIUBO, a00 Jy)Ke CKIAIHO;

- Ha BHUKOPHCTaHHI KOMITI'IOTEPHHX MAaTEeMAaTHYHUX Mojenel (aaropurmis
MOJICIIIOBAaHHS) ITUHAMIYHUX JIAHOK cucTeM aBromatuyHoro kepyBauusi (CAK) ta
CTaTUYHUX XapaKTEPUCTUK HENMIHIMHMX EIEMEHTIB SIK 13 CYTTEBUMH, TaK 1 TaAKUMHU
(HEeCYTT€BUMH) HENIHIHHOCTAMH, 3aBIIKH SKHM 1 BigOyBaeTbcs OOYMCICHHS
KITBKICHOTO ~ 3HA4YeHHs Kpurepito (TOOTO uUHCeNbHE 3HAYEHHS KPHUTEPIio
3HAXOJIMTHCS 3aB/SIKM 3aCTOCYBAHHIO AJITOPUTMIB MOJIEIIOBAHHS: 3BiZICH 1 HOXOJUTh
Ha3Ba — aAJITOPUTMIYHO 3aTaHHI KPUTEPIi).

[HmKeHepHuit MeTo] T03BOJISIE: aJITOPUTMIYHO OOYHCITIOBATH KiJIbKiCHI 3HaUeHHS
KpHUTEpio U 3aJaHUX 3HAYE€Hb BEKTOPY IapaMeTpiB PpEryisiaTopa 3  METOI0
OTpPUMAaHHA KUTBKICHOT 1IHTErpaibHOi OIiHKH eeKTUBHOCTI pyHKIioHyBaHHA CAK;
Bi3yaJIbHO cCITOCTEepiraTé 3MiHYy B dYaci 3MIHHHX, SKi XapaKTepH3YIOThb SKiCTh
¢ynkuionyBanHs CAK i B iHTEpaKTUBHOMY PEKHMi aHATi3yBaTh Ta CHHTE3YyBAaTH
anroputM pobotu perynsrtopa. [Ipu Bukopucranni IM neniniitauii enement (HE),
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SIKUH € HeNHIMHOI0 JIAHKOIO CHPSMOBAHOI [IiT, MOJICITIOETHCS SIK CTATHYHA JIAaHKa 13
CTaTHYHOIO XapaKTEPUCTHKOIO, sIKa BiAMOBifae Gi3uyHOMY 3MicTy Aii HENiHIHHOTO
enementy y ckiaami CAK. ImkeHepHHH MeTOX MOXe 3aCTOCOBYBAaTHCS JUIS
napamerpuuHoro cuHTedy perymsaropa (IM IICP) Ta mms mepeHamamTyBaHHS
perynsitopa (IM ITHP) B mpomeci ekcruryararrii.

Buxiganmu nanumvu i 3actocyBanss IM [ICP € maremarnana mozxens CAK —
npotoTumny, ToOTO crTpykTypHa cxema CAK — mporotumy i3 BiJOMHMH
MaTeMaTHYHUMH MOJE/SIMH YCIiX JIAHOK CHPSIMOBAHOI [ii, a TaKOX, JIAHIIIOTIB, sIKi
BKJIIOYAIOTh JI0 CBOTO CKJIA[y HENiHIHHI elneMeHTH.

Buxinnumu gaHuMu 1is 3acrocyBants IM ITHP e peansaa CAK [9].

Etanu IM I1CP:

1. TloGymosa ctpykrypu MoxepHizoBaHoi CAK. Buxonyerbcs BubGip THmy
perynsitopa i3 BIiZOMOIO CTPYKTYpOIO 3aKOHIB KepyBaHHS Ta IIiJKIIOUCHHS
peryisiTopa 10 CTPYKTYypHOI CXeMH KoMl foTepHoi MareMarnaHoi moxeni CAK —
nporotuiy. [lapameTpu perynsTopa miJIsraroTh BU3HAUCHHIO 3aBISKHM YHCEIbHIH
ONTUMI3alii AITOPUTMIYHO 3aJaHOTO KPUTEPis.

2. Tlomyk mnepmoro HaONIKEHHS /M0 ONTHMAJBHUX 3HAYCHb MapaMeTpiB
peryisTopa, ki B MoJaabIoMy OyAyTh OOUMCIICH] 3aBISKH YHCENbHIM onTuMi3amii
aNITOPUTMIYHO 33/IaHOTO KPUTEPIsL.

3. Bubip eranoHHOI MaTeMaTHYHOI MOJIEINI JUT MOJICTFOBaHHS Oa’kaHOi 3MiHU
B Yaci THX 3MIiHHHX, sIKi B MaTeMatnuHiid moneni CAK BuOpaHi 171t HajamTyBaHHs.

4. Bubip xpuTepis OIiHIOBaHHS PO301KHOCTI (KpUTEPis HANAIITYBAaHHS) B Yaci
MDK  BIONOBIZHUMH  BHXIJTHUMH 3MIiHHAMH  (KOOpOMHATaMH)  €TaJOHHOI
MaTeMaTU4IHOi Mojeni (0akaHa 3MiHa B 4yaci) Ta MmaTematuanoi mojeni CAK (3miHa
B Yaci 3MiHHUX NIPH 33J]aHUX 3HAYCHHAX ApaMeTPiB PEryisiTopa).

5. Bubip MeToay urcenbHOI ONTUMI3aLlii TapaMeTpiB peryssTopa.

6. [IlizkiTrodyeHHs eTaNoOHHOI MOJENl Ta AITOPUTMY OOYHMCIICHHS KUIbKICHOTO
3HAUeHHS KpPUTEpis OILIHIOBaHHA PO30DKHOCTI (KpUTepis HaJallITyBaHHS) JO
CTPYKTYpHOI cxemn MojepHizoBaHoi CAK.

7. 3acToCyBaHHS UHCEJIBHOTO METOXy JUIi IapaMeTPHYHOr0 CHHTE3Y
(HanamTyBaHHS), TOOTO MONIYKY ONTUMAILHAX 3HaYEeHb TapaMeTpPiB PeryssTopa.

Eranu IM ITHP cknagarotees 3 3 — 8 eramie IM TICP, ne matemaTuuni Mozaemi
enementiB CAK — mpotoTtumy Ta MozaepHizoBanoi CAK 3aMiHIOIOTbCS HATYpHHUMHU
MoJensiMe (TOOTO pealbHIMH 00JIaJHAHHSIM Ta MIPUCTPOSIMH).

Posrnsremo 3acrocyBanHs IM IICP mms HamamryBanHs perymsaropa CAK
CJIEKTPOTIPHBO/Y By3Jia PYyXOMOCTI JIAaHKH, Ha SIKiil po3TanioBaHo poOouuii opraH i3
3aKpIlUICHOI0 aHTEHOIO chpsiMoBaHoi nil. Ll aHTeHa npu3HaueHa Uil mepenadi
30HIYIOYMX CHTHANIB B pexuMi ifeHTH(IKalil «poro» MaJopo3MipHUX 00’€KTiB
(To0TO, CKaHyBaHHS BHIUJICHOI 30HM IPH TIOIIYKY AaKTUBHO MaHEBPYIOUHX
TPYNOBHX O0’€KTIB Ta iX TPYMOBOTO CYNPOBOKEHHS (3aXBaT PyXy TIPYIOBOTO
00’exTy). BxigHuii curaan u(t) 3a7a€ KyTOBY IIBHJIKICTb POOOYOro oprany

MaHIiIyIsITOpa x(t) , SKU{ € BUXiZHUM curHaioM [10].
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Buximui nmaHi npencraBmeHi Ha Puc. 1y BUIISINI CTPYKTYpHOI CXeMH
koM toTepHoi maTemarnyHoi Mozeni CAK — mpoToTumy enekTponpHBOIY By3ia
PYXOMOCTI JIaHKH, Ha SIKii pO3TalIOBaHO POOOYMH OPTaH i3 3aKpilICHOI0 aHTEHOIO
cupsiMmoBanoi fii. Bci 3MiHHI mpencraBieHi y Oe3po3mipHiit ¢dopmi (BigHOCHI
3HAUEHHSI, [0 OOYHCIICH] 110 BiTHONIEHHIO 10 HOMiHAJIBHUX 3HAUCHB).
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Pucynok 1. CtpykTypHa cxeMa KOMIT I0TepHOi MaTeMaTinyHOi Mozeni CAK —
npototumy: CAK — nporotuny L (nepemuxau Py HIxHbOMY nonoxeHH1); CAK —
npororuity R (mepemukad Py BepXHbOMY HOJIOKEHHI)

Maremarnuna monens CAK-mpoToTuiy ckiamaeTbes 13 MaTeMaTHUHHX
Mozeneii: 1 — ceHcopa KyToBOi IIBHAKOCTI poGouoro oprany; 2, 3, Relay, 4 —
eslekTpoHHOro nieperBoproBaya (EIl) Ta enekTprHyHOi 4aCTHHH €NeKTPOIPUBOAY; 5 —
MEXaHIYHOT YaCTHHH €JIEKTPONIPHBOAY 13 pOOOUUM OpraHoM; 6 — CEHCOPa 3yCHIIb.

CrpykTypHa cxema KoMl roTepHoi MaremMatnunoi moaeni CAK — nporotumy L
no3soisie MmoaenmoBat CAK-mpoToTuy i3 niHiIiHOIO MaTeMaTHYHOIO Mozesuto EIT
(mepemukau Py HmwxHbOMY nonoxenHi), a CAK — nporotuny R monemoe EIT 3
MiZICHITIOBaYeM MOTYXKHOCTI 13 peneiiHoro xapakrepuctikoro (-10;10), mepemukay P
y BepxHbOMy monoxeHHi). IlimkpecnmuMo, 1o B 000X KOMIT'IOTEPHHUX
marematnaHnx Mojensx CAK — mporormmy L ta R Mogmemoerbcs cyTTeBa
HeNIHIHICTP MEXaHIYHOI YacTHHHM eJEeKTPONPUBOLY 13 JIAaHKOIO, Ha SKii
po3ramoBaHuii podounii opras, y BUIVIAAI 30HH HEUyTTeBOCTI (-1;1) Ta HacudeHHs
(-5; 5).

Ilepeiinemo no Bukonanus etamis IM IICP

Eran 1.

B sikoCTI perynsaTopiB It BHYTPINIHEOTO Ta 30BHIIIHBOTO KOHTYpPiB 00MpaeMo
MPOTOPIIITHO -, IHTerpanbHO -, Audepeniiowui perynstopu (PID — perynsropu)
(Puc. 2). B MaTeMaTH4YHUX MOJEIISIX PETYISTOPIB BpaxoBaHa (i3MyHa peatizyeMoch
OUX peryaaToOpiB (peanbHa AM(EpEHIooYa JTaHKa Ta OOMEXEHHS THUIy 30HH
nacuuenns:  (-10;10) mst Buxignoro curnany ITIJT — perymstopis) [1, 7, 9].

Etan 2.

[NapamerpuyHoMy cuHTE3y (HaNaITyBaHHIO) mimsaraioTs napamerpu (Kpl,
Kil, Kdl) Ta (Kp2, Ki2, Kd2) perymstopis Bimnosinno PID-1 ta PID-2. 3riguo

pekoMeHaniaM [4] moKIagaeMo, mo taudj = 0.15_@(1- -1 2).
Ko )
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Pucynoxk 2. CTpyKkTypHa cxema KOMIT FOTePHOI MaTeMaTHYHOT MOJeIi
mozepHizoBaHoi CAK L (mepemukau Py HIXKHbOMY TOJIOKEHH1) Ta
MozepHizoBaHoi CAK R (mepemuikay Py BepXHbOMY ITOJIOKEHH] )

€JIEKTPOTIPHBO/Y BYy3J1a pyXOMOCTI JIAaHKH, Ha SIKiif po3TamoBaHO poOoYHii OpraH i3

3aKpIIUICHOI0 aHTEHOIO CIIpsiMOBaHoOi Aii: perymsitopu PID-1 ta PID-2 mingxmroueno

BIATIOBIZHO Y BHYTPIIIHIH KOHTYp Ta 30BHIIIHII KOHTYpH; MOJOKEHHS IIEPEMHUKaUIiB
PO, P1 ta P2 3anaeThcs Ha eTanax BUKOHAHHS METOY

[Nomyk mepmoro HaOmwkeHHS (MEpBUHHE HANAIITYBAHHA) [0 ONTHMAIBHHX
3Ha4YeHb mapameTpiB perymstopis PID-1 ta PID-2 06ox cxem moaepHizoBanoi CAK
(L ta R) (nuB. puc. 2) BUKOHAEMO i3 BUKOPHCTAHHSIM METOJY KOJMBaHb 3iriiepa-
Hikonca [7] 6e3 BpaxyBaHHs ycixX CyTTE€BUX HENiHIHHOCTEH (TOOTO yci mepeMuKadi
Ha puc.2 nepeOyBalOTh y HIKHBOMY ITOJIOKESHHI).

B pesyabrari orpumaemo: PID-1 (Kpl =1.2, Kil = 3, Kd1 = 0.12, taudl =
0.015) ta PID-2 (Kp2 = 2.1, Ki2=3.5, Kd2 =0.315, taud2 = 0.0225).

[epexinny (yHKINIO KOMIT'IOTEPHOI MaTEeMaTHYHOI MOJETl MOJEPHI30BaHUX
CAK L Ta R (muB. puc. 2), sika moOymoBaHa Jijis 3HAUCHb APAMETPIB PEryJISsTOPiB
obunceHnx 6e3 BpaXyBaHHs Jii CyTTEBHUX HENiHIMHOCTEH, mpencrasiaeHo Ha Puc. 3.

Eran 3.

s HanmamrTyBaHHS O0MpaeMO BUXiAHY KoopaumHaty mojaepHizoBannx CAK L

ta CAK R, TOOTO KyTOBY IIBHAKICTE POOOYOrO OpraHy MaHIIyJIsSTOpa X(t).
[MpuiitMaemo, 10 TPUBATICTH NEPEXifHOTrO Mpolecy Tpeba 3MEHIIHMTH 10 2 C, a
nepeperyaoBaHHs IPHOIH3HO Yy ABIYi.

BpaxoByroun Bursin mepeximHoi QyHKUil (AuB. puc. 3) Ta aHaATI3y4H
(hisuuHM 3MicT mpo1ieciB, sAKi BinOyBatoThes B MonepHizoBanux CAK L ta CAK R,
B SKOCTI €TaJIOHHOi MOJENI 3MiHHM B 4Yaci BHXiJHOI KOOPAWHATH MOJEPHI30BaHUX
CAK L ta CAK R obupaemo crannaptay ¢popmy barrepBopra 5-ro nopsiaky [7, 9].
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Pucynok 3. Ilepexinna ¢pyukuis SISO LTI maTematuuHOT MOJIeNi MOICPHI30BaHUX
CAK L ta R (yci nepemuxadi Ha puc. 2 mepedyBaroTh y HIDKHbOMY TTOJIOXKEHHI): 9ac
TPHUBAJIOCTI NEPEXiAHOTO npouecytp = 7cC; nepeperymoBadss 35 %

HenepepBHa mnepenaBaigbHa (GYHKLIS CHCTEMH, IO MAO3BOJAE T'€HEPYBAaTH
HeMepepBHUIl MepeximHuii Tmpolec, sKuil BiAMOBiZae cTaHAapTHIA (dopmi
BarrepBopTa Mae Burmsan:

Wean($)= 2%
CDBb - Pk (S ) 4
ne P, (S) — xapakrepuctuumuii noiinom K-oro nopsaxy. XapakTepucTudHHMit

MOJIIHOM 5-0T0 MOPSIIKY CTaHAapTHOI opmu baTTepBopTa Mae BUTIIS:
P(S)=S°+324-S*-v,+5.24-S% v +524-S%-v +3.24-S - vi + V5.

BHUKOPHCTOBYOUH TiepeiaBaibHy QYHKIIiF0 eTanoHHOi Mozeni [7, 9]

5
Vo
S°®+3.24-S%.v, +5.24-S%.vZ+5.24-5%.v3 +3.24-S - vy + v}
OyIyeMO HOPMOBaHY €TaJOHHY NepenaBalbHy (QyHKIIIO Mpu vo =1 (Puc. 4) i

W(S)=

3HaXo0UMO 3HAYCHHs MNapaMeTpa Voo npu sgKOMy 4ac TpI/IBaJ'IOCTi 06a)xaHoro

. t
€TAJIOHHOI'O MEPEX1THOTO IIPOLECY PE ne NepeBUlYyE 2c:
— tPN _ 14 =7

te 2

ne tp) — Yac TPHBAIOCTI HOPMOBAHOIO ETATIOHHOTO HEPEXIAHOTO MPOLIECY.

0
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Pucynoxk 4. [lepexinni ¢yHKII Ha BUX0A1 HOPMOBAaHOL XN (t) (Vo = 1) a

. X () (v =7 Lo toyst p
OaxaHoi E( )( o ) €TaJIOHHUX Mojeneil: PN’ "PE —ygac TpuBamocTi

TEPEXiTHOTO MPOIIECY BiAMOBITHO Y HOPMOBaHii Ta OakaHill eTAIOHHUX MOJIEIISIX

Ertam 4.

B sxocti kpurepis OLiHIOBaHHS pO30DKHOCTI B yaci MUK BiANIOBITHUMH
BUXIJTHUMH 3MiHHUMH (KOOpIMHATaMU) €TAJIOHHOI MaTeMaTH4YHOI Mozeni (OaxkaHa
3MiHa B yaci) Ta MatemaTnyHoi mozaeni CAK (3MmiHa B 9aci 3MiHHUX IpH 33JaHUX
3HaueHHSIX mapamerpiB perymsatopis  PID-1 ta PID-2), T00GTO KpHTEpis
HaJIAIITYBaHHS, OOMPAaEMO iHTErpajl 3Ba)KEHOT'O KBapaTy IOMUIIKH:

| = Jale)- (e O - xO)F ot

. N .. aft)=1t,=0,t, =0,t, =10c.
A€ IIpUMMaeMo, 110 BaroBuu KOC(blL[lGHT

KinbkicHe 3HaueHHs KpuTepis BinoOpaxaeTsbes Ha quciuei D (puc. 5).

Etan 5.

B sxocti mMeronmy umcenbHOi onTmMizamii mapametpiB perymaropiB PID-1 Ta
PID-2 npononyeThest 00paT YHCENBHUNA METOJ] cepel] METOIB, SIKi BUKJIAJEHO Y [7,
9].

Sk mpukian, Ha ertami 7 PO3MTSIHEMO BUKOPHCTAHHS YHCENIBHOTO METOMY
I'aycca-3eiinens.

Etam 6.

Ha puc. 5 mnoka3aHO WigKIIOUSHHS €TaJOHHOI Mojeni 7 Ta alropurMmy

00YHCIIEHHS KUTBKICHOTO 3HAYECHHS KpUTEPisd I (iHTerpan 3BaKEHOTO KBaIpaTy
MOMHJIKH, 3HAYEHHs SIKOrO BimoOpakaeTbcss Ha muciutei D) mo xomm’rotepHOT
MaTeMaTHIHO1 Moieli moaepHizoBanoi CAK.

CTpyKTypHa cXxema, IO IIpeicTaBleHa Ha Puc. 5, 103BOJs€ MOJCIIOBATH
pisHoBuaM MonepHizoBaHoi CAK B 3ayie)KHOCTI BiJ IOJIOXKEHHS HEpPEeMHKadiB.
SIkmio Bei nepeMuKadi epeOyBaloTh y MOJIOXKEHH, sIKe BKa3aHO Ha cXeMi (JIUB. pHC.
5), okpim mepemukauiB P Ta PG, sKki mepeBeneHI y HIDKHE TIONOKEHHS, TO
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MozemoeTbesi MonepHizoBana CAK L. Skmo Bci mepemukaui nepeOyBaroTh y
MOJIOXKEHHI, sIKe BKa3aHO Ha CXeMi, OKpiM mepemukada PG, skuii mepeBeneHo y
HIDKHE TIOJIOXKEHHS, TO MOJAEMoeThess MoxaepHizoBana CAK RI1. Skmo yei
nepeMuKadi y BEpXHbOMY MOJOXKEHHI (SK IIe IOoKa3aHo Ha cxemi Pumc. 5), To
MoenmoeThest MozepHizoBaHa CAK R2.
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Pucynok 5. CTpykTypHa cxeMa KOMI IOTEpHOi MaTeMaTHYHOI MOZAETL
MozepHizoBaHoi CAK i3 MiAKIIOYeHNMHU €TATOHHOIO MOJEIUTIO 7 Ta alTOPUTMOM
OOYHCIIeHHs KITbKICHOTO 3HAUeHHsI KPUTEPisl HANAIITYyBaHHS, K€ BiJOOpaKaeThCs
Ha qucriei D: G — renepatop BiOpauiii (KoJMBaHb) A1 BiOpariiHOT
niHeapu3anii

—-.——\

OcobmuBictio moaepHizoBanux CAK R1 ta R2 mopiBHSHO i3 MOJAEpHI30BaHOIO
CAK L € HasiBHICTB y iX CKJIaJli CYTTEBO HEIIIHIIHOTO €IIEMEHTY PEeNeHOTO THITY.

CyTTeBa HENMHIMHICTD pENEHHOrO THITy NpPUTAMaHHA JESKAM Pi3HOBHAAM
SNIEKTPOHHHX MEePETBOPIOBAYIB, 1110 BUKOPHUCTOBYIOTHCS B €IEKTPONPUBOIAX BY3JIiB
pyxoMocTi MaHimynsTopiB. J{OHIMBHICTH BUKOPHCTaHHSA TAaKUX MEPETBOPIOBAYIB
BU3HAYAETHCS BINNOBITHUMH KOHCTPYKTHBHO-TEXHOJIOTTYHUMH OCOOIMBOCTSIMH
€JIEKTPOIPHUBO/Y Ta MAHIIyJIATOPA.

OcoGmuBicTio MonepHizoBanoi CAK R2 mopiBHsHO i3 R1 € 3acrocyBaHHs
BiOpamiiiHOi JTiHeapi3amii A 3MEHIICHHsS BIUIMBY HEJIHIHHOTO eleMeHTy
peneitHoro THIy Ha epexTuBHE QyHKIIoHYBaHHT CAK.
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®iznuHunii 3MicT BIUIMBY BiOpauiiiHOi siHeapi3alii Ha MOKpAIEHHS CTaTHYHOI
XapaKTePUCTUKU EJIEKTPOHHOTO IEpeTBOpIOBaYa IoJArae y HacrynmHomy. Ilpu
HAsBHOCTI IUIABHOTO KOPHCHOTO CHUTHaIy Ha BXONI JIaHKH i3 CYTTEBOIO
HEINHIHICTIO peNieifHOro THITY (KOPUCHUI CUTHAIT Ta CHTHAJ 3 TeHepaTopa BiOpariid
G nonarotecsi) Oyzme 3abe3redeHa IUIaBHA 3aJISKHICTh CEPENHBOTO 3HAYCHHS
BUXIJJHOTO CHTHAIIy Mi€l JAHKH 3a TepioJ poOOTH reHeparopa BiOpamii G Bix
CepeHbOr0 3HAUYCHHS BXiTHOTO CUTHAIY.

Eran 7.

3acrocyemo  umcenpHuit  Meron  laycca-3eifmenst s onruMizariii
(nanamryBanns) mnapamerpiB perymstopiB PID-1 Tta PID-2. Ckopucraemocs
KOMIT'IOTEPHOI0 MAaTEMAaTHYHOIO MOJEIUTIO (IMB. pHC. 5) i3 BpaxyBaHHSIM Pi3HOTO
Ha0Opy CYTTEBUX HeNiHIHOCTEH &I KoxkHOro BapiaHTy MojepHizamii CAK.
BapianT mozepnizanii CAK nosnavaerscst 6ykBamu L abo R1, abo R2. TTonoxxeHHs
nepeMukadiB (muB. puc. 5) s BapiaHta MonepHizoBaHoi CAK: Bapianty L
BiAMOBifae BepxHe monoxeHHs nepemukadis PO, Pl, P2 Ta HIKHE TMOJOXEHHS
nepemukadiB P ta PG; BapianTy R1 BiamoBizae BepXHe MOIOKEHHS TIEpeMHKaUiB P,
PO, P1, P2 Ta HIKHE TONIOKeHHs nepemukada PG (To6to, Bibpaiiina niHeapizariis
HE 3aCTOCOBYe€Thbcs); BapiaHTy R2 BiAmoBimae BepxXHE MOJOXKEHHS YCiX
nepeMuKadiB, TOOTO 3aCTOCOBY€EThCS BiOpaiiiHa JiHeapi3aris).

Kpurepili HamamrTyBaHHsA (ONTHMIi3amil) 3aJeXHTh BiJ IIECTH IapaMeTpiB
perymstopi PID-1 Ta PID-2:

1(r)— min ,
reO1p
ne r= [rl, N, r6] — BEKTOp, IO CKJIaAeHWH i3 mapamerpiB
perymstopis PID-1 Ta PID-2;
n= kpl’ r,= kil’ r; = kdll r,= kpZ’ s = ki2’ fe = kdl'

OJIP — o6yacTs AOIMyCTHMHX PO3B’S3KIB JUISl MOUIYKY ONTHMAaJIbHUX 3HAUYCHb
napametpiB perynsatopis PID-1 ta PID-2, sxa 3amaetscst (i3uaHUAM 3MiCTOM 3a/1a4i
(30kpema ocobnmBocTsAMH peamizanii perynstopis PID-1 ta PID-2 B xoHKpeTHii
3ama4i).

Kpurepiii HanmamrtyBaHHS [UId BiAmoBimHoro Bapianty wMozepHizanii CAK
Oymemo mo3HauaTu OykBamu L a6o R1, abo R2, To6To: IL(r), IR:I.(r), IR2(r).

IMapamerpu perymsitopis taudl Ta taud2 BBakaeMo HE3MIHHUMH MapaMETPaMH.
Li mapamerpy NOpPIiBHIOIOTH THM 3HAUEHHSM, Ki OyjM OTpHMaHi NMPU BHKOHAHHI
eTamy 2 MeTOJVKH, TOOTO NpH NMEepBHHHOMY HajamTyBaHHI perymstopis PID-1 ta
PID-2: taudl =0.0150 Ta taud2 = 0.0225.

Ille pa3 migkpecnuMo, IO JUIS MOYATKY 3aCTOCYBaHHS YHCEJIBHOIO METOdY
Taycca-3eiiienst BUKOPUCTOBY€ETHCS TIepllie HaOJIMKEHHS 10 ONTUMaJIbHUX 3HAYCHb
nmapametpiB perynaropiB PID-1 Tta PID-2, ske orpumaHo Ha eTami 2 METOIOM
koymBanb 3iraepa-Hikonca mis SISO LTI matemarndnoi Mozaeni MOAEpHI30BaHUX
CAK L ta R1, R2 (yci mepemukadi Ha puc. 2 mepeOyBalOThb Yy HIDKHBOMY
MIOJIOKEHH]).
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4 PesyabTatm Ta ix oOrosopeHHsiPesyniomam nepuiozo HabaudiCeHHA 00
onmumanvhux 3Haveny napamempie pezynamopie PID-1 ma P1D-2
[opiBHsUIBHE MOIENMIOBAHHA NepexigHnX GYHKOiH eraqoHHOI Mojemi 7 Ta
MarematndHoi Monem MmonepHizoBaHoi CAK L, R1 ta R2 (muB. puc. 5) mi
TIePLIOro HAOIMKEHHS

ri= [Kp1:1.2, Kil=3, Kd =0.12, Kp2 =2.1, Ki2=3.5, Kd2 = 0.315]

O ONTUMAIBHHMX 3HaueHb mapamerpiB perymsitopiB PID-1 Tta PID-2, sike
OTpHMaHO Ha eTari 2, npeacraeieHo Ha Puc. 6 (1,2, 3, 4).
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Pucynok 6. ITepexinni GpyHKIil eTaqoHHOI MOaei 7 (XE (t)) Ta MaTeMaTHYHO1
mozeni mozepHizopanoi CAK L (xL (t )) a60o Rl(le(t)), a6o R2()(R2 (t )) VIS
MepIIOTO HAOIIKEHHS IO ONITHMAIBHUX 3HAYEHB MmapaMeTpiB peryisaropis PID-1 ta

PID-2, sxe orpuMaHo Ha eTami 2
[lpn BukopucranHi mepmoro HaOmmKeHHS Il 10 ONTHMAIFHUX 3HAYCHb
nmapametpiB perynaropiB PID-1 Tta PID-2, ski Oymo oTrpuMaHO Ha eTami 2, Ha
mucriei D BimoGpa3suiycst HaCTYITHI 3HAYEHHST KPUTEPil0 HAJIAITyBaHHS:

IL(r1)=0.5871, IR1(r1) = 61.21, IR2(r1l) = 60.51

BIJIMIOBITHO 10 KOMII IOTEPHUX MaTeMaTHYHHUX Mozeiell mozaepHizoBaHoi CAK
L a6o R1, abo R2 (puc.5).
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Peszynomam nanawmyeannsa (onmumizayii) napamempie pecynamopie
PID-1 ma PID-2

3aBAsKM BUKOPHCTAaHHIO Merony ['aycca-3eiimenst Oyno HamamToBaHO MIICTH
napametpiB perymsaropiB PID-1 ta PID-2 mms koxnoi 3 moneprizoBanux CAK L,
R1, R2. Pesymprar HamamTyBaHHA MapaMeTPiB IMO3HAYCHO  BIIIOBITHO

rCL, rCRY, rCR2.

B meroai Taycca-3eiiesss BAKOPHCTOBYEThCS IIOKOOPAHHATHUH criyck»[7, 9].
B mporeci ontumizanii mo xoxHiit koopauHarti (mapamerpy peryisropis PID-1 Ta
PID-2) Oymo BHKOpUCTaHO NPSIMHI  IHTEPAKTHMBHHH METOJ IMOKOOPJHHATHOTO
crrycky (ToOTO OnTHMIi3alis BUKOHYBAIACS MPAKTHYHO «B Py4HY»). OINH MOBHUH
LMKII CKIIAJIREThCS i3 IPOXOJKEHHS 110 WECTH KOOpAMHaTax, To6To Bix r, = K p1 110

r,= k qp BKIIOYHO (muB. eram 7). Ilicns omtumisaiiii 32 OKpEMOIO KOOPAHHATOIO

3amaM’ATOByBayacs TOYKa MiHIMyMy MO Hiif koopauHarti. B mpomeci ontumiszanii He
CTaBWJIOCA 3a METY JAOCATTH TJ00ambHOr0 MiHiMyMy. OCKiIBKH MOBa Hie Mpo
IH)KEHEpHHII METO/ HaJAIITYBaHHs, TO CTABHJIOCS 32 MEHTY NOKa3aTH, IO HAaBiTh
0e3 «aBTOMaTH3aLii» (3aCTOCYBaHHS CIELIaIbHOTO MPOrPaMHOro 3a0e3neueHHs A
MOUIYKY MiHIMyMY QITOPUTMIYHO 3aJaHOTO KpUTEpil0), a HaBiTh y PyYHOMY
PEXHMIi, MOKHA JIOCATTH Oa’KaHOTO Pe3yNbTaTy HaJaITyBaHHS CYTTEBO HENiHIHHOI
CAK. IlimkpecmuMo, IIo B Ipomeci ONTHMi3amii BUKOHYBAJIOCS Bi3yalbHe
MOPIBHSHHS AKOCTI mepexigHoro mpomecy MopepHizoBanoi CAK i3 sxictro
MIepexiTHOTO TIPOIeCy €TAJTOHHOI MOJeNi 3a JONMoMororo ocumiorpada Scope 2
(puc. 5).

3a pe3yapTaTOM BUKOHAHHS OJHOTO MOBHOTO LUKy B iHTEPAaKTHBHOMY PEXHUMIi
TTOKOOPAMHATHOTO CITyCKY (4ac OIHOTO TMOBHOTO HUKIY CKiaB MeHIne 30 XBHIIMH)
OTPUMAHO HACTYIHI KiUTbKiCHI 3HaueHHS mapaMeTpiB perynsrtopis PID-1, PID-2 Ta
KpHTepisl HaJaITyBaHHs 11t MoepHizoBannx CAK:

L:CL=[Kpl=25; Kil=3.2; Kd1=0.14; Kp2 = 2.1, Ki2 = 2; Kd2 = 0},
IL(rCL)=0.06487;
R1:rCR1=[Kpl=10; Kil=4; Kd1=0.4; Kp2 = 2.1; Ki2 =1.5; Kd2 = 0],
IR1(rCR1) = 0.2387;
R2:rCR2 =[Kpl=5; Kil=4.5; Kd1=0; Kp2 =2.1; Ki2 =1; Kd2 = 0],
IR2(rCR2) = 0.2895.

Iepeximui  ¢yHKuWii  A7A8  KOMI'IOTEPHUX ~ MaTeMAaTHYHHUX  MoJelel
mozepHizoBannx CAK L, R1 ta R2 mns Bextopa nmapamerpis perynsropis PID-1 ta
PID-2, sixuii nopieHtoe BignosinaoMmy rCL, rCR1, rCR2, mpexncrasieHi Ha puc. 7,

8, 9.
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Pucynok 7. Ilepexinni GpyHKIil eTaqoHHOI Moemi 7 (XE (t )) Ta MaTeMaTHIHOL

Mozeni mozepHizoBanoi CAK L (XL (t )) (muB.pHC. 5) U1 OJJHOTO MOBHOTO IIUKITY
HaOJIIDKEHHsI 10 ONTHMAJIbHUX 3Ha4YeHb MapameTpiB perymstopis PID-1 ta PID-2:
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Pucynok 8. Iepexinni GpyHKIIT eTaoHHOI Monemi 7 (XE (t )) Ta MaTeMaTHUYHOI

mozeni moseprizoBaHoi CAK R1 (XRl(t )) (muB. pHc. 5) I OHOTO HOBHOTO
LUKy HaOJIVOKeHHS 10 ONTUMAIIBHUAX 3Ha4YeHb IapameTpiB perymsitopis PID-1 ta

PID-2: topy =3.8C _ 4ac TPUBAJIOCTI MIEPEXiAHOTO MPOoLeCy B MOJIEPHI30BaHIi

CAKR1
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Pucynox 9. Ilepexinni gynkiii eTanonHoi Mmoaemi 7 (xe (1)) Ta MaTeMaTHYHOL

Mozeri MozxepHizoBanoi CAK R2 (XRZ (t)) (muB. puc. 5) LI OAHOTO MTOBHOTO
IUKITY HAOJIM)KEHHS IO ONTUMABHHUX 3Ha4eHb napameTpis perymstopis PID-1 ta

PID-2: ter, =1.9C _ 9ac yCTaHOBJIEHHS CTaJIOTr0 PEXXUMY BiOpariiifHo1
nineapizanii B mojepHizoBaHiit CAK R2; ammutiTyzna konmBaHb reHepaTopa
Bibpauiit G (puc. 5) cknagana 20 BiTHOCHUX OJMHUIIG, a KyTOBa 4acToTa 6.28 paj/c

BucHoBku
1. B crarti po3pobmeHO iHXEHEpHUH MeTo] HajmamTyBaHHA (abo

NepeHaNallITyBaHHs B IIPOIECI eKCILTyaTallil) peryasTopiB eleKTPONPUBO/IB BY3IiB
PYXOMOCTI MaHIIyJIsTOpa, SIKUH BpaXxoBYye HasBHICTH CYTTEBHX HeliHidHHOCTeH. [leit
METOJ] JI03BOJSIE YCYHYTHM IPUYMHY BUHUKHEHHS e(EeKTy aBTOIPYXHOCTI
(BMHHMKHEHHSI PE30HAHCHUX INIPY)XKHHX BiOpamiil Ta aBTOKOJIHMBAHb, IO BHKJIHKaHI
JMHAMIYHHUMH BJIACTHBOCTSAMH HPHBOAY BY3JiB PYXOMOCTI MNPYXHHMX THYYKHX
MaHIyJIATOPIB Ta CYTTEBUMHU HENIHIHHOCTAMH KOHCTPYKTHBHO-TE€XHOJIOTIYHOTO
xapakTepy abo TaKMMH, 110 BHHUKAIOTh B MPOIEC] eKCIuTyaTanii ), TOOTO moaaBisie
«IePBUHHI aBTOKOJHUBAHHS».

2. ImxenepHa mpocTroTa Ta 3pYYHICTH METOAY BHPAKAETHCS B TOMY, IO
HaJIAIITYBaHHS PEryJTOPIB eIEKTPONPUBOIIB BY3JIiB PyXOMOCTI IIPU BUPOOHHUIITBI
MaHinmymsTopa abo X mepeHanamTyBaHHS B IIPOIECi eKcIutyatarii He motpelye
CIIeIiai30BaHOr0 HAayKOBOTO JIOCHI/KEHHs, a MOXKe OyTH BHKOHAHO (axiBHeM i3
IHKEHEpHUM piBHEM MAaTEeMaTHYHOI IMIJITOTOBKM B IHTEPAKTUBHOMY PEXKHMI 3a
KOPOTKMH Jac.

3. [lo3uTHBHA BIAMIHHICTH 3aIPOMOHOBAHOTO METOIY TOPIBHSHO 3 METOIIOM,
skuit peamizye maker Nonlinear Control Design (NCD Blockset) cucremu
koM 1oTepHoi MaTeMaTnku MATLAB mosnsirae B TOMY, IO CYTTEBO CIIPOILYETHCS
crioci0 3aBmaHHs OaxaHoi 3MiHM B 4aci 3MIHHHMX, IO XapakTepU3YIOThb CTaH
CHCTEMHM aBTOMATHYHOTO KepyBaHHs (YacoBHUX oOMexeHb). B pospobieHomy
METO/i LI OOMEXEHHS 3a/Ial0ThCsl BUOOPOM J100pe BiIOMUX B IH)KEHEpPHIH MpPaKTHII
craugaptaux ¢opm SISO LTl — mopeneii (etanonnux mopaeneid). Ilpu mpomy
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BUKOPHCTOBYIOThCSI KBaJPaTH4HI IHTErpajbHi KpUTepil HAONMKEHHS NepexiZHOro
npouecy Ha Buxoai CAK 1mo mepexigHoro mpouecy eTaJoHHOI MOJENi, SKi Tex
HaAMIIHpIIE BUKOPUCTOBYIOTHCS B IHXKCHEPHIN MPAKTHUII.

4. B KOMI'IOTEepHUX MaTeMaTHYHHX MOJEIIX, sSIKi PO3TISHYTI B CTAarTi, OYI0
BUKOHAaHO MOJICTIOBAHHS THUIOBUX CYTTE€BUX HENIHIHHOCTEH, sKi O0OYMOBJIEHI
KOHCTPYKTHBHO—TEXHOJIOTTYHUMH 0COOIUBOCTSIMH MEXaHiYHOI ~ YaCTHHH
MaHIMyJIITOPIB  APOKOCMIYHMX O00’€KTiB  Ta iX JIEKTPONPHBOAIB: 30HA
HEYYTTEBOCTI, HACHUCHHSI, PEJICHHICTb.

5. Jlumre 3a OOMH LMKJI ONTUMI3alil 3aBASKHA PO3pOOJICHOMY iH)KCHEPHOMY
METOJly BJAQIOCS JOCATTH INOPIBHAHO i3 NepmuM HaOMKEHHSIM 10 OakaHoro
(eTaJIOHHOTO) TIEPEXiTHOTO MPOIIECy: MOKPAIIEHHS KiTbKICHOTO 3HAUEHHS KPHUTepis
HaJIAIITYBaHHS TPHONM3HO HA JBAa TOPSAAKH; 3MEHIIUTH Yac TPHBAJIOCTI
MepexigHoro mporecy (GAaKTHIHO Bl HECKIHYEHHOCTI (KO0 MpH IIEpIIOMY
HaOJIIDKEHH] CHCTeMa aBTOMAaTHYHOTO KepyBaHHs Oyia HecTiiika) IpHOIH3HO 10 3 -
4 c (6e3 BuUKOpHCTaHHS BiOpawliifHOI JiHeapi3amii); JOCATTH TAaKOTO 3HAYECHHS
MepeperyIoBaHs, ke cKiagae Bijx 25 % 10 75 % eTaqoHHOTO MepeperyaoBaHHs.

6. 3acrocyBaHHS J00pe BIIOMOrO 1HXEHEPHOIO MeETOoAy BiOpauiitHOl
JmiHeapizauii y CKJIaAi 3alpoNOHOBAHOTO iH)KEHEPHOTO METOHY J03BOJIHIIO
JOATKOBO 3MEHIIMTH 4Yac TPHUBAJOCTI MEPEXiJHOro Ipouecy (4ac BHXOAY Ha
cTanuii pexxuM BiOpariifHoi miHeapizamii) 3 3 — 4 ¢ no 1.9 ¢ npu GaxxaHomy 4aci
TPUBAJIOCTI IIEpeXiTHOTO Iporecy 2 c.

7. B moganemmx IOCIiKEHHIX Oy/ie pO3TIsTHYTO:

- 3aCTOCYBaHHS HENIHIMHUX PerynaTopiB (HEMIHIHHUX KOPUTYIOYHX IPUCTPOIB)
€JIEKTPOTIPHBO/IB BY3JIiB pyXOMOCTI MAaHIIYISATOPIB i3 CYTTEBUMH HENIHIHHOCTSAMU;

- PO3IIMPEHO BEKTOP MapaMeTpiB, 110 HAAIITOBYIOTHCS, 3 [IECTH

(r = [r11r2 I’3,I’4,I’5,r6]),

e L=Kyh =Ky, =Ky, 0 =Ko, I =K, Il =K, 15 =Ky (e, etan 7)

0 JIecATH KOMIIOHEHT 3aB[sIKM BKJIIOUEHHIO JIO HOro CKiIagy IapaMeTpiB
MareMaTH4HOi Mojeni peansHol aubepeHuirorouoi manku taudl, taud2 Ta
mapameTpiB reHeparopa BiOpamiii (puc.5), SKUMH € aMIUTITYa Ta KyTOBa 4acToTa
BiOpariii.

8. 3amponoHOBaHM y CTATTi iH)KEHEpHUH METOJ HaJalITyBaHHS PETYIATOPIB
€JIEKTPOTIPHBOIB BY3JiB PyXOMOCTI MaHIMyJIATOpa i3 CyTTEBUMH HENiHIHHOCTAMHU
JI03BOJISIE:

- OTpPUMATH KUIBKICHI 3HaueHHs mapameTpiB peryisitopa st CAK i3 3agaHoro
CTPYKTYPOIO Ta BiJOMHUM THIIOM CYTTEBHX HENHIHHOCTEIl Ha OCHOBI 3aCTOCYBaHHSI
BiZIoMHX, anpoOOBaHMX HA MPAKTHUIl Ta JOCTYIMHUX MPOTrPaMHUX 3aC00IB Cy4acHUX
CHCTEM KOMIT FOTEpHOT MaTeMaTHKH;

- OyTH MOBHICTIO 3aIIPOrPaMOBAHUM 13 BUKOPUCTAHHIM OYAb-SKOTO YHCEIEHOTO
METO/AY OINTHMIi3allii, IO JO3BOJHTH MOBHICTIO aBTOMATH3YBaTH IIapaMeTPUUHy
ontumizanito CAK i3 cyTTeBUMH HENHITHOCTAMH.

41



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

Jlitepatypa

1. Tachinina, O., Lysenko, O., Alekseeva, I., et al. (2020). Mathematical
modeling of motion of iron bird target node of security data management system
sensors. CEUR Workshop Proceedings, 2711, 482-491.

2. Cabas Ormaechea, L. M. (2011). Humanoid robots. In Advanced mechanics
in robotic systems (pp. 1-18). London. https://doi.org/10.1007/978-0-85729-588-
01

3. Aswini, S., et al. (2023, December 1-3). Biomechanics-inspired control
strategies for humanoid robots. IEEE Uttar Pradesh Section International
Conference on Electrical, Electronics and Computer Engineering (UPCON),
Gautam Buddha Nagar, India. https://doi.org/10.1109/upcon59197.2023.10434421

4. Goodwin, G. C., Graebe, S. F., & Salgado, M. E. (2001). Control system
design (1st ed.). Prentice Hall.

5. Dorf, R. C., & Bishop, R. H. (1998). Modern control systems (4th ed.).
Prentice Hall.

6. Phillips, C. L., & Harbor, R. D. (2000). Feedback control systems (4th ed.).
Prentice Hall.

7. Lysenko, O., Tachinina, O., Guida, O., et al. (2024). Generalized integro-
differentiating controller form mechatronic devices of mobility nodes of humanoid
robots. CEUR Workshop Proceedings, 3790, 87-98.

8. Solomentsev, O. V., Zaliskyi, M. Yu., Zuiev, O. V., & Asanov, M. M.
(2013). Data processing in exploitation system of unmanned aerial vehicles
radioelectronic equipment. IEEE International Conference Actual Problems of
Unmanned Air Vehicles Developments (APUAVD), Kyiv, Ukraine, 77-80.
https://doi.org/10.1109/APUAVD.2013.6705288

9. Lysenko, O., Tachinina, O., Novikov, V., et al. (2023). Methodology of
synthesizing digital regulators in precision electric drives for orientation and
stabilization target tracking system of mobile robot’s directional sensors. CEUR
Workshop Proceedings, 3513, 51-63. https://ceur-ws.org/Vol-3513/

10. Solomentsev, O. V., Zaliskyi, M. Yu., Asanov, M. M., & Melkumyan, V. H.
(2015). UAV operation system designing. IEEE 3rd International Conference on
Actual Problems of Unmanned Aerial Vehicles Developments (APUAVD), Kyiv,
Ukraine, 95-98. https://doi.org/10.1109/APUAVD.2015.7346570

METHOD FOR ADJUSTING REGULATORS WITH SIGNIFICANT
NONLINEARITIES

Dr.Sci. O. Lysenk01[0000-0002-7276-9279] Dr.Sci. O. Tatchynina2[0000-0001-7081-0576]
Ph.D. S. Ponomarenkg[0000-0001-5512-3778]
INational Technical University of Ukraine

42


https://doi.org/10.1007/978-0-85729-588-0_1
https://doi.org/10.1007/978-0-85729-588-0_1
https://doi.org/10.1109/upcon59197.2023.10434421
https://ceur-ws.org/Vol-3513/

INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

“Igor Sikorsky Kyiv Polytechnic Institute”, Ukraine,
State University “Kyiv Aviation Institute”, Ukraine
EMAIL:lysenko.a.i.1952@gmail.com, tachinina5@gmail.com, sol_@ukr.net

Abstract. The article develops an engineering method for adjusting (or
readjusting during operation) the controllers of electric drives of manipulator
mobility units, which takes into account the presence of significant nonlinearities.
This method prevents the occurrence of “primary self-oscillations” in the automatic
control system of electric drives of manipulator mobility units, which stimulate the
occurrence of resonant elastic vibrations and self-oscillations (self-oscillation
effect). The proposed method allows not only to eliminate the cause of the
autoelasticity effect, but also to do so at the engineering level of mastery of
mathematical apparatus, computer mathematics systems, and programming skills.
The manifestation of the autoelasticity effect is associated with the presence of
factors such as: the dynamic properties of the drive of the mobility nodes; the
elastic flexibility of manipulators; significant nonlinearities of a structural and
technological nature or those that arise during operation in mechanical and
electrical devices. The engineering simplicity and convenience of the method is
expressed in the fact that the adjustment of the electric drive controllers of the
mobility nodes during the manufacture of the manipulator or their readjustment
during operation does not require specialized scientific research, but can be
performed by a specialist with an engineering level of mathematical training in
interactive mode in a short time.

Keywords: automatic control system, PID controller, significant nonlinearity,
numerical optimization methods, computer mathematical model, directional
antenna, manipulato
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STRESS DISORDER INDICATORS IN TEXT DATA
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Abstract. This study introduces the methodology for detecting indicators of
post-traumatic stress disorder (PTSD) within textual data produced by users. Unlike
traditional approaches, the proposed solution emphasizes two critical aspects: the
refinement of contextual dependencies that are characteristic of PTSD, and the
ability to more clearly distinguish PTSD-related signals from those of other mental
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health conditions. By concentrating on PTSD-specific linguistic patterns, the
method provides a more accurate and contextually grounded analysis.The
evaluation of the approach demonstrated robust performance, yielding Accuracy of
0.934, Precision of 0.948, Fi-score of 0.841, and AUC of 0.872. When compared
against existing analogues, the proposed method showed consistent improvements
across key metrics: Accuracy increased by 0.130%, the F1-score improved by 0.031,
and AUC rose by 0.132. A key technical innovation lies in the use of relative rather
than absolute positional embeddings within the neural architecture. This enables
the model to capture the nuanced relationships between words depending on their
contextual displacement, thereby enhancing its sensitivity to subtle textual cues that
often signal PTSD manifestations. In parallel, improved differentiation from other
mental disorders was ensured by expanding the dataset to include samples
reflecting manifestations of alternative psychological conditions, which were placed
in an orthogonal reference category. This design decision helped the model to learn
sharper boundaries between PTSD-specific content and symptoms indicative of
other mental illnesses.
Keywords. Post-traumatic stress disorder, NLP, neural network, text data

Problem Statement

Post-traumatic stress disorder (PTSD) represents a severe and often long-lasting
psychological condition that affects a significant portion of the global population,
with prevalence rates reaching approximately 10% [1, 2]. The growing influence of
digital technologies and the rapid expansion of social media platforms have created
new avenues for studying PTSD manifestations through the lens of user-generated
textual content [3]. This research direction gains particular urgency in the context of
armed conflicts, large-scale natural disasters, and other traumatic events, all of
which leave profound and lasting marks on human mental health [4, 5].

The analysis of user-generated materials, such as social media posts, blog
entries, online forum discussions, and comment sections, offers unique
opportunities to gain insight into the psychological state and emotional well-being
of individuals affected by traumatic experiences [6, 7]. By applying advanced
machine learning techniques and natural language processing (NLP) methods, it
becomes possible to automatically detect subtle indicators of PTSD within text data
[8, 9]. Such technological applications are not limited to identifying isolated cases
of PTSD but also hold the potential to support large-scale monitoring, the design of
preventive strategies, and the development of targeted assistance programs for
populations at risk [10].

In contemporary society, which is increasingly exposed to wars, global
pandemics, and socio-political crises, the timely identification of PTSD
manifestations from textual data is of critical importance [11]. This type of research
contributes not only to scientific understanding but also provides practical tools for
psychologists, social workers, and healthcare professionals who are directly
engaged in supporting vulnerable groups [12, 13]. The integration of automated
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PTSD detection methods into professional practice thus offers a pathway toward
more responsive and adaptive forms of psychological care [14].

The central objective of this paper is to present a methodology for identifying
indicators of PTSD in user-generated text content. The proposed approach
differentiates itself from existing solutions by placing special emphasis on context
dependencies unique to PTSD, thereby reducing misclassification with other mental
health disorders [15]. This is achieved by constructing a custom training dataset
enriched with examples of alternative psychological conditions, which are placed in
an orthogonal category to guide the model toward sharper diagnostic boundaries
[16, 17]. Additionally, the methodology employs specialized positional embeddings
designed to more accurately account for the location of words in a sequence, which
significantly improves the accuracy and sensitivity of the neural network model
[18].

The key contributions of this study can be outlined as follows. First, a novel
method for identifying PTSD manifestations in text data has been developed,
advancing the computational tools available for mental health analysis. Second, a
specialized dataset was constructed to emphasize PTSD-related linguistic patterns
while simultaneously reducing confusion with textual signals of other mental
disorders by incorporating them into a separate category. Finally, the effectiveness
of the methodology has been empirically validated, demonstrating not only its
ability to detect PTSD with high accuracy but also to provide a visual interpretation
of results, making the system more transparent and practically useful compared to
existing analogues.

Analysis of Previous Studies

Over the years, the scientific community has made considerable efforts to design
monitoring strategies aimed at detecting a wide spectrum of mental health
conditions and high-risk behaviors [19]. Among these, depression, eating disorders,
gambling addiction, and suicidal ideation have been of particular interest, as their
timely identification enables the activation of preventive or mitigating interventions,
and in severe cases, the initiation of clinical treatment [20]. In recent years, the
prevalence of post-traumatic stress disorder has risen sharply, especially in the wake
of the COVID-19 pandemic [21]. The global health crisis not only generated new
traumatic experiences but also severely restricted access to traditional psychological
support due to isolation measures and the limited availability of therapeutic
interventions. These challenges have emphasized the urgent need for supplementary
screening tools capable of enhancing PTSD identification and diagnosis within
virtual or remote environments.

Recent advancements in artificial intelligence, and particularly in large language
models (LLMs), have opened promising new opportunities for PTSD detection.
Preliminary studies have suggested that ChatGPT possesses a degree of feasibility
for mental health assessment, although its ability to provide accurate and reliable
diagnoses remains under investigation [22]. One notable study compared the
performance of ChatGPT with the text-embedding-ada-002 (ADA) model in the
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detection of childbirth-related PTSD (CB-PTSD), a condition that affects millions
of new mothers worldwide and frequently goes undiagnosed due to the lack of
standardized screening procedures. The research, conducted on a cohort of 1,295
women within six months postpartum and recruited from hospitals, social media
platforms, and professional organizations, evaluated the effectiveness of these
models in classifying maternal birth narratives. Ground truth was established using
the PTSD Checklist for DSM-5, ensuring methodological rigor. The ADA model,
leveraging numerical vector representations for narrative classification,
demonstrated superior performance (F1 score = 0.81) compared to ChatGPT and six
previously published text embedding models trained on mental health or clinical
data. This finding suggests that ADA-based approaches may serve as a reliable
framework for identifying CB-PTSD and could potentially be extended to the
detection of other psychiatric conditions.

Further research has also investigated the role of language itself as a diagnostic
biomarker for PTSD. One study [23] analyzed a dataset of 148 individuals who
survived the Paris terrorist attacks of November 13, 2015. The participants, all of
similar socioeconomic background and exposed to the same traumatic event,
underwent interviews 5-11 months after the incident, which were later transcribed
and subjected to analysis. An interdisciplinary methodology was employed,
bringing together psychiatry, linguistics, and NLP to examine the connection
between linguistic patterns and PTSD symptoms. The methodology comprised three
stages. First, a clinical psychiatrist attempted to diagnose PTSD using only the
transcribed interviews, achieving an area under the curve (AUC) of 0.72, which was
comparable to the gold standard questionnaire (AUC ~ 0.80). In the second stage,
statistical and machine learning methods were applied to extract psycholinguistic
features and evaluate their predictive power, achieving an AUC of 0.69. Finally,
deep learning methods were tested in a hypothesis-free setting, with performance
reaching an AUC of 0.64. The results confirmed that language carries clinically
relevant information, while also demonstrating the limitations of current automated
approaches. Importantly, the study controlled for potential confounding factors,
established clear links between language and DSM-5 subsymptoms, and
demonstrated how automated approaches can be complemented by qualitative
analysis. Similar research conducted with military personnel deployed in
Afghanistan reported a model AUC of 0.74 [24], further highlighting the potential
of language-based methods for PTSD detection.

Unresolved Issues

The review of existing work in this domain indicates a persistent problem: relatively
low detection accuracy. In most cases, the performance of current PTSD detection
systems has not exceeded 81% accuracy, which is insufficient for reliable
deployment in real-world psychological or clinical practice. This limitation
underscores the need for more advanced artificial intelligence models that combine
several essential properties. Such models should demonstrate a high capacity for
generalization, enabling them to handle diverse expressions of trauma in text, as
individuals often describe their experiences in highly variable linguistic forms.
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Furthermore, they should be explicitly context-oriented, allowing the identification
of subtle linguistic markers that signal the presence of PTSD while avoiding
confusion with other mental health conditions. Finally, the models must support
visual interpretability of their results, ensuring that the decision-making process can
be explained and validated by human experts. Together, these requirements form the
foundation for the methodology proposed in this paper, aimed at enhancing the
accuracy, reliability, and transparency of PTSD detection from user-generated text
data.

Objective of the Article

The object of research is the process of for identifying post-traumatic stress disorder
indicators in text data. The subject of research is methods, algorithms, information
technologies, models, and tools for identifying post-traumatic stress disorder
indicators in text data.

Methodology for identifying post-traumatic stress disorder indicators

The methodology proposed for detecting manifestations of post-traumatic stress
disorder in user-generated textual content is schematically illustrated in Figure 1.
The general workflow demonstrates the transformation of input data, represented by
raw text content, into structured analytical output through the use of a trained,
context-oriented neural network of transformer architecture combined with a
tokenizer. The outcome of this process is expressed as a probabilistic percentage
indicating the likelihood of PTSD-related signals within user content.

Input data: COutput data:
3 N Stage 1. Stage 2. P =
— Text; P e — The level of
B . Preprocessing Neural network A
— Trained neural i e PTSD manifestation
and tokemization analvsis of text content [/
network model. 3 in content,

Figure 1. Approach to identifying post-traumatic stress disorder indicators

At the initial stage, preprocessing and tokenization of text data are performed.
Each text entry is examined to ensure that it is non-empty and of sufficient length
for analysis. Unlike conventional preprocessing pipelines, punctuation marks,
emoticons, and other subtle textual features are deliberately retained, since they may
contain valuable contextual information associated with PTSD indicators.
Tokenization is then carried out using the same tokenizer that was employed during
neural network training, ensuring compatibility and consistency between training
and inference stages.

The second stage involves neural network—based analysis of PTSD indicators in
the processed user content. For this purpose, a context-oriented model of
transformer architecture is applied, specifically the DeBERTa model. The structure
of this model, depicted in Figure 2, is organized into five primary component
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groups: Embedding, Encoder, Pooler, Classifier, and Dropout. The Embedding
layer incorporates word embeddings along with normalization operations. The
Encoder section contains six stacked DeBERTaV3Layer blocks, each including
attention, intermediate, and output modules. These layers form the core of text
processing, capturing hierarchical representations of words and contexts. Unlike
traditional transformer mechanisms, DeBERTa employs a disentangled attention
mechanism, where semantic content and positional information are processed
separately. This modification enhances the model’s ability to capture nuanced
interactions between words and contextual dependencies. Furthermore, instead of
absolute positional encoding, DeBERTa applies relative positional displacement,
enabling more robust modeling of long-range dependencies through variance
estimation. The Pooler component aggregates contextual embeddings to produce
compact summary representations, while the Classifier layer performs the final
decision-making task. The Dropout layer ensures model regularization, reducing the
risk of overfitting during training.

Embedding —_— -
L'm.t\lur — - 6 % DebertaViLaver
v
Pooler —_— - Diense. Dropout
v
Classifier — - Linear

!

Dropout —_— - StableDropout

Figure 2. Architecture of DeBERTa model

word_embeddings,
LayerMNorm. Dropout

The complete methodological scheme is shown in Figure 3. According to this
workflow, the process begins with the preparation of training data. For effective
PTSD detection, a composite dataset is constructed from multiple sources and
subjected to balancing and preprocessing procedures. This ensures sufficient
representation of positive and negative cases, thereby improving training stability
and reducing bias. The dataset is then vectorized and divided into training and
validation subsets in 80:20 ratio. At this stage, training hyperparameters such as
batch size and number of epochs are also defined.

Subsequently, the transformer-based model undergoes retraining on the
prepared dataset. Upon completion of the training process, the performance of the
model is rigorously evaluated using a set of standard classification metrics,
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including Accuracy, Precision, Fi-score, and AUC. Only models achieving
satisfactory results — defined as performance above 80% across all metrics — are
preserved. The trained model and tokenizer are then stored for integration into
downstream applications.

The final step of the methodology addresses the interpretability of the model’s
decisions. To this end, explainability frameworks designed for transformer-based
architectures are employed. These allow for the visualization and explanation of
how specific words, phrases, or contextual structures contributed to the
classification decision.

’ 4 Balanced sel with same number
Drataset formation

of PTSD and non-PTSD
Preprocessing, 3 f ’ A
- data =) il
balancing |

Evaluation of model effectiveness Selection of parameters Continuing training

by metrics: - (batch size, epochs III.lIllhl.'I'}_ neural network
Accuracy, Precision, F'1, AUC & dataset vectorization models
. Saving e - Construction
trained model - F e -z, ofexplanation solutions
and tokenizer R_ “F7 of trained neural network

Figure 3. Steps for identifying of PTSD stress disorder indicators in text data

The methodological contributions are multifold. By implementing relative
positional shifts instead of absolute encodings, the model achieves enhanced
sensitivity to PTSD-specific contextual dependencies. Dispersion estimation
techniques further improve the capacity to analyze relationships at varying textual
distances. Additionally, the disentangled treatment of semantic and positional
attention components enables the model to capture complex, layered dependencies
that are characteristic of PTSD-related linguistic patterns. Finally, the inclusion of
textual examples of other mental health conditions in the dataset strengthens the
separation between PTSD and non-PTSD categories, reducing misclassification and
improving overall robustness of detection.

Experiment

The scheme for constructing the dataset is presented in Figure 4. Since publicly
available datasets with a sufficient number of records for training a neural network
are lacking, a composite dataset was created by combining data from the “Human
Stress Prediction” and “Aya PTSD” datasets.

49



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

Dataset «Aya PTSD» Dataset « Human Stress Predictiony

Distribution of records by categories in the cofumn “subreddit®
Permateys =

Distrkhution of PTSD Sevartty srvrearsoiabuse

damesticyilence

36
FTSD

records

Prepared Dataset for mearal network model training

Figure 4. Dataset formation scheme for neural network training

The “Human Stress Prediction” dataset [25] contains user posts collected from
subreddits focused on mental health discussions. It encompasses a wide range of
issues people share regarding their personal experiences. The dataset includes fields
such as “subreddit,” “post_id,” “sentence range,” “text,” “label,” “confidence,” and
“social_timestamp,” which form the structure of the “Stress.csv” file. For this study,
only the entries labeled “PTSD” in the “subreddit” column were selected, which
correspond to posts explicitly associated with post-traumatic stress disorder. All
other entries, not marked with PTSD, were used as the negative class. Within this
dataset, there are 584 posts labeled as “PTSD” and 2,254 posts without such
indications.

Although the negative class includes not only records from healthy individuals
but also posts linked to various other psychological disorders, this diversity is
beneficial for learning contextual dependencies unique to PTSD. At the same time,
it may lead to a slight reduction in training accuracy due to overlap between mental
conditions.

2 <.
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The dataset derived from this source appeared to be imbalanced, with the PTSD
class being nearly four times smaller than its counterpart. To address this, additional
data were integrated from the “Aya PTSD” dataset [26], available via Kaggle. This
dataset specifically targets PTSD and provides a richer description, including
attributes such as clinical assessments, socio-demographic information, and related
textual data (“ID,” “PTSD Severity,” “label,” “text,” “file_path,” and “response”).
For the purposes of this research, only entries with “PTSD Severity” values
exceeding 50% were selected. Incorporating these records expanded the PTSD class
to 1,120 entries. As a result, a balanced dataset of 3,374 samples was formed, with
1,120 labeled as “PTSD” and 2,254 labeled as “No PTSD.” For training purposes,
2,200 records were utilized — 1,100 belonging to each category.

To evaluate the proposed method for analyzing PTSD manifestations in textual
content, dedicated software was developed and implemented as a Notebook in the
Google Colab cloud environment. As the pretrained backbone, the
“microsoft/deberta-v3-small” transformer model from the HuggingFace library was
adopted. The DeBERTaV3 model builds on the original DeBERTa architecture,
replacing the masked language modeling (MLM) task with replaced token detection
(RTD), which provides more efficient pretraining. The model was fine-tuned on the
constructed dataset for 3 epochs. Performance assessment was carried out on a
validation set. The trained model achieved Accuracy of 0.934, Precision of 0.948,
Fi-score of 0.841, and AUC of 0.872. The ROC curve, presented in Figure 5,
illustrates the classification quality. The Precision value of 0.948 indicates that
among all samples classified as positive (PTSD), 94.8% were indeed correct, which
is particularly significant for PTSD detection since minimizing false positives
prevents unnecessary interventions. The Fi-score of 0.841 demonstrates a balanced
trade-off between Precision and Recall, confirming the model’s reliability in
identifying true PTSD cases. The ROC curve further validates the effectiveness of
the classifier by comparing the true positive rate and false positive rate at various
thresholds, with an AUC of 0.872 highlighting the model’s ability to correctly
distinguish PTSD cases with a low incidence of false alarms.
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Figure 5. ROC curve for neural network performance evaluation
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Additionally, the interpretability of the classification process was examined by
employing the Transformers Interpret tool, designed for the transformers library.
This approach allowed for visualization and explanation of the neural network’s
decision-making, providing a more transparent understanding of how PTSD-related
textual cues are captured and analyzed.

Results and discussion

The Fi-score, which was previously reported at 0.81 in [22], increased to 0.841 in
this study. The diagnostic AUC of the machine learning model described in [23]
was 0.69, and the developed approach in [24] reached 0.74. In contrast, the current
method achieved an AUC of 0.872, marking a substantial improvement over
existing solutions. Overall, compared with established analogues, the efficiency of
PTSD detection increased noticeably: Accuracy improved by 13 percentage points
(from 80.4% to 93.4%), the F1-score rose by 0.031 (from 0.810 to 0.841), and AUC
improved by 0.132 (from 0.740 to 0.872). These enhancements demonstrate the
robustness of the developed method, which effectively reduces confusion with other
mental health conditions. This robustness stems from the fact that the negative class
in the dataset was not limited to psychologically healthy individuals, but also
included cases of other psychological disorders, thereby strengthening the model’s
ability to distinguish PTSD-specific patterns.Despite these promising outcomes,
further optimization remains possible. The metrics suggest that additional epochs
could improve the results, as the training loss continued to decline, indicating
potential for better generalization. However, due to computational resource
constraints and the 12-hour session limit in Google Colab, the training process was
restricted to 10 hours. The confusion matrix obtained for the validation set is shown
in Figure 6. According to these results, only 10 out of 220 PTSD-labeled entries
were incorrectly classified as “No PTSD.” Conversely, 24 out of 220 non-PTSD
records were mistakenly identified as PTSD. Although false positives were
observed, these values remain competitive when compared to prior studies,
confirming the effectiveness of the developed model.

Confusion Matrix

FTSD

fetual

o PTSD

PTsD No PTSD
Predicted

Figure 6. Confusion matrix in neural network detection of PTSD manifestations
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Beyond classification, the method also provides interpretability of decisions,
enabling a deeper understanding of model reasoning. An example is illustrated in
Figure 7, where the input text was: “He said he had not felt that way before,
suggested | go rest and so | decide to look up feelings of doom in hopes of maybe
getting sucked into some rabbit hole of ludicrous conspiracy, a stupid are you
psychic test or new age b.s., something | could even laugh at down the road. No, |
ended up reading that this sense of doom can be indicative of various health
ailments; one of which | am prone to.. So on top of my doom to my gloom..I am now
f'n worried about my heart. I do happen to have a physical in 48 hours.” This text
was classified as PTSD-related, as it contains strong indicators such as “sense of
doom” and the phrase “doom to my gloom,” reflecting heightened anxiety and
stress. Figure 8 highlights that tokens such as “doom” and “gloom” had the greatest
influence on the model’s decision, while additional words like “conspiracy,”
“psychic,” and “rabbit” also contributed significantly.
3% [{'[ces]', w0y, (e, -B.B3011GS0SANRSAIE), (' _sadd', -0.971E1RSTIIAINIZD, (' he’, -B.BOBLISN8BS5RGAI403), (°_had®, -B.POE75307736d
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Figure 7. Interpretation of transformer model solution

In parallel, the study explored how the model distributes attention across
different tokens to capture contextual dependencies. The visualization tool BertViz
was applied to illustrate attention weights across all layers and heads of the
transformer. Figure 8 shows an example where brighter colors represent stronger
attention contributions to the final decision. Each attention head forms a distinct
representation of token-to-token dependencies, visualized through arrows whose
thickness and color denotg)the intensity and direction of)atgention.
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Figure 8. Visualization of attention weights using the “BertViz” model interpreter
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Thus, the combined use of Transformers Interpret and BertViz not only enabled
accurate PTSD detection in user-generated content but also allowed detailed
interpretation of the neural network’s internal decision-making process. This
interpretability adds significant value, as it makes the model’s predictions more
transparent and reliable for practical applications in mental health diagnostics.

Conclusions and Prospects

The conducted research has resulted in the development of a methodology for
detecting indicators of post-traumatic stress disorder in user-generated text data.
Unlike traditional approaches, the proposed method emphasizes deeper
consideration of PTSD-specific contextual dependencies and enhances the ability to
separate these patterns from manifestations of other mental health conditions.

The improved focus on contextual dependencies was achieved through several
architectural and algorithmic solutions. In particular, instead of the conventional
single attention mechanism used in transformer networks, the proposed approach
employs separate attention components for words and positional embeddings. This
modification increases the granularity of interaction captured between lexical units
and their context, which is critical for identifying subtle linguistic markers of PTSD.
Additionally, the model implements relative positional displacement rather than
absolute, which allows it to capture long-range semantic dependencies more
effectively by estimating variance across different distances. These adjustments
collectively improved the accuracy and robustness of PTSD-specific feature
recognition.

To further reduce false associations with other psychological conditions, the
training dataset was deliberately structured so that the non-PTSD category
contained not only samples from psychologically healthy individuals but also
examples representing other mental illnesses. This strategy created a more
orthogonal dataset structure, improving the model’s ability to distinguish PTSD-
specific linguistic cues. As a result, a custom training dataset consisting of 3,374
records was formed, which provided a solid foundation for model learning.

The developed solution transforms raw text input into structured output,
presenting the probability of PTSD manifestation in percentage terms. Importantly,
the methodology supports interpretability of the neural network’s decisions,
enabling researchers and practitioners to trace which textual elements contributed
most to classification outcomes. This transparency significantly strengthens the
potential application of the method in clinical and preventive scenarios.

Experimental evaluation demonstrated that the trained transformer-based neural
network achieved Accuracy of 0.934, Precision of 0.948, Fi-score of 0.841, and
AUC of 0.872. Compared with existing studies, this represents a marked
improvement: Accuracy increased by 13.0% (from 80.4% to 93.4%), the Fi-score
rose by 0.031 (from 0.810 to 0.841), and AUC improved by 0.132 (from 0.740 to
0.872). These results confirm the effectiveness of the proposed methodology in
reliably identifying PTSD manifestations in text.
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Future research directions include expanding the dataset with additional labeled
examples to enrich the spectrum of PTSD-related linguistic markers and further
improve classification reliability. Another promising direction involves increasing
the number of training epochs, since the observed decrease in loss during
experiments indicates that the model has not yet reached its full generalization
capacity. Continued work in these areas is expected to yield even higher
performance metrics and enhance the interpretability of the model’s decisions,
thereby contributing to more accurate and transparent detection of PTSD
manifestations in textual content.
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Oyinka nioxody npodemoHcmpyeana HAdiuHy NPoOYKMUEHICMmb, 3abe3neuusuiu
mounicmo 0,934, nosnomy 0,948, F1 0,841 ma AUC 0,872. V nopisuanui 3
icHylOYUMU aHano2amu, 3anponoHO8aHuUll Memoo NOKA3ae NOCIi006HI NOKPAUjeHHs
3a  KII0Y08UMU NOKA3HUKAMU: mounicms 30inewunacs ua 0,130%, Fi-oyinka
noxkpawunacs va 0,031, a AUC spocaa na 0,132.

Kniouoea mexniuna inno6ayin nonseac y 6UKOPUCMAHHI BIOHOCHUX, d He
abcomomnux no3uyitinux 606yoosysamnb y Helipouny apximexkmypy. Lle 0o3zeonse
MoOeni  ikcysamu  HIOGHCOBAHI  36'3KU  MIJIC  COGAMU  3ANEAICHO G0  IX
KOHMEKCMHO20 3MIWEeHH, MUM camum RiO8UWylo4u ii 4ymiugicmo 00 MOHKUX
MeKcmosux cucHanie, sAki uacmo cueHanizyioms npo nposasu IITCP. Takooar,
nokpawena ougepenyiayia 6i0 IHWUX NCUXIYHUX pO31adie Oyia 3abe3neyeHa
WIIAXOM PO3WUPEHHS] HAOOPY OaHUX, W06 GKIIOUUMU 3DPA3KU, WO 8i00bpadicaomy
nposisU  ANLMEPHAMUBHUX — NCUXOJOSIYHUX —CMAHIB, AKI  Oyau  po3miweHi 6
0pMO2OHANbHI pedhepenmuitl kameeopii. Lle piwenns 0onomoano mooeni suguumu
yimkiwi mexci mioe cneyughiunum ons IITCP xowmenmom ma cumnmomamu, uwo
6KA3YI0Mb HA THULL NCUXIYHI 3AX60PI0BAHHS.

Knrwuoei  cnosa.  Ilocmmpasmamuynuii  cmpecosuii  posznad,  NLP,
Hetipomepedica, meKcmosi 0ani
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Anomauia. Oonum i3 HauOINLW NEPCHEKMUBHUX MA epeKMUBHUX HANPAMIE
saxucmy iHgopmayii cboeoOHi € cmeeanocpaghin. Ceped HUsKU 6UMOZ OO
cmezanocucmemu OOHOIO 3 OCHOBHUX € 3a0e3neyeHHs HAOIUHOCMI CnpUHAMMms.
cmezanonogioomnenns.. OOHaK 6azamo  ICHYIOUUX CMe2aHoMemoodis, 30Kpemda
cmitikux 0o amak npomu 66Y008AH020 NOGIOOMICHHS, He 8 3MO3i CUCIEMAMUiHO
3abesneuyeamu ayl0 6UMO2y mMa He PO3PAXO8AHi HA pobomy 3 BUNAOKOBUM
KOHMeUHepoM, AKULl HA npakmuyi € Hauyacmiute 3acmocogyéanum. Memoio
pobomu € niOBUWeHH ePeKMUBHOCMI CMe2aHOCUCIEMU NPU  6UKOPUCIAHHI
008IIbHO2O Ccme2anomenody I GUNAOKOB8020 KOHMEUHepY WIIAXOM  pO3POOKU
Memody eubopy O10Ki6 KOHMeUHepPa, 8 AKOCMI K020 8UKOPUCMOBYEMbCIL YUuppose
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306padicennss, O0asi  60y0osu 6 Hux 0ooamkosoi  iHpopmayii. Kpumepiem
egexmusrocmi sucmynae HaOiliHicmy chputinamms @opmosarozo
CMe2aHON0GIOOMIEeHHS, WO KIIbKICHO OYIHIOEMbCSA 3d OONOMOZOK) PIHUYE8020
NOKA3HUKA - NIKOBO20 BIOHOWIeHHA «cucHan-uiym». Mema Oyna oocsicnyma winaxom
docnidocenna  eracmueocmell  (QOpManbHUX napamempie  010Ki6  Yyugppoeozo
300padiceHtss — CUHSYAPHUX HUCen 3 YPAXy8aAHHAM BIONOGIOHOCMI CUMSYIAPHUX
mpilox i wacmomuux ckiaooeux 0Oaoky. Haubitew eadciugum pe3yibmamom
pobomu € meopemuyHo OOIPYHMOBAHE BUSHAYEHHA napamempa ONOKY, Wo 0de
iHmezpanvHy KilbKiCHY XapaKxmepucmuxy 8iOHOCHO20 pO3NOOiLy U020 YACHOMHUX
CKNIAO0BUX — HOPMOBAHOI BIOOKPEMNEHOCHI MAKCUMANILHO20 CUHSYIAPHO20 HUCTA
onoky. ITlpakmuuna 3HauuMicmb OMPUMAHUX Pe3YNbMAMI6 NOjAeae 6 po3podyi
Memody eubopy OI0KI8 300padceHHs [ Memoody 6UHAUEHHS HeDAXNCAHUux O
BUKOPUCMAKHS 8 SKOCMI KOHMEUHEpa 300pajicend, aneopummiui peanizayii akux
003601 RIOGUYUMU ePeKMUBHICMb CMEe2AHOCUCEMU NPU IX 3ACMOCY8AHHI.

Kniouosi  cnosa: cmeeanocpaghis, yughpose  306padicenns,  HAOIHICMb
CHPULIHAMMSA CMe2aHON08i00MIeHH:, 6UbIip OIOKY KOHmetiHepa, 6ubip Konmellnepa,
HOPMOBAHA GIOOKPEMIEHICMb CUHZYNAPHO20 YUCT.

Beryn
CreranorpadidHa cucrteMa ChOTOJHI € OJHOI0 3 HANOTYXKHIIIMX CHCTEM 3aXUCTy
iHpopMarii, ska Ja€ MOMJIUBICTH NPUXOBAaTH caM (PaKT HASBHOCTI CEKPETHOTO
MOBIIOMJICHHSI IIUIIXOM HOTO IOMEpPeIHBOr0 KOMYBaHHS, B pe3yabTaTi YOro
oTpuMyeThcsa nonatkoBa iHGopmanis ([I), 1 BOymoBu B meskuil iH(opmamiiHmiA
00’€KT — KOHTEWHep, 110 HE MPHUBEPTAE yBard, B SKOCTI SIKOTO B CY4aCHHX yMOBAax
HaifyacTimme BUKOPHCTOBYeThCsl 1mppoBe 300paxkenHs (L[3) [1], mo i
posrmsinaeTbes B poboTi. PesynapraTtom BOynosu /11 € creranonosigomnenns (CID).
Jlo creraHorpagiuyHoi CHCTEMHM BHCYBA€ThCSI HHU3Ka BHMOTI, CEpel SKHX:
CTIHiKiCTh 10 BHSBIEHHS (cTeraHoananisy [2,3]); crilikicTb 10 aTak INIpOTH
BOynoBaHoro nosinomieHHs [4] — 30ypuux aiit (3/]), sixi 3miHroroTh MaTpuiio CII;
3abe3nedyeHHs HamidHocti cripuitHaTTs CII (3MiHM, M0 BHOCATHCS npu BOynoBi JII
HE TOBHMHHI OYTH NOMITHHMH); 3HAa4YHa IPOIYCKHA CIIPOMOKHICTH NPHUXOBAHOTO
KaHally 3B’A3Ky; MOJIMBICTh 3a0esneueHHs aBTeHTHdikamii [5]; He3HauHOI
00YHUCITIOBATILHOI CKIAJAHOCTI TomIo [6]. OpHOYacHE 3aJ0BOJICHHS BCIX IIUX BUMOT
BUKIIUKA€ TPYAHOIIi, ajXe 3aIOBOJICHHS MAESKMX 3 HHUX BHMara€ BHKOHAHHST
B3a€MOBUKIIOYHAX yMOB. Tak Bimomo [7], mo Mozamdikaiisi BHCOKOYACTOTHHX
CKJIQIOBUX BeJle JI0 HailMEHIINX Bi3yalbHHX CIOTBOPEHb BHXIJHOTO 300pa)KeHHS.
OpHak 3acTocyBaHHs jgaHoro (akTy Ha TMpakTHIi B oOmacti creranorpadii He
3aB)KIM BUNPABIAaHO B CHJIYy TOTO, IO MNpHU BUKOpUCTaHHI s BOymosu /Il
BUCOKOYACTOTHOI CKJIa70B0i 300pakeHHs ofepxyBaHe CII BUSBUTbCS UyTIMBUM 10
Oyap-SIKMX aTaKk MpOTH BOYJOBAHOTO MOBINOMIJICHHS, IO 3MYIIy€ HIYKATH iHIII,
KOMIIPOMICHI MOXKJIMBOCTI 3a0e3rneueHHs HeoOximHux BiuactuBocTedd. e omamm
MPUKJIAJOM B3a€MOBHKIIIOUHHX BUMOT Ha TMPAKTHUII MOXKHA BBKATH 3a0€3MECUCHHS
SIKHAHOIBIIOT TPOITYCKHOI CIIPOMOXKHOCTI TPHXOBAHOTO KaHANy 1 HaXidHOCTI
cinpuiiaarTs CII, ockinbku 31 301IBIICHHSM IPOIYCKHOI CIIPOMOXKHOCTI, SIK
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TpaBuIIo, HMOBIpHIiCTB HEIOMITHOCTI CIIOTBOPEHB B pe3yibTaTi
creranoneperBopenHs (Cllp) 3smenmyetses [1].

BpaxoByroun BHIle3a3Ha4Y€HE, HA NPAKTHII OO yBaru OepyThCs KOHKPETHI,
nepenbavyBaHi, yMOBH BHKOPHCTaHHS KOHKPETHOI cTeraHorpadiqHoi cucremH, 3
OTJISIZIOM Ha sIKi GOPMYIOTBCS IPIOPUTETH BUMOT JIO CTETaHOCHCTEMH [ 8].

Ha chOrofHi axkTyalbHOI, TaKOK, ILI0 HE Ma€ OCTaTOYHOTrO pIllICHHS,
3aIMLIAETHCS 33J1a4a CUCTEMAaTHYHOro 3a0e3neyeHHs HaaiitHocti cripuinsaTrs CII,
30KpeMa MpH BHKOPHCTAaHHI CTeraHorpaiyHuX METOIB, CTIMKHX 0 aTak MPOTH
BOYZI0BaHOTO MOBiZOMJIeHHs. Bigomo [9], mo st Toro, mo6 icHyBana HoTeHMLiHHa
MoxuBicTs aexonyBanus [l 3i CII, mo migmanoce 31, 30ypeHHs1 KOHTeliHepa B
pesynbrati BOynoBu JII moBuHHO OyTH He MeHIIe, HDK 30ypeHHS, IO €
pesynsraTtoM araku Ha CII. BpaxoByroum me, odeBHMAHO, IO I 3a0e3NedeHHS
crifikocti CII mo 3maunmx 3J] crorBopeHHs KoHTeiHepa npu Cllp, sk mpasmio,
OymyTh OLTBIIMMH, HIK KOJH 3amada 3a0e3MEeUYCeHHS CTIMKOCTI JO aTak MIpPOTH
BOYZIOBaHOTO MOBIIOMJIEHHS HE € KpuUTH4YHOIO. lle o3Hawae, mo mid CTIHKUX
CTETaHOAITOPUTMIB 3amada 3abe3medeHHs HamiHocTi cnpuiHATTA CII € Oinbm
aKTyaJIbHOIO 1 moTpebye Oumbmux 3ycwnb Juid 11 pilleHHS, HDK Ui
CTETaHOAITOPUTMIB, Bl SAKUX CTiiKicTh He BuMaraetbcs. Came mid 3amadi i
MIpUCBSYEHA JaHa poOoTa.

AmnaJi3 npo0iemu

[MuranHs po3poOKM JOCTATHIX YMOB 3a0e3MeUeHHs HaJiHHOCTI CIPUHHATTS,
criiikocti CII mo 3/1 He pa3 migHiManucs BYeHUMH-cTeraHorpadamu. Tak B [9] Ha
OCHOBI 3arajJbHOTO MiAXOAy IO aHami3y cTaHy iHpopmauiitnux cucrem (3I1AIC)
Oymo 1oBeneHO, IO 3 METO 3a0e3leueHHs 3HAYHOI HMOBIPHOCTI HaailHOCTI
cnpuitasatTs CII BOynoBy /Il B LI3-koHTeiHEp AOLITBHO pOOUTH TaKUM YHHOM, 100
30ypeni B pesynbrari CIlp cunrymspri Bektopu (CHB) marpumi kxonTteiinepa
BIJINOBIZIAIN MaNuM 3a 3Ha4eHHSIM cuHTryisipHuM uncinaM (CHY); 30ypenHs Oynab-
skux CHY Oynu He3Haunmmu. J{nst 3a0e3MeUeHHsT CTIHKOCTI CTEraHOCHUCTEMH JI0
aTak mpoTU BOYJOBAHOTO IOBIOMJICHHS JOCTaTHRO, 10O B mporeci BOymosu JII
30ypeHHs1 OTpMManu HedyTnuBi no 3J] mapamerpu moBHOro HaboOpy MarpuIi
KOHTelHepa, skuid ckiaagaeTbes 3 CHB 1 CHY, mo BU3HAYarOTHCS OTHO3HAYHO IS
marpuii I3 HUIIXOM 3acTOCYBaHHS HOPMAJIbHOTO CHHIYJISIPHOTO PO3KJIAJaHHS
[10]. Orpumani gocTaTHI yMOBH € 3aralbHUMH, MOXYTh OYTH 3aCTOCOBaHHMH
HE3aJIeKHO BiJl TOTO, B sKii obmacti 1[3-koHTeltHepa (pocTOPOBiii, IIepeTBOPEHHS)
BinOyBaetbest Cllp, ame iX ofHOYAacHE 3aCTOCYBAaHHS € YTPYIHEHHM, OCKIIBKH,
30KpeMa, HeuyTimBi g0 30ypuux gaiii CHB BiamoBigaroTh HaWOimbmIuM 32
3HauenHsiM CHY, mo cymepeunts nocTaTHii yMOBI HamidHOCTI CHPHUUHSTTSL
AHaoriuHe 3ayBakeHHsI MOXKe OyTH BUCYHYTHM JIO TOCTaTHIX YMOB, OTPUMaHHX B
[11] B obmacTi neperBopenns Y onma-Anamapa nuisixoM Bukopuctanas 3I1AIC, Ha
OCHOBI SIKOTO OYJIM BCTaHOBIICHI 3B’SI3KM MK TpaHCOpMaHTamMu Y onra-Anamapa,
KoeimieHTaMH  IHCKPETHOTO KOCHHYCHOTO TIEPETBOPEHHS 1  CKJIAQJOBHMHU
CHHTYJISIPHOTO PO3KJIaJIaHHS BiAMOBITHUX MATPHIIb.
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OpHax yci 10CTaTHI YMOBH BUMAraroTh IXHBOTO BPaxyBaHHS IIijl 4ac PO3pOOKH
creraHorpaguyeckoro Merony. s HasBHUX METOJIB 3aJOBOJICHHS iCHYIOUUM
JIOCTaTHIM yYMOBaM BHIMarae, sk IpaBHJIO, IXHBOI IeBHOI Momudikamii abo B3arai
HE MOXe OyTH peai3oBaHMM, XO4a HAJIHHICTh CIPUHHATTA, CTIHKICTB O arak
TaKAMH METOJAMH MOXE 1 He 3a0e3MeuyBaTHCsl CHCTEMAaTH4HO, SIK, HANpHKIAN,
METO/IOM, 3alpPOIOHOBAHUM B [4], sIKHil 10 IIbOTO MOMEHTY 3JIMIIAETHCS OAHHM 3
HaWOLIBII CTIHKMX O aTakd CTHCKOM 3 MaJuMH KoeQillieHTaMu SIKOCTi, aje He
3abe3nedye CUCTEeMAaTHYHO HaAiiHICTh cpuiHATTS opmoBanoro CIL.

Moaundikariss MeToqy He € TpUBIaIbHHM NHTaHHAM. BoHa BHMarae 3MiH
MaTeMaTH4HOro Oas3ucy, 3MiH B INpPaKTHU4Hill peamizauii, mpu LbOMY OyIb-sfKa
Mozaudikaris MeToy, CIpIMOBaHa Ha MOJNIMIICHHS KOHKPETHOI BIACTUBOCTI, MOKe
MOTIPIINTH IHIII TOKa3HUKH METONy. 3 ypaxyBaHHSM LOTO OaKaHUM € TOIIYK
MOKJIMBOCTI TIOJIIIIIEHHS pe3yJIbTaTiB 3aCTOCYBAHHS CTETaHOMETOY, PO3IIHUPEHHS
oGuracti Horo 3acTocyBaHHs Oe3 Oyab-aKoi Moandikarii.

VYci KoHTeiHepH, 110 BUKOPUCTOBYIOThCA B cTeraHorpadii, MojkHa pO3IUIUTH
Ha TpH Kiacu: oOpaHi, BUIaakoBi Ta HaB's3aHi [12]. Came BHOip KOHTeiHepa
JI03BOJIIE€ Haikpamie 3abe3mednTH HeoOXigHi BmactuBocti CII, ame Ha mpakTuii
HaifyacTilie KOHTEHHEep € BUIIaJKOBUM, HACIIAKOM 4Oro € Oa)KaHICTh HE3aJIeKHOCT1
BJIACTUBOCTEH CTETaHOAITOPUTMY BiJ BIIacTHBOCTeH KoHTeWHepa. OpmHak Oarato
HasBHHUX CTeTaHOrpaiYHUX METOJIB HE POo3paxoBaHi Ha BHIIAJKOBUI KOHTEHHEp,
Marou 0OMEXEHHS Ha 00J1acTh 3aCTOCYBaHHS, 1110 OYEBUITHO € iX HemonikoMm [8,13].
Tak B [14] 3ampornoHOBaHMI CTIHKUI 10 aTak IPOTH BOYZOBAHOTO IIOBIJOMIICHHS
MeToa, mo pobuts BOynmoBy /Il B mpocToposiit obsacti L[3-koHTeliHepa HUIsIXOM
MeBHUX 30ypeHb sCKpaBocTi mikcenmiB. Lleil meron He rapaHTye 3a0e3neueHHS
HaxifHocTi crpuitaartas CII, mo 3a3HadaeThcs omHuM 3 aBTOpiB B [15], ne
MIPOTIOHYETHCS HOro MoAM(DiKaIlis, SKa TeX HE BUPILIYIO IPOOIEMY OCTaTOYHO.

BinbIIicTh Cy9acHUX CTETaHOMETOJIIB, 30KpeMa PO3IIIHYTI BHIIE, € OJIOKOBUMU
[16,17], mo no3Bonsie: Kkpaiie 3a0e3MEYUTH iX CTIHKICTh JO0 aTaku CTHCKOM;
MOPIiBHSHO HE3HAYHY OOYMCIIOBAIBHY CKJIAIHICTh, OCKUIBKU TYT, HE3aJEKHO BiX
KOHKPETHKH c1oco0y 0O0poOKH oKkpeMoro OIOKy, Uil MaTpulli po3MipoM NXN BoHA
CTaHOBUTH O(nz) omepaniii, TOOTO BH3HAYAETHCA KIUTBKICTIO HEMEPeCiuHuX

OJIOKIB; MOXUIMBICTH po3mapanentoBaHHs Tomo. O4eBHIHO, MO OJOKH B MeXax
onHoro 13 po3pi3HsIOoThCS MO CBOIX BIACTHBOCTSX 1 BUOIp cepell HUX ISl BOYIOBH
I mpuammmoBo Mosxe 3ade3neunTn neBHi Bumoru 10 CI1 HaBiTh mpu BUIIAAKOBOMY
KOHTEIHepi, TOOTO € TUM JDKEPEIOM, IIPH BUKOPUCTAHHI SKOTO iCHYE NPUHIUIIOBA
MOXJIMBICTE  3a0e3neuntu HafaidHicTs cnpuitaarts CII  gnga  goBinmbHOTO
CTETaHOMETOJIY, HaBiTh CTIIKOTO JI0 aTak MPOTH BOYZOBAaHOTO ITOBiTOMIICHHS, JJIS
BUIaaKoBoro L[3-koHTeiinepa.

Memoio po6GoOTH € TiABUIIEHHs e(eKTUBHOCTI cTeraHorpaiqHoOl CHCTEMH IpH
BUKOPUCTAHHI JIOBUTFHOTO CTETaHOMETOAY I BHIAJKOBOTO KOHTEHHEPY IIIIXOM
po3pobku MeToay Bubopy 6isokiB 1[3-konreitnepa mis Cllp.

[lix edexTHBHICTIO CTEraHOCUCTEMH B pOOOTI PO3YMIETHCS  CTYIiHB
3a0e3medyeHHs HapiiHocTi crnpuiHATT CII, $Ka KUIBKICHO OLIHIOIOTHCS
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CTaHAAPTHUM JuIs cTeraHorpadii 4MHOM — pi3HMLEBUM mNoka3HHKOM PSNR -
MIKOBHM BiJHOLICHHSM «CUTHAI-UIym» [1].

3Bu4aiiHo, Oynmb-skuil BHOIp OJOKIB KOHTEHHepa IIOTEHIIIHO 3MEHIIye
MOJXKJIUBY MPOITYCKHY CIIPOMOXKHICTH (DOPMOBAHOTO HMPHXOBAHOIO KaHANy 3B'S3KY,
ane, mo-mepie, TakWil BUMYIICHHH 3axiJ JacTh MOXJIMBICTH JJIsi BUKOPHCTAHHS
iCHyroUnX e(eKkTHBHHX MeToliB 0e3 Oyap-akux ix Momudikamiii B ymoBax
BHUMAJKOBOTO KOHTEHHepa, MO-Ipyre, 3 YypaxyBaHHSAM OYpXJIHBOTO PO3BUTKY
CTEraHOAHAJITUYHUX METOJIB BHUKOPHCTAHHS CTETaHOMETOJIB B yMOBaxX Mayoi
HPOITYCKHOI CIIPOMOXHOCTI CTEraHOKAaHAIy € IOLIMPEHOI CYYaCHOIO TEHJCHLIE0
[18].

Jn1st TOCATHEHHS TOCTABIIEHOT METH B pOOOTI PO3B’SI3YIOTHCS HACTYIHI 3a0aui:

1. BusnaueHHs mapamerpa Onoky wMmatpumi I3, mo mae KinbKicHY
XapaKTepPUCTHUKY PO3IOJIY HOro YacTOTHHMX CKIIAQJOBHX HE3aJexHO BiX (opmary
30epexeHHs (3/6e3 BTpar) 300paskeHHS;

2. Pospobka meroxy Bubopy 6mokiB L[3-konreiinepa ms ClIlp, 3acHOBaHOTO
Ha aHaJIi31 HOpMOBaHOI BiToOKpeMyieHOCTI MakcuMansHoro CHY 61oky;

3. Pospobka meroxy Bubopy I[3-koHTeliHepa uis migBHIICHHS e)eKTUBHOCTI
JOBLIBHOTO cTeranoMerony 6e3 Horo Moudikarii.

InTerpanbHuii NOKA3HHUK PO3NOAITY YACTOTHHUX CKJIAZOBHX 0JI0KY HH(POBOro
300pasKeHHsA
Ipn BOynosi I ms 3abe3nedeHHs Pi3HOMAHITHUX BIACTUBOCTEI OTPUMYBaHOTO
CII BaxJuBHM € Te, sIKi came 30ypeHHsI OTpuMyIoTh B pe3ynbrari Cllp ¢popmansHi
rmapaMeTpH KOHTEHHepa, 30KpeMa 4acTOTHI Koe(illieHTH, TapaMeTpu CHHTYJIIPHOTO
PO3KIIagaHHs BiAIIOBIHOT MaTPHIIi TOIIO, Ta JIOKAIi3allisl HUX 30ypeHb.

Hexait F — nxn-marpuna L3-koHTeifHepa, mo miggaeTbcs po30OHMBLI Ha

Henepeciuni IxI-6noku By, i,j=1 |n/ | |, CTaHJAPTHUM YKMHOM [7], e [] - uina

YacTHHA apTyMEHTY. biioku MaroTh pi3Hi BIacTHBOCTI B Mexax ogHoro L3, 3okpema
MalOTh DI3HMH BMICT YaCTOTHHX CKJIaJOBHX. SIK BKe 3a3HA4aylocs BHIIE, MPU
OKpeMOMY po3rsifl ogHuX 3 ocHoBHHX BuMor mo CII, a came 3abe3medeHHs
HAJIHHOCTI CHPUHUHATTA Ta HeuyrTnuBocTi a0 3J1, s 3abe3medeHHs mepuoi
OaxaHMM € 3a/1i10BaHHs B npoleci BOyxoBH /Il BUCOKOYAaCTOTHOI CKJIaJOBOI, B TOH
yac, sIK JUIl 3a0e3NedYeHHs CTIMKOCTI NPIOpUTET Mae HU3BKOYACTOTHA CKIIAIO0BA.
OnHOoYacHe MaKCHMajbHE 3aJ0BOJICHHS IMX BUMOT € HEMOXJIMBHM, aje Il
JOCSITHEHHSI TIEBHOTO KOMIIPOMICY Oa)kaHMM € BH3HA4YeHHs (IPU MOXKIHMBOCTI)
TaKoro rapameTpy, SIKMi Ou JaBaB iHTErpajbHY XapaKTepPUCTUKY CTYIEHsS BMICTY
PI3HUX Y9acTOT y KOHKpeTHHU O10K. Came Takuii mapameTp MpH HOTo BUKOPUCTaHHI
JTacTh 3MOTY [uIsl BUOOpY mykaHux 0710kiB st CIIp 3 moTpiOHUM CIiBBiTHOIIEHHSIM
YAaCTOTHHUX CKJIaJIOBUX.

B sAKocTi Takoro IHTETpalbHOTO MapaMmeTpy 3 YypaxyBaHHSIM pE3yJIbTATiB
Jociipkenb, nposeneHnx B [19,20], nponoHyeTbcsi BUKOPUCTOBYBaTH HOPMOBAHY
BiftokpemieHictb MakcumansHoro CHY 6nmoxky (HBMCY) I13. ITokaxemo, mo ii
3HAUCHHSI € 3araJJbHIM [TOKa3HUKOM BMICTY YaCTOTHHX CKJIAJIOBUX B OJIOK.
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Hexaii
B=UxV" 1)

- HOpMaJbHE CHHTYISIpHE po3kiamaHHs O1oky B nesxoro I3 [10], me U, V —
OpTOTOHaJIbHI MaTpuui, cToBmi Akux U;, V; , i=11, ¢ niBumu i mpasumu CHB

BinmosizHo, mnpu 1npomy JiBi CHB € nexcuxorpadiuHo  JgomatHuMH,
s = diag(0,(B)..... &, (B)),

,(B)>..>05,(B)=0 @)
- CHY B, (Ji(B)1 u;, Vv, ), i :]j, - cuHrymspHi Tpidikm. [Jlng GiokiB

opurinansHOoro I3, HesamexxHo Big ¢opmary 30epekeHHs (3/6e3  BTpar)
CHIBBITHOMIEHHS (2) MOXHA YTOYHUTH:

o,(B)>>0,(B)>..>5,(B)>0. @)

HopmanbHee cuHrynsipHe po3kiagaHHS B yMoBax BiacyTHocTi kpatHux CHY
BH3HAYAEThCs 01HO3HAYHO [ 10] Ha BinMiHy Bix 3Bu4aiiHoro [21].

MiX CHHTYIAPHUMH TpiHKaMH 1 9acTOTHHMH cKiagoBuMu (6sokiB) 113 icHye
NeBHA BIANOBIAHICTE [9]: CHHTYISpHI TpIiHKHM, IO MICTATh MaKCHMAJbHI/
MiHiManbHI/ cepenHi 3a 3HaueHHsM CHY, HecyTh B c00i, TOJOBHUM YHHOM,
iH(pOpMaLIi0 PO HU3BKOYACTOTHY/BUCOKOYACTOTHY/CEPEAHBOYACTOTHY CKIIAIOBI B,
ane 1 BCl i1HII YaCTOTHI CKJIaJO0BI B Pi3HUX CIiBBIJHOIIEHHAX OyIyTh NPUCYTHIMH B

KOXKHIH MaTpHIli o'i(B)uiviT , MO € JOJaHKOM B CHHTYJISIPHOMY PO3KJIaJaHHI B
. L. . I

Gbopmi 30BHImAHIX 10OyTKiB [21]: B =yUzVT = z O'i(B)UiViT . IIpn upomy came
i-1

CHUY B nux Tpilikax € BiJMOBITATEHUMHU 32 OCHOBHY YaCTOTHY CKJIaJIoBY Ojoka. Lle

BurumBae 3 macrymuoro [9]. Emepris E (B) IxI-6moxy B 113 Bushauaetbes y

BimoOBimHOCTI 3 (popmynamu: E(B) = ii P(u , V) = ZI: GiZ (B)’ e
=

u=0 v=0

P(u,v),u=0,1-1,v=0,1 -1, - eneprernunnii crextp B. s Gnokis 13 unm
MEHIIIE BHCOKOYAaCTOTHA/HM3bKOYACTOTHA CKJIAJOBa, THM OUIbIIE/MEHIIE Mepiie
CHU Binpi3useTbes Bin Beix iHmmX y BixnosigHocti 3 (3) [19,20]. TakuM uuHOM,
CTYHiHP M€l BIMIHHOCTI MOKHA PO3TJSAATH SK TOKAa3HUK BMICTY TMEBHUX
YacTOTHUX CKIamoBux y Omok I[3. Ame cuHTYmspHI crekTpu OJOKIB myxke
PO3pI3HAIOTECSA Mik coboro. Tak, HampHUKIIaA, IKIIO PO3TIHYTH ABa 8X8-0moku 13
(puc.1(a) — micus po3TanryBaHHS OJOKIB TO3HAY€HI YEPBOHUMH CTPLIKAMH), TO iX
CHHTYJSIPHI CIIEKTPH BH3HAYATHCS] HACTYITHAM YHHOM:
897.7032, 15.2044, 4.5597, 2.9882, 1.7688, 1.6169, 0.5087, 0.3562;
1.0e+003 *1.3086, 0.0655, 0.0137, 0.0057, 0.0029, 0.0022, 0.0017, 0.0007. (4)
OueBuIHO, IO CHiBBiAHONIICHHS M 3HaueHHssMH CHY pi3HuX OJ0KIB MOXYTh
HACTIIBKM BIIPI3HATUCS MK COOOO, M0 BCTAHOBUTH II0 HHUX MOPIiBHSIHE
CHIBBIIHOIIEHHS MK BMICTOM BHCOKO/HU3bKO/CEPEIHbOYACTOTHUX CKIIAIOBUX IJIS
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pisHux OyokiB Oynme ckiamHo. AJjie KapTHHA CTae OUTbII 3PO3YMUIOIO MiCIKs
HOPMYBAHHS CHHTYJISIPHOTO crekTpy. [lo3HaunmMo o = (O-l(B)’ ,(B)..., o, (B))T

- BEKTOp CHHTYJIIPHOTO CIEKTPY OIIOKY B; & = O—/Ho- - HopMmoBaHuii Bekrop CHY,

e ”o—” HOopMa o . lnsi o BimHOCHI crhiBBimHOmeHHS Mixk CHY € oueBnmHNMH,
OCKUTbKM BCi HOTO €JIeMEeHTH HajexarTh OJHIM MHOXWHI — cermeHty [0,1].
[Toka3HUKOM CTyNEHs BiAMIHHOCTI o-l(B) Bin iHmmx CHY Gnoky, a Tomy
KITBKICHOIO  XapaKTEPUCTHUKOI0 BHECKY IIEBHHX YacTOT B OJIOK, BHCTYIae
HOPMOBaHa BiJOKPEMJICHICTh o-l(B). HopmoBaHa BiIOKpeMIICHICTh svdgapn(i)
CHY O—i(B) BU3HAYaeThCs Yy  BigmoBimHocTi 3 dopmymnoro  [19,20]:

svdgap, (i) =min ‘EJ —oil»me o, i =1,1 - xomnouenTn BekTopa o . Tozi:
i#]j

svdgap, (1)= 01— o2 (%)
IIpu ubomy svdgapn(l)e]o,l]. 3HaueHHs HyJIS BUKIIOUAETHCS 3 MOYIIMBHX LIS

svdgap, (1) 3aBAAKH (3).
Bpaxosyroun [20], MoxHa 3po6uTn BUCHOBOK, 10 4nM Omwkue svdgap, (1) bi (o)

OJIMHHUII, TUM OUIBIIOIO € CTYIiHb BIIHOCHOTO MEPEBHIICHHS O 1, a TOMY 1 o-l(B)

Beix iHmux CHY 00Ky, THM MeHIIe iX BiTHOCHHI BHECOK B CHHTYJISPHHUI CIEKTp
(B eHeprito OJIOKy), THM OijblIe/MEHIIE BiTHOCHUH BKJAJ HH3bKOYACTOTHOI/
BHCOKOYaCTOTHOT CKJIaI0BO1 B 11e#i 6J10K. [I1s po3mIIIHYTOTO BHIIE NIPHKIana OIOKiB

3 CHHTYJISIPHHMH CIIEKTpaMH (4), BIATIOBITHI BEKTOPH O MAIOTh BUTIIS:
0.9998, 0.0169, 0.0051, 0.0033, 0.0020, 0.0018, 0.0006, 0.0004;
0.9987, 0.0500, 0.0105, 0.0043, 0.0022, 0.0017, 0.0013, 0.0006,
Ipu upomy s nepuoro 3 610kiB svdgap, (1)=0.9829, TOAI SIK JUISL IPYTOro
svdgap, (1) =0.9487, To6TO Ha 4% MeHIIIe, 1110 TOBOpE PO IPYTHid OJIOK 5K TaKHi,

BMICT BHCOKOYAaCTOTHOI CKJIAIOBOI B SIKHil € BIATHOCHO OUITBIINM, HIX B TIEPIIHH, IO
TIOBHICTIO BIATIOBIZA€ peasIisiM, sIKi 9iTKO IPOCIIIKOBYIOTHCS IO MAaTPULSX OJIOKIB:
81 98 109 111 111 116 121 129) (103 148 167 176 178 179 176 166

83 103 108 110 113 117 121 127 | | 106 153 166 176 178 180 179 174
85 101 108 110 114 118 121 126 | | 110 155 169 175 178 182 179 176
88 102 108 109 114 119 122 127 | |112 157 168 175 179 181 178 175
89 103 107 110 116 120 123 127 115 160 171 175 179 178 174 166
91 106 106 110 116 119 122 127 120 162 172 175 178 177 153 131
93 109 108 111 116 120 123 127 124 163 171 177 177 176 151 127
96 112 108 109 116 120 125 129 129 165 169 178 179 174 151 141
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Tyt oueBHOHUM € OUIBII 3HAYHUII Mepemnan 3Ha4eHb SICKPABOCTI Ui JPYroro
OJIOKy, SIKMIi TOBOpE PO HASBHICTH KOHTYPIiB 00’€KTiB, L0 JIOKATi3YIOTBCS B
00J1aCTi MepIIoro i Ipyroro CTOBMIIIB, @ TAKOXK 6-T0, 7-T0 i 8-TO CTOBIIIIB B 00JIaCTi
PSIOKIB 3 THMH X HOMEpaMH, B MEXax L[bOro OJIOKY.

Posrmsnemo 113 y BHIsAi CyKymHOCTI HemepeciyHUX OJIOKIB, OTPHMAaHUX
CTQaHJIAapPTHUM YHMHOM, [0 OYEBHUAHO BiJPI3HSIOTBCS  CTYIECHEM BHECKY
BHCOKO/HU3bKOYACTOTHOI CKJIanoBoi. [Iyisi HAOYHOCTI MPHUKIAIH TaKUX 300pakeHb
npexcraBieni Ha puc.l(a) - [[3 31 3HauHMMM TepenagamMu 3Ha4eHb SICKPABOCTI —
BEJIMKA KIUIBKICTh O0O0’€KTIB PpI3HOTO0 pO3Mipy, MOpPIBHSHO 3HAYHUH BMICT
BHUCOKOYACTOTHOI CKJanoBoi, Ha puc.2(a) — L3, mo Mae BeIMKy 4YacTHHY 3
HE3HAUYHUMH IIeperafgaMy 3HaueHb SICKPAaBOCTi, He3HAUHY KUTBKICTh 00’ €KTiB, TiHII
KOHTYPIB Ha 300pa’keHHi, HOPIBHSIHO 3HAYHUI BMICT HU3bKOYAaCTOTHOI CKJIaoBoi. 3
OTPHUMAHOTO BHINE BHIUIMBAE, IIO JUIL APYTOro (Hami — «(pOHOBOT0») 300paskeHHS
KUTbKICTB OJIOKIB, Jie svdgap, (1) ~1, Oyne 3HaYHO OuIBIIE, HIX JUIS IEPIIOTO (aii

— GKOHTYPHOTO»), KPiM IEOTO, TS IEPIIOro Moxe OyTH 3HauHa KUIBKICTH OJIOKIB,
SIKI MICTSTh Maji JeTali, KOHTYpU, MaloTh 3HAYHI Mepenaad 3Ha4eHb SCKPaBOCTI
. . << . . .
mikceniB, ToOTO e svdgap, (1) <<1  pi i mepenbadyeHHs B CYKYINHOCTI
iATBEPIDKYIOThCS. KOHKPETHHUMH BIACTUBOCTSAMU TiCTOIPaM sydgap (1) At X 103,
n
sKi ouiKkyBaHo BizpisHstoThes. [osnaummo I i I - ricrorpamu svdgap, (1) a1
¢onoBoro i kouTypHOTO 113 BiAmoBiAHO.
Binminnocti y BnactuBoctsx I't 1 1, oOymoBneni crymenem BigHOCHOTO
BHECKY BHMCOKO/HMU3BKOYACTOTHOI cCkiIamoBoi B Oimok L[3 i, BpaxoByrouu, m0io
nepeBakHa KUTBbKICTh OJokiB (hoHOBOTO 300paxkeHHs Mae CHY O_Z(B)""’O_I (B),

3HAUYeHHsS SKUX TOPIBHAHI 3 HyJeM, a svdgapn(l) MOPIBHAHY 3 OAMHHIEIO, €
HACTYITHUMHU:

e Momu m(FF)i m([‘K) ricrorpam I: i | BiJIIIOBIIAIOTE CITIBBIHOIIEHHIO:
m( ) = m(r, )

e 3HAaYeHHS B  MOJax V(m(rF )) i V(m(rK )) BiJIIOBiAIOTH
CIiBBiIHOMIEHHIO: \/ (m(rF )) >V (m(rK )) .
ITpu 11bOMY HE3HAYHOMY OKOJIY m(FF ) BiIOBiNaE, K NPABHIIO, BKJIA NIEPEBAXKHOT
6impmrocti 6mokiB I3 (axx 10 95%), ToAl SIK M1 KOHTYPHOTO 300paXX€HHS I03a
TaKUM OKOJIOM, SIK TIPAaBWIIO, OyAe 3HAXOAMTHCS BKJIAJ 3HAYHOI KUTBKOCTI OJOKIB
(mmonan 50%);

* B T PO3KHI MOXIMBHUX 3HAYCHb sydgap, (1) HE MepeBUILye PO3KUL B T
IpH IBOMY 3HA4Y€HHs ricrorpamu [ B apryMeHTax, WO HE HANEKATh MaJOMy

OKOJIy MOJIH, OyAyTh OPIBHSHI 3 HyJEM.
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HopMOBaHA BITOKDEMICHICTE Mak¢IMambHoro CHY HopmoeaHa BITOKPeMIeHICTE MakcHMansHore CHY
0 B

Pucynok 1. I'crorpamu 3nauers HBMCU 11t KOHKpeTHOTO «KOHTYpHOTO» L13: a —
opurinansue L3 B popmari 6e3 Brpar, 6 — [, st opurinansoro L[3; B -

ricrorpama HBMCY st 113, nepes6eperxenoro y ¢popmar Jpeg (QF=75)

Bini6’erbes Ha svdgap, (1) 1 TIpoIIeC 3MEHIIICHHS BUCOKOYACTOTHOI CKIIaJ0BOL

y Onokax L3 (mesamexxHo Bix iforo mepsicHoro dQopmaty (3/06e3 BTpar)) B
pe3yabTaTi BiamoBinHOi 06poOku 13, Takoi sk po3MuTTH, 30epekeHHs B popMaTi 3
BTpaTamMu TOWIO: BiAOyeTbCs «3CyBy» sik I, Tak i T, BIIPaBO, IO € PE3yIbTATOM

HE3MEHIIEHHS svdgap, (1), SIKUI TIpU3BEJIE JI0:

e HE3MEHUICHHS 3HAa4YEeHb m(rF) i m(rK); 301TBIICHHS 3HAYCHb V(m(FF )) i

V(m(ry))-
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Pucynok 2. I'icrorpamu 3nauers HBMCU s koHkpeTHOTO «dhoHOBOTON 113!
a — opurinaneHe 1[3 B ¢popmari 6e3 BTpar, 6 — FF Juis opuriHaneHOoTO 113;
B - ricrorpama HBMCY st 113, nepes6epexenoro y popmar Jpeg (QF=75)

OTprMaHi TEOpETHYHI BHCHOBKH 3HANIUTM MPAaKTHYHE ITiATBEPKECHHSI B XOJi
00YHCITIOBAIBHOTO €KCIIEPUMEHTY, THIIOBI PE3yJIbTaTH SKOTO IIPOJAEMOHCTPOBaHI Ha
puc.1,2 y Bursszi ricrorpam suadens svdgap, (1) st 6iokiB 113, mo oueBHIHO

BiJIPI3HAIOTHCA BITHOCHUM BMIiCTOM BHCOKOYACTOTHOI/HU3bKOYACTOTHOI CKJIQ/IOBOI.

Bce BumieHaBeneHe rOBOpUTH Ha KOPUCTh BUKOPUCTAHHSA (5) SIK iHTETPAILHOTO
nmapaMerpa Uil OLIHKHM BKJIQJy BHCOKOYAaCTOTHOI/HM3bKOYACTOTHOX CKJIaJOBOi B
6nok 13 i mpakTHYHO HiITBEPPKYE MEPCIEKTUBHICTH MiAXOXy 10 BUOOpY OIIOKiB
s CIlp, 3acHOBaHOTO Ha aHANI31 svdga_pn (1)

Metoa BuOOpY 0JI0KiB 300paieHHsI-KOHTeiiHepa Jisi BOYJAOBH JA0AAaTKOBOI
indopmauii
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Sk 3a3HaueHoO BuIe, AJs 3a0e3nedeHHs MOTEHIIHHOT MOXIHBOCTI nekoxyBans {1
ITiciIs aTaky IPOTH BOYIOBAHOTO MOBIJOMJICHHS BEJIMYMHA 30ypEHHS KOHTeHHepa B
pesynsrati Cllp moBuuHa Oyt He MeHme, HiK BemmumHa 30ypenns CII B
pe3yNIbTaTi aTaky, HACHIAKOM YOro € OLIbII 3Ha4YHI 30ypeHHs KOHTeHHepa IIif Jac
CIlp 3a 1oIOMOroI0 METOMY, CTiiikoro 1o 3Ha4HuX 3/, a ToMy i1 3a0e3medeHHs TyT
HATIHHOCT] CIIPUIHATTS € OUTBII CKIAJHO 33/1a4€i0 B MOPIBHIHHI 3 aHAIOTIYHOIO
BHMOTOIO JUISi METOJa, 10 He 3abe3nedye CTiHKICTh. SICKpaBUM NPHKIAJOM TYT
Moxe ciyryBatu Meron Koxa i JKao, cTymiHb CTIHKOCTI SIKOro 10 aTak NMpPOTHH
BOY/IOBAaHOTO TOBIJOMJICHHS 3al€XUTh BiJl BHOOPH KOHKPETHHX KOe(ilieHTIB
JMCKpETHOTro KocuHycHoro neperBopenHs (JIKII) 6yoky, siki 3a1if0I0ThCs B IIpoIieci
BOynoBu /Il [1] — crilikicTh Oyae 3pOCTaTH 31 3MEHIICHHSM YacTOTH, KOCQIIieHTH
SIKOT 3MiHIOFOTECS TIeBHUM urHOM 1pu Cllp. Ilpu npomy mpu 3MEHIIEHHI 9acTOTH
BukopucroByBaHux koe¢imientiB JIKII npu CIlp Gyme 30imbIryBaTucs CTYIiHB
CIIOTBOPEHHS KOHTeHHepa i 3MEHIIyBaTHCS HMOBIpHICTH 30epeKeHHs HaaiHHOCTI
cnpuitasatTs CII (puc.3).

o B
Pucynok 3. Imroctpanis BisyansHoi sikocti CII, orpumanoro meronom Koxa i Kao
IIpY PO30MBIII MaTpHLi KOHTEeiHepa Ha 8X8-0I0KH 1 3a/1iF0BaHHI BCiX OJOKIB IS
ClIlp: a — opurinanshe 1[3-konTeiinep; 6 — CII, orpumane 3 Bukopucranusm (4,5) n
(5,4) xoedinientis AKII; B - CII, orpumane 3 Bukopucraussm (2,3) u (3,2)
koedimientis JJKII

MmoBipuicTs 36epexenns HagifiHOCTi cnpuitnaTTa (G10Ky) cnorsopeHoro 113,
BPaxOBYIOYM OCOOJIMBOCTI JIIO/ICBKOI 30poBOi cucteMu [7] 3pocTae, SKIIO Lie
300paxkeHHs1 (OJI0K) MICTUTh MaJIeHbKi JeTai, 3HaYHy KUIBKICTh KOHTYpIB, TOOTO
Ma€ 3HA4YHy BHCOKOYACTOTHY CKJIQAoBy. TakuM 4YnHOM, Ui 3a0e3MedeHHs
MOXJIMBOCTI 3aCTOCYBaHHS JIOBUIBHOTO, 30KpeMa CTiHKOro JO aTak IpOTH
BOY/IOBAHOTO IIOBIJIOMJICHHSI, CTETAHOITOPUTMA JI0 BHIIAJKOBOTO KOHTEHHEpa Mae
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ceHc 3aaitoBaty B nporeci CIIp 610ku KoHTeitHepa 3i 3HaYHOK BHCOKOYACTOTHOIO
CKIIaZI0BOI0, TOOTO TaKi, sIKi MAlOTh BiHOCHO BEIMKE 3HAUCHHS sydgap, @®)-

TakuM YHMHOM, OCHOBHI KpPOKH MeToay BHOOpy OnokiB I[3-koHTeiiHepa mis
ITiIBHIIIEHHS] HMOBIPHOCTI 3a0e3nedeHHs HafiiHocTi cipuiiHaTTs CII, B Tomy ducii
OTPUMAHOT'O 3a JIOIOMOIOK CTIMKOro 0 aTak HMPOTH BOYJOBAHOTO MOBiJOMIICHHS
cTeraHorpagigHOTO MeToNy, SIKHi naji Ha3uBaeThes SelectBlock, HacTymHi.

Kpox 1. Marpumo F I[3-koHTeitHepa po3MipoM NXN po30HTH CTaHIAPTHHM
4uHOM Ha Hemepecivyni |%|-Gmoku By, i, i =1,[n/1]- Pospaxysarn t — kinbkicts
OJI0KIB KOHTelHepa, HeoOXiqHy i BOynoBH JII, 1110 € pe3yapTaToM HONepeaHbOro
KOAyBaHHS 1 mpexacTaBisie HU(POBY, SK NpaBuio, OiHApHY, IOCIiZOBHICTE:

P1s P2seess Pt
Kpoxk 2. J1na xoxHOTO OJIOKY B,. i, i=1[n/1 E

2.1. O6unmcmtn CHY (3a 10MOMOTroOI0 CHHTYISIpHOTO po3kiamaHHs (1)),

BU3HAYHUTH BEKTOP CHHTYJISPHOTO CHEKTPY:  — s
3 ¢ Op ¢ y p oro crie py O__(O_l(Bii)'GZ(BiJ')""UI (BIJ)) ’

2.2. Bu3HAaUNTH HOPMOBAaHMH BEKTOP CHHTYISIDHOTO CHEKTpY OJOKy:

o=olo
2.3. 3uaiitn HBMCU 61oxy svdgap, (1) (5)-
Kpoxk 3. BriopsiakyBatu G10ku B;.i,i=1[n /1| 3a HecnananHAM svdgap, (1)

[epmri t 3 HUX — O6JIOKH, O peKOMEHI0BaHi [yt BOymosu Jl1.
O4eBUIHO, MO 3aCTOCYBAHHS 3allPOMIOHOBAHOTO METOJY MAa€ CEHC MPOBOIUTH
JIMIIE TOMI, KOJIH t < [n/ |], TOOTO, KO € MOXIHBICTh BUKOPUCTOBYBATH HE BCI

OJIOKH KOHTEIHEPY JUTS MEPECHIaHHS HasBHOTO CEKPETHOTO MOBIOMIICHHS. binmbine
TOTO0, OUiKyBaTH 3HAYHHUN €(PEKT MOKHA TOJI, KOIH t << [n / |], 1 TYT: 4nM Oinbmie t

BIZIPI3HSAETHCS BiJ [n / |], TUM Oinbllle «11ojie BUOOPY», THM Kpalluil pe3yibTaT B

ceHcl 3abesneueHHs HamiHOCTI cripuidHsaTT CII MoxHa odikyBatu. SIk mokasye
MPaKTHKa, METOJ Ma€ CEHC 3aCTOCOBYBATH, KOJIN
t<[n/1]/2- (6)
Sxmo (6) i 113 He BUKOHYETHCS, A NMEPECHIaHHS HAasBHOTO CEKPETHOTO
OB TOMJICHHST MO>KHA 3aCTOCOBYBATH Y SIKOCTI KOHTEifHepa He ojiHe, a Aekinbka 13
(un nudpoBe Bineo, Kaapu SIKOTO PO3MIAAIOTHCS K LI3), [ KOXKHOTO 3 SKHX
yMoBa (6) Oyne MaTu Micte.
3amponoHoBanuii Meton SelectBlock € ONOKOBMM, IO BH3HA4Ya€e HOTO
00YHCITIOBANBHY CKIAMHICTE st NXN-13 sx Q(n2 ), aie 1e He oOMexye 00macTb

HOTr0 3aCTOCYBAaHHA TIIbKH OJOKOBHMH CTETaHOTPAa(iYHUMH METOIAaMH: BiH MOXeE
OyTH BUKOPWCTAHHH i IJIi CTEraHOMETO/IB, IO HE € OJOKOBUMH, HANIPUKIAM, JUIS
(pi3HOMaHITHHX Moaudikauiit) Meroxy Moaudikanii HaiiMeHIIOro 3Ha4yHoro Gira
[22], Buninsroun B L[3-koHTeitHepi iforo oGnacti y BUMIsiAi 00'€aHAHHS OJIOKIB,
HaAWOIIbII CIpUATIMBI Uit BOynoBu JI1.
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TecryBanHs  3anpomoHoBaHOro Merony SelectBlock mnposommmocs 3
BUKopuctanHsM MHOXuHH 3 800 113 poszmipom 800x800 mixcenis 3 6a3 [23,24]. B
koskHe 3 ux 13, ki po3duBammcs Ha HemepecidHi §x8-0y0kn (3aragbHa KUIBKICTh
omokie — 10000) BOymoByBanacst I — copmoBaHa BUIIaJKOBHM YHHOM OiHapHa
MoCHiOBHICTh JoBXUHE t=3500, sKa TMPOTATOM BCHOTO EKCIIEPUMEHTY
3anuiuanacs He3MiHHO. BOymosa [II mpoBoammacs aBoMa crTeraHorpadiuHHUMH
meronamu: Koxa i JKao [1] i meromom, 3amponoHOBaHUM B [4], 110 Ha ChOTOHI
3QJIMIIAETHCS OJHUM 3 HAWCTIHKIIIMX 10 aTakd cTHckoM. Jlnms kokHoro I13-
xoHTeiHepa CIIp KOXHMM 3 METOJIB NMPOBOAWIOCS ABidi: O10km 1yt BOymosn I
oOupamcst JOBUTEHIM (BHITAJIKOBHM) YHHOM; OJIOKM OOMpAaHCs Y BiIIOBIAHOCTI 3
pexoMeHmamisMu, 1o Hamae SelectBlock. B xoxHOMY pasi oOuucIIOBamacs
KiJIbKiCHA omiHKa criotBopeHHs L[3-konTteitnepa — PSNR. Pesynbrarth, siki Hamaroth
0e3yMOBHY TIiepeBary Haja JOBUIbHHUM BHOOpoM O10Ky wmerony SelectBlock,
HaBeleHi B Tabun..l. 3adikcoBane minBuimenHs 3HaueHHs PSNR nHa 8.39% s
metony Koxa i XKao, i Ha 7.13% nmst metomy [4].

Ta6mums 1
Cepenne 3nayennst PSNR B pesyabtati BOynosn A1
Cepenne 3nauenus PSNR (dB)
Creranomeros Bubip 6710KiB BUNaAKOBUM Bu6ip 610kiB 3
YUHOM BUKOPHCTAHHIM
pexomeHpauiit SelectBlock
Koxa i XKao 42.54 46.11
Merton [4] 41.23 44.17

Metoa BuzHaYeHHS HMQPOBUX 300paxKeHb, HeGAKAHNX /I BHKOPUCTAHHA B
SIKOCTi cTeraHorpaiuHux KOHTeiiHepiB

3anponoHOBaHMK TMiIXin, 3acHoBaHWii Ha BuKopuctanHi HBMCUY, moxe Oytu
3acTOocOBaHMM Jns BigkumaHHa L3, ski He OakaHO BHUKOPHCTOBYBATH B SKOCTI
KOHTeHHepa — 300pakeHb, 10 MAIOTh 3HAYHY YaCTHHY 3 HEBEJIMKHMH IepenagaMu
3HAYCHb SCKPaBOCTI TmikcenmiB. | xoua me He 3abesneuye epeKTHBHY poOOTYy
CTETaHOMETOJIy 3 BUIIAJIKOBHUM KOHTEHHEpOM, a mependadae Horo BHOIp, aje aae
MOJKJIUBICTh MiJIBUIIUTH €(QEKTHBHICTh HASBHUX METOMIB 0e3 X Momudikarrii.
Buxozasun 3 BUIIEHaBEIEHOTO, MOTPiOHI BUCHOBKH MOKHA 3pOOUTH, aHATI3YIOUH B
cykynHocti Bractusocti Onokis 113, To6to anamizyroun ricrorpamy svdgap, (1)

OJOKIB.

OCHOBHI KPOKH METOJY, 1[0 BUKOPHCTOBYETHCS IS «BIIKUIAHHD» HeOakaHUX
Jutst poiti koHTeitHepa L3 1 mani nasuBaetses Selectimage, nactymmi.

Kpox 1. Marpumo F 113 po3mipom NXN po30UTH CTaHIAPTHHUM YHMHOM Ha
HenepeciuHi |%|-6moxn By, i, j =1[n/1]:

Kpok 2. CniBnanae 3 kpokoMm 2 merony SelectBlock.

Kpox 3. Tlobynysatu ricrorpamy I 3mauenb svdgap, (1) A1 Gnokis

nocmimpkysanoro 113.

70



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

Kpok 4. Bu3sHauutu Moy TicTOrpamu m(F).

Kpox 5. BusHauuty oKin m(F) HE3HAYHOTO patiycy & : [m(I")—&, m()+5]:
Je O - mapamerp, 10 BU3HAYAETHCA eKCTIEPHMEHTAIBHO.

Kpok 6. PospaxyBatu BigHOCHY KinmbkicTe OnokiB L3 (%) W, mna sxux
svdgap, (1) € [m(r)-&, m(r)+s]-

Kpok 7. Arxwo W>P,
mo  JOCIHiKyBaHe 300paXkeHHS He 0a’KaHO BUKOPHCTOBYBATHU SIK
KOHTelHep,

ne P — noporose 3Ha4€HHsI, BCTAHOBJIIOBAHE KCIIEPUMEHTAIBHO

Jnst  anroputmiuHOi pearizamii BHKOPHCTOBYIOTBCS ~HACTYIHI 3HAYCHHS
nmapametpiB: 1=8, §=0.006, P=86%. Ilpm mnpoBexeHHi OOGYUCITIOBATLHOTO
eKCTIepUMeHTY 11 oLiHkn edexTuBHOCTI SelectBlock BukopucroByBammcs 1000 13
po3mipom 400x400 mikceniB 3 6a3 300paxens [23, 24, 25] — muoxuHa M. Ilpu
3acrocyBanHi Selectimage 3 mHOokuTH M Oyno Bumaneno 183 113, mpukiIaau SKHX
mpejacTaBieHi Ha puc.4, sKi TOBHICTIO BiANOBINarOTh Cy0’€KTHBHIN OIIHIN iX
«HEBIMOBIHOCTI» poJIi KOHTEIHepa.

Pucynoxk 4. 113 3 6a3u [23], o Oyyu oOpaHi sk HeOaxaHi sl 3aCTOCYBaHHS B PO
KOHTelHepa MetoioM Selectimage

300paxkeHHs, WO 3amummucsd, Oymu o6’emnani B MHOkumHY M . 13 3
MHOXMHU M ninnasamucst CIlp (BOymoByBainacst oxHa i Ta cama JII) metogom Koxa
i XKao 3 BukopucraHHsMm koedimientiB JKIT (4,5) i (5,4). bmoxm Tta ix
MOCJTiTOBHICTh 0Oupasucs BunaakoBuM drHoM. J[st koxxkHoro CIT o6paxoByBanocs
3naueHHss PSNR. Ilpu npomy cepenne 3Hadenns PSNRy mns 13 3 mMHOXHMHU M

CKTano  PSNR, =36.41dB. a mo mmoxmmi M - PSNR_ =38.10dB. MmO

TOBOPUTH IIPO TOKpamieHHs (MiABUINEHHS) Ha 4.64% KiMbKICHOTO TOKa3HUKA
cnorBopennst L[3 mpu CIlp B pe3ynbrari 3actocyBanus Selectimage. 3suuaiino, ueit
BiZICOTOK Oy/e 3ajiexaT BiJl BMICTY MHOXHHHU M: 4uM MEHIIIE TaM TEepBiCHO Oyxe
¢doroBux L3, Tum MmeHmuM Oyne Bigcotok 30impmeHHs PSNRy, ane mpu
3acrocyBanni Selectimage smenmennss PSNRy, He crioctepiraTiMeThest.
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OGuncmioBanibHa  ckiagHicts  Selectimage mns  I[3 3 nxn-marpuiero,
BpaxoBylO4y  Horo OJIOKOBY  OpraHi3aiilo, BH3HAYA€ThCS  AHAJOTIYHO
o0uMCcaIOBaNbBHIN cKiagHocTi SelectBlock 1 cTaHOBUTH O(nz) oreparii.

BucHoOBKH

B pobori BupimeHa BaxJIWBa HAyKOBO-TIPAKTHYHA 3ajada  IIiJIBUIICHHS
e(eKTUBHOCTI CTEraHOCHCTEMHU IPH BHKOPUCTAHHI JOBIIBHOTO CTEraHOMETOAY, B
TOMY YHCI, CTIHKOTO 10 arak NpOTH BOYJOBAHOTO IOBINOMJICHHS, SKHUH MOXe
MPU3BECTH 10 3HAYHHX CIIOTBOPEHb KOHTEHHEpa, i BHIAJIKOBOTO KOHTEHHEpY
IUIIXOM po3poOku MeToxy BuOOpy GiokiB I[3-konTeitnepa st BOynosu B Hux [,
ne e(peKTHBHICTh CTETAaHOCHCTEMH  OIHIOBaNach CTYNEHEM CIIOTBOPEHHS
KOHTeliHepa B pe3ynbrari BOymoBu /I, sxuif KiTbKICHO pO3paxoByBaBcs 3a
nornomoroo nmokazHuka PSNR - miKOBOTO BiJJHOLICHHS «CUTHAI-LITYM).

B xoxi poboTy oTpuMaHi HACTYIHI Pe3yJIbTaTH:

e 0oO0IpyHTOBaHO BHOIp IHTErpaJbHOTO IOKAa3HHKA PO3MOAUTY YacTOTHHX
ckmamoBux Omoky I3 (He3zamexxHo Bing ¢opmary 30epexeHHs: 3/6e3 BTpar) —
HOpPMOBaHOI BimokpemsieHocTi MakcuMainsHoro CHY  Tta pmocmimkeni #Horo
BIACTUBOCTI, IO Jaj0 MOXJIUBICTH Ui MOOYIOBH MeToqy BHOOpY OJIOKIB Ha
OCHOBI KiIbKICHOTO aHali3y svdgap, (1), SIKWI JO3BOJIMB IIPH CBOEMY 3aCTOCYBaHHI

MABUIIATH e€(QEeKTHBHICTh CTEraHOCHCTEMH OunbIle, Hixk Ha 7% IpH BUKOPUCTaHHI
CTEraHOMETO/IB, IO HE TapaHTyIOTh CHUCTeMHe 3a0e3IedeHHs HaIiifHOCTi
cnpuitHATTS hopmoBannoro CII;

® BCTaHOBJICHI Bi]MiHHOCTI MiX TiCTOrpaMaMu 3HaYCHb svdgap, (1) s 113,

IO BiJPI3HAIOTHCS BiJHOCHAM BMICTOM HH3bKOYaCTOTHOI/BUCOKOYACTOTHOL
CKJIQJIOBO{, IO JAJI0 MOXIIMBICTH UIsi MOOYJIOBH METOMY BH3HA4YeHHs HeOakaHMX
Ut pouti KoHTeiHepa L3 — 300paxkeHp 31 3Ha4HOI0 00IaCTIO 3 MAIMMHU NepenaiaMu
3Ha4eHb SCKPaBOCTi, IO JAal0 MOXIHUBICTG MiABHIIUTH €(QEKTUBHICTH
CTETaHOCHUCTEMH B CEHC1 3a0e3neueHHs HaniitHocTi cupuitaarTs CII Ginbiue, Hix Ha
4%;

e o0HIBa 3ampONOHOBAHI METOAM MAIOTh HE3HAUYHY OOYHCIIOBAIBHY
CKIaJHICTh, fKa i L3 3 NXn-marpuiero CTaHOBUTH o(nz) omeparniif. Taka

o0uncmoBaNbHA CKJIAIHICT ANl MeTomy BuOOpy OnokiB B LI3-koHTeitHepi
3a0e3mneyye NepcIeKTUBY HOro BUKOPHCTAHHS JUTS IIOTOKOBOTO KOHTEIHEpY.
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Abstract. One of the most promising and effective directions in information
security today is steganography. Among a number of requirements for a
steganographic system, one of the key ones is ensuring the reliability of perception
of the steganogram. However, many existing steganographic methods, particularly
those robust against attacks on the embedded message, are unable to systematically
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ensure this requirement and are not designed to work with a random container,
which is most frequently used in practice. The aim of this work is to increase the
efficiency of a steganographic system when using an arbitrary steganographic
method and a random container. This is achieved through the development of a
method for selecting container blocks from a digital image to embed additional
information within them. The criterion for efficiency is the reliability of perception
of the generated steganogram, quantitatively evaluated using PSNR. The goal was
achieved by investigating the properties of formal parameters of digital image
blocks — singular values, considering the correspondence between singular triplets
and the frequency components of the block. The most important result of this work is
the theoretically substantiated definition of a block parameter that provides an
integral quantitative characteristic of the relative distribution of its frequency
components — the normalized separability of the maximum singular value of the
block. The practical significance of the obtained results lies in the development of a
method for selecting image blocks and a method for identifying images undesirable
for use as containers. The algorithmic implementations of these methods have
significantly improved the efficiency of the steganographic system when applied.

Keywords: steganography, digital image, reliability of perception of the
steganogram, container block selection, container selection, normalized
separability of the singular value
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Anomauyin. Y cmammi npedcmaeneno ecebiune 00CioNceHHs: Wo00 po3poOKU
npoexmy 2iOpuoHoi iHmenekmyanibHoi cucmemu ONA AHANIZY PUSUKIE WKOOU
300p08°10 HACeNeHHs HA GelUKUX o00cA2ax eKOAoIYHUX OAHUX, CHNPUYUHEHOT
3a6pYOHEeHHAM NOGIMps, 13 BUKOPUCMAHHAM 2IOPUOHOI apXimeKmypu HA OCHOSI
MoOenell MAWUHHO20 mMa 2AUOUHHO2O HAGUAHHA. AKMYyanbHicmb O0CHIONCEHHS
06Ipynmogana  3pocmarnouumu  3a2po3amu O 300p08’s,  NOB A3AHUMU 3
ammocheprnumu 3abpyontosavamu, maxumu sax PM2.5, PM10, NO., SO;, CO ma
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Os, ocobnueo y cycmonaceienux micokux cepedosuwax. Cmamms niokpecuoe
HazanbHy nompedy GUKOPUCMAHHS ITHMELEKMYAIbHUX CUCeM HA OCHOBI OAHUX OJisl
HAOAHHSI MOYHUX, MACUMAOOBAHUX MA [HMEPRPEeMOSAHUX OYIHOK PU3UKIE Ost
300p08’si HaceneHHs Ha pieni nonynayii. [Ilposedeno OemanvHull AHANI3 ICHYIOYUX
HAYKOBUX NiOX00i8, BUOLIEHO 0OMEIICEHHS KIACUYHUX CINAMUCMUYHUX MoOeell ma
niOKpecieno nepesazu 6UKOPUCMAHHSL HEUPOHHUX Mepedic I Memooie ancambieeo2o
HABYAHHSA ONIsL MOOENIOBAHHA CKIAOHUX HENIHIIHUX 3aNedHCHOCmell md NPoCcmopo8o-
4aco60i OUHAMIKU Y 2emepO2eHHUX eKONO2IMHUX Janux. 3anpononoeana cucmemda
peanizye wecmucmynenesy MoOenbHy CMpYKmypy, Wo 6KI4ae 0epesa piuleHb,
Memoo OnopHuX eekmopie, eunaoxogi nicu, XGBoost, 3copmxo6i HelipoHHi mepedsxrci
ma mooeni 0oecompusanoi kopomkouacroi nam’smi (LSTM). Koowcen komnonenm
CHpusie  (OPMYBAHHIO CMPYKMYPOBAHO20 KOHGEEPA O/l NONnepeoHboi 06poOKu
Oanux, Kiacugixayii, npoenozyeanuss ma cmpamugixayii pusukis. ¥ 0ocnioxcenHi
ONUCAHO BUKOPUCMAHT HAOOPU OAHUX O] HAGUAHHA ma éanioayii, nepesaxcro Air
Pollution Image Dataset 3 I[noii ma Henany, OonosHneHi cmpyKmypoeaHumu
Habopamu OaHux sAKOCMI nNosimps. Apximexmypa cucmemu peanizoéana 3a
Molelnto Kuieum-cepsep, 0e bekeno po3pobaeno Ha Python ma Flask, a ¢pponmeno
— na JavaScript. Komnonenmu npocpamnozo 3abesneuennss ma 63aemooii Kiacie
npeocmasneni wepez UML-Oiacpamu, a ananimuuna naumenv cucmemu 001AOHAHA
MOOynAMU 0Nt I3yanizayii OaHUX, NPOSHO3Y8AHHs MOOeell ma NOPIGHAHHS IXHbOI
epexmusrocmi. Excnepumenmanvhi pe3yivmamu niomeepoxicyoms eqhekmueHicms
3anpPONOHOBAHO20 NIOX0OY 3 GUKOPUCHIAHHAM AHCAMONE8UX Ma IUOUHHUX MOOeell.
Ilposedeno nopiguanvHy OYIHKY 6CiX Moodenell 3a NOKASHUKAMU MOYHOCMI
(accuracy), mounocmi npocno3y (precision), noguomu (recall), FIl-mipu ma
CepeoHb020 4acy HA8UAHHSL.

Knrwuoegi cnosa: inmenexmyanvHuil ananiz OaHux, aHaiz 300pos s, eauxi 0aHi,
2IOpUOHULL THMENEeKMYANbHULL AHANI3, AHANI3 OAHUX, HEUPOHHI MEpedici, MAuuHHe
HaGUaAHHSA

Beryn
VY ocTaHHI JECATWIITTS IMIBUJAKA IHAyCTpiamizamis, 3pOCTaHHS MICT i MOCHJICHHS
AQHTPOIIOTEHHOI  MiSUIBHOCTI MPU3BENIM 10 3HAYHOTO TOTIPIIEHHS  SKOCTI
aTMoc(epHOro TOBITPs, 0COONMBO B TyCTOHAceNeHHX paifoHax. Hacmigkm s
3I0pOB’Sl Bii TPUBAJIOrO BIUIMBY 3a0pyOHIOBAYiB TOBITPS, TakuX SK ApiOHI
gacTuHKH (PM2.s Ta PMio), nBOOKHC a30Ty (NO2), mBookuc cipku (SO2), 030H (Os)
ta yaguuii ra3 (CO), aenaini Gisblle BU3HAIOTHCS CBITOBOIO HayKOBOIO CIIIBHOTOIO.
Ili 3abpynHioBaui TOB’si3aHi 3 HHU3KOIO TOCTPUX 1 XPOHIUYHHMX 3aXBOPIOBaHb,
BKJIFOUAIOYH PECIipaTOpHi Ta CEpIEBO-CYIUHHI XBOPOOU, HETATUBHI HACIIAKH IS
HOBOHAPO/KEHHUX, IOPYIICHHS HEHPOICHXIYHOTO PO3BHTKY Ta MiJABUILICHY
CMEPTHICTb.

VY pe3ynbTaTi OpraHd OXOPOHH TPOMAJICHKOTO 370pOB’S, €KOJOTIYHI arecHTCTBA
Ta MICBKi INTAHYBAILHUKI CTHKAIOTHCS 3 3POCTAIOUUM THCKOM IIOI0 BIPOBA/KCHHS
HAayKOBO OOIPYHTOBAaHMX 1 TEXHOJIOTIYHO e(EeKTHBHUX CTpaTerii 3MEHIICHHS
PU3HKIB U1 37I0pOB’Sl HACCNICHHS, IOB’A3aHUX 13 3a0pyaHEHHsAM moBiTps [1].
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HesBaxaroun Ha 3pocTarouymii 00CAT  eMmiIeMIONIONIYHUX — JOCHIKeHb, IO
BHUCBITIIIOIOTh HPHYMHHO-HACTIZIKOBI 3B’SI3KM MDK 3a0pyqHIOBauamMy IMOBITpsS Ta
CTAQHOM 3JI0pOB’s, BIPOBA/PKCHHS IHTENEKTYaJbHHUX CHCTEM, 3[JaTHHUX OLIHIOBATH
PH3UKH IS 3[I0POB’sl Ha PiBHI MOIYJIAL{, 3/IMIIAE€THCS HEJOCTATHRO PO3BUHCHUM.
IcHye KpUTHYHHH PO3PUB MDK TEOPETHYHHMH MOJCISIMH B3aeMOJil 370poB’sl Ta
HAaBKOJIMIIIHBOTO ~CEPEIOBUIA Ta TNPAKTHYHAMH 3aCTOCYBaHHSIMH, 3JaTHUMH
00pOOIATH reTepOreHHi JaHi B PeXHMI peabHOro yacy, BpaxoByBaTH IIPOCTOPOBI
Ta 4acoBi Bapiallii i HagaBaTH MepCOHATi30BaHi a0 CIIIBHOTHI OLIHKU PH3HKY.
BincyrtHicTh iHTerpoBaHmX IUIaTGOpM, 3HaTHHX arperyBaTH, aHali3yBaTd Ta
IHTEpIPETyBaTH BENUKI OOCATHM EKOJOTIYHHX Ta MEIWYHUX HaHHUX, YCKJIAJHIOE
MIPOAKTHBHE IIAHYBAaHHS IPOMAJICHKOTO 370pPOB’ s, KOMYHIKAIil0 PU3HKIB Ta MiTbOBI
BTpYy4aHHs [2].

VY HaykoBiif JiTepaTypi Bce YACTINIE IMiKPECITIOETHCS, IO TPAJHUIIIHHI METOIH
OLIHKHM BIUIMBY 3a0pyAHIOBAa4YiB Ha 3/0pPOB’S HACeNeHHA, 30KpeMa KIAaCH4Hi
CTaTUCTUYHI MOZeNi, oOMeXeHI y MOJIHMBOCTI BpaxOBYBaTWU CKJIAJHI HeETiHIHHI
B3a€MO3B’SI3KH, TPOCTOPOBO-4AaCOBY NOUHAMIKy 3a0pyAHEHHS Ta Pi3HOPIAHICTH
JTAaHMX TIPO CTaH 370poB’a. KiacuuHi perpeciifHi Mozeni 4acTo He 34aTHI KOPEKTHO
MOJIENIIOBAaTH B3a€EMOAII0 MK OararbMa 3MIiHHHMH, IIO OOMEXye TOYHICTh
MIPOTHO3IB Ta aJIeKBAaTHICTh PeKOMEHaMii IS MOTITHKH TPOMAJICBKOTO 37I0POB’S.

Opniero 3 ¢yHIaMeHTanbHUX TIpoOieM y mild cdepi € BIACYTHICTB
CTaH/IapTU30BaHHX, BUCOKOSKICHUX Ta BIAKPUTHX HAaOOpIB IaHUX, SIKI OZHOYACHO
MICTSTD JeTaNbHy iH(OpPMAII0 NP0 YMOBHM HAaBKOJHIIHHOTO CEPENOBUINA Ta
mapamMeTpu 370pOoB’S Ha IHAMBIOyaJbHOMY a0o0 MOmysmiiHOMY piBHI. Xoya
ICHYIOTh OKpeMi CHCTEMH MOHITOPMHTY HaBKOJHMIIHBOTO CEPEIOBHIIA Ta PEECTPH
3I0pOB’sl, IX IHTErpamisi YacTO YCKIAIHIOETHCS DI3HHULECI y CTPYKTYpl HaHUX,
PO3ILIBHIHM 34aTHOCTI, JOCTYIHOCTI Ta 0OMeXKeHHAX KoHbiaeHmiiHOoCcT. Kpim Toro,
6araTo HaOOpIB JaHUX MAIOTh MPOOJIEMH, TaKi K BIICYTHI 3HAYEHHS, HEOCIIIOBHI
BUMIPIOBaHHS, TUMYACOBI HEBIJIOBIHOCTI Ta 0OMEXeHe reorpadiyHe OXOIUICHHS.
Lli oOMexeHHs 3HM)KYIOTh 3/IaTHICTh CTBOPIOBATW HAaJiiHI MoOJewi, sSIKi MOTiH O
y3arajbHIOBATHCS HAa Pi3HI PEerioHM Ta MOMyJLILii, IO B KIHIIEBOMY pe3yJbTari
3MeHIIye e()eKTUBHICTD OLIHKH PH3HKIB JUIS 3710POB’S Ta IPOTHO3IB [3].

[lle ogHi€0 BENMUKOO MEPEIIKOAOI0 € CKIAAHICTh 300Dy, monepeaHpoi 00poOKu
Ta arperyBaHHs AaHUX 3 KUIBKOX Jokepen. JlaHi mpo SKICTh MOBITPS MOXKYTb
OTPUMYBATHUCA 3 CYIyTHUKOBHX 300pake€Hb, HA3eMHUX MOHITOPHHTOBUX CTaHIIH
a00 MOOUTPHHX CEHCOpPiB, KOXXKHE 3 SIKHX Ma€ pi3Hy OpPOCTOPOBY Ta YacoBY
PO3IiNbHY 3MaTHICTh. JlaHi MPO 3M0POB’sl MOXKYTh HAAXOAWTH 3 JIKapeHb, KIiHIK,
IPOMaJICEKUX OIMTYBaHb 200 HOCUMHUX IPHUCTPOIB, YaCTO Y HECYMICHUX (opMmarax i
3 pi3HUM CTymeHeM HajiiHocTi. [lpomec yHigikamii HMX NOTOKIB IaHHX Yy
y3rOJUKEHI, aHami30BaHi (opmaTH MOTpeOye 3HAYHUX OOYMCIIOBAIBHHX Ta
METO/IOJIOTIYHUX 3yCHJIb, BKJIIOYAIOYH OYMINCHHS JAHUX, CTBOPEHHS O3HAK,
HOpMaJi3amito Ta immyTamio. KpiM Toro, eTu4Hi Ta MpaBoBi acHeKTH, OB’ s3aHi 3
KOH(]IICHIIHHICTIO JaHUX Ta aHOHIMIi3ami€to, e OibIIe YCKIaJHIOITh OTPUMaHHS
Ta BHUKOPUCTAHHS JaHUX MPO 3I0POB’S Ha IHIWBIAYyaJbHOMY pIiBHI Yy TaKuX
JOCTIZKEHHX [4].
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Cyd4acHi JOCHI/KCHHsS JEMOHCTPYIOTh 3HAuYHHMH TOTEHI[ia]l 3acTOCYBaHHS
METOJiB MAalIMHHOTO Ta TIJIMOMHHOTO HABYaHHSA JUI INPOTHO3YBAHHS PH3HKIB,
OB ’sI3aHUX 13 3a0pyAHEHHAM TMOBITps. HelpoHHI Mepexi, aHcamOieBi Mojeni
(Random Forest, XGBoost) ta momem mocnigoBHOcTel (LSTM) no3BONSIOTH
e(eKTHBHO IHTErpyBaTH BEIMKI MAcCHBH TETEPOTCHHHMX JaHHUX, MOJETIOBATH
CKJIaJIHI 3aJIe)KHOCTI Ta BPAaxOBYBaTH SK IMPOCTOPOBi, TaK i THUMYAcOBi Bapiaril
3abpynHeHHs. Hanpukiax, y HOCTIDKEHHSX OCTaHHIX pOKIB MOKa3aHO, UIO
aHcaMOIeBi METOQM 3HAYHO IIJBHIIYIOTh TOYHICTh IIPOTHO3IB CMEPTHOCTI Ta
3aXBOPIOBAHOCTI B TIOPIBHSHHI 31 CTATUCTUYHHUMH MOJEISIMH, a 3rOPTKOBI HEHPOHHI
Mepexxi e(eKTHBHI Ui aHai3y 300paXeHb CYIMYTHHKOBOTO MOHITOPHHTY Ta
JIICTAHIIIHOTO OI[IHFOBAaHHSI IKOCTI TIOBITPSI.

Crig 3a3HAauUTH, IO ICHYE KiJbKa KIFOYOBUX HPOOJeM, SIKi 3aJIHIIAlOTHCS
HEBHPIIIEHNMH Ta YCKJIAIHIOIOTH BIPOBA/UKEHHS IHTENEKTyadbHHX CHUCTEM IS
OLIIHKH PU3MKIB JJIST 340POB’SL:

— BIJCYTHICTh CTaHJapTU30BaHUX Ta BIJKPUTHX HAOOpIB JaHWX, MIO
OJJHOYACHO MICTSITh JETAIbHY iH(OpMAIlifo PO EKOJOTiUHI YMOBH Ta MapaMeTpH
3]10pOB’sl HaceNleHHs. He3Baxkaroun Ha HasIBHICTh YHCIICHHHX CHCTEM MOHITOPHHTY
MOBITPSI Ta MEAUYHHUX PEECTPIB, IX IHTErpallisl YacTo YTPYAHEHA Yepe3 PIi3HHUIIO Y
¢dopmarax, pO3AUTBHIA 3MATHOCTI, YaCOBHX MacIITabax Ta OOMEKCHHS
koHbineHuiitHOCTI. Lle 3HAYHO yCKIAAHIOE CTBOPEHHS y3aralbHIOBAaHUX MOJEJEH,
3/IaTHUX MPAIFOBATH HA Pi3HUX PETiOHATBHUX PIBHAX;

— HU3bKa SKICTH Ta HEMOBHOTAa JaHMX. bararo HaOOpiB JaHUX MICTAThH
MPOMyIIeHI 3HA4YeHHS, HEMOCTiJOBHI a00 HECYyMiCHI BHMIpIOBAaHHS, THMYAacOBi
3CyBH Ta oOMexeHe reorpadiyne oxorwieHHs. lle mpu3BoauTH 10 HEOOXIAHOCTI
CKJIQTHOT MOIepeaHb0l 00pOOKH NaHWX, BKIIOYHO 3 OYHIECHHSIM, HOpMai3alli€lo,
IMITyTami€ro Ta iHKEHepi€lo 03HAK;

— CKJIIaJHICTh iHTerpauii JaHuX i3 pisHHX pkepen. [laHi Mpo SIKICTh MOBITPS
MOXYTh HAaIXOAUTHU 3 CYITyTHHKIB, Ha3eMHHX CTaHI[IH a0 MOOLIBHHX CEHCOPIB, a
JaHi Tpo 3/10poB’st — i3 JiKapeHb, KIIHIK, ONUTYBaHb ab0 HOCHMHUX HPHUCTPOIB.
OO0’emHaHHS 1MX TOTOKIB Yy €IVHUH Qopmar miust aHamizy morpedye 3HAYHMX
00YHCITIOBAIEHIX PECYPCiB Ta METOIOIOTIYHOT KOMITETEeHIIi1;

— eTHYHI Ta IpaBoBi 0OMeXeHHs. BukopucTaHHs iHANBITyaIbHUX JTAHUX MPO
CTaH 3JI0pPOB’sl MOTPeOye JTOTPUMAHHS MPaBUI KOH(IIEHIIHHOCTI Ta aHOHIMI3AIliT,
110 T0IaTKOBO YCKJIaJHIOE TIPOBECHHS JOCTIKEHb Ha PIBHI HACETIEHHS.

HesBaxxaroun Ha 11i mpobieMu, ocTaHHi JocTikeHHs [3, 4, 5] ZeMOHCTPYIOTB,
o0 iHTENeKTyaJdbHI CHUCTEMH MAlOTh 3HAYHUH NOTEHMIAN Ui IiJABUIIECHHS
e(eKTUBHOCTI OLIHKK PH3HKIB, IIOB’SI3aHUX 13 3a0pyJHEHHSIM TOBITps. Bonn
MOXXYTh CTaTH OCHOBOIO JIJISI:

— pPaHHBOTO MOIEPEIKEHHs HAaceJIeHHs PO HeOe3MeuHi piBHI 3a0pyAHEHHS;

— TEepCOHANII30BAHOTO MOHITOPUHTY BIUIMBY 3a0pyOHEHHS Ha 3I0pOB’S
KOHKPETHHX I'PYIl HACEJICHHS;

— TOpUHAHATTA pimieHs y cdepi MICBKOTO IUIAHYBaHHS Ta EKOJOTIYHOTO
peryJroBaHHS;
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—  MiJBUIIEHHS e(eKTUBHOCTI HITLOBHUX MEIUYHUX Ta COLIaAIbHUX BTPYUYaHb.

[HTenekTyanpHi CHCTEMH TaKOX MOXYTh IHTErpyBaTHCS B KOHIICIILIIO
«PO3yMHOTO MICTay, MOEJHYIOYH TEXHOJIOTIYHI i1HHOBALil 3 LIMAMH 3a0e3MeueHHs
PIBHOTO IOCTYITY J10 37I0POB’S Ta CTAJIOT0 PO3BUTKY.

TakiM YHHOM, NEPCHEKTHBH BHKOPHCTAHHS IHTENEKTYalbHUX CHCTEM IS
PEBOJIOLIOHI3AMIT OMIHKA PHU3HKIB Ui TPOMAJICHKOTO 3JI0POB’S, TOB’S3aHUX i3
3a0pyIHEHHAM IOBITPS, € 3HAYHMMH. 31 30UIBIICHHSAM JOCTYNHOCTI JaHUX Ta
PO3BUTKOM METO/IiB MO/ICTIOBAHHS 1[I CHCTEMH MOXYTh 3a0e3IeuyBaTi MeXaHi3MU
PaHHBOTO MONEPEKSHHS, TIOJIETIIYBATH MEPCOHATI30BaHE BiZICTEIKEHHS EKCIIO3MIIT
Ta CHPUATH AJaAlITUBHUM CTpaTeFiﬂM MiCI)KOFO IUIaHYBaHHS, HaJlaHHA MeﬂI/I‘{HO.l.
JIOTIOMOTH Ta €KOJIOTIYHOTO PEryJIIOBaHH.

AKTyaJbHICTh JAaHOTO JOCHI/KEHHS OOyMOBIEHAa IOETHAHHSAM KiTBKOX
(hakTOpiB: 3pocTaHHAM ITI00aIbHOI ypOaHizallii Ta aHTPOIIOTEHHOTO HAaBAHTa)KEHHS,
BHCOKMM pIiBHEM 3a0pyIHEHHS IOBITPS B MICBKHX arjioMepallisx, HeJOCTaTHIM
PO3BHTKOM iHTETrpOBaHUX MIATGOPM Ul OLIHKH PH3UKIB UL 370POB’S, a TaKOX
noTpebol0 y BHPOBAKEHHI CYJaCHUX METOAIB MAIIMHHOTO Ta TJIMOMHHOTO
HaBYaHHA JuIi OOpOOKH TeTepOreHHHMX JaHWX. [IpoBeNeHWH OriIsn HayKOBHX
JIOCTI/DKEHb MiATBEPIKYE, 10 CTBOPEHHS IHTEIEKTYaJbHOI CHCTEMH IJIS OL[HKH
PHU3HUKIB 370pOB’S Ha OCHOBI JaHUX MNP0 3a0pyAHEHHS IOBITPS € BAXIUBHM 1
aKTyaJIbHUM HAaIpsIMOM Cy4acHOT HayKHU Ta IPAKTHKH TPOMaJICHKOTO 3710pOB’.

VY miacymKy Taki iHTENEKTyajdbHI MIaTGOPMH MOXKYTh CTaTH KIFOUOBHMH
KOMIIOHEHTaMH 1H(QPACTPYKTypH «PO3YMHHX MICT», HOEJHYIOUH TEXHOJIOTIUHi
iHHOBamii 3 MiJsIMA 3a0e3MeYeHHs] 3/I0pOB’S Ta CTaJOro PO3BHUTKY. Y IIOMY
KOHTEKCTI METOI0 JaHOTO JOCHTIIKEHHS € BHECOK Y I0 chepy IIIIXOM POo3poOKH
IHTENeKTyanbHOI CHCTEMH, IPH3HAYEHOI JUIl OLIHKM PIBHIB PU3UKY AJISL 370POB’S
HaceJIeHHs Ha OCHOBI BIUIMBY 3a0pyIHEHHS MOBITps [5].

1. IlocTaHOBKa MPOGJIEMH TA AaHAJII3 ICHYIOYHX MiAXO0AIB Ta My rikauii
3 orysiLy Ha i BUKJIMKH, pO3pOOKa Ta BIPOBA/KCHHS 1HTEIEKTYalbHUX CHCTEM IS
OIIIHKU PU3UKIB YIS 3JI0pOB’sl HACEJICHHS € HE JIMIIEe HEeOOXIMHICTIO, a i CKITagHuM
TeXHIYHUM 3aBaaHHAM. OcTaHHI JOCsATHEHHS y cdepi MammuHOrO HaByanHs (ML)
Ta rauouHHoro HaByauHs (DL) [6] BimkpuBalOTh NMEpPCHEKTHBHI MOMIIHBOCTI JUIS
BUPIIICHHS CKJIAJHOIIIB, [0 BUHUKAIOTH NPH MOJENIOBAHHI BIUIMBY 3a0pyXHEHHS
MmoBiTpst Ha 3740poB’a. Lli mimxomm 31aTHI HaBYATHCS CKIQAHUM HENiHIHAM
B3a€MO3B’SI3KaM MDK BXIIHUMH 3MiHHHUMH Ta pe3yibTaTaMd JUIS 3J0POB’,
IHTETpyBaTH Pi3HOMAHITHI THUIH JaHUX 1 aJanTyBaTHCSA OO JHHAMIYHUX yMOB [7].
Ha BigmiHy Big TpaguIifHUX CTAaTUCTHYHHX METOJIB, SKi YacTO MOTPEOYIOTH
CHJIBHHUX ampiopHUX IPUOYIIEHh Ta OOMEXEHHX B3a€MOJAIN 3MIHHHX, Moei
MAalIMHHOTO HAaBYAaHHS MOXKYTh BHSBIISTH NPUXOBaHI 3aKOHOMIPHOCTI y IaHUX,
aBTOMATHYHO BHM3HAYaTH BIUIMBOBI O3HAKM Ta e(pEKTHMBHO MacuITabyBaTHCS IS
po6OTH 3 BUCOKOBHUMIPHHMH Ha0OpaMH JIaHUX.

30kpeMa, TAMOMHHI HEHPOHHI Mepeki, AapxXiTeKTypd 3TOPTKOBUX Ta
PEKYpPEHTHHX MEpeX, MEXaHI3MH yBard Ta aHcaMOJIeBi METOAW HaByaHHA [8]
HPOAEMOHCTPYBAJIM BHCOKI pe3ylbTaTH Yy 3aJadaX MOJEIIOBAaHHS BIUIUBY
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3a0pyaHEeHHs Ha 310poB’a. lle BKIIOWae NPOrHO3YBaHHS pIBHIB KOHIEHTpaiil
3a0py/HIOBAYiB, OLIHKY PpHU3HKY eKCIO3HUIli, MOJENIOBAHHI 3aXBOPIOBAHOCTI
3aJIeKHO BiJl €KOJIOTIYHUX (DaKTOPIB Ta HABITH IMITAIliF0 TOBIOCTPOKOBHX €(EKTIiB
MONITUYHKUX BTpydYaHb. IIpu iHTerpamii 3 reonpocTOpOBHMH JaHHMH, YaCOBHMH
pAoaMu Ta coriogeMorpagpidHUMU MOKa3HUKAMH TaKi MOJENI MOXYTh HaJIaBaTH
BHCOKOTOYHI Ta KOHTEKCTHO-3AJISXKHI OIIHKU BPa3JIMBOCTI HACETIEHHS Ta PO3MOILITY
pusukiB. KpiM TOro, Merogu MOSCHIOBAaHOrO IITy4HOro iHTenekry (XAI) Bce
YacTillle 3aCTOCOBYIOThCA Yy LMX CHUCTeMax aisi 3a0e3NedeHHs Mpo30pocTi Ta
HiJTPUMKH HAyKOBO OOIPYHTOBAaHOIO HPHHHATTS pillleHb OpraHaMH OXOPOHH
IPOMaJICEKOTO 3/I0pOB’sI.

HesBaxaroun Ha TEXHOJIOTIYHI JOCSTHEHHS, 3aJIMIIAIOTECS 3HAUHI HEPEIIKOIH.
Barato 3actocypane ML [9] y miit chepi noci mepeOyBaloTh Ha
eKCIIepIMEHTAJIbHOMY PiBHI Ta 4acTo 6a3yroThCsl Ha 0OMeXeHHX a00 CHHTETHYHHX
Habopax maHux. [y pealbHOTO BIPOBADKEHHS NOTPiOHA HajiifHa Baijmaris,
ajanTanis Mojenedl N0 KOHKPETHHX YMOB Ta Y3TO/UKEHHS 3 MICLEBUMHU
HOJIITHYHUMH Ta MEIUYHUMH CHCTEMaMH.

Takox HeoOXiHa MDKIMCLMIUTIHAPHA CHIBIpals MDK Jara-caleHTHCTaMH,
eMiJIeMioIoTaMH, iHKeHepaMHU-eKoJIoraMy Ta (BaxiBLIAMH 3 TPOMAJICBKOTO 30POB’ s,
06 MoJienti OyIi He JIUIe TEXHIYHO JOCKOHAINMH, a i KOHTEKCTHO peJIeBaHTHUMHU
Ta €THYHO oOrpyHTOBaHMMH. KpiM TOro, HEOOXIITHO pETeNBHO OIHIOBAaTH
IHTEpIPETOBaHICTh Ta CHpPaBEeIMBICTE AIl-OHIHOK 370poB’S, W00 YHHKHYTH
MOTCHIIIWHUX YIEepeKeHb Ta HeOaKaHMX HACIIJIKIB y PO3MOMALTI pecypciB abo
KOMYHIKamii pu3uKy.

Hanmpuxnan, npeski mocmimkenHs [10] ADeMOHCTPYIOTH BHCOKY TOYHICTh
knacugikanii piBHIB 3a0pyIHEHHS NOBITpSA 3a JOMOMOror aHcambOneBux ML-
Mozeneil Ta HelipoHHUX Mepex. OcoOmmBo Bia3HavdaeThes 3actocyBanHs XGBoost
ta LSTM, sixi ocsiriy BUCOKOi TOYHOCTI porHo3yBanHs piBHIB AQI (monan 90%).
CUIBHUMH CTOpDOHAMHM IMX POOIT € aKIeHT Ha IHTepIpPEeTOBAHOCTI Mojenei Ta
MOPIBHSUTBHA OIliHKa anroputMiB. [IpoTe, He3Bakaroun Ha TEXHIYHY JOCKOHAIIICTB,
Taki JOCTI/DKEHHS OOMEXYIOThCS IIPOTHO3YBAaHHSIM SIKOCTI TIOBITpSI Ta He
BKITIOYAIOTh MPSIMOT OIIIHKK HACTIAKIB JUIs 370poB’s. HacmpaBmi  JOCIHiIKeHHS
MOJYTh 30CEpeKyBaTHCs HE JIMIIEe Ha MPOTHO3YBaHHI PiBHIB 3a0pyIHEHHS, a i Ha
po3poOui  Moxeneil, mo Oe3MOCepeAHbO OIHIOITh PHU3UKH JUIA  3I0POB’S
HaceJIeHHS.

Pobota [11] nporonye OinbIn MPUKIATHAN MiAXiN, TOB’SI3YI0YM KOHIEHTpALii
PM:s Ta PMio 3 KimbKicTIO amMOynaTOpHMX 3BEpHEHb 4Yepe3 pecHipaTopHi
3aXBOPIOBAaHHsA.  BHKOpHCTOByIouM  0araTomapoBWii  HEpLENTPOH,  aBTOPH
JEMOHCTPYIOTh MOXUIMBICT MOOYIOBM HagiHHMX NPOTHO3HUX MoZeIed Uit
KOHKPETHHUX BIKOBHX T'PYII, IO € BAYKJIIMBUM KPOKOM y HAIPSIMKY ITepCOHAIi30BaHOT
OmiHKM pu3uKy. CHIBHAMH CTOPOHaMH IIOTO MJOCTIKEHHS € BHKOPHCTaHHS
peambHAX MEOWYHHX JAaHHX i3 CE30HHOI Ta JeMOrpadidHOr0 cTpaTH]iKai€ro.
BopHouac Momenbs oOMeEXEHa CBOEI0 «MIJIKOKOY» apXiTEKTypol Ta OOMEXEHHM
reorpagiyHIM OXOIUICHHSM. [HTEJNIEKTyallbHA CHCTEMa MOXE TOAONIATH IIi
OOME)XEHHS IIUIIXOM BIIPOBAJDKEHHS OLTBII HPOCYHYTHX apXiTEKTyp, TaKHUX SK
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LSTM Tta MexaHi3MH yBar, a TaKOX PO3LIMPEHHsS reorpadiqHoro MOKPHUTTS Ta
iHTerparii JOAaTKOBUX NPOTHO3HUX MMOKa3HHKIB.

3a pesynapraTaMu JAOCHiKEeHb [12] MOXKHA BIN3HAYUTH TIOPHIHHN MiIXi[T
TTHOMHHOTO HAaBYaHHS, SKUH MOEIHYE MPOCTOPOBI 3rOPTKOBI HEHPOHHI MeEpexi,
4acoBi peKypeHTHI MOYJI Ta MEXaHI3MH yBard JJisl MPOTHO3YBAaHHS KOHIIEHTpAIii
3a0pynHroBadiB. KIFOYOBUM BHECKOM IOTO JIOCHTI/DKEHHS € 3IaTHICTH MOJIENi
panroBaTv 3 HEIMOBHUMH JaHUMH Ta BPaXOBYBAaTHU HpOCTOpOBO"laCOBi 3aJ'le)KHOCTi.
Bopnouac ii 3acTocyBaHHS OOMEXYEThCS NPOTHO3YBaHHSIM 3a0pyIqHEHHS Oe3
TPSIMOTO 3B’SI3KY 3 HACHIAKaMHU JJIs 30POB’sL.

VY wacrymHiii pobori [13] 3ampomoHOBaHO iHHOBAIliiHE 3aCTOCYBaHHs
HeliporHnXx Mepex U-Net sik cyporaTHOi Mojenmi Uil IIBHIKOI OLIHKH BIUIMBY
KOPOTKOCTPOKOBOI eKkcro3uIlii PM:.s Ha 310poB’s. Mozenb 3aMiHIOE pecypcoeMHi
aTMOC(EpHi CUMYJIALI] YMOBHOIO MOJIEI/UTIO TTIMOMHHOTO HaBYaHHS, 1[0 3a0e3mnedye
BHCOKOIIBHJIKICHI 00YHCIIEHHS Ta MacIITaboBaHicTh. OCHOBHOIO I€pEeBaroio I[0ro
MiAX0AY € epeKTUBHICTH Ta MOTEHLIa 11 BUKOPUCTaHHA B pealbHOMY 4aci. [Ipore
IOoCHikeHHsT (QOKycyeThbess Ha iMiTaiii (i3nuHOi Mozeni, a He Ha CTBOPEHHI
KOMIUIEKCHOTO KOHBEEpA OLIHKM DPH3UKY I 370poB’s. ToMy, Xoua MeTof
TEXHIYHO OOIPYHTOBaHHH, BiH HE IHTETPYeE €IiAeMiONOoriuHi a00 KIIiHIYHI JaHi.

It minxin [14] BukopucroBye knacnuni GIS-meronu st kaprorpadyBaHHs
3a0pyIHEHHS HOBITPS Ta OLIHKH PU3HUKY JUIS 30POB’sl, 3aCTOCOBYIOUH CYITyTHHKOBI
nmaHi PMa.s. 3aBmsiku mpocTOpOBill iHTepmomsmii Ta BHKOPHCTAHHIO (YHKIII
«EKCTIO3MIISI-BIANOBIAB» aBTOPH CTBOPIOIOTH AETANBHY KapTy eKCHO3HIii It
MICBKHX PaiOHIB i3 PIAKICHUMH Ha3eMHHMH CEHCOpaMH. XO04Ya IepeBaroro LbOro
METO/y € BHCOKa IMPOCTOPOBA pO3ALIbHA 3AATHICTh, BiH HE BPaxOBY€ YacoOBi
IUHAMIKM Ta HE BHKOPHUCTOBYE MeToad ML 111 mMpOrHO3HOTO MOJIEMIOBaHHA. Y
Cy4acHHX IHTEJEKTyaJbHHX CHCTEMax MO)KHA IHTErpyBaTH SK NPOCTOPOBI, Tak i
YacoBi BHMIPH EKCIIO3MIIi, & TaKOXX 3aCTOCOBYBAaTH MYJIbTUMOJANbHI JaHi s
MOZENIOBaHHS PU3UKIB JUIS 3I0POB’Sl HACEJICHHS 3a JIOIIOMOT 010 IIEPEIOBUX METOIB
TTUOWHHOTO HaBuaHHs [15].

TakuM 4MHOM, MOJKHA MiATBEPAUTH, IO CYYacHI aHATITHYHI CHCTEMH LIHPOKO
BUKOPUCTOBYIOTh MeToan ML uts monepenHpoi 00poOKH MaHWX, BHIIJIEHHS O3HAK
Ta MPOTHO3HOTO MOJENIOBaHHA. MOJeNni HaB4YalOThCAd Ta BaNAYIOTHCS Ha
IHTETpOBaHMX HAOOpax HOaHWX, IO TMOEJHYIOTH [aHi EKOJIOTIYHHUX CEHCOpIB Ta
IHAMKAaTOpH 370pOB’s HaceneHHs. Hama mera — moOymyBatn macmtaOoBaHy Ta
IHTepIpETOBaHy IUIATOPMY, SKa HE JIMIIE NPOTHO3YE PUHUKU ISl 3I0pOB’S 3
BHCOKOIO TOYHICTIO, ane W jgomomarae y (OpMyBaHHI LILOBUX BTPy4YaHb Ta
NPUHHATTI MOJTITHYHKX pileHs [16].

HaykoBa HOBHU3Ha 1i€i poboTH Toysrae y po3poodii end-to-end koHBeepa st
OIIIHKMA PU3WKIB /sl 3I0pOB’S Ha OCHOBI JaHHUX, SKAN BHpINIye MPOOIEMHU
TeTepPOTeHHOCTI, OOMEXEHOCTI Ta CKIAQAHOCTI naHuX. [IpakTuuHe 3HAYCHHS
BU3HAYAETHCS TOTEHIIHHOIO IHTETPAIli€l0 CUCTEMH Yy peajbHe MOHITOPHUHT
TPOMAJCHKOTO 370pPOB’S Ta YHPABIiHHA MICBKUM CEpElOBHIICM. 3aBISKU
CHUCTEMAaTHYHI OWIHII NPOAYKTHBHOCTI Ta IHTEPIPETOBAHOCTI  Mopeiei
3alpONOHOBAHUN Ii/IXiJ NMparHe CTBOPUTH OCHOBY /IS IIHMPIIOrO 3aCTOCYBAaHHS
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IHTEIEKTYyaIbHUX CUCTEM Yy c(epi OLIHKM BILUIMBY HABKOJIUIIHBOTO CEPEIOBHUIA HA
3I0pOB’sl T MiATPUMKH MIPUIHATTS PillICHb Y HOJITHIL.

V3aranpHIOIOYM aHaNi3 HaBEICHUX JDKEpeN CIJI 3a3HauyuTH, L0 OCTaHHI
TOCHIKEHHS Yy cepi iIHTENeKTyallbHHX CHCTEM IS OIIHKH BIUIMBY 3a0pyAHEHHS
MOBITPS. Ha 3[0pOB’S AEMOHCTPYIOTh 3HAYHE pPIi3HOMAHITTS METOMOJOTIYHUX
MIXOMIB Ta TEXHIYHHX pIlleHb, OI0 BigoOpaka€ pO3BUTOK MAIIMHHOTO Ta
ITMOVHHOTO HaBYaHHA y Wil ramysi. OZHMM i3 TNEPCHEKTUBHUX HANpSAMIB €
ribpuaHi Mozeni TIMOWHHOTO HABYAHHSI, SIKI MOETHYIOTH MPOCTOPOBI 3rOPTKOBI
HEUpOHHI Mepexi, 4YacoBi pPEKypeHTHI MOIyli Ta MeXaHi3MH yBard s
HPOTHO3YBAaHHS  KOHILIEHTpalii 3abpynuioBawiB. Lli Moneni  BHpI3HAIOTHCA
3JIATHICTIO MPaIfOBaTH 3 HEMOBHMMH a00 YacTKOBO BiJCYTHIMH HaHUMH Ta
OJJHOYACHO BPaxOBYBaTH IIPOCTOPOBO-YACOBI 3aI€KHOCTI, IO MiABHIIYE TOYHICTH
MIPOTHO3IB 1 O3BOJISIE MOJIETIOBATH JTUHAMIYHI IPOIECH 3a0pyIHEHHS y CKJIaIHUX
ypOaHizoBaHHX cepenoBuIIax. BoxHodac Taki miaxoan 3aHIIAIOTECS 0OMEXEHIMHI
y 3B’3Ky 3 BIICYTHICTIO MpPSMOTO 3B’S3Ky MDK IPOTHO30BAHUMH PiBHSAMH
3a0pyIHEHHS Ta KOHKPETHUMHM HACHiAKaMH JUIS 310pOB’Sl HACEJIEHHs, 0 0OMEXYye
IXHIO MPAKTUYHY IIHHICTh Y KOHTEKCTI TPOMAICEKOTO 37I0POB 4.

[HmmM HampsMOM € 3acTocyBaHHA HeWpoHHuHX Mepex U-Net y skocti
CypOTaTHHX MOJENeH Ui IIBUIKOI OLIHKH BIUIMBY KOPOTKOCTPOKOBOI €KCIIO3MIIiT
PMz.s. Ile#t mixxim 103BOJNSE 3aMIHHTH PECYpCOEMHI aTMOC(EpHi CHMYISIIT
YMOBHOIO MOJICJUTIO TJIMOWHHOTO HaBYaHHS, IO 3a0e3nedye 3HaYHE CKOPOUYCHHS
yacy obuucieHp 1 MacmraboBaHIiCTh cucTeMH. OCHOBHHM IOCSTHEHHSIM TaKHX
MoJzeneil € e(pEeKTHBHICTh Y pEabHOMY dYaci, IO BiIKPHBAa€ MEPCIEKTHBH IS
OTEePaTHBHOTO MOHITOPHHTY PHU3UKIB Ta IIBUAKOTO pearyBaHHS Ha 3MiHY piBHIB
3abpynHenHs. [Ipore manmii Metox QokycyeTbes Ha imitamii ¢izuunoi momeni
3a0pyaHEHHS, HE IHTETPYIOUM Oe3mocepeHbO emieMiOoNIOTIuHI UM KIIHIYHI JaHi,
o0 00MEXKye MOXIIMBOCTI KOMIUIEKCHOI OIIHKM PH3HKIB IS 3JI0pOB’S Ha piBHI
TIOTTYJIAIII.

VY 6inplI KJIACHYHMX MiAXOAaX, 3aCHOBAHMX Ha TeoiH(opMaIliifHuX cHCTeMax,
sl KaprorpadyBaHHS 3a0py[JHEHHS Ta OLIHKH PU3HKIB BHKOPHCTOBYIOTHCS
CyInyTHHKOBI JaHi PMa.s y moemHaHHI 3 TPOCTOPOBOIO IHTEPIOJLLIEI0 Ta
(YHKIIAME ~ «EKCHO3UIIS—BiANOBiAR». Lli MeToam MO3BONAIOTE OTPUMYBATH
JIeTali30BaHi KapTH EKCIO3MMLii Uil MICBKHX PalioHIB 13 OOMEXEHOIO KiTbKiCTIO
Ha3eMHHUX ceHcopiB. IlepeBaroio Takoro migxody € BHCOKa MPOCTOPOBA PO3ILIbHA
3/IaTHICTh, IO 3a0e3ledye JIOKali30BaHEe BimOOpakeHHs pIBHIB 3a0pynHEHHS Ta
NOTEHLIHHOTO pU3MKy. Pa3oM 3 TUM, MeTOJ| HEe BPaxOBYE 4acOBi IMHAMIKHM Ta He
3aCTOCOBY€ aJITOPUTMH MAIIMHHOTO HAaBYAHHS JUISl IIPOTHO3HOTO MOJENIOBAHHS, 1110
o0Mexye HOro 3[aTHICTh 0 NependavyeHHs MalOyTHIX 3MiH y 3a0pyAHEHHI Ta
BIJIMOBITHUX HACMIAKIB IS 30POB’S.

CyuacHi IHTENEKTyallbHI CHCTEMH HaMaraloThCs IOETHYBaTH IEpeBard IHX
PI3HUX MiAXOMIB, IHTETPYIOYM MPOCTOPOBI TA YaCOBI BHMIpPH EKCIIO3MIii, a TAKOX
MyJBTHUMOJANbHI JaHi NP0 CTaH HABKOJHIIHBOTO CEPElIOBHINA Ta 1HIWKATOPH
310poB’sl HaceneHHsA. lle 03Boisie CTBOPIOBATH MPOTHOCTUYHI MOZET BHCOKOT
TOYHOCTI, SKi 34aTHI OLHIOBAaTM pU3MKH IS 3J0pOB’Sl 3 ypaxXyBaHHSIM
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KOMILJICKCHHX B3a€MO3B’SI3KIB MK EKOJIOTIYHMMH Ta COLIJIBHUMU (haKTOpaMHu.
KpiM ToOro, cucremMu OCTaHHBOTO TOKOJIIHHS NPUAULIIOTH 3HAYHYy yBary
IHTEpPIIPETOBAHOCTI MOJiesIeil, BUKOPUCTOBYFOYH METOJH IOSCHIOBAHOTO IITYYHOTO
IHTENeKTy, M0 3a0e3leuye MpPOo30pICTh MPUHHSATTS PIlIeHb Ta MIATPHUMYE HAYKOBO
00rpyHTOBaHEe (HOPMYIIFOBAHHS IOJITHKH TPOMAJICHKOTO 3[J0POB’S.

[NopiBHsTbHAN aHAMi3 POOIT OCTaHHIX POKIB JO3BOJSIE BH3HAYHTH KiTbKa
KJIOYOBHX TEHJIEHILiH Ta oOMexenb. ['i6puani DL-mifgxonu 1eMOHCTPYIOTh BUCOKI
MOXJIMBOCTI JUIsl TIPOTHO3YBaHHSI KOHIIEHTpAIiil 3a0pyqHIOBauiB i3 BpaxXyBaHHIM
MPOCTOPOBO-YACOBHX 3alIeKHOCTEH, aje HoTpeOyIoTh iHTerpaiii 3 JaHHMH PO
30pOB’sl TS IPAKTUYHOT OL[IHKU PU3HKY.

Cyporatai mozeni U-Net 3a0e3meuyroTs MBHU/KI Ta MacIITaboBaHi pO3paxyHKH,
mpoTe OOMEXEHI y 3B’SI3Ky 3 BIJICYTHICTIO KOMIUIEKCHOTO KOHBEEpA OIIHKU
3gopoB’s.  Kmacwuni  GIS-migxomm  Bif3HA4YalOThCS BHCOKOIO  IIPOCTOPOBOIO
PO3IIIBHOIO 3AATHICTIO Ta 3/IATHICTIO MPAIIOBAaTH 3 0OMEXEHUMH JJAHIMH CEHCOPIB,
ale He BpPaxoBYIOTb 4YacOBY [HMHAMIKy Ta HE BHKOPHCTOBYOTh ML mis
NPOTHO3YBaHHS. [HTErpauis LUX acHeKkTiB Y Cy4acHHX IHTEJEKTyaJlbHUX CHCTEMax
no3BoJIte  (OpPMYBaTH MOJENi, IO OJHOYACHO 3a0e3MeuyroTh BHCOKOTOYHE
MIPOTHO3YBaHHS 3a0pyAHEHHS, OIUHKY pHU3UKY M 3I0pOB’S Ta MiATPUMKY
[THOBHX 3aXO/IiB Ta MOJITUYHUX PIllICHb.

Bucoxwuii moTeHIian cy4acHuX CHCTEM IOJIATae y CTBOPSHHI MacITabOBaHMX Ta
IHTEPIIPETOBaHUX IUIAT(GOpPM, 3MaTHHUX IPAIIOBATH 3 IHTETPOBAaHMMH HaboOpaMu
JTaHUX, 0 00’ €IHYIOTH iH(OPMAIIO 3 CEHCOPIB HABKOJHIIHBOTO CEpEeIOBHUIIA Ta
MMOKAa3HUKU 370pOB’s HaceneHHs. HaykoBa HOBHM3HA TakuX MiAXOIIB IOJISTAE Y
po3pobui end-t0-end KOHBe€EPIB AL OL[IHKM PU3HKIB 310pOB’Sl HA OCHOBI JaHUX, SIKi
BPaxoOBYIOTh MPOOJIEMH T€TEepOTeHHOCTI, 0OMEKEHOCTI Ta CKIagHOCTI iH(opMmarrii.
[IpakTuHe 3HAUYEHHA BU3HAYAETHCA MOTCHLINHOIO IHTETPAI€I0 LUX CHCTEM Y
peanbHi MPOLEcH MOHITOPHHTY TPOMAJICBKOTO 3JI0pPOB’Sl Ta YIPABIIHHS MiCHKUM
CepelOBHIIEM, a TaKoXX IXHBOIO 3[aTHICTIO MIiIATPHUMYBaTH OOIPyHTOBaHE
NPUHHATTS pillieHb Ha PiBHI MONITHKY.

B pesynprari anamizy mKepen CTBOpeHa IIOpIBHSIbHA TaOJIMIST OCHOBHHX
MIXOMIB 13 JIEKIIbKOMa KPUTEPisIMH OLIHKH BimoOpajkae mepeBard Ta OOMeKEHHS
PI3HUX METOIOJIOTIH y KOHTEKCTi MPOrHO3YBaHHS 3a0pYAHEHHS Ta OLIHKH PU3UKY
IUTS 37I0POB’ A, sIKa HaBeJeHa Hik4e (Tadmuns 1).

TakuM 9MHOM, CydYacHiI HAyKOBi JOCTIDKEHHS IEMOHCTPYIOTH TEHICHLIIO IO
MOEAHAHHS TIepeBar Pi3HUX METOMOJIOTiH, MparHy4d A0 CTBOPEHHS CHCTEM, SKi
3a0e3NevyoTh BUCOKOTOYHY OLIIHKY PH3MKIB JUISl 3[J0pPOB’Sl HAceNIeHHs Ha OCHOBI
KOMILJICKCHUX JaHUX Mpo 3a0pyAHEHHS Ta CollialbHO-IeMorpadiuni ¢axkrtopu.
Kiro4oBMM 3aBIaHHAM 3aMIIAETBCS IHTETpallis MPOTHO3YBAHHS EKOJOTIYHHX
MOKa3HMKIB 3 Oe3Mocepe/IHhOI0 OLIHKOIO BIUIMBY Ha 370pOB’S Ta po3pobka
IHTEpPIPETOBAaHUX 1 MacIITA0OBaHUX IUIATPOPM, 3JATHUX MiATPUMYBATH MPHUHATTS
pitieHs y cdepi rpoMaacbKoOTO 310POB’ S Ta YIIPABIIHHS MiCBKAM CEPEIOBHUIIIEM.
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Tabmuug 1
[lopiBHSIHHSI OCHOBHHUX IiIXOMiB i3 JeKiTbKOMA KpUTEPisIMH OLLiHKH
. IIporno3sy-
O0.ik npocTto- P Y . .
- . BaHHSA B OcHoBHi OcHoBHi
TTixin Tun mogesti | poBo-4acoBHX
. | peaabHOMY nepeBaru 00MesKeHHsT
3aJI€KHOCTEH R
yaci
Pobora 3 Bincyrhict
. . HETIOBHUMH IPSIMOTO
Ti6pumi DL-|CNN + RNN 4 P
. X Tax OOMEKEHO | JaHHMH, TOUHE 3B’SI3KY 3
Mozeni Attention X
MPOTHO3YBAHHSI|HACTIIKAMH 71|
KOHIICHTpALIif 310pOB’sl
®Dokyc Ha
I3UYHiH
Bucoka (b .
U-Net S Mozeri,
cyporar-ti |Conditional DLj ~ O6mexeno Tak n ’ BiZICYTHICTB
Mozeni MaciTabosa- iHTerpauii
HICTb
MEIUIHIX
JIAHUX
Bucoka
. MPOCTOPOBa
Ipocroposi pocTop He BpaxoBye
. po3ainbHa AR
iHTEpIONISII H . 4acoBi 3MiHH,
.. . 3MATHICTH, . .
GIS-migxig (byHKIil YacTkoBo Hi BIJICYTHICTb
. pobota 3
«EKCIIO3UILIsI— ML-
BITIOBIIBY OOMEAKEHMMH MPOTHO3yBaHHS]|
CEHCOPHUMH P yB
JTAHAMH
Bucoka Bumarae
TOYHICTh CKJIaIHOT
CydacHi ML + DL, MIPOTHO3IB, NoTnepeIHbO1
IHTErpo-BaHi | MyJIbTUMOAIH| Tak Tak iHTerparis 00pobKku Ta
CHCTEMU Hi 1ani JIAHKX, MiKIMCIIUTLITI-
iHTEpIpEeTO- HApHOI
BaHiCTh criBOpari

2. Po3poOka xoHuHenmii mMpoexTy

3anponoHOBaHa apXiTeKTypa iHTerpye nekiibka Mopenei mammuaoro (ML) Ta
rnubuHHoro HaBuanHs (DL), koXHa 3 SKMX BHKOHYE CIeliali3oBaHy (YHKIIIO B
MeXax iepapXiuHOro KOHBeepa OLiHKM pu3ukiB [17]. Takuii minxin 3abesneuye He
JWIIEe BUCOKY TOYHICTH IMPOTHO3YBAaHHS, ale ¥ MiABUIIEHY IHTEPIPETOBaHICTh
Pe3yAbTaTIB 1 aIaNTUBHICTH 0 PI3HUX YMOB JJaHHX Ta €KOJOTIYHMX KOHTEKCTIB.
IlouartkoBuii eram mnepenbadae MOMEpeAHI0 (UIBTPAIil0 Ta KaTETOPHU3ALil0
IaHWX 3a Jjgomomoror wmozaemi jaepea pimenp (DT). 3aBmaku  cBoiii
IHTEepIPETOBAHOCTI Ta i€papXiuHii JIOTIHi I MOJENL J03BOJISIE iAEHTU(IKYBATH
KJIIOYOBI 3aKOHOMIPHOCTI Ta MOpPOTOBI 3HAYCHHs MOKAa3HUKIB 3a0pyAHIOBAdYiB, sKi
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CHPaBJIAIOTh NEPUIOYEProBUil BIUIMB Ha cTaH 310poB’s. Lleil eram Takox crpuse
kiacuikaiii perioHiB 4M 4YacOBUX CETMEHTIB 3a piBHEM 3a0pyAHEHHs, pOpMyIOUH
OCHOBY Juts1 Tu(epeHmiioBanoi 00poOKM Ha HACTYITHUX eTarax.

Jpyruii  eram  30CepeKCHMH Ha  BUSBICHHI CKIIQJHUX  HENIHIHAX
B3a€MO3B’SI3KIB MK IMMOKa3HHKAaMH SIKOCTi TOBITPS Ta MEIUKO-IAeMOTrpadiqYHUMH
XapaKTepHCTUKaMK HaceneHHs. 1le 3aBlaHHs peai3yeThCs Yepe3 MaIlHHy OMOPHUX
BekTopiB  (SVM), sika JeMOHCTpye BHCOKY e(QeKTHBHICTH Ipu poOOTi 3
TeTCePOreHHUMH O3HaKaMH Ta 3[aTHa OyAyBaTH TOYHI PO3JALNBHI IMOBEPXHI Yy
06araToBUMIpHOMY MpPOCTOpPi O3HaK. BHXiZHMM pe3yJbTaToM LBOr0 eTamy €
OKpECJICHHS MOTEHLIHHUX 30H PU3UKY Ta GopMai3allis KpUTHYHUX YMOB, 32 SKHX
BIUTHB 3a0pyIHIOBAUIiB CTa€ CyTTEBO IIKIITUBUM JUIS 370POB’S.

Ha TperpoMy erami 3acTOCOBYEThCS — aHCaMOJeBe  MOJCIIOBAHHS 3
BUKOPUCTAHHSIM aJTOPUTMY BHIagkoBoro Jicy (RF), MeToro sikoro € arperyBaHHS
MONEPEHIX pe3yNbTaTiB Ta YTOYHEHHS CTPYKTYpH (DAKTOPIB PH3HKY ILIIXOM
MMOBTOPHOI BUOIpKU Ta MOOYIOBH MHOKHHHM JiepeB pimeHs. Lle miaBumye cTiiikicTb
CHCTEMH J0 BHKHIIB Ta IIYMiB, a TAKOXK HMOKpAIIye HaIiliHICTh 1 BIATBOPIOBAHICTh
OIIIHOK PHU3HKY.

UerBepTHii ertan mnepeadayae BHKOPHCTAHHS MOJENI TPAaIiEHTHOTO OYCTHHTY
XGBoost 1 OCHIIGHHST NMPOTHOCTHYHOI CIIPOMOKHOCTI CHCTeMH. [HTerpyroun
JIOJIATKOBI YacoBi, IPOCTOPOBI Ta COMIATFHO-CKOHOMIYHI 3MiHHI, paHilie He
BpaxoBaHi, I MOJENb IMOCTYNOBO IiJBHINYE TOYHICTH OIIIHKH PH3UKY 3aBISKH
iTepaTHBHII KOpekmii MOMWIOK 1 e(eKTHBHOMY OMNpAamIOBaHHIO CKJIaJHUX
MDK(DaKTOPHHUX 3aJIEKHOCTEH.

Ha m’stomy erami iHTerpyetbcs 3ropTkoBa HeliponHa Mepexa (CNN), sxa
aHaji3ye MPOCTOPOBO-YAaCOBI 3aKOHOMIPHOCTI, OCOOJNMBO y BHIAJKaX, KOJHU
JOCTYIIHI TEONpPOCTOPOBI IIAPH UM CTPYKTYpH CEHCOpPHHX Mepex. Ll Mozaens
JI03BOJISIE CHICTEMI BpaxoBYBaTH reorpadiuHy Kopewsuilo 3a0pyqHIOBadiB Ta
ineHTU]IKyBaTH NMPOCTOPOBI KJIACTEPH PHU3MKIB IJISL 30POB’S, IO € HAIA3BHYAIHO
BOXJIMBUM JUIl LUIBOBUX BTpPydYaHb y cdepi TpoOMaaChKOro 3I0poB’s Ta
CTPATETiYHOTO TUIAaHyBAHHS MOJITHKH.

OiHanbHUI eTan peanizyeThesl 4epe3 MOJENb JOBroi KOPOTKOCTPOKOBOT mam’sITi
(LSTM), sixa BimoOpaskae 4acoBYy AMHAMIKY BIUIMBY 3a0pyIHEHHS Ha 3II0POB’S.
3aBOSKH 3JaTHOCTI HABUATHCS JOBIOCTPOKOBHM 3aleXHOCTSIM Moxens LSTM
JIO3BOJIIE  CHCTEMi TPOTHO3YBaTH BIACTpOdeHi edeKkTH A 370poB’S Ta
MOJIEITIOBATH CIIEHApil pU3UKY 32 PI3HUX CTPATETii €KOJIOTIIHOT O THKH.

Interpamis 1mMx Mojaeneld |y  0araTOCTyNmEHEBY —apXiTeKTypy Qopmye
KOMIUIEKCHY, 0araTOBUMIpHY Ta CTiliKy MO TOMWJIOK CHCTEMY, 3[aTHY HE JIUIIe
TOYHO OILIHIOBATH MOTOYHI PU3MKH, aje il MPOTHO3YBATH TXHIO €BOJIIOIIIIO 32 PiI3HUX
cueHapiiB. 3amporoHoBaHa TiOpuAHA KOHIEMIss BHOCHTH HAyKOBY HOBH3HY
3aBJISIKH CTPYKTYPOBAHOMY NO€THAHHIO IHTEPIIPETOBAHHUX Ta MNIHOMHHUX MOJENeH y
€IMHY aHAIITHYHY CHCTEMY, THM CaMHM PO3IIUPIOI0YH MOXKIMBOCTI MOHITOPHHTY,
YOpaBIiHHA Ta 3MCHLICHHS PHU3UKIB A 3J0pOB’S HACENCHHS, IIOB’S3aHUX i3
3a0pyJHEHHSIM MOBITPSL.
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OcHOBHMM HabOpoM JaHHMX, OOpaHMM [yl HAIIOrO JOCIIDKeHHsS, € Air
Pollution Image Dataset 3 Iunii Ta Hemany [18]. Lleit HabGip MICTHTh KOJEKIIi{O
AaHOTOBaHHUX 300pa)keHb, IO BiNOOpPaKalOTh Pi3HI PIBHI 3a0pyIHEHHS MOBITPS Y
MiCBKMX 1 CLIBCBKHX CepeloBMINAX. MOro peneBaHTHICTh N0 [OCTAaBIEHOIO
3aBJIaHHs BU3HAYAETHCS OAraTiM Bi3yalbHUM NPEICTABICHHSM YMOB 3a0pyIHEHHS,
sKe no3Bosie Hapuatu DL-Moneni, 30kpema CNN, ais BUSBICHHS Ta KiacH(ikamii
piBHS TsbKKOCTi 3a0pynHenHs. Lle noOpe y3roKyeTbest 3 MeTOIO iHTerpauii
HPOCTOPOBO-KOHTEKCTHHUX XapaKTEPUCTHK Y KOHBEEP OLIHKU PU3HKY.

Jnst miABUINEHHS HATiHOCTI Ta y3aralbHIOBAaHOCTI BHXIJHHX pPe3yJbTaTiB
Mozens Oyna  JOJAaTKOBO  pO3MIMPEHa Ta  BaliloBaHAa 3a  JIONOMOTOIO
CTPYKTYPOBaHUX €KOJIOTIYHHX BHMIPIOBaHb i3 IBOX aBTOPUTETHHX [pkepedn [19, 20].
Ii nmomarkoBi Jpkepena Jany  3MOTY 3AIMCHUTH  KpoC-Bajlijamilo  piBHIB
3a0py[HEHHs, MOKPAIIUTH KadiOpyBaHHS ITOpPOTiB MPOTHO3YBAaHHS Ta 3a0e3NeUNTH
Y3TOIDKEHICTh MDK O3HaKaMH, OTPHMaHUMHU 31 300paXeHb, Ta YHCIOBHMH
MOKa3HUKaMH 3a0pyaHeHHs. Lle 3MIITHWIO HiNTiCHICTh Ta MPaKTUYHY 3aCTOCOBHICTH
3aMpONOHOBAHOT MYJIFTUMOENIBHOT CUCTEMH ISl OLIIHKU PU3HKIB 310POB’S.

IIpoGnemMa HaIIOro IOCHIMKEHHS Moxe Oyt cdopmynboBaHa sIK 3aBIaHHS
OararoxmacoBoi kimacuikamii. ¥ ML mig 6aratokiacoBoro Kinacudikaiiero
pO3YMIIOTE 3amady IIPOTHOZHOTO MOJENIOBAaHHS, y SKIiH aJrOpUTM ITIOBHHEH
BIZTHECTH CIIOCTEPEXYBaHHH 00’€KT O OJHOTO 3 KUTBKOX IOTEPEAHbO BU3HAYECHHX
KJaciB. Y KOHTEKCTI OLIHKH PU3UKY JUIS 370POB’S, 3yMOBICHOTO 3a0pyIHEHHSIM
TOBITPs, II€ 3aBIaHHA MOXKe OyTH MaTeMaTHYHO (hopMali3oBaHe BiJIIOBITHUM
YHHOM.

Bxignuit Habip JaHUX y HaOIOMy BHIAIKy MOXKHA MPEACTABUTH HACTYITHUM
quHOM: X :{Xl' Xy yeees Xn}’ Jie KOJKEH 00'€KT X; € BEKTOPOM O3HaK 3 IPOCTOPY

d . .
MR" . Jlns koxuoro ob'ekta X MmiTka kiacy 36iraetees y, e{L2,..., K}, e K
— KUIBKICTh KJIAciB (6 KaciB y paMKax Hamioro 3aBjaaHHs). [loTpiOHO moOyayBaTH
¢ynkuito  f ;R —{1,2,..., K}, saxuil mus Oyzp-sikoro BXigHOTo 00'ekta X
nepenbaunth MIiTKy knacy Y ( pM3MK U TPOMAJChKOTO 310poB'd). Mogensb
MAaIIMHHOTO HaBYaHHSA MOOyZOBaHa 3 BUKOPHCTAaHHAM HaBUAIBHOI BHOIpKH

X X oy (X
{0 Y1), (%2, ¥2)r0 € n’yn)}, ska  Moxe Oyrm  chopmoBaHa 3
iHPOPMAaTHBHUX BXiJHUX O3HAK, TOJOBHE 3aBIAaHHS TIONISTa€ B 3HAXOKCHHI
HaOmmkeHHs QyHKII f Ha OCHOBI IHMX AaHUX. SIKIIo P(y=k|x)-
HMOBIPHICTh HAJIGKHOCTI 00'ekTa X KIacy K, toni dyHKIIA f (X) MIPOTHO3Y€E
KJIacC 3 armoCTePiOPHOI0 HMOBIPHICTIO

f(xX)=ar max P(y=k]|x
) g, mex Py | )

Jnst HaBYaHHS MOJENi BHKOPHCTOBYEThCS (YHKIISI BTpar, siKa KUIbKICHO

BH3HAYa€e PO30OLKHICTD MK mepeabadyyBaHUMH Ta CIIPABKHIMH MITKaMH KIaciB.
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OpHiero 3 HalyacTile BUKOPUCTOBYBaHMX (DyHKLil BTpaT ais uiel MeTH € BTpara
MepexXpecHOl eHTPOITii:

L(y,y") =—Z y, log (yy)

ne yk — ngilikoBuil iHgukaTop (0 abo 1), mo Bka3zye, YU HAIEKUTH 00'€KT 10

k

KJ1acy , y’ = P(y =k | X)- HMOBIPHICTh TOTO, IO O0'€KT HAJEKUTH 0O

1<J1acyk , mepenbayeHo mone/uto. Monenb ONTHMI3yeThCsl MUIIXOM MiHiMizamii

¢dyHKIii BTpar L BHUKOPHCTAHHSI METOMIB ONTHMIi3amii, TAKNX SK TPagieHTHHI
CITyCK.

®iHanbHE MPOTHO3YBaHHS 3AIHCHIOETHCS HUIIXOM BHOOPY KJIacy 3 HAWBHUIIOKO
HMOBIPHICTIO Ha OCHOBi HaBueHOI Mofeni. 3arajlbHUHi KOHBEEP CHCTEMH,
BUKOPHUCTAHUK y AOCHIMKEHHI, IpeacTaBineHuil Ha puc. 1. ImmopToBani Habopu
JAHUX 3aBaHTaXYIOTHCS 3a JomoMororo (QyHkmii Oi6miorekn Pandas Ta
30epiratotecss sk 00’ekti DataFrame. Jlani BHKOHYETBCS €Tam ITONEpeIHBOL
0o0poOKM, KW BKIIOYa€ BUSBICHHS aHOMANIH 1 BHKHAIB, a TAKOX YCYHEHHS
nucOanancy KaciB y BUXIiJHIN 3MiHHIH.

= y y

= Session

= start Session end
g Loa »Visnali-]

& at ——{zajo

_=" 0 3 '

= : '

= : |

Ve . EDA [ Save J Mudel.;l
i results esearc

Server backend
w
Eé |-

TOEEES
ata fo
redict

ML models

User

Pucynok 1. ®opmanizanis konuerniii Ha 6a3i BPMN cxemu

[Micns  momepemHpoi  OOpOOKM  3MIHCHIOETBCA ~ KOMIUIEKC — HPOLEAYP
po3BinyBanbHOTrO aHamizy ganux (EDA). Jlo HUX HalexaTh CTATUCTUYHUH aHAII3,
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aHani3 Kopewslii, (GakTopHMH aHaji3, a TakoXX 3a HEOOXiTHOCTI - 3MEHILICHHS
PO3MIpPHOCTI y BUIA/IKaX, KOJIHM KUTBKICTh BXITHUX O3HAK € 3aHA/ITO BEJIHUKOIO.

Ha erani monemoBanHs OyayroTbest okpemi ML-mozeni, hopmyeTbest aHcamMOIIb
MOJIeNe Ta PO3pOOISIOTECS TIIMOOKI MOBHO3B’SI3HI INTYYHI HEHPOHHI Mepexi,
HaBYEHI Ha TPEHYBAJbHUX 1 TECTOBUX MIIMHOXKMHAX NaHWX. Ll migMHOXWHK
(hopMYIOTBCS IIUIIXOM PO3MOJLUTY JaHUX 1 MIISATAI0Th MPOLEIypaM Kpoc-Baiamii
JUTst 3a0e3neyeHHst HaJiiHOCTI MOIereH.

Jucbananc KiaciB po3B’sI3yeThCs 3a TOMOMOTIOIO IiXOy 3Ba)XKyBaHHs KIAcCiB,
KOJIM Baru OOYMCIIOIOTHCS SIK OOEpHEHa 4acToTa MOsBH Kilacy y Habopi manux. Lle
eekTHBHO miABUINYe «mTpad» 3a HEMpaBHIbHY KiacH]ikallifo HEIO0CTaTHbO
MIPE/ICTABICHAX KJAciB, IOKPAIyIOYH YYTJIMBICTh MOZAENI JI0O MIiHOPHUTApHUX
kateropiif. Ilpu oMy TeHepalis CHHTETHYHHX JAHUX HE 3aCTOCOBYETHCS, IIO
MTO3UTHBHO BIUIMBAE HA HAJIIIHICTE 1 BAJIIAHICT pe3yabTaTiB Kiacugikamii.

HaBueni Mopmemi  OWIHIOIOTBCS 32  JOIOMOTOI0  BHOpaHMX  METPHK
MPOAYKTUBHOCTI (HANpHKIAL, accuracy), TECTYIOThCS HA HEBIIOMHX JaHUX 1
cepiaii3yroThCs y okpeMi (aiiu I moJanblIoro 3aBaHTaXEHHSI Ta 3aCTOCYBAHHS
0O HOBUX HaOOpiB JaHMX 3 METOI0 OLIHKM PIBHA PHU3UKY UISI TPOMAJICHKOTO
3nopoB’s. Ilepen oOpoOKo0 HaHHX IMIOPTYIOThCA HeoOximHi 6i0mioteku. Cepen
Hux NumPy Ta Pandas it poGoTH 3i CTpyKTypaMul JaHUX i HOIepeaHsol oOpoOky,
Matplotlib Ta Seaborn mus Bizyamizarii, a TakoXx pi3Hi Momyii OibmioTexkn scikit-
learn (sklearn). OctaHHI BHUKOPHCTOBYIOTBCSI IJISI TaKUX 3aBJaHb, SIK KOTYBaHHS
KaTeropiallbHUX (PSAIKOBUX UM TEKCTOBHX) O3HAaK Yy YHCIOBI (opmatwy,
HOpMaJIi3amisd JaHWX, OI[iHKa METPUK MPOAYKTUBHOCTI Ta iHiLiami3amis Mozjenen
(manpukiag, DecisionTreeClassifier).

VY npiarpami kmaciB (puc. 2) kmac ExploratoryDataAnalysis Bimmosimae 3a
BUKOHAHHS PO3BIIYBAJIGHOTO AaHaNi3y MAaHUX. BiH MicTuTh arpubytn s
30epiranHs NUIAXIB A0 JUPEKTOpill st 30epexeHHs rpaiyHuX pe3ynbTaTiB, a
TaKOXK Ha0ip METOJIIB /Il CTBOPCHHS Bi3yauizalriii.

o TaKUX METO/IiB HaJleXXaTh generateDataDistributionPlot,
generateEmissionindexPlot, generateCorrelationMatrixPlot, generateZScorePlot,
generatePairplotPlot ta generateClassDistributionPlot.

Lentpansauii ¢aiin server.py MiCTUTh OCHOBHY OIepamiifHy JIOTiKy cUCTeMHU. Y
HBOMY BH3HaueHi ronoBHi API-eHnnoinTw, BKMIOYHO 3 get session (iHimiamizamis
cecii), upload file (3aBanTakeHHs maHuWX), start eda (3amyck pO3BiTyBaJbHOTO
aHamizy), predict (inpepeHmis Momeni) Ta compare (HOPIBHSAHHS MPOAYKTHBHOCTI
mogzerneii). Kimac Regression BiJmoBijae 3a BUKOHAHHS perpeciiHux mopenei. Bin
MICTHTh aTpuOyTH Juisi 30epiraHHs pe3ynbTaTiB MPOTHO3YBAHHS, a TaKOX
cepiali3oBaHUX MOJIeIIe, cepen SKHX decisionTreeModel.pkl,
randomForestModel.pkl, XGBoostModel.pkl, mlpModel.keras, IstmModel.keras Ta
cnnModel.keras. Kiac 3a06e3neuye meronu ans MacmraOyBaHHS gaHux (scaleData),
rerepamii mporHo3iB (predict, predictProba) Ta cTBOpeHHS pi3HOMaHITHHX
Bisyauizamiif, 30kpema generateAQIByLocationPlot, generateCorrelationMatrixPlot
ta generate AQIByTimePlot.
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Pucynok 2. /liarpama roinoBHHX KJIaciB IPOEKTY

Kuac Classification, npu3HaueHni 11 kiacudikamiiHUX 3aBaaHb, Mae MOII0OHY
CTPYKTYpy 10 Regression, aie 30cepelKyeThCsl HA BITHECCHHI CKOJOTIYHUX JaHUX
0 Hamepea BHW3HAUeHMX KiaciB. BiH kepye pesynpraramm kinacudikamii Ta
JI03BOJISIE pO3LIUPIOBATU BUXI1THHAH naradpeiim (classificationResult,
extendDataframe). Jlns xkmacudikamii BHKOPUCTOBYETBCS TOH camuii HaOip
apxiTeKTyp MoJieneit: decisionTreeModel.pkl, randomForestModel.pkl,
XGBoostModel.pkl, mlpModel keras, IstmModel.keras tTa cnnModel.keras.

Knacu CompareClassification Ta CompareRegression Biamopimarote 3a
MOPIBHSUIBHUM aHANi3 pe3ynbTaTiB KiIacH(iKaliiHUX Ta perpeciiHuX Mojenei
BiAMoBiHO. BoHM HamaroTh NMIMPOKWI HaOip METOMIB Bi3dyamizaiii, cepem SKUX
forecastComparePlot, heatmapPlot, compareDFPlot, boxplot, corrMatrixPlot Ta
aqiForecastPlot, mo 3a0e3nedyyroTh IHTEPIPETOBAHICTH pPE3yNbTATiB POOOTH
MOJIeNIei 1 Jal0Th 3MOTY IPOBOANUTH MIKMOJIENTbHE O€HUMapKIHT-IOPiBHSIHHS.

[HTeNnekTyanpHa cucteMa MOOyIOBaHA Ha KIIE€HT-CEPBEPHIN apXiTeKTypi, Ae
OekeHa peanizoBaHo Ha Python i3 BukopucranusaMm wmikpodpeiimBopky Flask, a
¢dponTEeHn po3pobreHo MoBorw JavaScript i3 3actocyBaHHsAM 0i0mioTexkn React.
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OcHoBHHMI (QYHKI[IOHAJ CHCTEMH OXOIUIIOE DO3BiAyBaJbHUH aHA3 JaHUX,
NPOTHO3HE MOJISIIOBAaHHS i3 BUKOPUCTaHHSIM MeTOJiB kiacudikarii Ta perpecii, a
TaKOX HOPIBHSUIBHY OLIHKY IIPOJYKTHBHOCTI MOJEIICH.

Bekenn 6azyersest Ha Flask, sxwuit 3a0e3mnedye JIerkoBaroBuii 1 THyYKHi KapKac
it modynosu RESTful API, mo mo3Bomnsie peanmizyBaTi O€3IIOBHY KOMYHIKAIIIO
MiX (pOHTEHAOM 1 cepBepHHMH KommoHeHTamu. Flask o06po6mse HTTP-
MapIIpyTH3allilo, $Ka BIANOBIZaE 3a OTPUMaHHS, OOpPoOKy Ta 30epexeHHs
exonoriuHux aaHux. CTpyKTypHa opraHizauis OSKEeH/A-TPOEKTY MpEICTaBlICHA B
HACTYIHOMY po3ziii (puc. 3).

OpoHTEH] CHCTEMH peali3oBaHO 3a JomoMoroio (¢peiiMBopky React, mio
3a0e3nedye AWHAMIYHMH Ta 3pydHHH Ui KopHcTyBada iHTepdeiic. OcHOBHI
KOMITOHEHTH iHTep(elicy BKIIOYAaIOTh CTOPIHKY 3aBaHTaXXeHHs (aiimis, Moy s
BiOOpa)KEHHS  pe3yNbTAaTiB  PO3BIAYyBAIBHOTO  aHANI3y JaHHUX, CTOPIHKY
MIPOTHO3YBAaHHS I 3aIlyCKy MoJelell Ta CIemiaJbHUN pO3AUT Ul IOpIBHSHHS
Mozneneil. B3aemonis 3 OekeHIOM 3IIHCHIOETbCA uepe3 0i0mioTeky AXxios, fka
no3sonsge BukoHyBatd HTTP-3amutu ta 3abe3neuye edexTHBHY KOMYyHiKamiioo 3
CEPBEPHOIO YACTUHOIO 3aCTOCYHKY.

g tion.py
# compareClassificationModels.py
& compareRagressionModels.py
* ada.py

@ regression.py

dvenv

heipers

=y e
& dbHelper.py
& imgHelper.py
-

predictHelper.py

ification

SSion

Pucynok 3. CTpykTypa poeKkTy y CepeIoBHUIII PO3POOKH

3. HocaimkeHHsI poGOTH Ta 00UNCIIOBAJIbHI eKCIIepUMEHTH
Ha mnouatkoBOoMy eTami naHi Oymu immopToBaHi Ta 30epexeHi Yy BHITIAMI
cTpyKTypoBaHux o00’ektiB DataFrame 3a nomomororo 6iGmiorekn Pandas. [lns
onTUMizanii MpocTopy O3HAaK OyJIo BHAAJICHO HEMOTpiOHI abo HeindopMaTuUBHI
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aTpulOyTH, 30KpeMa Ha3Bu (ailniB, ineHTHdikaTopu poky Ta Micsud. o
KaTeropialbHUX 3MIHHHMX, TaKUX SK JIOKallis Ta TOIMHA, OYJIO 3aCTOCOBAHO
komyBanHs Mitok (Label Encoding) 3 Bukopucranmmsm LabelEncoder mis
HEePEeTBOPEHHS TEKCTOBHMX NaHUX y YHCIOBUIl opMmar, CyMicHHIl i3 airopurMamMu
MAIIHHHOTO HaBYaHHSL.

Jami matacer Oyno MiIgaHO HU3II MIaTHOCTHYHHX TIPOIENYp Ha HAasBHICTH
NPOIYCKIB i aHOMaill. 3amucH 3 BHCOKOK YAacTKOIO BIJCYTHIX 3HaueHb OyIo
BIJIYYEHO, TOAI SIK YacTKOBI IPOIYCKH 3allOBHIOBAIMCS METOJAMH CEepPEeaHbOT
MiJICTAHOBKM Ha OCHOBI  arpuOyTHOi arperamii. Posmominmu  KiIIO9OBHX
3abpynHioBauiB (PMa2.s, PMio, NO2, SO, CO Ta Os) Oynu BizyamizoBaHi 3a
JIOTIOMOTOI0 TiCTOTpaM Ta OWIHOK sepHOI IMUIBHOCTI JUIS aHaNi3y acuMerpil,
mucnepcii Ta MojanbHOCTI. Takoxkx Oynm Bukopucrai boxplot-rpadikm mis
ineHTHdIKAI] BUKUIIB y po3pi3i KiIaciB iHAEKCY sKkocTi mositps (AQI).

Jliis moonanHs mpo0aeMu qucbanancy kiaciB y miapoBiit 3miHi (AQI Class)
OyJ0 3aCTOCOBAHO METOJM OBEPCEMIUTIHTY. BHUKOPHCTOBYBAIMCS —aITOPUTMH
SMOTE Tta ADASYN, sKi CHHTETHYHO 30iJbLIyBald KUIBKICTh HPUKIAIIB
MIHOPUTapHHX KJaciB, YTBOPIOIOYM 30ajaHcoBaHl BHOIpKM I HaBYaHHSA
kinacugikamifnux moxenedl. OTpuMani po3mupeHi gataceTH Oyl eKCHOPTOBaHi
JUTS TOJJAJIBIIOTO BUKOPHCTAHHSI.

Byno npoBeneHo xopemsiifHuA aHami3 i3 BUKOpUCTAaHHAM MeTpuk [lipcoHa Ta
CoipMeHa [ OIIIHKH JIIHIHHAX 1 MOHOTOHHHX 3B’SI3KiB MDK O3HaKaMH.
KopemnsimiitHi MaTpuni Bi3yanizyBaics y BUIIIAL TEIUIOBHX KapT, a 3HAUYIIICTH
acorianid JOZATKOBO MepeBipsiacs CTaTUCTUYHUMH TecTamHu. Cepex HUX t-TecT
Bemua s mopiBHsHHA 3HaueHb AQI MK mapamm KiaciB, OJHO(QAKTOPHHMA
nmucniepciitanit aHanmiz (ANOVA) ans 6araTokiacoBHX IMOPIBHSHB 1 TeCT > IUIA
OIIHKU 3aJeXHOCTI MK KarteropisMu AQI Ta OiHapu30BaHUMH PiBHIMHU
3a0pynHeHHs (HalpHKIaa, BUCOKUI IPOTH HU3EKOTO PMo2.s).

Takum unHOM, OyJI0 BUKOHAHO KOPEIIIHHUN aHajl3 O3HaK, a pe3yibTaT Horo
Bizyaumizamii y BUIVISII TEIJIOBOT KapTH HPEJICTaBiIeHo Ha puc. 4. s 1OMOBHEHHS
IUX aHANi3iB MPOBEIEHO BUSBICHHS BUKHIIB i3 BUKOPHUCTAHHSIM JIBOX HE3AISIKHHUX
MiIXOMIB = MeTony Z-OWiHKM Ta MeTOXy iHTepkBapTmiabHOro posmaxy (IQR).
TenmnoBi kapTé Ha OocHOBI Z-omiHkH Ta boxplot-rpadixu Ha ocHoBi IQR Hamamu
OJATKOBY 1H(OPMAII0 NPO aHOMAaJbHI PO3IMOIUIM YWCIOBUX XapaKTEPHUCTHK.
JonatkoBo Oymno AOCHIKEHO BHMIpPHY CTPYKTYpY JAaTaceTy 3a IOIOMOTOIO
(hakTOpHOTO aHaJi3y Ta METOIIB 3HIKECHHS PO3MIPHOCTI.

@dakTopHUI aHaNi3 i3 BUKOPHCTAHHAM 3aJaHOi TPHOXKOMIIOHEHTHOI MOJeni
BUSIBMB JIATEHTHI KOHCTPYKTH, IO JI&KaTh B OCHOBI JaHHMX INpo 3a0pyJqHIOBadi Ta
3naueHHs [CSl (AQI). 3aBantaxenns (loadings) Oynm BizyanmizoBaHi y BHIJIANI
TEIJIOBOI KapTH s iHTeprperanii BHECKy 3MIHHMX Yy pi3Hi ¢akrtopu. [lns
3MEHILIEHHS MPOCTOPY O3HAK O JABOX BHMIpiB OYyJI0 3aCTOCOBAHO METOJ TOJIOBHUX
kommoHeHT (PCA) ta t-po3mofinene croxactu4ne cycigae BoOymoByBanus (t-SNE).
TpanchopmoBaHi  yaBIeHHS  O3HaK OynM  Bi3yami3oBaHi U1 OIIHKH
BiJJOKPEMITIOBAHOCTI KJIACiB Ta BHYTPILIHBOT CTPYKTYPH TaHHX.
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Pucynok 4. TernoBa kapTa KOPEJALIHUX OLIHOK MiX BXIAHUMH 03HaKaMu Habopy
JaHHUX

SIx Oyno BHSBICHO MiJ Yac KOPEJIIHHOTO aHaily, OKpiM HeiH(opMaTHBHOI
O3HAKW, IO MpencTaBisie iM’s (aiily 300paXKeHHs, BUCOKI 3HA4YEeHHS KOpEJSii
0COOJIMBO CIOCTEPITraloThCs cepel aTpuOyTiB, IO XapaKTepHU3yIOTh 3a0pyHHEHHS
TOBITPS IIKiANMBAMH peYOBHHAMH, 30kpeMa PM:.s ta PMio. lle mosicHIOETBCA
MPUPOAOI0 X BHMIPIOBaHHS Ta CXOXICTIO IHCTPYMEHTIB 1 METOHOJIOTIH,
BUKOPHCTAHUX VIS IXHBOTO BUSIBJICHHS. Y paMKax MOIEPEeIHbOTr0 aHAl3y JaHHX, 1X
OYHILEHHS Ta MONepPeaHbpoi 00poOKH OyI0 MPUHHATO PilIEHHS BUIAIHTH aTpHOYT
Filename i3 DataFrame, ockiiibky BiH He Hece aHAJITHYHOI LIHHOCTI B KOHTEKCTI
JIOCITIJPKYBaHOTO 3aBJIaHHS.

Ilig wac momambIIOro MOCTIIKEHHS OYJIO BCTAHOBJIEHO, IO O3Haku Month i
Year TeMOHCTPYIOTh CHJIBHY MIDKKOPEJIIO Ta POOJISITH HEMOCIiIOBHUI BHECOK Y
CTPYKTYpY HaHuX. Y 3B’S3Ky 3 IMM iX OyJo BUKIIOUEHO 3 (piHaIBHOTO HAaOOpy
O3HAK, 00 YHUKHYTH MOTEHIIHHUX MPOOJIEeM MYJIBTHKONIHEAPHOCTI Ta 3MEHIIUTH
HaamMmKoBicTh. [1in wac peamizamii aHamizy MPOMYIIEHUX 3HAYEHB 32 TOMOMOTOI0
merony isnull() Oymo BusBieno, mo o3Haku Os, CO, SO2 Ta NO:2 MiCTATh MOHAZ
2000 mpomymennx 3amuciB. J[ns po3s’si3aHHs wiel mpobieMu OyJio 3aCTOCOBAHO
METOJI IMITyTallii NIIIXOM 00YHCIICHHS CEepeHHOI0 3HAYEHHS BiAMOBITHUX 3MIHHUX
1 3aMiHU TPOMYCKiB 3a JOMOMOrow (yHkmii mean(), IO TO3BOJWIO BiIHOBHTH
HiicHicTh HAOOPY JaHKX i MiHIMI3yBaTH BTpaTH iHpopMmarii.

Posrinsremo mponiec EDA Ta aHamizy gaHuX y MeXaX JIOKaJIbHO PO3TOPHYTOI
CHCTEMH 3 TOUKH 30py KiHIIEBOTO KOpUCTyBaya (puc. 5).

Po3in 3aBaHTaKEHHS HaHUX HaJa€ KOPOTKHH omuc 0a30BHX BHUMOI 10
BXiTHOTO (paiiry, SKWUA KOPUCTYBad MOXE 3aBAaHTAXUTH, a TaKOX MICTUTh
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inTepakTuBHy KHOnKy «Upload file.
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BiZloOpakaeThcsl Ha3Ba Ta XapaKTEPUCTUKH OOpaHOro (ailily sl mepeBipku HOro
KopekTHocTi. [licist miaTBepkeHHs NUIIXOM HaTHcKaHHS KHOMKH «Confirm datay
iHTep(eiic mepexoanTh X0 CEeKIil aHaTi3y JaHUX.
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Distrbution of A0 classes by keation

Thie Distrioution of AQl Classes by Locstion plot viualizes how air quality neax (V) categores 2.3, Goo, Maderats, Urhealthy) are distrhuted scross dffecent g2oarachic
lozabors, helpng lo compere ar qualty varistions scetially.
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Pucynok 5. Intepdeiic xopucryBaua anamitinunoi naneni EDA cucremu

Ha croponi GexeHmy iHTErpoBaHO CHEIiaTi30BaHUH MOJIYJb PO3BiTyBaIBEHOTO
anamizy nanux (EDA) nis oOpoOku 3aBaHTaXEHUX BXIAHUX NaHuX. Lle#t mMomynn
3a0e3nedye Bi3yami3alilo CTATHCTUYHUX XapaKTEpUCTUK HaOOpy JaHuX, MOOYIOBY
KOpeIALifHUX MaTpulb, TpadikiB po3moaily Ta peamnizamiro iHmuUX Metoais EDA.
Jns #oro iMIuleMeHTanii BHUKOpPHCTaHO Bimomi 0i0miorexu, 30kpema Pandas,
Matplotlib, Keras Ta Seaborn. REST API engnointu cucteMu po3pobieHi Takum
YHHOM, 00 MOBEPTAaTH AHAIITHYHI PE3ylbTaTH Y BUIIIAAL 300paXKeHb, SKi MMOTIM
BIZITBOPIOIOTHCS Y PpOHTEHA-iHTepdeNC] 11t iHTepnpeTanii KOpUCTyBaueM.

JIJi1 MPOTHO3HOTO MOJIETIOBAHHS CHCTEMa BKIIIOYAE K KiIacHU(ikaiiiHi, Tak i
perpeciitai anropurmu, 30kpema DT, SVM, RF, XGBoost, LSTM, CNN. Lli mozemi
TOTIepEIHRO HaBUEHI Ta 30epekeHi y cepiamizoBanomy ¢opmari (.pkl abo .keras) y
(aitnosiii cuctemi cepsepa. Ilin dac iHinitoBaHHS 3amuTy OEKEHI-3aCTOCYHOK Ha
0asi Flask mecepiamnisye BiamoBinHy Moaens, 0Opo0isie MiArOTOBICHI BXiJHI JaHi Ta
HOBEPTaE pe3ysbTaT MPOTHO3YBaHHS y BUIIIAL CTpyKkTypoBaHoi JSON-BinmoBii.

Jlnst 3amycKy MpOTHO3YBaHHS KOPUCTYBau CIIOYaTKy odupae GaxkaHy MOZAENb Ta
1 Tun - knacugikanis g perpecis. Ilicns BuOopy crae mocTymHOMO KHOMKa «Start
Prediction». Ilpm 11 axtuBamii (opMyeTbCcst 3amuT 10 OCKEHIy Ui 3alycKy
00paHOTO MPOTHO3HOTO KOHBeepa. [licis reHeparii pe3ysIbTaTiB CHCTEMa HaJACHIIAE
BIINOBiAb A0 (POHTEHAY, IO MICTHTh SIK Bi3yallbHI pe3yNbTaTH (HATPHUKIA,
rpagikn), Tak i geranpHul CSV-3BiT. 3MiCT pe3ynbTaTiB 3aJeKUTh Bil 0OpaHOTO
TUIYy MOZEMi, 0 BigoOpaska€ BIIMIHHOCTI y JIOTiNi alTrOPUTMIB Ta CTPYKTYpi
BUXIJHUX JaHUX.
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[Tin wac ouiHIOBaHHS MoJejeil MaIIMHHOTO HaB4YaHHA HaOip naHux Oyio
pO3IiNeHO Ha HaBYaJbHY Ta TECTOBY BHOIPKM y CHIiBBiJHOWICHHI 75:25 s
HiITPUMKH TpoLEeCY PO3pOoOKHM MoJened Ta OLIHKH iX HpPOAYKTUBHOCTI. Jlis
CTPYKTYPOBAHOT'O JIOTYBaHHs e(heKTHBHOCTI MoJieseil 004MCIIeHI 3HAaUYeHHSI METPHK
30epiraimcs y creliagi30BaHuX 3MiHHUX.

Jlns  3a0e3redeHHS KOMIDIEKCHOTO TIOPIBHSUTBHOTO —aHamizy e(eKTHBHOCTI
Kiacudikaniii 3a TOYHICTIO 3aCTOCOBYBAJIMCS Bi3yasi3alii MaTpulb IUTyTaHUHH,
3reHepoBaHi 3a IonoMorowo 0ibmiorexku Seaborn. OTpuMaHi MaTpHLi ILTyTaHUHH
Ui BCix peanmizoBanux wmoneneid ML HaBemeHo Ha puc. 6. [nst 3pydHOCTI
iHTepIpeTanii BUXi/HI KJIacH PU3HKY OYyJIM YHCENIBHO 3aKOJIOBaHI y MOCIiOBHOMY
nopsiaky Big 0 o 5.

V3arampHEHI pe3yNbTaTH HPOAEMOHCTPYBAIM BHCOKY TOYHICTH KiacHikarii
U BCIX Mojeled, IprudoMy HaWBHINY e(eKTHBHICTh 3a MOKAa3HHMKOM TOYHOCTI
kinacudikamii  mpomemoHcTpyBana  Mmozmens  XGBoost.  Jlngt mopmambmioro
MOPIBHAIBHOTO aHami3y Oyina CTBOpeHa Bi3yalli3alis, sKa UIIOCTPYe TOYHICTh
kiacudikaiii Bcix Momenell y 6araTokiiacoBoMy cepeloBHIL. YcepeaHeHi mpodii
ROC-kpuBux A7 MO/ieliel HaBeIeHO OKpeMo Ha puc. 7.

[Ipencrasnena ROC-kpuBa neMOHCTpY€e MPOIYKTUBHICTH KiIacudikalii pisHUX
Mozenel y 06araToks1IacoBOMy CEpeIOBHINI 3 BUKOPHUCTAHHSIM IIAXOMy one-Vs-rest.
I'padik BimoOpaxae criBBigHONIEHHS MiX rokasHuKoM True Positive Rate (TPR) Ta
False Positive Rate (FPR) mns koxHoro kiacudixkaropa. Unmm Ommkue KpuBa
po3TanioBaHa A0 BEPXHBOTO JIBOTO KyTa, TUM €(EKTHBHINIE MOJENb PO3pi3HSE
inboBi Kinacu. Cepen ycix OIIHEHHX MojeNied HalOUIbII CHPUSTINBY MOBEIIHKY
nemoHcTpye kinacudikatop XGBoost, ROC-kpuBa SK0ro MakCUMaIbHO HaOIMKEeHA
JI0 ONTHMaNIBHOT Mexki. Lle cBimunuTh mpo cTabiTbHO BUCOKUHM PiBEHb YYTIUBOCTI Ta
cnenu@iqHOCTI B yChOMY Iiana3oHi HOPOTiB NPUHHATTS PillICHb.

Mopens LSTM Ttakoxk mokasana Maike ifealbHi pe3yibTaTH, IeMOHCTPYIOUN
IUIaBHY KPHBY, IO 3aJIHIIAETHCS OIM3BKOIO 0 BEPXHBOTO JIIBOTO KyTa rpadika, 1o
CBITUMTH TPO Ti CHIBHI MOMJIMBOCTI 10 y3araimbHeHHsS. Moxens CNN mparioe
NopiBHAHO mo0pe, Xo4a 11 KpuBa JEMOHCTPYE HE3HAuyHI BIIXWICHHS BiX
onTHUMaNbHOI opMH Ha moyaTtkoBoMy mianazoni FPR. IIpote 11 TpaekTopis 3araiom
MiATBEPKY€E HAOiHY AKicTh knacudikamii. Mogens RF nokazana nomipHo sikicHHIA
ROC-mpodinb, omnak ii kpuBa Mae OLTBII CXigYacTHH XapakTep, IIO0 MOXKHA
MOSICHUTH 11 YyTJIUBICTIO 10 B3a€MOJIT O3HAK Ta PO3MOIITY TaHHX.

Sx BumHO, popmMa ROC-kpHBHX Bapirfo€ThCS B PI3HUX IUISTHKAX PO3IOILTY
6axniB, mpore aHcamOueBi moneni - Hacammepen Random Forest Ta XGBoost -
BUSIBILSIFOTH HAaHOLIBII HAONMKEHI 10 ONTUMAIBHUX XapaKTEPHUCTHKU 3 IIaBHHMH
KPHUBHMH, 110 TSOKIFOTh 10 3HAYCHB, OMM3BKHUX 110 1.

Y nopiBHAHHI 3 UM, Mojienh DT IeMOHCTpYE MOMITHO HIKYY epeKTHBHICTb. 1i
KpHBa XapaKTEePU3YEThCS PI3KUMH 3MiHAMH 1 pO3TallloBaHa 3HAYHO HIDKYE KPUBUX
OiTBII IPOCYHYTUX MOJeNel, ocoOnuBo y minsHKax, ne False Positive Rate (FPR)
nepesumye 0,2. Takumil pe3ynapTaT BimoOpakae oOMex)eHHS 0a30BHX CTPYKTYpP
JIepeB PillleHb y pO3Mi3HaBaHHI CKJIAJHUX MEX KIAciB y 3aBIaHHAX 0araToKJIacOBOL
ki1acuikarii.
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Pucynok 6. Matpuui noxu6ox it Mmozeneii: Jlepeso pimens (a), Merox onopHux
BekTopiB (b), Bunmaakoswuii mic (¢), XGBoost (d), PekypenTHa HelipoHHa Mepexka
(e), 3roptkoBa HelipoHHa Mepexa (f)
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Moznens SVM  noxkasye HecrabGinbHuit ROC-mpodins i3 HeperynsipHuM
3poctranHsaM TPR, mio CBigYMTH MpO HENOCIiIOBHY HMPOAYKTUBHICTh KiaacHuikarii
Ta 3HIKEHYy IHUCKPUMIHALifHy 3[aTHICTh HOPIBHAHO 3 aHCAaMOJEBHMH abo
[IMOOKUMH HEWPOHHUMH METOJAMH. 3arajoM pe3ylIbTaTH IiITBEpUKYIOTh, IO
ancamOieBi Mofeni, 30kpema XGBoost, Ta rmOoKi HEHPOHHI apXITEKTYpH, TaKi K
LSTM ta CNN, mepeBepuIyloTh KJIaCHYHI METOIM 3a OLIHKOI Ha ocHOBI ROC-
kpuBux. Lli Monenmi AEMOHCTPYIOTh BHINY 3JaTHICTh [0 Y3araJlbHeHHS Ta
OiATPUMYIOTh ~ 30allaHCOBaHy MPOJYKTUBHICTH MDK KiacamMu. Pesymprati
MOPIBHSUTBHOTO aHajli3y METPHK CTBOPEHHX MOJENEeH B iHTENeKTyalbHil cucTemi
npeacTaBieHi y Tabmuui 1.

1.0 IJ—_F
0.8
o
Z os
b
z
g
a 0.4 4
=
= CNN
— R
0.2 — DT
— SVvM
—_— XGhoost
0.0 4 LSTR
U.lU CI.I2 U.l4 0.‘6 G.‘S l.lD
False Positive Rate
Pucynok 7. Y3aransHena ROC-kpuBa ajst CTBOPEHUX MOENeH
Tabmus 2
Pe3yiabTaTi NOPiBHAIBHOIO aHAII3y METPHK CTBOPEHHX MOJeJIei
Metric DT SVM RF XGB CNN LSTM

Accuracy 0,879 0,961 0,973 0,993 0,987 0,981
Precision 0,861 0,957 0,967 0,991 0,981 0,973

Recall 0,856 0,958 0,969 0,989 0,977 0,969
F1-score 0,864 0,952 0,967 0,988 0979 0,977

tavg 3 18 7 8 45 67

3aranoM, HEHpPOHHI Mepexki JEeMOHCTPYIOTh BHCOKY TOYHICTh Kiacuikarii.
Monens LSTM pocsrae piBHS TOYHOCTI, 6mu3bkoro no0 0,98, mpubnuzuo no 15-i
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eroxu, ToAi ik CNN nocsirae aHaJOTiYHOTO PiBHs JMie micnus 25-1 emoxu. Ilicis
[[bOTO TMOJAJbIIe IOKPAIICHHs TOYHOCTI 3HAYHO CIOBIIBHIOETBCSA, a 1HOML
CIIOCTEpPIraroThCsl He3HAUHI KOJIMBaHHA. Taki AWHAMIKHA BKA3yOTh Ha MOTCHIIHHUN
pH3UK IIepeHaBYaHHs];, OJHAK OOpaHi mHapaMeTpu peryisipusanii e()eKTHBHO
3MEHIIYIOTh 1110 mpobneMy. Ha modarkoBomy erami HaB4anHsS CNN geMOHCTpye
OinmbIIi 3HaYeHHS MOMWIKH TOpiBHAHO 3 LSTM. HesBakaroun Ha 1e, ii IIBUAKICTH
30DKHOCTI 3HAYHO BHWINA, WIO CBIAYUTH NP0 OiIBII e(pEeKTUBHY TPAEKTOPIIO
ONTHMi3aliil, He3Ba)Kal0UH Ha II0YaTKOBY BapiaTUBHICTb.

ByB mpoBeneHuii MopiBHUIBHMI aHaji3 Mojejell He JHIIe 3a CTaHAAPTHUMHU
METpPHKaMH OLHKM, a ¥ 3 ypaxyBaHHSIM OOUYMCIIOBAIBHOI NPOAYKTHBHOCTI. Kpim
TOYHOCTI Kiacuikarii, po3risaaBcs acleKT 00YHCITIOBATBHOT CKIIAHOCTI MUITXOM
BUMIPIOBAaHHSI 4acy HaB4aHHsA Mojened. [ mporo Oyiio BBEJEHO JOJaTKOBHUIM
MOKa3HUK (tavg), o BimoOpaskae cepeHii yac HABYAHHS Y CeKyHAaX.

4. BHCHOBKH
Y pesynbTaTi JAOCTIUKEHHS MOJXKHA 3a3HAYMTH, 10 TMOPIBHA/IbHA OIiIHKA
peani3oBaHMX MOJeNeH TPOAEMOHCTpYBalda sBHY IlepeBary aHcaMmONeBHX Ta
rmbokux MetoniB HaBuaHHA. Kimacudixarop XGBoost mocar HaiiBuIoi 3aransHOi
touHocTi — 0,993, 3 BignoBimHUMHE 3HaYeHHsMHE precision 0,991, recall 0,989 Ta
Fl-score 0,988. Cepen mopeneit rimOokxoro HapuaHHs CNN i LSTM rakox
TOKa3ai BUCOKHH piBeHb npoaykTuBHOcTi: CNN nocsria Tounocri 0,987, a LSTM
- 0,981. Ii pesympTaTH CBiTYaTH TPO B3JATHICTH CHUCTEMH IIPABHILHO
knacuikyBaTH piBeHb PU3UKY I 340poB’s y moHam 98% BumaakiB mpu
BHUKOPHUCTaHHI Haile()eKTUBHIMINX apXiTEKTYp.

OxpiM TouHOCTI Kimacudikamii, Oyna omiHeHa OOUYHCIIOBaIbHA €(PEKTUBHICTH
yepe3 cepeaHiii yac HaBuaHHsA Monenei. [Ipoctimi mozemi, taki sk DT ta RF,
MIPOJIEMOHCTPYBAIN HIDKYUH Yac HaBYaHHS (BiAMOBIMHO 3 Ta 7 CEKyHH), TOAI SIK
MOJIeNTi TIHOOKOTO HaB4YaHHs moTpeOyBanu Ounbine pecypciB: CNN y cepenrabomMy
45 cexynn, a LSTM — 67 cexyna. Ll pisHHIS MiIKPECITIOE THUIIOBHIT KOMIIPOMIC
MDK CKJIaJHICTIO MOJeJi Ta HIBHAKICTIO BUKOHaHHA. [IpoTe BHIa NMporHoCTHYHA
MIPOJYKTHBHICTh MoOJeNell TIMOOKOTO HaBYaHHS BUIIPABIOBYE iX 3aCTOCYBaHHS,
0c00IMBO y CIIEHAPIAX, 1€ KPUTHYHO BAXKIIUBI TOUHICTH Ta HATIMHICTb.

Amnaniz HamiHHOCTI 3a JOMOMOro0 MaTpuib IuryTaHMHH Ta ROC-kpuBHX
MATBEPAUB CTAOUTBHICTE MPOTHO3IB I BCIiX mecTH KiaciB pusuky. ROC-kpuBa
XGBoost mocnmimoBHO Habmmkanmacs A0 ONTHMaIbHOI (GopMH, IO BimoOpakae
BHCOKY YYTJIMBICTh 1 crenudivnicTh. [lomiono mo mporo, momemni LSTM ta CNN
JIEMOHCTPYBaIM Maii)Ke i/ieaqbHy MOBEAIHKY 3 MiHIMAJbHUMH BiIXHICHHAMH. Y
TOW jke yac Tpamuiliini moxenm, Taki sk DT Ta SVM, BusBHUIM 0OMEKEHHS
MPOJYKTUBHOCTI, 0COONMBO Mpu 0OpOOII CKIATHUX MEX KIAaciB Ta MiATPUMAaHHI
TIOCTITOBHOCTI Y Pi3HUX IUIAHKAX PO3MOILTY OaiB.

3 TOYKH 30py CHCTEMHOI apXiTeKTypH, IOETalHa CTPYKTYpa 3HAYHOK MipOI0
CIpHsiia WiABUINECHHIO HATIHHOCTI Ta IHTEPHIPETOBAHOCTI BCHOTO KOHBEEPA.
BukopucranHs iHTepmpeTOBaHMX MOJeNeH Ha paHHIX eTamax JO3BOJIIO
e()eKTHBHO CErMEHTYBATH JIaHi Ta OLIHIOBAaTH MOPOTOBi 3HAYCHHSI, TOJI SIK TIIMOOKI
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apXiTeKTypH Ha Mi3HIIIKNX eTanax 3a0e3nedyBaiy 3aXOIUICHHS IPOCTOPOBO-4aCOBUX
3aleXHOCTeH 1 BigganseHux eQexTiB 3a0pynHIOBadiB Ha 370pOB’s. 3alydeHHS
30BHIIIHIX HAOOPIB JaHUX TapaHTYBAJIO BHIY y3arallbHIOBAHICTH 1 MOCIIiIOBHICTh
HPOTHO3iB MOJEIICH.

ITepcrieKTHBH TMOJANBIION0 PO3BHTKY BKJIIOYAIOTh IHTErpalifo MEXaHi3MiB
yBard Ta TpaHcopMepiB Ui MOKpALICHHS MOJETIOBAHHS IOCIiJOBHOCTEH,
BKJIFOYEHHS TOTOKIB JIJAHHX i3 CEHCOPIB y PEKHMI PEaIbHOTO Yacy Ta 3aCTOCYBaHHS
(enepaTMUBHOrO HABYAHHS I OLHKM pU3MKY 310pOB’S 3 YypaxyBaHHAM
npuBatHocTi.  KpimM  Toro, po3mmpeHHs — (QYHKIIOHATY  CHCTEMH IS
HepPCOHANi30BaHOl OLIHKM PHU3UKY HA pIiBHI OKpeMOi 0coOM Ta MOJEIIOBAaHHS
JIOBFOCTPOKOBUX ~ CMIJIEMIOJIOTIYHUX TEHICHI 1e OiIbllie MiIBUIUTH il
NPaKTHYHY IHHICTH Uil IUIAaHYBaHHS TPOMAJCHKOTO 3JI0POB’Sl Ta IiATPHMKH
TIOJTITHKH.
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This paper presents a comprehensive study on the design and implementation of
an intelligent system for analyzing and assessing population health risks associated
with large-scale environmental data, with a focus on air pollution. The system
leverages a hybrid architecture integrating machine learning and deep learning
models to process heterogeneous datasets, including high-volume sensor
measurements and satellite-derived indicators. The relevance of this research is
underscored by the growing health threats posed by atmospheric pollutants such as
PM2.5, PM10, NO., SO CO, and Os, particularly in densely populated urban
areas. The study emphasizes the necessity of employing intelligent data-driven
systems to deliver accurate, scalable, and interpretable assessments of health risks
at the population level. A critical review of existing methodologies highlights the
limitations of traditional statistical approaches while demonstrating the advantages
of neural networks and ensemble learning techniques in modeling complex
nonlinear relationships and spatiotemporal dependencies within large,
heterogeneous datasets. The proposed system incorporates a six-stage modeling
framework, comprising decision trees, support vector machines, random forests,
XGBoost, convolutional neural networks, and long short-term memory networks.
Each stage contributes to a structured pipeline for data preprocessing,
classification, prediction, and risk stratification. Training and validation were
performed using the Air Pollution Image Dataset from India and Nepal,
complemented by structured air quality datasets to enhance model generalizability.
The system architecture follows a client-server design, with a Python and Flask
backend and a JavaScript-based frontend, featuring an interactive analytical
dashboard for data visualization, model inference, and comparative evaluation.
Experimental results demonstrate the efficacy of ensemble and deep learning
models, with a comparative analysis across accuracy, precision, recall, F1-score,
and average training time confirming their superior performance in large-scale
health risk assessment.

Keywords: Intelligent data analysis, health analysis, big data, hybrid data
mining, data analysis, neural networks, machine learning
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Anomauia. Y pobomi npedcmasneno pecypcoowaonuii nioxio 0o nobyodosu
mexanizmy Secure Boot, cneyianbno adanmoeanoco 011 606y008aHuUX cucmem
Inmepnemy peueti (10T), wo Qynxkyionyioms 6 ymoeax 0O6MeNCeHUX anapamHux
pecypcie. 3anpononosana apximekmypa 6paxogye KpumuiHi 06MedCceHHs ujo0o
obcsey  nam’ami, @iocymnocmi anapamuoi niompumxu  Kpunmozpagii ma
HeoOxXiOonHocmi  Minimisayii eHepeocnodcusanns. Knacuuni mooeni 0Oesneunoeo
3a6aHMAJICEHH. MAIONPUOAMHI 00 MAKUX YMOG, MOMY DO3POOIEHO ROJecUeHull
eapianm Secure Boot 3 euxopucmanmsm nonecuienux xew-QyyHKYill, 30Kpema
SPONGENT-128/128/8, wo 3abesneuye 6azoeuti pieenb agmenmuyHocmi ma
yinichocmi  npocpamno2o  3abe3neuenHs  npu  MIHIMAIbHUX — GUMPAMAX
obuucmosanvrux pecypcis. Peanizayis na mikpoxonmponepax STM32 ma ESP8266
NpOOeMOHCIMPY8ANA  BUCOKY MOYHICb  GUAGNEHHA MOOUDIKayitl  npouwusKu,
enepeoepexmusnicmo (menwe 11 mx/]rc na nepesipky) i 3ampumky 3anycKy He
oinvwe 30 mc. Pozenanymo numarus 6e3neuHo2o 30epicamHs emanloHHO20 Xeuly,
suKkopucmanus  yugposoco nionucy Ha ocvosi ECDSA ma eapianmu
Mmacwmabysanna nio pisui anapamui Kougicypayii. 3anpononosanuii nioxio €
NnepcneKmusHuUM 015 THmegpayii 6 MeOUYHI, NPOMUCIOSI, BIUCLKOGI ma IHuii
npuxnaoni 10T-piwenns, Oe esadcnuso 3abesneuumu Oarawc Mmioge 6e3nekoio,
eHepeoeexmueHicmio ma weuoKodiclo. Y 3asepuienni OKpecneHo Hanpsmu
nooanbuwux 0ocniodcens — gnposaddicenns obgycrayii, 3axuwenux OTA-onosenens
Mma nNiOMpUMKU HOGIMHIX KPUNMOSPADIUHUX NPUMIMUGIS.

Knruosi cnosa. 10T; nonecwenuii Secure Boot, e6Oyoosane npocpamme
sabesneuenns; kpunmoepagiunui xeur; SPONGENT; enepeoepexmusnicme

1. [loctanoBKa npodJeMu

Intepuet peueit (10T) € ogHMM 3 KITIOYOBHX HampsMiB 1 poBoi TpaHcdopmarii y
XXI cromitti, skuit 3MiHIOE ysBIEHHS NMpo iH(OpMaliliHi TeXHONOril Ta CHCTeMH
KepyBaHHA. 3aMiCTh LIEHTPaJi30BaHUX OOYMCIIOBAIBHHUX PECYpPCiB y LEHTPi yBaru
ONUHSIOTHCS Malli, aBTOHOMHi, YaCTO PO3MOALICHI MPHUCTPOI, MO IHTETPYIOThCA B
peaibHE Cepe/loBHIIE Ta 3a0e3MeyyroTh MOHITOPHHT, KEpYBaHHSA Ta Iepenady
maHuxX. Takwid MiAXig BIIKpHBa€ IIHPOKI TMEPCHEKTUBH JJs aBTOMATH3AIlii
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KUTTEBUX cep — BiJ «PO3YyMHOTO AOMY» JI0 MEIMYHHX IMIUIAHTIB, BiHCHKOBHX
wiarhopM Ta iHQPACTPYKTyp KPUTHYHOrO 3HAYCHHA. Y LEHTpI LUX 3MIiH —
BOYZIOBaHI  MIKPOKOHTpOJIEpH, IO TPAIOKTh Yy peaJbHOMYy dYaci Ta
BHKOPHCTOBYIOTH CIIELliali30BaHe Mporpamue 3ade3nedeHHs. He3Baxkalouu Ha CBOO
KOMITaKTHICTb, Ii TPUCTPOI 3IIHCHIOIOTH OOpPOOKY UYyTIMBUX IaHUX, KEPYIOTh
(hi3MYHHMH TIpoLiecaMK W MOKYTh MaTH NPSIMHI BIUIMB Ha OE3MEKy JIIOIUHH abo
06’exTiB [1].

IIporpamHe 3a0e3nedeHHs, 3amMTe y BOYAOBAaHUX NPUCTPOSX, € (DAKTHYHO
1XHIM «MO3KOM» — BOHO BHM3HA4Ya€ (YHKLIOHAJBHICTh, aJITOPUTMIUHY JIOTIKY,
Meroad OOMiHY [aHUMH, pearyBaHHS Ha 3O0BHIIIHI CHTHAlM Ta IOBEHIHKY
MPUCTPOIO B HECTAaHIAPTHHUX CHUTyamisx [2]. BrpaTta moBipn 10 IIOr0 KOMITOHEHTa
NPU3BOAWUTG JO PH3HKIB, SKI BHUXOJSTH JaJeKo 3a MeXi BTpPAaTH JaHHX.
Komnpomeramnist MiKponporpamu Moxe BiIKPHTH 3JOBMHCHHUKY IIOBHHII KOHTPOIb
HaJ TIPUCTPOEM: 3MIHHUTH HOrO JIOTIKy, BIAKIIOYHTH 3aXHCHI MeXaHi3MHu,
peanidyBaTH TPHXOBaHI KOMYHIKalliiiHi kaHanmu abo chopmyBaTH eJIeMEHT
posnonineHoi 60T-Mepexi. Lle poOuTh 3aXUCT KOOy 3aBaHTaK€HHS — OCOOJIMBO Ha
MMOYATKOBHX €Tamnax 3alycKy — KPUTUYHO BaKJIMBOIO MPOOJIEMOIO B KOHTEKcTi 10T-
oe3neku [3].

IMouaTkoBa (ha3a 3aBaHTa)KeHHs € HailOUTBII BpasnuBoro. Came B 1eif MOMEHT
NIPUCTPii Ile He aKTHBYBAB CTAHJApTHI MEXaHI3MH 3aXHCTy: HeMae IIN(pyBaHHS
TpadiKy, BIACYTHI armapartHi 6ap’epH ZOCTYILy, He IPaIioe 3axXucT mam’sti. byap-sxe
BTPYYaHHS B IPOLEC MOYATKOBOTO 3aBAHTAXEHHS MOXE OYTH HEBHIVUMHUM IS
KOpHCTyBaya Ta CHCTEMHHX MOHITOPiB, IO POOHTH MOAANBIIY KOMIIPOMETALII0
rUOOKOI0 1 JAOBroTpHBaior. Y TpaaumiiHux obumcmoBampHux cuctemax (ITK,
cepBepH, MOOLUIBbHI MPHUCTPOi) 10 MpobieMy Bupimye mexaHism Secure Boot —
KOHIIEMIIis, BiATOBIZHO 1O SKOi KOZEH KO He MoXke OyTH BHKOHAHHH 110 HOTO
NepeBipKM Ha WITICHICT 1 aBTeHTHUHICTH [4, 5, 6]. Sk mpaBwio, e DOCATAETHCS
4yepe3 BOynoBaHi 3acobu kpunrorpadii, nudposi manucy, 30epiraHHs eTAIOHHHAX
XelIB y 3aXWIICHUX 30HaX Ta amaparHe 3abesnedyeHHs (TPM, HSM a6o SoC 3
Secure Boot ROM) [7].

IIpore curyamis CyTTeBO 3MIHIOETHCS, KONMM Hnmerbes mpo l0T-mpuctpoi.
Binpmricte 3 HUX NOOYZOBaHO Ha OCHOBI HEIOPOTHX MIKPOKOHTPOJEpiB (THITY
STM32F1, ESP8266, AVR, PIC), ski He MaioTh amapaTtHOi MiATPUMKH
kpunrorpadii, oOMexxeHi y IOcTymHIH mam’sTi (kimpka necatkiB abo cotens Kb
Flash ra RAM), sxuBmsiTecs Bix GaTapeit abo eHepro3aiexHUX JHKEPEI i IpamooTh
B arpecuBHuX cepenoBuiuax [8, 9, 10]. V Takux ymoBax peanizyBaTH KJIQCHYHY
apxitektypy Secure Boot npakrnuHo HemoxuBo. OOMeXeHHs 32 pO3MiIpOM Koy,
BIICYTHICTb TPHCKOPIOBAYiB KpUNTOrpadiuHUX OOYMCIEHb, KOPCTKI BHMOTH JIO
€HEeproCloXKMBaHH Ta MIBUAKOAIl — yce e 3MYLIye HIyKaTH albTEePHATHBHI,
pecypcooIanHi pilieHHs.

BopHouac cBiTOBa TEHACHIIS CBIAYUTH MPO CTPIMKE 3pOCTaHHs KinbkocTi 10T-
MIPUCTPOIB y Mepexax Pi3HOro Macutady — BiJ JOMAIIHIX 10 MpoMucioBHX. Lle
CTBOPIOE HOBI PU3MKHU: aTaKy Ha MPOILIMBKH CTAIOTh yCe OUIBII MOMYISIPHIMH CEepe.
KiOep3JI0UMHIIB, a/pKe NPOHUKHEHHS B OJUH CJIA0KO 3aXMINCHHH BY30J MOXKeE
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NPU3BECTH [0 JAHLIOroBoi peakiii B yciii cucremi. Came TOoMy morpeda y
3axHUILeHOMY 3aBaHTaxeHHI B 10T € He po3kiliio, a cyBoporo HeoOxinHicTio [11].

VY BiAMOBiNe HA i BUKIUKA HEOOXiTHO po3poOMTH HOBWIl minxix mo Secure
Boot, sxuii BiAmoBimaTHME MOMIJIMBOCTSM THIIOBHX MIKPOKOHTpOJepiB. Takuit
MiIXiJ MOBHHEH 0a3yBaTHCh Ha BHKOPHUCTAHHI JIETKOBaroBHX KpUOTOTPadidHUX
MPUMITHBIB (30KpeMa, Xem-QyHKIii Ta IM(POBUX MiANHCIB 13 HU3IBKUMH
OOYHUCITIOBAILHUMHM ~ BUTpPAaTaMH), ONTHMI3alil  CTPYKTYpH  3aBaHTaXKEHHS,
CIIPOILEHOMY 30epiraHHi eTaJOHHUX 3HAueHb, 1 MpPU LbBOMY 3abe3nedyBaTH
JOCTaTHiil piBeHb kpunrorpadidnoi criiikocTi. KpiM TOro, BaXIMBO BpaxOBYBaTH
cueHapii MacmrabyBaHHsS CHCTEMH, MiATPHUMKY BigganeHux oHosieHb (OTA),
MOXJIMBICTH aBTEHTH(IKaIil KUTFKOX 00pa3iB MPOIIMBOK Ta MIHIMI3aIil0 3aTPUMOK
3aITyCKy.

2. AnaJjii3 nonepeaHix 10cail:KeHb

3axuct BOYIOBAHOTO MPOTPAMHOTO 3a0€3MEUYEHHS Yy MPHCTPOSX 3 OOMEKEHHMHU
00YHCITIOBAIBHUMHU PECYpCcaMH € aKTyaJbHUM HaIllpSIMOM IOCIHiIKEHb y KOHTEKCT1
3a0e3neyeHHs JOBIpH O MPHCTPOIO MIe Ha eTami #oro 3aBaHTaxkeHHs [12, 13, 14].
[IuTanHs OOBipU O MPOIIMBKY, KA KEPYE B3aEMOIIEI0 3 (PI3SHUHUM CepeOBHIIEM,
CTa€ KPUTUYHHUM HE JIMIIE y MOOYTOBHX PIMIEHHSX, a H y MPOMHUCIOBHX, MEIHIHNAX
Ta BIHCHKOBHX 3aCTOCYBaHHSX. [lopyIIeHHs IIIICHOCTI MOYAaTKOBOTO KOAY 3JlaTHE
CIIPUYMHHTH SIK HECAHKIIOHOBaHE 3YMTYBaHHS a00 Mojudikaiiro JaHWX, TakK i
(i3uuHe NOIIKOPKeHHsS 00'ekTa KepyBaHHs. Y 3B'SI3Ky 3 IIUM KOHIEMIis Secure
Boot, sika mossirae B mepeBipiii aBTEHTUYHOCTI Ta IUTICHOCTI MPOTPAMHOTO KOIY
nepe]| Iepefadero yIpaBIiHHSI Ha HACTYNHHUN PiBEHb 3aBAaHTaXKCHHS, € Ba)KIUBHM
€JIEMEHTOM TiIBUIIICHHS HAAIHHOCTI OOUNCITIOBAILHUX cucTeM [15].

V rtunosiit apxitektypi Secure Boot et mpouec peamizyerscs uepes
KpunTorpadiuHy mnepeBipky nudposoro manucy abo xenr-¢yHKIi, cTBOpeHOI Ha
OCHOBI BIJIKDHTOTO KJIOYa BHPOOHHMKa abo aaMiHicTparopa cuctemu [16].
[IpoTsiroM OCTaHHBOTO NECATHIITTS aKTHBHI JOCIIJDKEHHS OyIM CIpsSMOBaHi Ha
mo0yoBy HaAIMHOTO NOBipeHOro JaHiora 3aBantaxenns (chain of trust), B ssikomy
KOJKeH eTall IepeBipse HACTYIHUH, 3 BHKOPHCTAHHAM QJITOPUTMIB XEUIyBaHHS
SHA-2/SHA-3, nigmiucy RSA, ECDSA, EdDSA Ttomio.

Y  NOBHOQYHKIIOHAJBHAX  KOMITIOTEPHHX  CHCTEMax Il  MeXaHi3MHU
pearmisytoteess Ha pieai  UEFI, Trusted Platform Module (TPM) a6o 3
BUKOPUCTAHHAM  amapaTHUX  Oe3meyHWX 30H, BOYOOBaHMX Y  CyYacHi
mikponpouecopu [17]. Taka iHTerparmis mo3Boiisie 3a0e3MEUNTH BUCOKHH pPiBEHb
KOHTPOJIFO Ta THYYKOCTI B YIPABIIiHHI TOBIpOI0 JIO0 MPOTrPaMHOr0 3a0e3MCUCHHS,
3abe3neuyroun (opMyBaHHS HaJiliHOTO KopeHs moBipu [18]. Opgnak y BUmaaky
MikpokoHTpoJepiB knacy STM32, ESP8266, ESP32, RISC-V abo AVR, xnacuuni
pilleHHsT € HagMIpHO pecypcoMmicTkuMu. bpakye sk mocraTHOro oOcsTy
ONEpaTHBHOI MaM’AATi, Tak 1 MITPUMKH aCHMETPHUYHOI Kpumrtorpadii ado
CTCLIaNi30BaHNX alapaTHAX TpUCKoproBadiB. KpiM TOro, mpucTpoi dacto
(YHKIIOHYIOTE B EHEPro3ajie’KHOMY ab0 aBTOHOMHOMY PEXHMi, IO BUKIIOYAE
3aCTOCYBaHHS aJITOPUTMIB 13 BUCOKHM €HEPrOCIIOKHBAaHHIM.
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Cepen akTyaJbHUX MiIXOIIiB 10 ajanrauii MexaHizmy Secure Boot y Takmx
YMOBaX  BHOKDEMJIIOIOTh ~ BHKOPHCTAHHS  JIETKOBarOBUX  KPUNTOTpadidHHX
npuMitTiBiB. OcoOmuBoi yBarm HaOynnm KOMIAKTHI XemI-QyHKMii, 30KpeMa
BLAKEZ2s, SPONGENT, PHOTON, QUARK, ski MoxyTe OyTH peani3oBaHi
HaBiTh Ha 8-OiTHHX MikpokoHTponepax [19, 20, 21]. Taki anroputMu MarTh
OOMEKEHHI pO3Mip KOAy, HE BHMAralOTh BEJIHKAX OOCSTIB IaM’sTi, a TaKOX
JEMOHCTPYIOTh NPUHHATHUH piBEHb KPUNTOCTIMKOCTI Ul 3aJa4 MOYaTKOBOI
MePEeBIPKH LiTiCHOCTI.

Ille omuH HanpsM OOCHI/UKEHb — BHUKOPUCTAHHS MOJIETIIEHMX LHU(PPOBHX
HiIMUCIB Ha OCHOBI KPUBHX 3 KOPOTKMMH Kiroyamu. [lomymspHocTti HaOyau
peamizanii Ed25519 ta Bapiantu ECDSA 3 wmouamu 160-192 6ir, ski
3a0e3MedyoTh KOMIIPOMIC MIDXK CTIHKICTIO 1 mpoxykTuBHIicTIO [22]. 3 MeTol0
JIOJTATKOBOT'O CHPOIICHHS, Y JOCIiKEeHHX [23, 24, 25] NponoOHY€ETHCS BiJIMOBA BiJl
HiANUCYy Ha KOPHCTh OJHOCTOPOHHBOTO XEIIyBaHHS, IO 3HAYHO 3HIDKYE
oOuuCIIOBaIbHE HABaHTaXEHHA. BoaHodac, OJHOCTOPOHHE XEUIyBaHHA He
JIO3BOJIIE TIATBEPAMTH aBTOPCTBO KOIy, a JIMILIE IEpeBipse HOro HE3MiHHICTb.
Taxuii miAXil AOLIMBHMH AN cUCTeM 13 (DIKCOBaHMMHM MPOILIMBKAMH, SKi He
nependavyaroTh BiAJaJCHUX OHOBIICHb.

Jlesiki ociipkeHHs, 30kpeMa [26, 27], IpONOHYIOTh YacTKOBE 3aBAHTAXKEHHS
(partial or staged booting), xomu aBreHTH(IKAL{l MiUIATalOTh JUIIE KPUTHIHO
BOXIJIMBI CETMEHTH KOJy, a pelITa — OMNIioHaIsHO. Lle mo3Boise 3MEHIMTH dYac
nepeBipky Ta o0CST 0O0UYHCIICH Ha eTami 3amycKy. BogHouac BUHHMKae MUTaHHS, SKi
caMe KOMIIOHEHTH BB@XAaTH KPUTHYHUMH Ta K 3a0€3MeYdTH MHepeBipKy
3aIeKHOCTEH MK HUMHU.

IMapanenbHO OOCTIIKYEThCS 3acTOCyBaHHs MexaHismiB Secure Element aGo
Trusted Execution Environment (TEE), mo /m03BONAIOTH BHHECTH OIepamil
NepeBipkH y creliaiizoBaHy 3axuiieHy ooOmacts [28]. Ilpore Ttaki pimeHHS
NOTPeOYIOTh CIIeNialli30BaHUX MiKpOCXeM, 30UIBIITYIOTh BapTiCTh IPUCTPOIO Ta HOTO
€HeprocroXXuBaHHsI. TOMy BOHH HE € IPUAATHUMU IS IIHPOKOTO BUKOPHCTAHHS y
MPUCTPOSX 3 HAJJHU3BKOIO cOOIBAPTICTIO a00 B CEHCOPHUX MEpeKax, e TOJIOBHHUM €
GayaHc MiXx 0e3IeKoro, IIHOI0 Ta TPUBATICTIO AaBTOHOMHOT POOOTH.

He3miHHO  akTyanpHOIO — 3alMIIaeTbess  mpobiema  BHOOpPY — Takoro
KpunrorpapidHoro sapa, ske 3 OZHOro OoKy 3abe3mednTh HEOOXiTHWN pPiBEHB
3aXMIOICHOCT, a 3 IHIMIOT0O — HE IEPEeBHIINTh KPUTHYHHX  IOPOTiB
CHEePTOCIIOKMBAHHSA Ta 3aTpUMKH 3amycky [29]. Lle 0co0namBO BaXkiIMBO Ui
MEJUYHUX TPHUCTPOIB (A€ 3aTpUMKa 3alMyCKy MOXK€ BIUIMBAaTH Ha IKHUTTEBI
MOKa3HMKH) Ta BIHCHKOBHX CEHCOpPHHX IUIaTQopM (Jie EeHEeproHe3aJekHICTh €
KPUTHYHOIO BIMOT0I0).

IMonpy akTHBHI TOCIHiKEHHs1, HUHI OpaKye yHi(piKOBaHHUX, THYYKHX apXiTEKTyp
Secure Boot, siki 6 Z03BONIIIN aJaNTHBHO iHTErPYBATH IIOJIETIICHI KpUITOrpadidHi
anmroputMu 'y THNOBI l0T-mmardhopmu 0e3 KepTBYBaHHS NPOLYKTHBHICTIO 200
MacmtaboBasicTio. [loTpeba y Ierkux, ONTUMI30BaHHX, e Oe3MeUYHIX MeXaHi3Max
0C3MEYHOr0 CTapTy 3ATUIIAETHCS BIIKPUTHM BHKIMKOM y cdepi 3axucTy
BOynoBanoro II3 y wmikpokoHTpoiepHux cucremax. Came TOMy po3poOka
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PEcypcooLIaaHOTo, THY4KOro, MacmraboBaHoro Secure Boot 3 BukopucCTaHHSIM
JIETKOBAaroBUX MNPHUMITHBIB Ta MOAyJIbHOI BepH(ikalii € aKTyalbHUM HampsMoOM
HAyKOBHX JTOCII/DKEHb 1 MPaKTHYHOI pealti3allii B ymoBax cydacHoro 10T.

3. HeBupimeni nutannsn y cdepi Secure Boot

AHani3 3acBimuye ToW (akt, 1[0, HE3BaXKAIOYM HA 3HAYHUI HAYKOBHH Iporpec y
chepi 3abe3nedeHHss OE3MEYHOrO 3aBAaHTAXKEHHA BOYJOBAHOTO HPOrPAMHOTO
3a0e3neueHHs Uil 10T-pUCTpOiB, HM3KA BaXJIMBHX AaCIHEKTIB 3aJIMIIAETHCS
HEJOCTaTHBO JOCITIKeHO0 abo Mae (parMeHTapHi pillleHHs, HE NpPUIATHI 10
MPAKTUYHOTO BIIPOBA/DKECHHA Y PCAJIbHUX CHCTEMaX i3 KOPCTKUMU PECYPCHUMU
00MEXEHHSIMH.

Ilepenycim, OLTBIICTH HAsBHUX TIIXOMIB 30CEpe/KeHI Ha 3a0e3medyeHHI
6a30B01 ITICHOCTI NIPOIIMBKHY, 1 JIUIIE OXUHAYHI PIIICHHS BPaXOBYIOTh OOMEKESHHS
Ha CHEProCHOXHBAaHHI, OOCAT KOy Ta dYac 3aTPUMKH 3aIycKy. 3acTOCYBaHHS
HaBITh JIETKOBaroBHX KpPUNTOrpadiYHUX NPUMITHUBIB TNOTpeOye pETENbHOTO
OamaHCyBaHHS MDK  pIBHEM  3aXHCTy Ta  pEaJbHUMH  MOXIJIUBOCTSIMHU
MIKPOKOHTpOJIEpiB. Y MpaKTHII K HAJIaroJKEHHS CHUCTEM 3aXHIIEHOTO CTapTy
YacTO CTUKA€ThCS 3 TPYIHOLIAMH iHTerpamii: kpunrorpadiuni 06ibmioTexku
BUMAararTh JIOJATKOBHX pECYpCiB, a HalAlITYBaHHSA JOBIPEHHX KIHOYiB Y
npuctposx 6e3 EEPROM a6o GarapeesanesxHoi mam’aTi € TEXHIYHO CKJIAJHAM
3apnanssam [30, 31].

Io-npyre, icHye mpobiaemMa BincyTHOCTI yHi(piKOBAHOTO MiIXOMy O OpraHizamii
30epiraHHs €TaJOHHUX XenliB a00 BiIKPUTHX KIIOUiB y HECTIMKOMY ceperoBHIIi. Y
OaraTthoX BHIajaKax peamizainii Secure Boot morpeGyrors 3amucy «trusted hashy y
(err-naM’sITh, OHAK TakKi PIIICHHS HE 3aBXIU 3aXHIIEH] BiJ (i3WYHOTO OCTYIY,
nepernpommBanis  a0o 3uuryBanHs 4epe3 JTAG/UART-intepdeiicu [32].
[Iporo3umii MO0 BUKOPUCTAHHS TIPUXOBAHMX CETMEHTIB IIaM’sTi, 3aXHCTy
BimuuTyBaHHS ab0 mmM(pyBaHHS oOOJACTI 3 ETAIOHHMMH 3HAUYSHHSIMH JIMINE
YaCcTKOBO BHPIIIYIOTH NpOOJIEeMy i HE OXOIUIIOIOTH IMOBHOTO JKHTTEBOTO IHKIY
MIPUCTPOIO — BiJI IIOYATKOBOTO MPOIIMBAHHS JI0 OHOBJIEHHs abo poranii kirouis [33].

IIle oMM BIAKPUTHM IUTAHHSM € MiTPHMKA CIIEHAPiiB OHOBJICHHS IIPOIINBKI
(OTA) i3 30epexennsM moBipu. Y Oimbmiocti peanizariii Secure Boot cucrema
TIepeBips€ JUIIE NPy BEPCiI0 MPOIIMBKH, 03 BpaXyBaHHS MMOJAIBIINX OHOBIICHb.
Lle cTBOprOE Bpa3NUBICTb, KONHM AaBTEHTU(IKOBAHMHA ITOYATKOBUH KO 3TOIO0M
3aBaHTaXye MoAHM(IKOBaHy Bepcito 0e3 IONaTKOBOI MepeBipkH. Y TOH dYac sK
NPOMHCIIOBI  pillIeHHs TepefdavyaloTh JIAHIIOTOBY IEpeBIpKYy, Yy KOHTEKCTI
MajonoTyxHux |0T-rardhopm Taka IepeBipka IOKH IO HE Mae e(eKTHBHOL
peasizailii 3 MiHIMAJILHUM HaKIIaIOM.

Kpim Ttoro, Opakye Meroauk OaraTopiBHeBOi Bepudikamil Kony, KOJIH
kommonenTr npommusku (bootloader, simpo, 6ibmiorexu, ApaiiBepr) mepeBipsIOTHCS
He3aJIe)KHO a00 BHOIPKOBO 3aleXKHO Bi KpuTHYHOCTI. Lle mMormo 6 3abGe3nmeuntu
OiMpIly  THYYKICTh, 3MCHIIMTH  TPHBANICTh 3allyCcKy W  ONTHMI3yBaTH
pecypcocnioxuBanHs. [IpoTe po3mozin moBipH BcepenuHi BOYIOBAHO! MPOLIMBKH
notpebye i CHelianbHOI CTPYKTYpH, 3aCO0iB MapKyBaHHS CETMEHTIB 1 METOiB
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He3asexxHol Bepudikauii. Hapasi i nutaHHs He MaloTh yHi(iKOBaHUX pillleHb AJIs
wiaThopM 3 OOMEIKESHHIMH.

He MeHII BaxiIMBOIO € mpoOjieMa ajanTaiii 3ampornoHOBAHHX CXEM J0
[IMPOKOTO CIIEKTPY amapaTHUX KOHQIrypamiii — Big 8-0ITHUX MIKPOKOHTPOJIEPIB JI0
32-6itHux maatdopm 3 FreeRTOS [34]. YHidikosani JerkoBarosi peanizamii 9acto
BTpavyaloTh €QEKTHUBHICTH MPH MEPEXOi Ha 1HITY IUTaTopMy depe3 BiIMIHHOCTI Y
JIOCTYIHHUX KpunTorpadiunux 06i6mioTekax, cmocodax MOCTymy OO Mam’sTi Ta
BIZICYTHOCTI CIIJIBHOTO CTaHAAPTY Ui GOpMyBaHHS IPOIIUBKH.

BincyrHicTh myOmiuHMX Mojeiell OLiHKKM epeKTHMBHOCTI MexaHi3MiB Secure
Boot B ymMoBax 0OMEXEHHX pecypciB (3 ypaxyBaHHSAM 4acy, €HEpProCIOXHUBaHHS,
o0cary mam’sITi Ta piBHS CTIMKOCTI JI0 aTak) TaKoXX YCKJITHIOE MOPIBHSIHHS PIIIeHb 1
X BHPOBA/UKEHHS B KpUTHUHI ramysi. Ockireku He cdopMoBaHO THUIOBI Hpodii
3arpo3 st BOyzoBaHHX IutaTdopm Oe3 amapaTHOI HiITPUMKH O€3IIEKH, TO BiJCyTHI
i  kpurepii g1 O0OIpyHTOBaHOTO BHOOpPY MIHIMAJIBbHHX, aje JOCTaTHIX
KOHTP3aXO/IiB.

TakuM YHHOM, aKTyaJIbHUM € ()OpMyBaHHS HOBOTO, PECYPCOOILAHOTO ITiIXO1Y
[0 opranizauii MexaHizmy Secure Boot, sikuii 6a3yeTbcst Ha TAKUX TPHHIMAIAX:

® BUKOPUCTAHHS MOJIETICHUX, ajle KpUNTOrpadiuHO CTINKUX MPUMITUBIB;

® MiHiMi3allig 3aTPUMOK Ta €HEPrOCIOKUBAHHS;

® aJaNTHBHA apXiTEKTypa 3 (a30Bor0 a00 MOAYIHHOIO TIEPEBIPKOIO KOAY;

® IIiATPIMKA OHOBJIEHb Ta POTAIii KIIIOYiB;

e yHiBEepCaJbHICTh peanizalii Ha miatdopmax 6e3 anapaTHoi kpunrorpadii.

4. MeTta cratTi

Bupimenns npoOiiemu 0e3Me4HOro 3aBaHTaXEHHs y BOymoBaHux lOT-mpuctposx
noTpedye PecypCcoONIaqHOTO MiAX0AY, IKUil 0a3yEThCS HA Cy4acHUX, aJanTOBaHUX
JI0 OOMEKEHUX 00UNCITIOBAIEHUX CEPEOBHII PIIEHHSX.

MeToro IIbOTO JOCIIIKEHHS € pO3pO0Ka Ta eKCIIEpUMEHTAIbHE OOTPYHTYBaHHS
e(eKTHBHOTO MOJIETIIIEHOro MexaHizmy Secure Boot mas 3axucty BOymoBaHOTO
nmporpaMHoro 3abe3nedenHs |0T-mpucTpoiB Bil HeCaHKLIIOHOBaHOI Momudikamii Ta
3aMyCKy CTOPOHHBOTO KOY.

5. Texniuni BUMoru 10 mosgermenoro Secure Boot
OyHKIIOHYBaHHS MexaHi3My Secure BoOt y mnpucTposix i3 HH3BKHM pIiBHEM
amapaTHUX pecypciB  HOTpedye MEepeoCMUCIEHHS CTaHJAPTHUX BHMOT 70
0e3MeYHOro 3aBaHTAKEHHA Ta aJanTalii ix 1o cnenudiku BOymoBanux cucteM. Ha
BiIMiIHY Bil TOBHO(YHKIIOHANGHUX KOMITIOTepHUX IutaTdopm, |o0T-mpucrpoi
4acTO HE MAIOTh PO3BUHEHOI iIHYPACTPYKTYPH 3aXUCTY, 30KPEMa CHEProHE3aIeKHOT
mmam’siTi BEIMKOTO 00CATY, almapaTHOTO KPUITOrpadhigHOro MOIYIS YU 3aXHIIEHOTO
CXOBHIIA KITFOUIiB. Y TaKMX yMOBax po3poOka mojermeHoro Secure Boot morpebye
YiTKOTO BHU3HAYEHHS TEXHIYHMX BHMOT, sKi 30epiraloTb 0a30Bi BIACTHBOCTI
0e3IeYHOro CTapTy, ajle 3ATUIIAIOTHCS PEaTi30BHUMU B 0OMEKEHOMY CEpEOBHIILI.
IMpn noGymoBi TakMX CHCTEM BAXKIMBO HE JIMIIE 3MEHLIUTH OOCAT KOXIY

MepeBipKH, a ¥ MiHIMI3yBaTH KiJBbKICTh OIEpaIliii YUTAaHHA 1 3alHCy Yy HaM STb,
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alanTyBaTH MeEXaHi3M [0 CHEeprOHEe3aJeKHOr0 IMKIY JKHBJICHHSA, a TaKOoX
rapaHTyBaTH BiJCYTHICTh KPUTHYHHX 3aTPHMOK IIijl 4ac 3amycky. ToMy mexaHi3m
nojermieHoro Secure Boot moBmHEH moexHyBaTH B €O0i NPOCTOTY peaiisamil,
KpHnTorpadiuyHy CTifKiCTh 1 TEXHOJOTIYHY YHIBEpCaJbHICTh, IO JIO3BOJHTDH
IHTeTpyBaTH HOro sK y HOBI mpucTpoi, Tak i y Bxke HasBHI |0T-pimenns 3
BIJIKDUTUM 3aBaHTa)XyBaueM.

Jnst xpamioro 3po3yMiHHSI TEXHIYHMX OOMEXEeHb, 3a SIKMX Mae MpalioBaTh
nerkuii Secure BooOt, BayJIMBMM € aHami3uM OOYMCIIOBAIBHHX XapaKTEPUCTHK
HOIIUPEHUX IIaThopM MikpokoHTposepiB. Ha puc. 1 mpencraBieHo MopiBHUIbHUI
ormsir ROM, RAM, and CPU st TppoX penpe3eHTaTHBHUX apXiTeKTyp IHTepHeTy
peueii.

. ROM (KB)
= RAM (KB)
CPU Frequency (MHz)

500

400

300

Value

200

100

STM32F103 ESPE266 RISC-V (SiFive E21)

Platform

Pucynok 1. Pecypchi oomexenns tumosux 10T-rardopm [35]

Sk BumHO 3 puc. 1, HaBITH HAMMOTYXKHINI MIKPOKOHTPOJIEPH CBOTO KJIacy, TaKi
gk ESP8266, mpamoroth 3 HagTO OOMEKEHOIO ONEPaTHBHOIO IaM'ATTIO Ta
00YHCITIOBATEHOO TOTYKHICTIO, 1 KOJIHA 3 TepelliueHux miathopM He 3abe3mnedye
BOY/JIOBaHMX amapaTHUX KpunrorpadiyHux MexaHi3MiB. L{i oOMexeHHsI BUMAararmTh
BUKOPUCTaHHS JIETKMX KpunrorpadiyHuX NPHUMITHBIB Ta MIiHIMAJIBbHOI JIOTIKH
TIEPEBiPKH B TIPOLEC] OE3METHOT0 3aBaHTAKEHHS.

IlepexyciM, KpUTHYHOIO € BHMoOra A0 3a0€3MEYCHHS MEepEeBipKH IITICHOCTI
BOYZIOBaHOTO MPOTpaMHOro 3abe3nedueHHs Ie 10 Horo 3amycky. BoHa nependadae
Bepu(iKalilo KOHTPOJIHHOI CyMH a00 Xemy OCHOBHOI NpOUIMBKA Ha OCHOBI
3a37ajerilb BHM3HAYCHOI'O CETAJOHHOrO 3HauyeHHs. [l 1boro HeoOXiTHO
3a0e3neynTy BHKOPHCTAHHS JIETKOBAaroBoi Kpunrorpadiynoi xem-(yHKIil, ska
JIEMOHCTPY€E JIOCTATHIO CTIMKICTh JO KOMi3iif Ta MmiApOOOK, aje Mae HHU3bKE
CHEPrOCIIOXKMBAHHS Ta HEBEJMKMH po3Mip peamizamii. 3okpema, (QyHKii
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SPONGENT, PHOTON a6o BLAKE2s y cmpomieniii ¢opmi MOXyTh OyTH
BHUKOPHUCTAHI y BiOBIJHUX apXiTEKTypaX MiKpPOKOHTPOJIEPIB.

3Bakaloud Ha CIEenU]iKy CepeloBHINA, IO XeM-(QYHKIII TaKoXX BHCYBAaIOThCS
BUMOTH MIOM0 MiHIMATbHOTO po3Mmipy Koay (code Size), HHM3bKOI 3aTpHMKH
obuucneHns Ha cnabkux simpax (marnpukian, ARM Cortex-M3 a6o Tensilica L106),
a TaKOX CTIHKOCTI O CTOPOHHIX BIUIMBIB, TaKUX SK IIOMWJIKM SKUBJIEHHS a0o
BiMOBH (uenr-iam’sati. Kpim Toro, peamizawisi anroputMy mae OyTH JOCTYITHOIO
Uil BOy[yBaHHS B HPOEKT Oe3 3ajyueHHs CKJIAJHHX 30BHIIIHIX 0i0miorTek, ski
MOJKYTb NIE€PEBUIINTH JOIyCTUMUI 00CST NpoIuBKY. ToMy Ha MPaKTUL KIFOYOBUM
KpUTepieM BHOOpY CTae He JIMIIE MaTeMaTHYHA HaAilfHICTb, a i NPUIATHICTD 11
onTuMi3amii, HasBHICTh BIAKPHTOTO KOJy Ta YCIIIIHE HPOXOKEHHS TECTIB Yy
tunoBux |0T-cepenoBuIax.

Jna Bubopy xem-¢QyHKOii B yMoBaX OOMEXEHHX pecypciB HEOOXiIHO
BPaxOBYBATH He JIMIIEe KPUITOrpadidHy CTIHKICTb, ajle # TEXHIYHI XapaKTepPUCTUKH
peamizamii. Y Tabn. 1 HaBeOeHO MOPIBHSAHHSA MOJETIIEHUX Xel-QYHKIIH, IO
MOXYTh OyTH BUKOpUCTaHi y MexaHi3mi Secure Boot va mikpokonTponepax STM32
Ta ESP8266.

Tabmuws 3
IopiBHAHHSA MoJIermIeHNX Xem-pyHKIii 1151 3acTocyBanHs B Secure Boot
Xem- BHMOI:I/I /?[0 Tpupamicts CrilKicTh Eneprocio- [MigTpumka
. nam’sti 10 na STM32/
ymciz (bytes/gates) obumenenn i PHBAHI ESP8266
SPONGENT 2260 gates HHU3bKa  MOMipHa JyKe T/
HH3bKE YaCTKOBO
TaK /
PHOTON 2177 gates cepelHs  BUCOKa HU3bKe eKcrepu-
MEHTAJIbHO
Tak /
BLAKE2s =~1300bytes  Bucoxka " © CepeHE  ONTHMi30-
BHCOKa Ko

Sk Buano 3 Tabn. 1, SPONGENT mae HaliMeHIle €HEprOCIOKUBAHHS, OJTHAK
noctynaerbess PHOTON i1 BLAKE2S y crifikocti o kounisiit. Boqnouac BLAKE?2s
3abe3nedyye HaWBHINy KpunrtorpadiuHy HamilHICT, ajie BUMarae Oiiblie
00YHCITIOBABHUX PECYPCiB.

Jlpyroro BaXXIMBOIO BUMOTOIO € 3aXMCT Bia Moaudikamii 3aBaHTakyBaya, KU
caM BHKOHYE TIIE€PEBIpKYy OCHOBHO{ TMpOIIMBKU. lleli KOMIIOHEHT TOBHHEH
30epiratucs y 3axHIieHiii 00JacTi mam’aTi, 32 MOXKIIMBOCTI — B €HEPrOHE3aJICKHIN
a0o0 TUTPKM IJI YATaHHA. Y Pasi BIICYTHOCTI amapaTHOTO MOALUTY MaM’sTi BaXKIIHBO
3abe3neynTH NMpuHaiiMHI yHi(iKoBaHYy HepeBipKy JIaHIOra JOBIipH, sika 0a3yeThCs
Ha KpunrorpadgivHOMy 3B’s13Ky MiXK 3aBaHTa)KyBaueM i OCHOBHOIO ITPOLIMBKOIO.

[Ile onHUM KIIIOYOBUM HAapaMeTPOM € OOCST JOCTYIHOI mam’sTi Juisl peasnizanii
Secure Boot, 30kpema komoBoi Ta omepatuBHOI. Y Oarathox mnommpenux 10T-
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miatrdopmax pos3mip ¢uieni-am’ari Moxxe OyTu oomexenuii 1o 128 ado 256 Kb, a
00csT OmepaTHBHOI TaM’sITi — JIMIIE KijbKa KinobalTiB. ToMy Oyab-sKHii alrOpUTM
abo CTpyKTypa NepeBipkd Mae OyTH peaii3oBaHa KOMITAaKTHO, 0e3 3HAaYHOTO
HAKJIaJHOTO KOXy, BiH HE MOBHHEH BIUIMBAaTH Ha OCHOBHY ()YHKLIOHAIBHICTh
npucTporo. Takok HEoOXiTHO BpaXOBYBAaTH Yac BUKOHAHHS MEPEBIPKU Ta 3aTPHMKY
3alycKy OCHOBHOI mporpamiu. ITonerinenuii Secure Boot moBuHeH 3abe3nedyBaTu
MiHIMaJbHUH 4Yac II0YaTKOBOI IEpPEBIPKH, OCKUIbKM Yy 0araTtboX CEHCOPHHX
HPHUCTPOSAX, OCOOIMBO B PealbHOMY 4Yaci, HAaBITh HE3HAYHA 3aTPUMKa MOXe OyTH
KpuTH4HOW. bBamanc Mix piBHeM Oe3leKkd Ta MIBUAKICTIO 3allycKy Mae OyTH
BU3HAYCHMI E€KCIIEPUMEHTAIBHO, 3 ypaxyBaHHSAM JOIYCTHMHUX YaCOBHX MEX IS
KOHKPETHOTo 3acTocyBaHHS. Kpim Iporo, mependadaeThcs HAsBHICTH JDKepena
JOCTOBIPDHOTO €TaJIOHHOro Xemry abo mudpoBoro miamucy, SKHH Mae OyTH
3axXHIICHUI BiI MMIHA. Y BHUIIAJKY BiJICYTHOCTI allapaTHOTO CXOBHUINA KIFOUIB, 5K
y Trusted Platform Module a6o Secure Element, mominsauM € 30epesxeHHsS
€TaJIOHHOTO 3Ha4YeHHS B 3aIIM(ppPOBaHOMY BUTIIAI 00 BOyIOBaHMM Oe3MOCepeIHbO
B [IOYATKOBHH 3aBaHTaXyBad.

VY mpakTHLli MPOEKTYyBaHHS 3axUIEHUX |OT-cucTeM OOHMM i3 MiAXOMIB €
(GopMyBaHHS Xelly NMPOLIMBKM Ha €Tali KOMIUIALIT 3 MOAaibLIUM KOJYBAaHHSAM
IFOTO 3HAYEHHS y BHYTPIMIHINA CErMEHT I1aM’sITi 3aBaHTa)KyBada, HEAOCTYITHUH IS
3MiHu. Take pimeHHS 3MeHIIye motpedy B JOAATKOBIH mam’sti mis 30epiraHHs
KIJIFOUIB 1 JTO3BOJISIE pealli3yBaTH IIOYaTKOBY MepeBipKy 03 3BEepHEHHS 10 30BHIIIHIX
okepen. BomHouac Gesmneune 30epiranHs kimodoBux eneMeHTiB y Boot ROM a6o y
hardcoded Burmsigi motpebye M0AATKOBOrO 3aXKCTYy BiJ 3YMTYBAHHS, HAIPUKIA],
[UITXOM BIAKIIOYEHHS iHTepQelciB Bimagku ab0 BHKOPUCTAHHS amapaTHOL
¢ikcamii koHDIryparmii.

Ha puc. 2 mpeacraBieHo po3LIMpeHy apXiTEeKTypHY MOJeNb MexaHizMy Secure
Boot y mikpoxoHTponepax i3 oOMexeHMMH pecypcamu. Lls Mopmens BkIrouae He
nume 0a30Be TMOPIBHSHHA XeIIiB, ajge i Oe3meyHe 30epiraHHs, TeHEpalito
BUIIQJIKOBHUX YHCEN Ta IOCWJIAHHS Ha BIAKPUTHH KIIIOY, IO BioOpa)kae MpakTHYHI
peanizanii B peasbHAX TpHCTposix 10T.

Bootloader —:_p‘

& ) Main ‘
Fivrnwarg Secure A
Random(‘-) | Storage !
Number <& e g
Generator Sg(n:':;ee
Fallure
OK
e - et
{ Trusted Main Firm- Safe
: Root | ware Mode
+ Public
i Key | BootROM

Pucynok 2. MinimManeHi KOMIOHeHTH Secure Boot 11 MikpokoHTposepa
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BxioueHHs1 10 CTPYKTYpH MoAeni 0e3MeYHOro CXOBHINA XCIIiB Ta JTOBIPEHHX
KJIIOYIiB  JIO3BOJISIE TEPEBIPATH AaBTEHTUYHICTh 03 BHUKOPHUCTAHHS — BaKKHX
KpHUnTorpadiqyHuX MOIYIIB, TOII SIK PE3epBHHUN IUIAX 3a0e3Medye CTIHKICTh y pasi
BTpY4YaHHs 200 HEBIIMOBITHOCTI XEIIIiB.

JlolaTKOBOIO IEpeBaroro 3apornoHOBaHOT apXiTEKTypH € HasBHICTh aBapiiiHOro
pexumy (Safe Mode), sikuii 103BoJISIE YHHKHYTH TIOBHOI BTpATH MpPane3qaTHOCTI
IPUCTPOI0 y BHIAAKY BHSBJICHHS HEKOpeKTHOro kony. Lle BawimBo st
BOYIIOBaHMX CHCTEM, IO BHKOHYIOTh KpPUTH4YHI (YHKLil, amke 30epeKeHHs
MIiHIMaJIBHOTO PiBHSI KEPOBAHOCTI HABITh y pa3i MOPYIIESHHs LUIICHOCTI MPOLINBKH
MiJBUIY€E 3arajbHy CTiiiKicTh cucTemu. Came Take OaraTopiBHEBE MPOEKTYBaHHS
JI03BOJISIE IOCATTH OanaHCy MK OE3IIeKOI0 i BUTpaTaMM PecypciB, IO € KIIOYOBHM
st low-power 10T-pimeHs.

IMonermennit Secure BoOt Mae 3agOBONBHATH CYKYIHICTH BHMOT, SIKi
3a0e3nedyroTs 0a30By KpunrorpadidHy HepeBipKy aBTEHTHYHOCTI HpPOrPaMHOTO
3a0e3medeHHs, 30epiralouy Mpaue3faTHICTh CUCTEMH Yy MeXaxX OOMEeXeHHX
00YHCITIOBANBbHUX, EHEPTETUYHUX Ta YaCOBUX PECYpCiB.

6. 3anponoHoBaHa apxXiTeKTypa MmoJjermeHoro Mexanismy Secure Boot
VYV 3ampomoHoBaHOMy mimxoxmi Secure Boot peamisyeThcs SIK  HOJETIIEHA
Garatoda3Ha IepeBipka IUTICHOCTI Ta aBTEHTUYHOCTI BOYZOBAHOTO HPOrPaMHOTO
3abe3nedeHHs, opieHToBaHa Ha |0T-mpucTpoi 3 OOMEKEHNMH OOYNCIIOBATEHUMHI
pecypcamu. ApXiTEeKTypa BpaxOBY€ BHMOTH 1O MiHIMAlIbHOTO 0OCSTY mHaM’sTi,
0OMekeHOT OOYMCIIOBATIBHOI MOTYKHOCTI Ta IIBHIKOJII CHCTEMH, 3a0e3Medyrun
pu 1IboMy 0a30BHI piBeHB Oe3neku 0e3 MmoTpeOu B amapaTHUX KPUNTOrpadidHuX
MOJTYJISIX.

6.1. 3araabHa cxema podoTH

Mexanism Secure Boot y 3ampornoHoBaHIM apXiTEKTypi peai3yeTbcs sK
MOCIIIIOBHICTh  €TaIliB NEpeBIpKM IUIICHOCTI OCHOBHOI MpPONIMBKH Iepen ii
3amyckoM. Moro 3aBiaHHs — rapaHTyBaTH, 10 HA BUKOHAHHS Oy/e NepeiaHo e
aBTEHTHYHE Ta He3MiHEHe IporpamHe 3a0e3nmeueHHs. Binpasy micias momadi
KUBICHHS a0o0 TNepe3aBaHTaKCHHs MPHCTPOI0, cHcTeMa iHimianizye Bootloader,
SKUH € €AMHOI0 TOYKOIO BXOJlY B CUCTEMY JI0 BUKOHaHHS OCHOBHO{ IPOTPaMH.

Oco0nmBicTIO peaiizalii € Te, M0 IepeBipka BUKOHYETHCS B MEXaxX MiHIMAIbHO
MOJJIMBOi KUTBKOCTI KPOKIB, IO 3HIDKYE 3arajbHy 3aTPUMKY CTapTy CHCTEMH IO
MIPUAHATHOTO PiBHS HABITH y MPHUCTPOSIX 3 0OMEKEHUM TAKTOBHM T'€HEPATOPOM 200
yactororo 10 80 MI'n. MexaHi3M He mependadae CKIAAHOI CTPYKTYpPH IEPEXOIiB
MK (a3amu, a (yHKII] KOHTPOJIO BHHECEHI y IOYaTKOBY IUITHKY KOAY, IO
JI03BOJISIE JKOPCTKO KOHTPOJIFOBATH IOTIiK BUKOHAHHS. Y BUINAJIKaX, KOJM MPUCTPiit
BukopucroBye FreeRTOS abo momibHe cepenoBuiie, Bepudikallisi 3aBepiIyeTbCs
e 70 3amycKy IUTaHyBaJbHUKA. ToMy 3a0e3leuyeThCs WiTKa JIOTiYHA MeKa MK
3aXHIICHUM 3aIlyCKOM i 3BUYailHUM BUKOHAHHSIM KOJY.

Bootloader 3Bepraetbcst no 3axumienoi obmacti mam’sti, jge 306epiraeTbes
CTAJIOHHUH Xeml OCHOBHOI MpOIIUBKH. [lapanenbHO 3AiHCHIOETBCS OOYMCICHHS
XEIlly aKTyaJbHOT'O BMICTY IPOIIMBKY 3 BUKOPUCTAHHSM IIOJICTIICHOT XenI-(QyHKIIii.
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[ani cuctemMa BUKOHYE MOPIBHSHHS €TAIOHHOTO Ta PO3PaxOBaHOrO XelriB. Y pasi
30iry KOHTpOJIBHA IIepefaya IIEPeXOAUTh JIO OCHOBHOTO KOJy IpPOLIMBKU. Y
MPOTHICKHOMY BHIAJKy NPUCTPiil NepeBOAUThCS y pexuM OnokyBaHHs (Safe
Mode) abo nepexoauTh y pe3epBHUil CLieHapii.

Ha puc. 3 naBemeHo 3aranbHy Joriky Secure Boot i3 mo3HaueHHSIM KITIOYOBHX
By3IB 1 MOTOKiB 00poOku. Ilicms 3aBepmieHHs ertarmy Bepudikarii cucrema
MEePEXOTUTh 10 BUKOHAHHS OCHOBHOTO (hYHKIIOHAILHOTO KOJY.

Sk BUIHO 3 pucC. 3, 3apONOHOBaHA CTPYKTypa peaiisye OararodazHuil miaxin,
y SKOMY KIJIIOYOBI NEpEBIPKM BHKOHYIOTHCS 1€ 1O 3allyCKy OCHOBHOIO KOZY.
3aBISKM BUKOPHUCTaHHIO JIMIIE JIETKOBArOBUX KPUNTOrpadiyHUX HPHUMITHBIB i
TepeBipIi JINIIEe KPUTHYHUX AUITHOK MaM’siTi (Takux sIK TaONums HepepHBaHb,
Onokm imimiamizamii abo QyHkmii 00poOKM JaHWX), CHCTeMa MiHIMI3ye
OOYHMCITIOBANIbHI  HAaBaHTaXXEHHS. J[OZAaTKOBI KOMIIOHEHTH, SK-OT TeHepaTop
BHIAJKOBHUX YMCEJN, BIAKPUTHH KIIFOU 1 3aXHIIEHE CXOBHILE, aKTUBYIOTHCS JIUILE 32
HEOOXiAHOCTI i He 3a/1ifHI B OCHOBHOMY LIUKJIi MEPEBIPKH, 1[0 3HIKYE CIIOKUBAHHS
eneprii. Takuif miaXia 703BoJSE THYYKO MacIITa0yBaTH apXiTEKTypy BiANIOBITHO 10
MOXIIUBOCTEH KOHKPETHOI amapaTHOI miatdopmH, 30epiralodu mpu mIpoMy 0a3oBy
TepeBipKy aBTEHTUYHOCTI Ta IIICHOCTI. 3aBISKU LBOMY J0CATA€ThCA e€(PEKTUBHUN
OanaHc MiX IOIBUAKOJIEIO 3aITyCKy, €HEPTeTHYHOIO JOIUIBHICTIO Ta BiIIOBIIHICTIO
00MeXeHNM pecypcaM TUnoBux |0T-npucTpois.

l Basic
Initialization Secure
Storage
Bootloader ""'Cﬂ _______ .
RAM, efc. o
Bootloacler Number
Generator-

Firmware
Hash

E‘? Pubiic

Key

Execute Fallback
Main Firmware Mode

I

Failure

oK

Failure

OK

Execute
Main Firmware

Pucynok 3. 3aranpauii poOounii mporec 3apoIOHOBAHOTO JIETKOTO MEXaHI3My
Secure Boot
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6.2. Bukopucrani kpunrorpagiuHi eleMeHTH

3 ormsiy Ha 0oOMeXeHY OOYMCITIOBAaJIbHY MOTYXHICTh LINBOBUX IPHCTPOIB, B
SIKOCTI  OCHOBHOTO  KPUNTOTpaiqHOTO  eIEeMEHTa O0paHO  Xeml-(QYHKIIIO
SPONGENT-128/128/8, sxa 3abesmeuye OamaHC MDK CTIMKICTIO OO aTak 1
KOMITakTHiCTIO peaizarii. L{s ¢pyHKIis moOynoBaHa Ha OCHOBI SPONQE-KOHCTPYKIIii,
IO CKJIQAETHCS 3 PayHMIB IEPECTAHOBOK Ta IMOOITOBUX OIEpaliid, i J03BOJISIE
(dhopMyBaTH XeUI-MiANKUC 3i 3MIHHOIO JOBXXMHOIO Ha OCHOBI OOMEXCHHX BXITHHX
6nokiB. XapakrepHoro ocobmuBicTio SPONGENT e ii 3maTHicTh eheKTHBHO
NpaloBaTH HaBiTh HA MIKpPOKOHTpoiepax i3 uacrotoro Menme 100 MIT,
CIOKUBAIOYM MiHIMYM eHeprii (MeHnie 10 pJ Ha oneparliro). ANTOPUTM XeITyBaHHS
MOYKHA TIpe/icTaBIeHuH, 5K (1).

Z = Sponge[f,pad, r](M), Q)

ne f — ¢ynkuis Baytpimmboro nepecranosku (y SPONGENT — moGynoBana Ha
OCHOBI 7-payHiB), pad — aJrOpUTM JOMOBHEHHs JO MOTPiOHOI MOBKHHH, I=8 —
KiNbKicTh GiTiB, siKi 00poOIsoThCs 3a payHn, M — BxigHe mosigomieHHs (BMicT
MPOIIMBKH a60 i KpUTHYHI JUISHKH), Z — BUXITHHH Xell.

[MocnigoBHICTE 00pOOKU BUIIISAAE TAK:

1. Ininiani3zarmis BHYTPIIIHBOTO CTaHy: 55 = IV.

2. Paynpu normunanns: S;5q = f(5;6m;) nia xoxsoro 6moky mi.

3. ®opmyBanHs pe3ynpTaTy: Tmepin N OitiB 3 (QiHambHOrO  CTaHy
Z = first, (5,.).

Leit miaxin 103BOJIsE OTPUMYBATH XEIIl 31 3MIHHOIO JIOBXKHHOK 0€3 moTpedu y
BUKOPHUCTaHHI CKIaTHUX a00 €Hepro3aTpaTHUX omepariil. ¥ KpUTHYHHX TPUCTPOSIX
peansioro yacy SPONGENT nae 3mory 3abesmeuynt mepeBipKy IUTICHOCTI 3
MiHIMaJIBHOIO 3aTPUMKOIO CTAPTy CUCTEMH.

VY THX BHMagKax, KOJU apXiTeKTypa MPUCTPOIO JOIMYCKa€ BUKOPHUCTAHHS OUIBbII
CKJIQJHUX aJrOpUTMiB, Moke 3actocoByBatuch BLAKE2S, sxmii mae Bumy
KpunrorpadgiyHy HamiiHICTH Ta IepeBipeHy peali3amilo B HHU3II 0e3NeKOBHX
6i6uiotek. Takox mMoxe Oytu Bukopucrtano PHOTON, sikuit nemMoHcTpye CTiiiKicTh
0 arak JaudepeHHialbHOrO Ta JIHIHHOTO KPHUNTOAHAT3y H Mae KOMIIAKTHY
peamizamiro s miatdopm i3 mam’stTio 10 8§ Kb.

VY 6azoBOMy BapiaHTI apXiTeKTypu MexaHi3m Secure Boot He BUKOpHCTOBYe
OUQpPOBHUI MIAMKC, MO JO3BOJIIE 3MEHIIUTH OOCAT KOy, KiJIBKICTH omepamiid i3
BEJIMKMMH YHCJIaMH Ta 4Yac 3aTPUMKH 3amycky. OfHaK y BHNaJIKax, [ BaXJIHBa
aBTEHTU(]IKAIlisl JpKepena TPOIIMBKU, IependadyeHo pO3LIMPEHHI BapiaHT 3
BUKOPUCTAHHSM MoJermeHoro nudposoro mignmucy Ha ocHoBi ECDSA 3 160-
GitoBuMH KpuBHMH (Hanpukian, Secpl60rl). Takuii mignuc norpebye MiHIMyM
JIBOX CJINTHYHUX MHOXXEHb MiJ 4Yac IepeBipKW, OJHAK 3JaTeH TrapaHTyBaTH
JIOCTOBIPHICTB HABITh y pasi AOCTYITy 3 OOKY aTaKyIuoro J0 30BHIIIHBOT ITaM’ STi.

ITporuesypa nepeBipKy MiANKUCY y bOMY BUIAJIKY BUKOHYETHCS TAKMM YHHOM:

OOGUHCIIIOETHCA Xell TTOBIIOMIIEHHS (MPOIIUBKH): & = HASH(M).
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Bu3HA4ar0TLCS JOMOMIDKHI 3HAYEHHS:

w=s5 1 modn u, =e-wmodnu, =7 -wmodn.

O6uncmoeTbes TOUKA Ha KpUBik: P = 1, (G + u,QF, ne G — 6a3oBa Touka, Q —
BIIKpUTHH K104, I, Sr — MapaMeTpH MiJIucy.

IlepeBipka aBTEHTHYHOCTI: 1" = X p Mod 1.

Tyt Xp — X-KoopauHaTa TOUKH P, M0 OTpMMaHa B pe3yibTaTi 0OYHCIeHb. Yci
SNINTHYHI OTIepalii peali3yroThCs 3a IOMIOMOTOK0 apu(hMETHKH, a BIAKPUTA YaCTHHA
Kmoda Moxke Oyru 30epekera B ROM, BOymoBaHa y 3aBaHTaxyBad abo
321 (pPOBaHO BUTATHYTA 3 30BHILIHBOTO [KEpeia.

ABTEHTHYHICTb XeIly MiATBEPKYEThCS BIIKPUTHM KIIIOYEM, SIKUil MOXe OyTH
30epexkeHui KiTbKoMa CriocodamMu:

o y ereproresanexHii ROM-nam’sti (3axuieHnit BapiaHr);

® y MOYaTKOBOMY 3aBaHTaXyBaui (JKOPCTKO 3aLIUTHHA KITI0Y);

® 3aBaHT@XEHUH 3 3amM(ppPOBAHOTO JPKEpela, 32 YMOBH HasBHOCTI MOIYIIS
JnemnppyBaHHS.

Le#t miaxin 1o3BoJsie 3a0€3Me4YnTH OAHOCTOPOHHIN JOBIPYHI JIAaHIIOT HAaBiTh 32
BizcytHocTi moBHOWiHHOrO TPM a6o Secure Element. OGuucnenus uuppoBoro
mignucy abo Horo mepeBipka aKTUBYIOTHCS JIHIIE Yy (a3i OHOBJIECHHs abo MmepeBipKH
€TaJIOHHOTO Xellly, He 3a4ilaloull OCHOBHHUMN ILIUKII 3aIlyCKY, L0 Ja€ 3MOTY YHUKATH
EHEPreTHYHUX MiKiB Y KPUTHYHHX PEKUMaX PoOOTH.

6.3. 30epexxeHHs Ta mepeBipKa KoLy

EtanonHmii Xem OCHOBHOI NpOIIMBKK 30epiraeTeCs y 3axUIIeHill oOmacti
¢bnenr-am’sti, 1o sikoi Bootloader mae moctyr nuiie B pexuMi ynTaHHsA. Y IESKHX
peamizamisx, 1€ MOXJIHMBE amapaTHe PpO3JUICHHS IaM’siTi, BUKOPHUCTOBYETHCS
okpemuit ROM-cermenrT, 110 3abe3nedye He3MIHHICTh €TaJOHHOTO 3HAUCHHSI.

OcobnuBicTIO peanizamii € mepeBipka He BCi€l MPOIIMBKY, a JHIIe ii HaHOiIbIT
KPUTHYHUX JAULTHOK: IOYaTKOBOTO KONy iHimiamizamii, TaOmuii mnepepuBaHb,
¢dynkuiit 00poOku MepexkeBoro Tpadixy. Lle 3meHmIye o0csar oO04ncieHs 1 103BOISIE
BUKOHYBAaTH IEpeBIpKy 3a NpuiHATHHII dac. Crpareris 3amycky Oa3yeTbcs Ha
noriui fail-stop: y pasi BusBIeHHS HEBiAMOBIIHOCTI BUKOHAHHS OCHOBHOI IIPOrpaMu
HE OTPUMYE JO3BOJIy, & HPHUCTPIi NepexoauTh y 3a0I0KOBaHWH abo pe3epBHHUIT
PEXKHM.

IlocmimoBHICTh Ailf 3 TEpeBIPKM ABTEHTUYHOCTI Ta WIJIICHOCTI MPOrPaMHOTO
3abe3neyeHHs BKIIIOYAE TaKi eTaru:

1. Ilicnts momaui >KuBIEHHS abo0 Tepe3amycKy MPHCTPOI0 AKTHBYETHCS
Bootloader, sixuit 3aiicHioe 6a30By iHII[iai3aI[if0 CHCTEMH Ta TEPEBIPKY HOCTYITY
IO mam’STi.

2. BuzHaualoTbcs MeXi KPUTHYHHX JAUITHOK HPOLIMBKH, IO IiJUISTaroTh
nepeBipii. Lle MoxyTh OyTH 00nacTi 3 KOJOM MOYATKOBOI iHillamizarii, Tabmuist
BEKTOPIB IepepuBaHb a00 GyHKIIIT, 1110 00poOIAIOTh MepexeBHid Tpadik.

3. Bootloader imimiroe xerryBaHHsS OOpaHHX CErMEHTIB 3 BHKOPHCTAHHSIM
monermeHoi  xem-¢pyHkiii  (SPONGENT, PHOTON a6o BLAKE2s), sxa
aJlalToBaHa 10 yMOB HU3bKOI IIPOAYKTHBHOCTI Ta 0OMEXEHOTO EHeProCIOKUBAHHS.
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4. OOuucneHUH Xell MOPIBHIOETHCS 3 €TANIOHHHM 3HAUCHHSAM, 30€pexeHnM y
3axuileHiit oonacti mam’sti. [IOpiBHSHHS BHKOHYETHCsSI 03 NMPOMIKHUX KOMIH y
3MIiHHIH TaM’SITi, 0 YHEMOXKIIMBITFOE MAHIITYJISII /T 9ac MepeBipKH.

5. V pasi ycmimboro 36iry Bootloader nepemae ymnpaBmiHHS OCHOBHii
porpami, sika OYMHAE CBOE BUKOHAHHS 3T JHO i3 3aBaHTa)KEHOIO JIOTIKOIO.

6. Slkmo BUSBIEHO pPO3OLKHICTH MK OOYHCICHHUM 1 E€TaJOHHHM XCIIeM,
CHCTeMa HEeraifHO 3YNHHsE 3aBaHTaXCHHs Ta MepeXOAuTh y Oesmeunwuit cran Safe
Mode, 3 OnokyBaHHsM iHTep(eiiciB abo iHimiamier0 mpouecy OHOBICHHS 3
JIOBIPEHOTO JUKEperna.

7. Jns TMiABUINEHHS HAOiHOCTI y JESKUX peai3allisix JOMyCKa€eThCs
30epiraHHs JEKUTBKOX JOMYCTHMHUX XEeIIiB, IO JO3BOJISIE MiATPHMYBAaTH KiJIbKa
BEepCiH IIPOIINBKHY Ta peati3oByBaTH MEXaHI3M PE3epBHOTO 3aITyCKy.

3anporoHOBaHa MOCIIIOBHICTh HMEPEBIPKH JJO3BOJSIE JOTPUMATHUCS NPHUHIUIIIB
OesnekH 3 ypaxyBaHHSAM TEXHIYHHX OOMexeHb IUIaTGOpMH Ta 30epertu
MIPOAYKTUBHICTh CUCTEMHU HABITh B YMOBAaX KPUTHYHO HU3BKUX PECYPCIB.

Po3po0biennii MexaHi3M 3abe3nedye He JHIIe NepeBipKy LiTICHOCTI KIOYOBHX
CErMEHTIB MPOTPaMHOTO KOXy, ale i CTBOPIOE JIOBIPEHE CEepeloBHUILE I
MOAANBIIOI poOOTH TPHUCTPOIO. AanTanis KiIacu4HOi MoJeni Secure Boot mo ymos
oOMeXeHHX pecypciB [03Boiste 3abe3meuntn 0Oa3oBi rapanTii Oesmexum  0Oe3
CYTTEBOTO 3POCTaHHS Yacy 3aBaHTa)XEHHS ab0 00csaTy Koxy. 3aBASKH MOIYIBHOCTI
Ta MATPUMII KUTBKOX XeNIB y IaM’siTi, MEXaHi3M JIeTKO MacIITa0yBaTH Ta
iHTerpyBatH Yy rereporeHHi |OT-cucremMu, e KPUTHYHO BAKIUBHMH €
ABTOHOMHICTh, €HeproepeKTUBHICT Ta HAIIHHICTD 3aIyCKY.

7. EkcriepuMeHTA/IbHA YacTHHA TA OLiHKA e)eKTHBHOCTI

JIns mepeBipky Mpare3aTHOCTI 3ampoNOHOBaHOI apXiTekTypu Secure Boot Gyimo
MPOBEZIEHO 11 eKCIepPUMEHTAIBHY peaji3allifo Ha JBOX THIOBHX Iuiardopmax [0T-
kiacy: STM32F103C8T6 (mikpokontposnep Ha 6a3i ARM Cortex-M3 3 takToBoIO
gactoToro 72 MI') ta ESP8266 NodeMCU (mporiecop Tensilica L106, 80 MI'w).
O0uaBa MiKpOKOHTPOJIEPU IIUPOKO BHKOPHCTOBYIOTHCSI B MPOEKTAX 3 OOMEKEHUM
€HEePTOCIIOKUBAHHAM 1 MalOTh HU3BKUHA OOCAT OMEpaTHBHOI MaM’sTi, 0 J03BOJISIE
aJIeKBaTHO OI[IHUTH €()EeKTHBHICTh MEXaHI3MY B YMOBaX 0OMEXEHHX PECYPCiB.

Byuo peanizoBano nporotun Secure Boot, uio Bxiirouas Bootloader o6csirom 5,1
Kb, monyms obGuncnenns xemry SPONGENT-128/128/8, 3axuiuene 30epexeHHS
€TAJIOHHOT'O Xellly, a TAKOXX BepUdiKaIlifo mepes BUKOHAHHSIM OCHOBHOI IIPOTPaMH.
B stkocTi TecTOBOI MPOIIMBKHM BHKOpPUCTOBYBaslack mporpama obcsrom 32 KB, y
SIKI HAaBMHCHO MOAM(IKYBaJMCh KPUTUYHI AIISTHKH, TaKi K TaONWII TepeprBaHb
Ta QyHKII{ 00poOKH TaHHX.

[IporpamyBanHs 3miiicHIOBamiock MOBOIO C 3 BHKOPHUCTaHHSAM KOMILUIATOpA
GCC (s STM32) ta Arduino Core (ais ESP8266). Tlapamerpu uacy nepesipku,
CHEProCIIOXKMBAaHHS Ta  00CAr  KOAYy  OLIHIOBAINCH 3  BHUKOPHUCTAHHIM
STM32CubeMonitor, INA219 (a8 BHMIpIOBaHHS MHTTEBOrO CTPyMy) Ta
ocisiorpaga Tektronix. YV pesysibraTi €KCIIEPUMEHTIB BCTAHOBIEHO, IO IS
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STM32 mnoBHuit umkn nepeBipku 3aiimae 21,7 mc, s ESP8266 — 29,1 wmc.
O6uncnenns xemry SPONGENT tpusaino 18,2 mc i 25,4 Mc BianoBigHO, IPH bOMY
CHEProCIIOKMBAHHS OJHI€T TepeBipkn He mepeumryBanio 10—11 MiKpOIKOYIB.
O6csr komy Secure Boot micist kommisnii cknaB 6,4 Kb st STM32 Ta 7,1 Kb ms
ESP8266.

Ilin wac peamizamii ocoOiamBYy yBary Oyino NPHUAUIEHO ONTHMI3amii
OOYHCITIOBAIBHOTO sApa Xeul-QyHKUii Ta MiHIMi3alil 3BepHEHb 1O MaM’ATi.
BusBneHo, 1110 HalWOIIBIINI BIUIMB HA Yac MEPEBIPKU Ma€ KibKiCTh 0OpaHHX s
BepH(ikallii cerMeHTiB, a TakoXk TIIMOUHA IUKITiB 00poOku nanux y SPONGENT. V
Bunagaky STM32 Gyno pocsrayTo crabiibHOT poOOTH HaBiTh IPH POOOTI 3 MAITUMH
OnokaMu TaHKX N0 64 Gaiith, Toxi sik Ha ESP8266 BusiBIeHO 3aTpuMKH ITpu poOOTI
3 Onokamu moHan 128 Oaifr. Lle cBimUWTH NMPO KPUTHYHY PONH ONTUMAIBHOTO
po3Mipy 0OpoOIIIOBAaHOTO CErMeHTa, IO Mae BpaxOBYBaTHUCh IIPH ajarnTamii
MeXaHi3My 10 KOHKPETHOI Iu1aTdopMu.

Jns  omiHKM e(eKTUBHOCTI BHKOPHCTOBYBAINUCS TPU OCHOBHI METPHKH:
TPUBANICTh MEPEBIPKH, EHEPrOCIIOKUBAHHS i Yac CTapTy, a TAaKOX PO3MIp KOOIy
3aBaHTaXKyBada. TecToBi cueHapii nmependadany sk MepeBipKy LiTICHOI MPOILIMBKH,
TaK 1 CUMyJIALiI0 Moau¢ikoBaHoro koxy. CUMyNALiA aTaku OUIIXOM MoIudikamii
KOy TOKa3aja, IO MeXaHi3M KOPEKTHO BHSBISE€ 3MIHy HaBiTh OIHOTO Oaiita B
nepeBiproBaHii  o0ylacTi, IO MIATBEPKYE BHCOKY UYTIHBICTH 1 HamiHHICTD
anroput™My. Y Bcix Tecrax cmpaitoBanHs fail-safe mexanismy cnocrepiramocs
HeraiiHo — 3 mepexomoMm jgo Safe Mode menm wix 3a 1 Mc micns HeBaaioi
nepeBipkd. TakuM YHHOM, 3ampONOHOBAaHMKA MEXaHI3M 3a0e3ledye BHCOKY
MIBUIKICTH peakuii Ha 3arpo3u 0e3 CyTT€BOro HaBAaHTAKEHHS HA alapaTHy YaCTUHY
MIPUCTPOIO. Pe3ynbTaTu excriepuMenTy HaBeJeHo y Tadi. 2.

Tabmnung 2
ExcnepuMeHTa bHa OLiHKA 3aNPONIOHOBAaHOI peatizanii Secure Boot
ESP8266
Mertprka STM32F103C8T6 NodeMCU
Po3mip Koy 3aBaHTaxyBa4a 6.4 KB 7.1KB
Tpusaiicts xemyBanus (SPONGENT) 18.2 ms 254 ms
TpHUBaNiCTh MEPEBIpPKU 21.7ms 29.1ms
EneprocnoxuBaHHs Ha NEepeBipKy 9.8 uJ 11.3 W
Butparu mam’siti (RAM) <512 bytes < 768 bytes
BusiBnenHs BTpydaHHA 100% 100%
. " Safe Mode a6o Safe Mode a6o
Peaxliisi 3aXUCTY OCHOBHOT MPOIINBKU . )
BijIKar BijKar

Sk mokazaHo B Tabmuii, 0OMIBI IIATGPOPMHU AEMOHCTPYIOTh BUCOKY TOYHICTB y
BUSBJICHHI 3MIHEHOI NPOMMBKKA O€3 IOMITHOI 3aTPUMKH 3allyCKy CHCTEMH.
Haiinrmkui 3HaYeHHS SHEPTrOCHOXKUBAHHS Ta 4acy INEPEeBIPKH JOCATHYTO 3aBISKH
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BUKODHUCTAHHIO JIETKOBaroBHX KpPUNTOrpaiuHMX HPHMITUBIB Ta OOMEKEHHIO
MEepeBIipKM JIMIIE 0 KPUTHYHHX CerMeHTiB mam’sti. lle no3Boise epeKkTHBHO
IHTErpyBaTH 3aXHCT B CHCTEMH 3 YYTJIMBICTIO 10 3aTPUMKH ab0 aBTOHOMHHM
kuBIeHHAM.  OTpuMaHi  pe3ylNbTaTH  IIATBEPUKYIOTh  II€PCIIEKTHBHICTH
3alPONIOHOBAHOT apXITEKTYpH SK THYYKOrO pilIeHHS A OEe3MEeYHOro Crapry y
HPHUCTPOSIX 3 0OMEKEHUMH PECYPCAMH.

V npoBefeHiii cepil eKCeprMeHTIB cUcTeMa YCIIIHO ineHTH(}IKyBata miaMiHy
NPOLIMBKU: Yy BHUIAAKaxX 3MiHH KOHTPOJBHUX OalTiB NPHUCTPi mMepexoauB y
Oe3neyHnit pexxuM Ge3 3amycKy OCHOBHOI mporpamu. Lle cBim4uTh mpo 3maTHICTH
MeXaHi3My NPOTHAISTH HECAHKIIOHOBAHMM MOANQIKaLisiM HaBiTh y pasi ¢pi3u4HOTO
JIOCTyIy 1o mam’sti mpuctporo. [IopiBHSHO 3 TpagMIHHMMH IiAXOJaMH, SKi
noTpeOyIoTh MHU(POBOTO MIJNUCY Ta SNNTHYHOI KpHnTorpadii, 3armpornoHOBaHUHA
BapiaHT 3 MOJETrIIeHHM XCEIIyBaHHSAM IIOKa3aB y 3—4 pa3u HIDKYY TPUBAIICTH
3aIyCKy Ta Ha HOPSIOK MEHIIE €HepProCIIOKIBAHHS.

OpHak y 0a30Bilf peami3amii He BPaxoOBaHO 3aXHUCT €TAJOHHOTO XEUIy Bif
OpSIMOTO  3YMTYBAHHS, IO MOXe OYTH KPUTHYHUM Yy pasi (i3udHOro 31omy.
[opanpmri  HOCHiIKEHHS IUTaHYETbCS CHOPAMYBAaTH Ha IHTETPALil0 METO/IB
o6dyckanii, Bukopuctanus Secure Element, a Takox BHOPOBaKEHHS JTOBIPEHOTO
BigmaneHoro onosieHHs (OTA) 3 kpunTorpadidyHOIO IEepeBipKOI0 Ha cepBepi.
OTpuMaHi pe3ynbTaTH MiATBEPPKYIOTH JOLLIBHICTH BIPOBAKEHHS MEXaHI3My B
npaktnuHi  |0T-pimeHHs, e KPUTHYHAM € TIO€AHAHHS  Oe3NeKu  Ta
eHeproeEeKTUBHOCTI.

8. Of6roBopenns

PesynpTati eKCHEpPMMEHTIB MIATBEPAWIM, IIO 3alPOIIOHOBAHMI MeXaHi3M
nonermenoro  Secure Boot wmoxke Oyt edexkTHBHO peamizoBaHMH  Ha
MIKpOKOHTpOJIepax 13 oOMexeHMMH pecypcamu, 30epiraroun OamaHc Mix
MIPOAYKTUBHICTIO Ta 0a30BUM piBHeM Oe3nekd. BUKOpHCTaHHS MOJErmieHoi Xem-
(hyHKLIT Ta 0OOMeXEeHHS TEePEeBIPKU A0 KPUTUYHUX CETMEHTIB MPOIIUBKH T03BOIHIO
JIOCATTH IPUHHATHOT TPUBAJIOCTI 3aITyCKy Ta MiHIMAJILHOTO €HEPrOCIIOKUBAHHS, 10
€ Ha/3BHYAfHO BAXJIMBHM JUIA aBTOHOMHHUX |OT-TpucTpoiB. YcmilHe BUSBICHHS
MOIM(IKOBAaHUX MPOIIMBOK y BCIX TECTOBHX CLEHApisAX 3acBiguye 3HaTHICTH
3alPOTNIOHOBAHOT apXITEKTypH NPOTUAIATH 0a30BUM 3arpo3am 0Oe3 TOTpeOu B
CKJIQIHHX allapaTHUX MOJYJISIX.

Pa3om i3 TuM, IeBHI 0OMeXeHHs BCe Ilie 3aIMIIAI0THCS aKTyallbHUMHU. 30Kpema,
30epiraHHs €TaJOHHOTO Xelly y BIJKPUTOMY BUIJIAZI HaBITh y 3axHILEHiH ¢uiemn-
mam’siTi 3alHIae TpoCTip Ui MOTEHIIHHUX aTtak y pasi (Qi3sugHOro IOCTymy 10
mpuctporo. Takok y TOTOYHIM peami3amii BiACYTHIH 3aXHWINEHHH MeXaHi3M
OHOBJICHHSI HPOIIMBKH, IO YCKJIaJIHIOE BUKOPHUCTaHHS DIllCHHS B AWHAMIYHOMY
Cepe/IOBHIII 3 YaCTHMH OHOBJICHHAMH. He BpaxoBaHO TaKOX MOKIIHBICTh
iHTerpaiii i3 30BHINIHIME JpKEpelamMu JOBipH a0 BiIJaJCHUMH CEepBepaMu
MEPEBIPKH, 10 € HEOOXITHUM IS TOOY/JOBU MTOBHOI[IHHOTO JIAHITIOTA TOBIPH.
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[TepcrieKTUBHIMH ~ HampsiMaMH  MOAANBIINX  JOCTIDKEHb €  IHTerpais
MexaHi3MiB IudpyBaHHsI abo oOQyckalii eTamoHHOro Xelly, BIPOBAIKCHHS
PO3IIUPEHOTO BapiaHTy i3 NUPPOBUM MiAMUCOM, 8 TAKOK BUKOPHCTAHHS 30BHIMIHIX
arnapaTHUX KOMIIOHEHTIB, Takux sik Secure Element abo TPM. Oxpema yBara mae
OyTH TpHUAIeHA ONTHUMI3alii EHEeprocloKMBaHHS B MPOIECI OHOBJICHHS Ta
po3poO0Ii  apxXiTeKkTypH, sKa MATpUMYye Oe3leYHe BiAgaJcHe OHOBJCHHS 3
BepHikaiiero Ha cepBepi. JOIIIBHIM € TAKOX PO3LIMPEHHS MiIATPUMKH HOBITHIX
KpunrorpagiyHUX aNrOPUTMIB, OPIEHTOBaHMX Ha CHEProe()eKTUBHICTh, Ta
BKJIIOYEHHS IHCTPYMEHTIB MOHITOPHHIY TIIOBEHIHKM HPHCTPOIO MiJ  Hac
3aBaHTaKCHHs 171 TOOYJOBH aIaliTHBHOI, CAMOBIJHOBJIIOBAaHOT CHCTEMH 3aXHUCTY.

9. BUCHOBKH Ta NepcNeKTHBH

VYV crarTi 3amponoHOBaHO apxiTEeKTypy MOJEruieHoro MexaHismy Secure Boot,
aJlaliTOBaHy 10 YMOB oOMexeHux pecypciB l0T-mpuctpois. Po3poGnennit miaxin
IPYHTY€TbCS HA BHUKOPHCTAHHI JIETKOBaroBHX KpUOTOTpPadidyHUX MPUMITHUBIB,
3o0kpema xenr-¢pyHknii SPONGENT-128/128/8, ta mepenbavae mepeBipky juine
KPUTHYHMX JUITHOK NPOIIMBKY 3 METOI0 MiHIMi3alii eHeprocioKiuBaHHs Ta dacy
3amycKy. 3amporlOHOBaHE pillleHHS HEe BHUMara€e HasSBHOCTI  amapaTHHX
KPHIITOMOIYNIB 1 MOKe OyTH peajli3oBaHe Ha IONYISIPHUX MiKPOKOHTpOJIEpax,
takux sk STM32 ta ESP8266. Apxitektypa 30epirae moriky fail-stop i mossousie
YHHUKATH 3aIlyCKy 3MIHEHOTO Koxy 0e3 HeoOXiTHOCTI y CKJIQJHOMY amapaTHOMY
3axucti. BogHouac, i1 peamnizamis morpedye MiHIMambHOTO 0OCATY IMam’ATi, L0
JIO3BOJISIE BUKOPUCTOBYBATH 11 Y BKpail peCypcHO OOMEKEHHUX MPUCTPOSX.

ExcnepyMenTanbHa pealtizamisi MiATBEpAWIA Ipale3laTHICTh | e()eKTUBHICTD
PO3pOOJICHOTO MEXaHi3My: 3aTpHMKa TMepeBipkH cTaHoBWiIa Menme 30 Mc, a
€HeproCIOXMBaHHS 3aiummanocs B Mexkax 10—11 mikpomxoymnis. Yei Moandikarii
MIPOMMBKY OYyJM YCIIIIHO BUSBJIEHI, IO CBIAYHUTH MPO JOIIBHICTh 3aCTOCYBaHHS
3aIPOIIOHOBAHOTO MiJXOLY B CHCTEMaX, JIe KpUTHYHUMHU € OJHOYacHO Oe3rneka Ta
eHeproedextuBHicTh. [IpoToTHI (yHKIIOHYBaB cTabinbHO mpH OaraTopazoBHX
nepe3anyckax, JAEMOHCTPYIOUM HU3bKHH PH3MK 300iB HaBiTh 3a YMOB KOJHBaHb
Hanpyru. Lle oco6mmBo BaxnmBo A |0T-pimiens, ki Mpaio0Th Y HECTaOIBHOMY
cepenoBHIi a00 Ha KUBIICHHI B OaTapei.

Pesynbrat  JOCHIDKEHHS — BIJKPUBAIOTH  IEPCHEKTHUBY  ITOJAJBIIOTO
BJIOCKOHAJIICHHSI apXITEeKTypH, 30KpeMa BIPOBA/DKCHHS MIATPUMKH LH(POBOTO
mianucy B posmmpeHiii koHdirypanii, o0¢yckarii eTaloHHUX XelliB Ta iHTerparii
i3 3aXMIIEHUM MOJYJIEM OHOBJICHHS IPOrPaMHOrO 3abe3nedyeHHs. 3alpoNoHOBaHEe
pIIIEHHS € THYYKHM 1 TPUAATHUAM JUIA MaclITa0yBaHHS Ha iHIII KJIAacH IPHCTPOIB,
oo poOuTh HOro TOTEHIIIHOI OCHOBOIO i CTBOpPEeHHS noBipeHunx 10T-
CEpEe/IOBHIIL
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RESOURCE-EFFICIENT APPROACH TO SEQURE BOOT IN
EMBEDDED INTERNET OF THINGS SYSTEMS
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2Bohdan Khmelnytsky National University of Cherkasy, Ukraine
EMAIL: inna-roz@ukr.net, a-ja@ukr.net, naumenko.serhiil122@vu.cdu.edu.ua

Abstract. This work presents a resource-efficient approach to the design of a

Secure Boot mechanism specifically tailored for embedded Internet of Things (loT)
systems operating under constrained hardware resources. The proposed
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architecture addresses critical limitations such as restricted memory capacity, lack
of hardware cryptographic support, and the necessity to minimize energy
consumption. Classical secure boot models are largely unsuitable for these
conditions; therefore, a lightweight Secure Boot variant has been developed using
lightweight hash functions, in particular SPONGENT-128/128/8, which ensures a
basic level of software authenticity and integrity at minimal computational cost.
Implementation on STM32 and ESP8266 microcontrollers demonstrated high
accuracy in detecting firmware modifications, energy efficiency (less than 11 uJ per
verification), and a startup delay not exceeding 30 ms. The study discusses secure
storage of the reference hash, the use of ECDSA-based digital signatures, and
scaling options for different hardware configurations. The proposed approach is
promising for integration into medical, industrial, military, and other applied loT
solutions where balancing security, energy efficiency, and performance is crucial.
The conclusion outlines directions for future research, including obfuscation
techniques, secure OTA updates, and support for emerging cryptographic
primitives.

Keywords. 10T; lightweight Secure Boot; embedded software; cryptographic
hash; SPONGENT; energy efficiency
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METHOD FOR ANALYZING THE UKRAINIAN LANGUAGE
TEXTS SENTIMENT USING NATURAL LANGUAGE
PROCESSING
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Abstract. The paper focuses on intelligent sentiment analysis of text related to
named entities. The proposed method combines a neural network-based natural
language processing model, a lexical NLP library, and a Ukrainian sentiment
dictionary. It provides results in the form of sentiment scores for named entities at
the sentence and text levels, as well as an overall sentiment evaluation of the
analyzed content. The relevance of the research is determined by the growing need
for accurate sentiment analysis in the context of large-scale digital information
flows. Identifying emotional attitudes toward specific persons, organisations, or
events has essential applications in monitoring public opinion, brand perception,
political discourse, and financial market analysis. The scientific novelty lies in
developing and implementing a method that supports Ukrainian-language texts and
evaluates sentiment across negativity, neutrality, positivity, and emotionality
dimensions. The practical significance is creating a software system capable of
semantic sentiment analysis of textual content, achieving higher effectiveness than
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]
translation-based approaches. The developed method can analyze public opinion,
social media reactions, market trends, and individual texts.

Keywords: named entity recognition, emotional tone, emotional tone detection,
Stanza, VADER

Problem Statement

Intelligent sentiment analysis of textual information, particularly in the context of
named entities, has become increasingly relevant today, where vast amounts of data
are constantly exchanged and processed. In the era of digital technologies and
information overload, quickly and accurately identifying the emotional context and
subjective attitudes toward specific named entities — such as individuals,
organizations, or events — has gained crucial importance [1]. Applying these
methods to named entities has numerous practical implications, including
monitoring brand perception in reviews and mentions, identifying public sentiment
toward political figures, events, or products in social media, and analyzing the
impact of news on market indicators and financial risks. Moreover, sentiment
analysis at the entity level not only reveals the general emotional tone of a text but
also distinguishes attitudes toward specific entities, which may vary within a single
document [2]. From a natural language processing perspective, sentiment analysis
related to named entities requires the design of advanced algorithms and neural
models capable of correctly interpreting linguistic but also semantic, contextual, and
culturally specific features of language [3]. The study introduces innovations in
sentiment analysis, particularly by enhancing the method of intelligent sentiment
evaluation relating to named entities. The proposed approach generates
comprehensive output data based on a neural network NLP model, a lexical NLP
library, and a Ukrainian sentiment dictionary. This includes identified named
entities, sentiment scores for each entity at the sentence level, aggregated sentiment
scores for the entire text, and overall sentiment assessments at both sentence and
text levels [4].

Unlike existing methods, the developed approach is adapted explicitly to
Ukrainian texts and enables sentiment evaluation for named entities within
individual sentences and across the whole text. Furthermore, it provides sentiment
analysis along four key dimensions: negativity, neutrality, positivity, and
emotionality.

Analysis of Previous Studies
Existing methods and tools for intelligent analysis of the tone of textual
information in relation to named entities. The review of methods and tools for
intelligent sentiment analysis concerning named entities demonstrates that this task
requires a combination of advanced natural language processing techniques and
machine learning models. The process is generally divided into three main stages:

— named entity recognition, where algorithms identify and classify persons,
organizations, locations, and other entities in text;
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— sentiment determination, which analyzes the local context of each entity to
detect its emotional tone;

— contextual analysis considers the document's broader semantic and thematic
background to ensure a more accurate interpretation of sentiment [5].

To implement these stages, various approaches are employed, such as
Bidirectional Encoder Representations from Transformers (BERT), Long Short-
Term Memory (LSTM) networks, Conditional Random Fields (CRFs), and NLP
libraries like spaCy and NLTK. These methods are among the most powerful and
widely used entity detection and sentiment analysis tools. In addition, lexicon-based
and hybrid approaches such as VADER, TextBlob, and Google Cloud Natural
Language API are actively applied for sentiment evaluation. However, most of these
solutions are primarily optimized for English, which limits their effectiveness for
Ukrainian texts due to linguistic and cultural differences [6].

The analysis shows that while lexicon-based tools such as VADER or TextBlob
can effectively detect sentiment in short and informal texts, they often require
adaptation or developing specialized resources for Ukrainian. On the other hand,
deep learning models such as BERT and LSTM provide higher accuracy and
adaptability by capturing semantic and contextual dependencies. However, they
demand large annotated datasets and significant computational resources [7].

The study highlights traditional and state-of-the-art approaches to entity-level
sentiment analysis, outlining their strengths and limitations. It also emphasizes the
growing relevance of neural network-based methods, which offer more profound
and precise sentiment interpretation. In the modern information environment, the
ability to automatically determine attitudes toward specific named entities is
becoming increasingly important for applications such as monitoring public
opinion, analyzing social media reactions, studying consumer behavior, and
evaluating market trends [8].

Research on the analysis of scientific publications in the intellectual study
of text tone in relation to named entities. The review focused on several key
aspects of sentiment analysis methods: the type of algorithm, the use of supervised
or unsupervised learning, the specific models applied, characteristics of datasets
including size and collection methods, vectorization techniques, and evaluation
metrics. Table 1 summarizes the findings from selected studies, highlighting the
predominance of supervised learning methods, while unsupervised approaches were
used much less frequently.

The comparative analysis of the reviewed studies highlights the predominance
of supervised learning methods in sentiment analysis, as most authors relied on
these approaches [8, 9, 10, 11, 12]. In contrast, unsupervised methods were applied
only occasionally in a single study [10]. A wide range of algorithms has been
explored, including classical machine learning models such as logistic regression
(LR), support vector machines (SVM), random forest classifiers (RFC), and naive
Bayes, as well as deep learning models like CNNs, LSTMs, and advanced
transformer-based architectures such as BERT, RoBERTa, XLNet, ALBERT,
BART, and DistilBERT [8, 9, 10, 11, 12]. Simpler lexicons- and rule-based tools
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like TextBlob, VADER, and Stanza were also tested, demonstrating their relevance
for rapid sentiment detection in short texts [9].

Table 1
Results of research scientific papers
Ne in the Methods Training Metrics Vectorisation
References type
8 LR, SVM, RFC, NBC Supervise Accuracy, TF-IDF
d Precision, Recall,
F1-score
9 RoBERTa Supervise Accuracy, -
d Precision, Recall,
F1-score
10 TextBlob, VADER, Stanza Both - -
11 SVM, XGBoost, RNN, RNN + Supervise Accuracy, BoW, TF-
Attention, CNN, Dense d Precision, Recall, IDF,
Network, BERT, XLNet, F1-score, MCC Harvard V-4,
RoBERTa, ALBERT, BART, LM,
DistilBERT Word2Vec,
GloVe,
23FastText,
ELMo,
Doc2Vec,
Skip-Thought
Vectors,
InferSent
12 Ensemble of LR, RC,and  Supervise F1-score TF-IDF
Weightless Neural Network d
(WNN)

Evaluation across studies was mainly based on accuracy, precision, recall, and
F1-score, with some works also employing the Matthews correlation coefficient
(MCC) for a more robust performance measure [11]. Different vectorization
techniques were adopted, ranging from traditional bag-of-words (Bow) and TF-IDF
to semantic embeddings like Word2Vec, GloVe, FastText, ELMo, InferSent, and
Skip-Thought Vectors [10, 11]. Notably, [10] focused on unigram and bigram TF-
IDF features, while [11] emphasized emotion recognition in dialogue systems, a
domain increasingly relevant for conversational agents. Dialogue-related
approaches were divided into party-dependent models (e.g., DialogueRNN) and
party-independent ones (e.g., AGHMN), with additional frameworks like BIERU,
GNTB, and TFE proposed to capture high-quality emotional features [9]. Ensemble
methods, such as combining LR, RC, and weightless neural networks, were also
investigated to enhance robustness [12].

These studies reveal a trend toward leveraging deep neural networks and
transformer-based architectures for large-scale sentiment analysis, highlighting the
complementary role of simpler models and lexicon-based tools. Integrating diverse
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vectorization techniques and advanced architectures opens new possibilities for
capturing subtle emotional nuances in text [13].

The analysis revealed various algorithms, including Logistic Regression, SVM,
Random Forest, CNN, LSTM, RoBERTa, TextBlob, and VADER, with particular
attention given to SVM due to its frequent application. Evaluation metrics most
commonly employed were accuracy, precision, recall, and F1-score, while advanced
studies also incorporated MCC. Vectorization methods varied from classical Bow
and TF-IDF to modern embeddings such as Word2Vec, GloVe, FastText, ELMo,
and BERT-based encodings [14].

Unresolved Issues

The studies illustrate that sentiment analysis of textual data is an intensively
researched domain with diverse approaches. Research efforts are primarily directed
toward improving the processing of massive text datasets through advanced
machine learning and deep neural networks, capable of automatically learning
complex dependencies between text and its emotional expression. These
innovations pave the way for more accurate sentiment analysis and a deeper
understanding of emotional dynamics in textual content.

Obijective of the Article

The object of research is the process of determining the tone of textual
information related to named entities. The subject of research is methods,
algorithms, information technologies, models, and tools for determining the tone of
textual information related to named entities.

Method of intelligent analysis of the tone of textual information in relation
to named entities

The methodology of intellectual analysis of texts’ emotional tome, especially in
determining attitudes toward named entities, plays a significant role in decision-
making in various fields, including commerce, media, finance, and politics. This
field of research opens up broad prospects for developing and improving text
analysis algorithms that take named entities into account [15].

Figure 1 shows the stages of the method of intelligent analysis of the tone of
textual information in relation to named entities, which allows the selected text
under study, using a neural network model of natural language processing, a lexical
library for natural language processing, and a Ukrainian-language tonal dictionary,
to obtain output data in the form of a conclusion about the tonality of the text under
study, which includes a set of named entities, a numerical assessment of tonality in
relation to each of the named entities for individual sentences; the value of the
overall tone assessment for the entire text in regard to each of the named entities,
the value of the tone assessment of the text for individual sentences of the text, and
the value of the overall tone assessment for the entire text.

The main goal of the proposed approach is to identify positive, negative, or
neutral sentiment in a text and to establish links between these sentiments and the
specific named entities mentioned. This allows for determining how textual
information is perceived concerning particular entities. The input data consists of
textual posts describing events, activities, or individuals, primarily sourced from
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“Ukrainska Pravda” [12]. While the method can handle texts of any length,
processing extensive texts may reduce efficiency and speed, requiring more
computational resources. Significant texts can be divided into smaller segments or
sentences before being fed into the model to optimise performance.

A central component of the method is a neural language model responsible for
assessing the emotional tone of the text. For this purpose, the Stanza model was
selected [16]. In the first step, named entities are extracted using the neural model.
The model identifies all mentions of an entity, including variations due to inflexion
or case. The second step applies lemmatisation and stemming to consolidate these
mentions. Lemmatization reduces words to their base form, often using Part of
Speech (POS) tags to account for context and distinguish between words with
different meanings [17]. For example, accurately extracting a person’s name
requires differentiating it from other words in the text, which can be achieved using
NLP libraries such as NLTK, spaCy, or TextBlob. During the second step,
variations of the same entity (e.g., «Iletpenkay, «Ilerperkoy», «IleTpeHKoBi») are
grouped under the nominative form for sentiment evaluation.

Tnpnt data:
the text being studied or a link to the source;
the Stanza neural network model;
the VADER natural language processing library;
— the Sentimentdictionary-uk Ukrainian-language sentiment dictionary.

v

Stage 1. Preparing the text for analysis:
lokenization of the text:
lemmatization of the text.

v

Stage 2. Identification of named enfities:
searching for named entities and assigning appropriate labels;
— grouping named entities that occur in the text.

v

Strage 3. Determining the fone of the fexi:
updating the lexicon of the tonal vocabulary;

determining tone ratings in relation to named entities in the sentences of the text under
study;
determining average tone ratings in relation to named entities in the text under study.

Initial data:
Conclusion regarding the tone of the text under study
(based on ind s of negativity, neutrality, positivity. and emotionality):

— a set of named entities:

tone assessment values for each of the named entities in individual sentences:
— overall tone assessment value for the entire text elation to each of the named entities:

tone assessment value for individual sentences of the text;
— overall tone assessment value for the entire text,

Figure 1. Stages of the method of intellectual analysis of the tone of textual

information in relation to named entities

The third step involves assessing text sentiment regarding each named entity
using the VADER approach [18]. VADER (Valence Aware Dictionary for
sEntiment Reasoning) is an NLP algorithm that combines a lexicon-based approach
with grammatical and syntactic rules to determine polarity and sentiment intensity.

Its lexicon contains approximately 7,500 words, phrases, emoticons, and

127



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

L]
abbreviations, each rated on a scale from -4 (extremely negative) to +4 (extremely
positive) by 10 independent experts. Words not present in the lexicon are scored as
0 (neutral).

VADER also calculates a compound metric, a normalized indicator of overall
sentiment ranging from -1 (strongly negative) to +1 (strongly positive), with values
near O reflecting neutrality or mixed emotions. This metric provides a single
numeric representation of the overall sentiment of the text, incorporating the
intensity of individual words [19].

Table 2 illustrates an example of how sentiment scores are computed based on
the writing style of the text, demonstrating the method’s ability to capture nuanced
emotional tones related to named entities.

Table 2
An example of calculating the emotional tone of a text, depending on the style
of writing the message

Negative  Neutral ~ Positive ~ Comp

Input text

level level level ound

L]eti komn romep 6y6 2apHoio 0 0.58 0.42 0.44
HOKYNKOI.

Leii komn tomep 6y6 dysice 2apHoio 0 0.61 0.39 0.49
HOKYNKO.

L]eti komn romep 6y dyoice 2apHorO 0 0.57 0.43 0.58
noxynkoio!!

L]eti komn romep 6y dyoice 2apHorO 0 0.44 0.56 0.74

nokynkoio!! :)
Leii komn 1omep 6ys JIYKE 2apnoio 0 0.393 0.61 0.82

nokynkow!! :)

To calculate the compound, VADER scans the text for known sentiment
features, modifies the intensity and polarity according to the rules, sums up the
ratings of the features found in the text, and normalizes the final rating to (-1, 1)
using the following function (1):

compound =

[ @
Vi -+ a

where x is the sum of the scores for all words in the text that have an emotional
connotation (each word has a predefined score according to its positive or negative
connotation); « is a parameter used to normalize the sum of the scores of word x (in
VADER, it is set to 15, which is considered to approximate the maximum expected
value of x). The function normalizes the sum of scores to not exceed the scale from -
1 to 1. This makes sentiment assessment more comparable between texts of
different lengths and emotional intensity [20].

Step 4 involves determining the tone based on the values obtained in the
previous step using the corresponding scale, where compound >= 0.5 is negative,
compound > -0.5 or compound < 0.5 is neutral, and compound <=-0.5 is positive.

The last step of the method is to form a conclusion about the tonality of the text
post in relation to named entities. The process can return the emotional tonality
value for each sentence and an overall assessment of the named entity. For example,
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a person or organization may appear several times in the text and have a different
tone in different sentences.

The output data of the method is a conclusion about the tonal state of the text in
relation to the named entity. It should be noted that if a person, event, or place
appears several times in the text, the method will return a value for the tone for each
sentence separately, as well as an overall assessment in the context of the entire text.

Thus, intelligent analysis of the emotional tone of text, focusing on named
entities, is an essential tool for automating text data processing, which contributes to
the formation of more reasonable and informed decisions based on in-depth analysis
of extensive text databases. As a result of this section, a method for the intelligent
analysis of the tone of textual information in relation to named entities was
developed, and the steps of its operation were described in detail. To implement the
intelligent analysis of the tone of textual information in relation to named entities, it
is necessary to retrain VADER on a Ukrainian-language dataset, which will allow
determining sentiment in Ukrainian-language posts without resorting to machine
translation tools. The corresponding dataset should be marked as follows: word;
discrete sentiment (from the range: -2, -1, 0, 1, 2).

The Ukrainian tonal dictionary [21] sentimentdictionary-uk [22] was selected.
The Ukrainian tonal dictionary contains an extensive database: 3442 words of the
Ukrainian language with explicitly defined emotional tonality. Each word has an
assigned tonality value ranging from -2 to 2. This dictionary was constructed based
on two key sources:

— the tone-dict-uk-manual.tsv file was formed by averaging the ratings
provided by several experts. This process ensured an objective assessment of the
emotional tone of each word.

— the tone-dict-uk-auto.tsv file was created by automatically expanding the
base tone-dict-uk-manual dictionary. This was done using machine learning
methods that apply vector representations of words, such as word2vec and lex2vec.
This process also included human post-processing to ensure data accuracy and
consistency.

The data in the dictionary is organised in a format that includes two columns
separated by a tab: the first column contains the word, and the second contains its
discrete tone. It is important to note that most words in the dictionary are given in
their basic grammatical form. In addition, where possible, adverbs have been
replaced with cognate adjectives to ensure greater analysis accuracy. The Ukrainian
sentiment dictionary sentimentdictionary-uk contains 14,856 words and phrases
presented in the Dictionary. Creating a specific sentiment dictionary for a particular
language is a key aspect in developing sentiment analysis systems. For the
Ukrainian language, there is only one freely available tonal dictionary (the lang-uk
project) with 6,859 words, which was last updated in September 2016. Given the
dynamics of language and changes in word usage, there is a need to develop a new
tonal dictionary that reflects contemporary word usage. This need created a new
dictionary, “tonSUM.2.0,” available in various formats.
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Explanation of the dictionary layout: column 1 contains the word or phrase
(Word//word combination); columns 2 to 9 contain the sentiment scores for the
word or phrase listed in column 1; the 10th column shows the average sentiment
score, which is calculated automatically (using built-in functions) by dividing the
sum of the specified scores by their number. Figure 2 shows the distribution of
words and phrases in the Ukrainian Sentiment Dictionary dataset. Score -2: 874
reviews, score -1: 1370 reviews, score 1: 1081 reviews, score 2: 117 reviews.

Ukrainian dictionary of tones
1370

108l

Figure 2. Distribution of words and phrases in the Ukrainian tonal dictionary
dataset
The sentimentdictionary-uk dictionary contains a significantly larger amount of
data. Figure 3 shows the distribution of words and phrases in the
sentimentdictionary-uk dataset. The dataset contains 14,855 records: 1,006 reviews
with a rating of -2, 2,093 reviews with a rating of -1, 5,093 reviews with a rating of
0, 5,844 reviews with a rating of 1, and 819 reviews with a rating of 2.

sentimentdictionary-uk

BOOO
5844
BOO0 5053

4000
2093
2000 1006 819

Figure 3. Distribution of words and phrases in the dataset “sentimentdictionary-uk”

Thus, combining data from datasets, a sample was obtained to supplement the
VADER dictionary, containing 18,297 entries.

Approach to verifying library training for natural language processing for
text sentiment analysis. A dataset containing 7,656 records was formed, of which
6,655 were used for training and 1,331 (about 20% of the training set) for
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validation. This set is characterized by the presence of Russian language and slang
and Russian-language elements in 37% of Ukrainian-language documents. This
reflects specific linguistic dynamics in social networks after the start of the war.
There is also a high frequency of spelling errors in the reviews.

The dataset obtained earlier contains binary ratings: recommend/do not
recommend, and to validate VADER, it is necessary to check whether the method
returns the correct “score” rating. Therefore, after downloading the validation
sample, it will be checked whether the method returns a score >= 0.5 and the
validation sample label “1” (recommended) — the test is considered passed.
Accordingly, if the method returns a score <= -0.5 and the validation sample label
“0” (do not recommend), the check is considered successful.

Experiment
To study the effectiveness of the method of intelligent analysis of the tone of textual
information in relation to named entities, it is necessary to compare the results of the
information system with automatic machine translation and subsequent
determination of the tone of textual information in the text.

First, the software product was tested based on the intelligent determination of
the tone of textual information in relation to named entities using the input
parameter — an article from the resource “Ukrainska Pravda”. The following
sentence was entered for the study: “Ilempo Bacunenxo — 6ezocanvruil 6oueys!
Xmo 6 wmie nooymamu, wo e6ukouageyvb nicwi Mamuni ceimnuyi makuii
arcopcmoxuti!”. The program for determining the emotional tone of named entities,
which is configured to work with English-language texts, returns the following
results. Translated sentence: “Petro Vasilenko is a ruthless killer! Who would have
thought that the performer of the song of the mother's room is so cruel!”. For
comparison, the exact text was analyzed using Stanza and VADER, which had been
pre-populated with tone dictionaries for the Ukrainian language. The method
returned the following results. The result of running the program code to test the
method of determining the emotional tone of text in relation to named entities for
Ukrainian-language texts is shown in Figure 4. Using empirical approaches, a
sample of data was collected to compare the performance of the methods (Table 3).
INFO: stanza:Using device: cpu
INFO:stanza:Loading: tokenize
INFO:stanza:Loading: mat

INFO: stanza:Loading: lenma

INFO:stanza:Loading: ner

INFO:stanza:Done loading processors!

Entity: Netpo Sacnewxo, Type: PERS

Emtity: Mamwui, Type: PERS

Metpo pacunenso - Bodwanwumid chuseus ! xro B morTe no
sentlment; {'neg’: @.333, ‘nev’: 9.349, ‘pos’: @.118, 'comp

; W2 BUKOH3BRUL NIicHA Mamuni coiTawyn Tawwh wopcTokmd |
und'; -.8885}

Figure 4. Result of executing the program code for determining the emotional tone
of the text in relation to named entities for Ukrainian-language texts
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Table 3
An example of calculating the emotional tone of a text, depending on the style
of writing the message
Negative ~ Neutral  Positive
level level level

Input text Compound

Hapewmi sicumensim nawioi
2pomaou noKpawunu
npubyouHkosi mepumopii!
Tenep oimku moocymo
2pamuce Ha Cy4aAcHUX
MaUOAHUUKAX, 4 MAMU
MOIUCYMDb He XGUNIOBATUCD 3a
ix 6esnexy! Jaxkyemo!

0.744 0.256 0.6757

Proposed
method
o
o
o

0.00 0.886 0.114 0.4754

Machine
translation

pocilicbkozo conoama.

BT
wn C
«Pociiicokuii mepopucm ne 3 g 0.411 0.519 0.07 -0.8808
3uae meduc! ITymin nikonu ne g £
3YNUHUMbCSA, YKPATHYAM
nompioHo 20myeamucs 0o -
mpueanoi itiHuy, - egs
komenmap MenvHuka é = 0219 0.638 0.143 -0.3964
S E
42-piunuii scumens g T
XmenvHuybko2o paiiony, ujo = % 0.333 0.528 0.139 -0.8779
8oice 8IOCUAI6 CBIll CMPOK 3a g £
souscmeo, csoe 3a 60u6Ccmeo
suepeoge. ITiocyonuil 66us c
moeapuwa no Yapyi, f=g!
npuiiHAgUIY 11020 3a § % 0.292 0.601 0.107 -0.7068
= c

To justify the superiority of the implemented method, experiments were
conducted in which both methods (proprietary and machine translation-based) were
compared on the same dataset. It is important to note that the implemented method
shows a more distinct and precise distribution of sentiments (negative, neutral,
positive), which indicates its greater sensitivity to the emotional nuances of the text.

The compound value indicates the overall sentiment of the text. The proprietary
method gives a more accurate overall value that corresponds to the expected
sentiment of the text, which indicates its advantage.

A heat map (Figure 5) and a bar chart (Figure 6) were used to visualize the
results. Each row represents a sentiment analysis method (the implemented method
and machine translation), and the columns reflect different aspects of sentiment:
negativity, neutrality, positivity, and the overall compound indicator.
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Sentiment Analysis Heatmap
1
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&
E 050
%‘ Machine transiation = .00 0.25
=
-
. . v 0,00
Negativity Meutrality Positivity
Sentiment indicators
2
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g Implemented method & 241 an7
=
g
< Machine transiation - b2z .14 040
& ; i ¥
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Sentiment indicators
3
3
£ Implemented method = 033 ©.14
3
E
)
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S Machine translation & B2s 0,11
= .
Megativity Meutrality Positivity Compound
Sentiment indicators

Figure 5. Heat map based on the obtained results

Based on data analysis and visualization using a heat map and bar chart, it can
be concluded that the implemented method was more effective than using machine
translation tools, particularly in determining the tone of textual information relating
to named entities. In particular, our method demonstrated higher positive tone and
compound values in the first text, indicating its ability to recognise positive nuances
better. At the same time, for texts with negative sentiment, our method also showed
a greater ability to identify negative emotions, as evidenced by lower (more
negative) compound values compared to machine translation. This ability to more
accurately determine sentiment is essential when analyzing context related to named
entities, as it requires a deeper understanding of linguistic nuances and culturally
specific expressions that machine translation is often unable to interpret correctly.

Comparison of machine translation
and the implemented method

= Proposed method m Machine translation

positree (BT 0,143
renrral ST
negative  INIENIONNS

0,5 o o5 1 15

compaund negativa neutral pasitive
= Proposed methed 08808 0,411 0.519 0,007
= Maching transistion o,3946 o219 o538 0.143

Figure 6. Distribution diagram of results
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Overall, the implemented method showed better results in analyzing the tone of
texts, making it a more reliable tool for sentiment analysis, especially in cases where
contextual dependence and language specificity must be considered.
Conclusions and Prospects
The study addresses the problem of determining the sentiment of textual content
ccerning named entities. A method for intelligent sentiment analysis of text
information in relation to named entities has been developed, which enables, for a
given text, the identification of key named entities and the assessment of sentiment
toward each entity. The method combines a neural network-based natural language
processing model, a lexical processing library, and a Ukrainian sentiment lexicon to
produce outputs that include: a set of named entities, sentiment scores per entity for
individual sentences, overall sentiment scores per entity for the entire text,
sentiment scores for individual sentences, and overall text sentiment scores.

A corresponding software implementation was created to validate the proposed
method. The study conducted the following tasks: a review of the current state of
intelligent sentiment analysis regarding named entities, development of the
sentiment analysis method, implementation of the process in software, and
evaluation of its practical effectiveness. The results demonstrate the scientific
novelty and innovation of the developed method. It allows for the analysis of
Ukrainian-language texts. It provides sentiment assessment at both the sentence and
text levels for each named entity, measuring negativity, neutrality, positivity, and
emotionality.

Comparative evaluation indicates that the proposed method is more effective
than approaches relying on translation into English followed by sentiment
assessment. Overall, the developed approach can be applied to monitor public
opinion and direct semantic analysis of individual texts, providing a reliable tool for
sentiment assessment concerning named entities in Ukrainian-language content.
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Anomauia. [ocniosxcenus npucesyene iHMeIeKmMyaibHOMY AHANIZY eMOYIUHOT
TMOHATLHOCMI MEKCMI8, NO8'A3AHUX 3 IMEHOBAHUMU CYIMHOCMAMU. 3anpOnoHO8aHull
MemooO NOEOHYE MOOeNb 00POOKU NPUPOOHOL MOBU HA OCHOBI HEUPOHHOI Mepexc,
JaekcuyHy 6ibniomexy NLP ma yKpainoMoeHuil CILOGHUK MepMIHI6, w0 MICmsmb
eMoyiiiny moHanvHicms  Bin nHaoae pezynomamu y 6uensoi OYiHOK eMOYIliHO20
3a6apeneHHs IMEHOBAHUX CYMHOCMEN HA PIGHI peueHb [ mMeKCcmie, a MaKoiC
3a2anbHy OYIHKY eMOYIlIHO20 MOHY NPOAHANI308AHO20 KOHMeHmYy.AxmyanvHicmb
O00CNIONHCEHHA  BUSHAYAEMBCA  3POCNAIOY0I0  NOMpebolo 8 MOYHOMY — AHANI3]
eMOYIliHOI  MOHATbHOCMI 8  KOHMEKCMi  8eIUKOMAcumaonux — yu@posux
ingopmayitinux nomoxie. Busnauenns emoyitino2o cmasienus 00 KOHKpemHUX ocio,
opeauizayiii abo nooill Mae 8axcnuge 3HAYEHHA OAA MOHIMOPUHZY SPOMAOCHKOL
OYMKU, CApuliHAmMms OpeHdy, NOAMUYH020 OUCKYPCY MA aHANi3y QIHAHCOBUX
punkis.Hayxosa nosusna noasicac y po3podyi ma 6npoeaodicenui memooy, SKuil
niompumye mexkcmu YKpPaiHCbKol MOB0I0 mMa OYIHIOE CEeHMUMeHm 34 MaKumu
BUMIpAMU, SIK He2AMUBHICMb, HeUMmpAalbHiCMb, NOZUMUGHICMb Md eMOYIUHICIb.
Ipaxmuyne 3HaueHHA NONA2AE Y CMBOPEHHI NPOSPAMHOI cucmemu, 30amHOi
30TUCHIO8AMU ~ CeMAHMUYHULL  AHANI3  CEHMUMEHMY MeKCMO08020 KOHMEHMY,
docazarouu  euwoi  epekmusHocmi, Hidc niOXoo0u, 3ACHOBAHI HA MAUUHHOMY
nepexnadi. Po3pobaenuii memoo modce aHANizy8amu epomMaoCcvKy OYMKY, peaxyii 6
COYLANbHUX MEPEINCAX, PUHKOBL MEeHOEeHYI] ma OKpemi meKCmu.

Knrouoei  cnoea: posniznasamns — iMeHOBAHUX — CYMHOCMEU,  eMoyiina
MOHANLHICMb, 8U3HAYEHHS eMoyilinoi monanehocmi, Stanza, VADER
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Section 2. Intelligent systems and data analysis
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Abstract. This work is devoted to resolving the contradiction between the speed
of constructing nonlinear dynamic models and their accuracy. The goal is to reduce
the time required to build nonlinear dynamic models in the form of neural networks
while ensuring the specified modeling accuracy. This goal is achieved by
developing a modeling method based on the use of a set of pre-trained neural
networks (support models) that reflect the main properties of the subject area. The
scientific novelty of the developed method lies in the use of pre-trained neural
networks with time delays as support models. Unlike existing pre-training methods,
the developed method allows building simpler models with less training time while
ensuring the specified accuracy. The practical benefit of the results of the work lies
in the development of an algorithm for the support model method, which allows for
a significant reduction in the training time of neural networks with time delays
without losing modeling accuracy.

Keywords: identification; nonlinear dynamics; pre-training; neural networks,
training speed.

Introduction

The current stage of modelling development, which is mainly based on the use of
intelligent technologies, is characterized by a number of requirements for both high
accuracy of models and speed of their construction [1].

High accuracy in modelling nonlinear dynamics is currently achieved using
machine learning methods, in particular neural networks (NN) [2, 3, 4]. However,
the application of such methods is often associated with increased computational
complexity, which leads to significant time cost on model construction [3, 4, 5].

The problem of reducing modelling time remains one of the most pressing,
especially in areas related to the personalization of models that must adapt to
changes in user behaviour or the environment (e.g., in authentication tasks,
biomedical applications, human-machine systems), working in real time [6, 7].
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Analysis of Previous Studies

One common approach to solving the problem of increasing the learning speed of
neural networks is to optimize the architecture of models, which involves reducing
the number of model parameters without significantly compromising their
performance. Examples of such approaches include network simplification methods
such as pruning, quantitation, and model compression [8, 9, 10].

Another relevant direction for increasing the training speed of NN is the use of
accelerated learning algorithms, such as stochastic gradient descent with momentum
(SGD with momentum) and adaptive optimization methods (e.g., Adam, RMSprop)
[11, 12]. These methods make it possible to accelerate NN convergence thanks to an
improved weight update strategy and a reduction in the number of epochs required
to achieve the specified accuracy.

Another way to accelerate the NN training process is transfer learning [13, 14].
The main advantage of this method is the ability to use models pre-trained on a
dataset from one subject area to solve target tasks from another subject area. This
approach is used when the amount of specific data is limited or there are no high-
quality datasets for the target task. Transfer learning is particularly effective when
working with large neural networks, such as deep convolutional networks (CNNs),
which require significant computational resources for training [15, 16]. One
common approach to solving the problem of increasing the learning speed of neural
networks is to optimise the architecture of models, which involves reducing the
number of model parameters without significantly compromising their performance.
Examples of such approaches include network simplification methods such as
pruning, quantization, and model compression [17].

A special case of transfer learning can be considered preliminary training, in
which the model is first trained on a large set of general data and then fine-tuned on
more specific data for the target task [18, 19]. This approach significantly reduces
the time and computational resources used during the fine-tuning of the target
model, compared to training the model entirely on the target task data. As a result,
pre-trained models converge faster and require fewer resources to achieve the
desired model quality [18].

Transfer learning and pre-training technologies have become an integral part of
many research and development projects in the field of artificial intelligence. They
have proven their effectiveness in natural language processing tasks (BERT natural
language processing network, GPT text generation network) [20], computer vision
systems (pre-trained convolutional networks DenseNet, VGG) [17], biomedical
research, and human-machine interfaces [20].

The widespread use of this approach to building models based on pre-training
NN has been made possible by its practical advantages: a significant reduction in
the cost of training models and an increase in their effectiveness in real-world
applications, where not only accuracy but also speed is important. In addition, pre-
trained models can be easily adapted to new tasks, making them indispensable tools
in dynamically changing requirements and tasks.
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This direction seems promising in the tasks of identifying nonlinear dynamic
objects. At the same time, there is a lack of work in the field of preliminary training
of neural networks that simulate the nonlinear dynamic properties of objects with
continuous characteristics.

Based on the above, this paper develops an approach to building NN based on
pre-training, which is capable of effectively coping with the requirements of modern
modelling tasks, in particular the identification of nonlinear dynamic objects.

Unresolved Issues. The spread of the approach to building models based on
prior training of neural networks has been made possible by its practical advantages:
a significant reduction in the cost of training models and an increase in their
effectiveness in real-world applications, where not only accuracy but also speed is
important. In addition, pre-trained models can be easily adapted to new tasks,
making them indispensable tools in dynamically changing requirements and tasks.

This direction also looks promising in the identification of nonlinear dynamic
objects. At the same time, there is a lack of work in the field of pre-training NN that
simulates the nonlinear dynamic properties of objects with continuous
characteristics.

Based on the above, the paper develops an approach to building NN based on
pre-training, which is capable of effectively coping with the requirements of modern
modelling tasks, in particular the identification of nonlinear dynamic objects.

Problem statement

In practice, the use of prior training of neural networks involves considerable time
expenditure on building a general model [14, 15]. To achieve the research goal, it is
necessary to invent a method for accelerating the construction of general models of
nonlinear dynamics. The formal formulation of the problem of accelerating the
construction of general models of nonlinear dynamics based on prior training of
neural networks is as follows. Let S be the domain for which there is enough
labeling data Ns (Ds dataset):

Ds={(x%, yi*)}, @)
where xi® is a vector of independent variables, y;® is the corresponding target
variable (label), i=1,..., Ns.

Let fos be the general NN model with 6s parameters, which is trained on Ds
dataset.
Let T be the target task in the subject area S, for which there are marked-up data
of limited Nt size (Dr dataset):
Dr={(xi", yi")}. )

where x;" is the vector of the independent variables, y;" is the corresponding target
variable (label), j=1,..., Nt.

Let for be the target NN model with 6t parameters, trained on Dt dataset, which
ensures the accuracy Eer and the duration ter of target model training.

It is necessary to find the parameters 0s of the general model. Using them as
starting values Oto during training, the target model fgr, a specified accuracy level
Eor is achieved in the minimum time tot:
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Oro =65 arg minL, (f; (x,"),y,") =E
)
where Lt is the loss function adopted for the target model.

The objective of the article is to reduce the time required to build nonlinear
dynamic continuous-time models in the form of neural networks while ensuring the
specified modelling accuracy by developing a method based on prior training of
neural network models.

To achieve this aim, the following tasks were formulated.

1. Development of a modelling method based on prior training by
superimposing a set of pre-trained neural networks (support models) that reflect the
main characteristics of the subject area.

2. Construction of support models in the form of neural networks that reflect the
main nonlinear and dynamic characteristics of the subject area.

3. Investigation of the speed of modelling complex nonlinear dynamics using
the developed support model method.

Support models method

The principle of identification based on support models. An approach to NN
training based on the use of prior training in practice may result in a slight increase
or, in general, a decrease in the training performance of the target model.

One of the factors reducing the productivity of the target model training process
is the general nature and large volume of the training dataset Dso, which must
contain a description of the object's behavior in the widest possible range of external
conditions and under the action of a wide range of input signals [66, 94]. As a result,
in a specific case, when solving object modelling problems in a narrower range of
external conditions and input influences, the coarse foso and accurate fori models
(i=1,...,g, where g is the number of target modelling problems) have excessive
complexity (Fig. 1).

There are two ways to overcome this problem.

1. Forming a set of separate specialized training datasets Ds; (i=1,...,q, q —
number of specialized training datasets) for building rough models fosi with
subsequent construction of accurate models fori by further training the rough model
on the target dataset Dt (Fig. 1b). In this case, the advantages of prior training are
largely lost, since for each target task it is necessary to form a separate training
dataset Dsi and train a rough model fesi. This leads to time losses when solving each
target task.

The use of an approach based on the formation of separate specialized training
datasets largely negates the advantages of prior training, since each new task
requires the creation of a separate dataset and the training of a new model. This
leads to significant time costs even at the task setting stage.

2. Formation of a set of separate training datasets Ds;j (j=1,...,h, where h is the
number of basic characteristics reflecting the individual properties of the subject
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———————————————————————————————————
area), to build support pre-trained neural networks fosj with subsequent construction
of accurate models fori by retraining a rough model in the form of a superposition of
support pre-trained neural networks on the target dataset Dri (Fig. 1c).

Source dataset /2o Source dataset Dso
Source dataset D«
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Figure 1. Structural diagram of the preliminary training process: a — preliminary
training of a universal rough model; b — preliminary training of specific rough
models; ¢ — preliminary training of support models

The result of this approach is a set of support pre-trained NN fosj, which are
determined only once. At the same time, each of the basic NN fos; is significantly
simpler than the rough model foso.

The coarse model of the object fosi, which contains combined characteristics in
the form of a superposition of typical dynamic and nonlinear links, is constructed on
the basis of a set of support pre-trained NN fosj that correspond to the existing
characteristics of the object. At the same time, the structure of the coarse model fesi
(the dimension of the parameter vector 6si) must coincide with the structure of the
support NN fosj (the dimension of the parameter vector 0s;):

fosi : dim(0si) = dim(0sj), (4)
which ensures the simplicity of the accurate model fori.

This approach assumes that a coarse model is built not on the basis of a lengthy
preliminary training process, but on the basis of the superposition of several simple
models (support models). Each support model describes a separate property of the
subject area, and their superposition creates a refined coarse model.

The advantage of this approach is a significant increase in the speed of coarse
model synthesis by eliminating the lengthy training phase of the coarse model for
each new task in the subject area under consideration. In addition, the modularity of
this approach makes it possible to use support models in different tasks, which
reduces the time required to build models and provides flexibility and ease of
replacement or improvement of individual support models.
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The approach used in this work consists of using g support datasets Dsy
(v=1,...,9, g — the number of basic characteristics of the subject area), each of which
describes a separate basic property of the area under study. Based on these datasets,
support pre-trained models fosv(Dsv) with parameters Osy are constructed. By
combining and adapting the corresponding support models, a rough model fosv(Dsv)
is constructed, which has a certain set of characteristics (non-linear and dynamic) of
the object under study. The target model fork(Bsv, D) of objects with certain
characteristics is built by retraining the rough model on the Dk dataset.

The method of constructing complex models based on the superposition of
simpler models is actively used in various scientific fields, such as theoretical
physics, engineering, and, less frequently, in the fields of mathematical modelling
and machine learning. Work in these fields shows that this method makes it possible
to effectively solve complex system modelling problems, improving the accuracy
and flexibility of models by dividing the problem into simpler subtasks. These
methods are based on the principle of dividing a complex problem into subtasks,
which simplifies the modelling process and improves the accuracy of solutions.
Today, most of the efforts of researchers to solve the problems of identifying
complex objects and improving the accuracy and speed of modelling are focused on
the use of a rough model with subsequent retraining of an accurate model. Not
enough attention is paid to the use of support models, although this approach seems
promising due to its flexibility and modularity, which provides the following
advantages.

1. Flexibility in development: Each support model is responsible for its own
aspect of the system and can be easily replaced or improved without affecting the
overall structure. This makes the development process modular and more
manageable.

2. Simplification of complex tasks: Dividing a task into several subtasks with
simplified models makes the process of modelling complex systems more
understandable and easier to calibrate.

3. High accuracy: Synthesizing a target model from several base models allows
for multiple aspects of the system to be taken into account, which ultimately leads to
more accurate predictions.

The method of support models

To accelerate the construction of general models of nonlinear dynamics, a new
approach is proposed in this paper. It consists in using a set of separate pre-trained
NN (support models), each of which reflects separate basic characteristics of the
area.

To construct a set of support models, a set of support datasets Dr« is used
(k=1,...,9, g is the number of basic characteristics of the domain). Each of the
support datasets Drk describes a separate basic characteristic of the domain. On the
basis of these datasets, support models forc With the parameters Ork are built. By
combining support models that reflect the characteristics of the target problem, a
general model fos is built. It has a set of specified properties (nonlinear and
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dynamic). The target model for(6s, D7) is built by pre-training the general model fos
obtained on the basis of the set of support models fork 0N the Dt dataset.

This approach allows to preserve the advantages of pre-training, since support
models obtained once can be repeatedly used for different domains and target tasks,
significantly reducing the total time and resources for training models without
collecting additional data [17, 18, 19]. The structural scheme of the training process
based on support models is presented in Fig. 2.
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Figure 2. Structural diagram of the training process using support models

The algorithm of the suggested method consists of the following steps.

Step 1. Selection of basic domain properties and formation of a set of datasets
Dr« reflected the selected properties.

Step 2. Construction of support models set ferc in the form of separate NN
corresponding to the established properties of the domain. Training of built models
based on the generated datasets Dr«.

Step 3. Determination of the list of p properties of the target problem from the
set of g basic properties of the domain and construction of the general model fos
based on the superposition of the corresponding support models forn (h=1,...,p, p<Q)
obtained in Step 2.

Step 4. Training of the target model for(6s, D) based on the general model fes
obtained in Step 3.

Step 5. Determination of the accuracy indicators Eer and training time tor of the
target model for. In case of unsatisfactory quality indicators of the target model for,
the control transfers to Step 2 to correct the structure 6rk Of the support models forx,
and, if necessary, to Step 1 to correct the set of basic properties of the domain and
the set of datasets Drg, reflecting the selected properties.

Selecting the basic properties of the domain for forming datasets

The basic properties of the domain in the work are understood as the characteristics
of objects that reflect the essential features of their behavior. These properties can
include real or abstract parameters that are important for solving the modeling
problem [20, 21].
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The procedure for selecting the basic properties of the domain and generating
datasets Drk reflecting the selected properties is as follows.

1. Defining the range of tasks to be solved in a given domain; analyzing
properties that are important for objects in a given domain, significantly affect the
results of modeling and should be taken into account when forming the dataset Ds.

2. Determination of signal types (for example, periodic, random, pulsed) that
best reflect the properties of the objects under study.

3. Formation of the dataset Ds based on the list of basic properties of the domain
established in paragraph 1, the set of input signals and reactions of the object
formed in paragraph 2.

4. Segmentation of the dataset Ds into separate datasets Drk according to the
defined list of basic properties of the domain.

In the above sequence of steps, the task of determining the type of signals that
best reflect the properties of the object under study remains the least formalized.
Automating the selection of support models is crucial for scaling the method to
complex, multidimensional dynamical systems and bridges the gap between human
intuition and automated processing, allowing the application of machine learning
methods for objective identification and segmentation.

Determination of the structure of support models and their pre-training

To modelling nonlinear dynamics, the work uses time-delayed NN (TDNN) [21, 22,
23]. Due to their simplicity and versatility, TDNNs are most widely used in
modeling problems of nonlinear dynamic objects. In practice, the TDNN structure is
most often used, consisting of three layers: input, hidden, and output [22]. The size
of the layers in this TDNN structure is determined as follows: the input layer
consists of M neurons and is responsible for the memory (dynamic characteristics)
of the model; the hidden layer consists of K neurons and is responsible for the
nonlinear characteristics of the model; the output layer contains the number of Y
neurons, which is equal to the number of outputs of the model.

For each support model, a labeled data set Dsi={(xP*wj(t), fvi[xPj(t)])} is formed
based on the signals x(t) at the input of the object and the responses y(t)= fvi[x(t)] at
its output. Typical signals are often used as input signals: impulse x(t)=ad(t), step
x(t)=a®(t), linear x(t)=at, and harmonic x(t)=a sin(t) signals of various amplitudes a
€ (0, 1]. Time delays at the input are implemented through shifts in time series and
the inclusion of previous values in the input vector.

The main steps for implementing time delays and forming a training sample are
as follows:

Step 1. Selecting the number of delays. Determine the number of delays M that
will be used.

Step 2. Forming the input vector. For each time moment tx, the input vector is
formed as a sequence of current and previous values.

Step 3. Transferring delays to the network. Each formed input vector is
transmitted to the input layer of the neural network, where it is processed as a
regular input.
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Construction of a general model based on the superposition of the
corresponding support models

After completing the process of pre-training the set of support models fer, @ general
model for is built on their basis. This model is composed of a set of p support
models forn that correspond to the available basic properties of the object. The
selection of support models that reflect the basic properties of an object is generally
subjective. To reduce subjectivity and increase the reproducibility of the selection of
support models, it is advisable to use methods of clustering input data or feature
contribution analysis.

After completing the preliminary training process for the family of support
models that correspond to the existing basic characteristics of the object, a rough
model fos(Ds) is constructed based on them. Assuming that the general fos and
support ferk models are constructed in the form of NN with the same structure
(dimension of the parameter vector dim(6s)=dim(6rk)), the definition of the general
model is reduced to calculating the arithmetic operations on corresponding
components of the parameter vectors of the support models Or.

At the same time, several approaches to the superposition of support models are
considered:

additive superposition is used when each support model is responsible for
independent aspects of the system (e.g., dynamics and environmental impact). The
outputs of the support models f9Si(DSi) are determined based on the calculation of
the arithmetic mean of the corresponding components of the parameter vectors of

the support models OSv:
) 18, .
es = H Z eRk
©)

where i are the indices of the corresponding elements of the parameter’s vectors of
the general 0s and the support Ork models.

multiplicative superposition is used in the case of interacting processes (e.g., where
some processes modify others). In this case, the outputs of the support models

fosv(Dsv) are multiplied:
b
05 =] Jos
vl (6)

combined superposition methods use complex combinations of support models,
such as weighted sums of outputs of nonlinear functions to combine the outputs of
several models, the application of nonlinear functions to the outputs of individual
models, etc. Such methods include determining the parameter vector 6s of the
approximate model as the maximum value among the corresponding components of
the parameter vectors of the support models Osy:

els = max(eiSv)!V :]I) @

Thus, the advantage of forming an approximate model using the support models
method is the absence of a training procedure, which reduces computational
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complexity and significantly speeds up the process of building an approximate
model. At the same time, the dimension of the approximate model fss (the
dimension of the parameter vector 6s) remains the same as in the base models, i.e.,
the complexity of the approximate model does not increase. Another advantage of
forming a general model using expressions (5)-(7) is the absence of a training
procedure, which significantly speeds up the process of constructing a approximate
model.

Experiment setup

The study of the support models method is carried out on the example of a nonlinear
dynamics test object. A simulation model of a test object in the form of a sequence
of a nonlinear link with saturation and a dynamic link of the first order [24, 25] is
shown in Fig. 3.

; 1 i
—>| j'c —>
x(tf s+2 64 i

As typical characteristics from the set of properties of the domain of nonlinear
dynamics, a nonlinear characteristic in the form of saturation and a dynamic link of
the first order were chosen to describe the behavior of the test object. For the test
object, a labeled Ds dataset generated on the base of signals x(t) at the input of the
object and the responses y(t) at its output. The inputs are pulsed x(t)=ad(t), stepped
X(t)=aO(t), linear x(t)=at and harmonic x(t)=a-sin(t) signals of different amplitudes a
€ (0, 1). Based on the dataset Ds, two support datasets are formed:

input stepped signals x(t)=a@(t) and responses y(t) of the object with
nonlinearity in the form of saturation Dry;

input stepped signals x(t)=a®(t) and responses y(t) of the object in the form of a
dynamic link of the first order Dro.

The experiment consists in studying the training speed of the target model of the
test object, built by various methods:

based on the general model fos(Ds), pre-trained on the general Ds dataset;

based on individual support models fer1(Dr1), for2(Dr2), pre-trained on datasets
Dri1 and Drz;

based on the general model for(for1, for2) in the form of a superposition of
support models for1(Dr1) and forz2(Dr2).

Simulation and results

Building a rough model. To determine the structure of the model fos(Ds), which is a
three-layer TDNN, based on the results of additional research, the number of
neurons M=30 in the input layer and K=30 in the hidden layer was accepted. The
model is trained using the backpropagation method with network parameter
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updating using the Levenberg-Marquardt method. Preliminary training is limited to
50 epochs to prevent overfitting and preserve adaptability.

Fig. 4 shows the dependence of loss functions (mse, mae) during training of the
coarse model on the number of training epochs.

2 5 I'rain Loss
—— Validation Loss

----- Train Loss
8 \ —— Validation Loss

ik
B

Epoch
b
Figure 4. Dependence of loss functions during training of a rough model on the
number of training epochs: a — mse, b — mae
Construction of an accurate model. The structure of the accurate model for(8s,
Dr) based on the pre-trained coarse model fes(Ds), models fotk(Dtk) based on
separate support models of datasets Dr1 and Drz, and model for(D7) based on the
superposition of support models is selected to be identical to the coarse model
fos(Ds) in the form of a three-layer TDNN. The NN is trained using the
backpropagation method with network parameter updating using the Levenberg-
Marquardt method. Training of the accurate model is carried out over 50 epochs.
Fig. 5 shows the dependence of loss functions (mse, mae) on the number of
training epochs for accurate models based on the coarse model, based on separate
support models for1(Dr1) and forz(Dr2), and based on the superposition of support
models. The results of the experiment on studying the training speed of the accurate
model of the test object, built on the basis of a rough model, on the basis of separate
support models, and on the basis of a superposition of support models, are given in
Table 1.
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Table 4
Results of an experiment to study the learning speed of a target model of a test
object
Training Validation
No Model based on Numberr] of
mse mae mse mae epoc
1 general model 4,9105 1,8890 6,9738 2,3972 14
2,2267 1,2686 2,9774 1,4809 50
2 support n_wodel 4,9596 1,8623 6,8963 2,4457 8
(saturation) 2,7553 14094 | 41863 | 1,7621 50
3 support model 4,8058 1,8544 6,8876 2,2571 23
(first-order dynamic
link) 3,9412 1,6869 5,7969 2,0801 50
4 superposition of 4,5837 1,8347 6,6431 2,2256 3
support models 0,9254 0,7941 1,0704 0,8807 50
1 4 T e L o TR
i i validation Model bn_l::::l. on :Lc“;::‘:orc-n‘cc‘ r:'|::':l‘cll raTL
oo 1 _ o o e
106
a
"- e A S s s S e
20 Train Madel based an the relfersne nadel BT2
— Validation Model based on the |_-f ':':.;.:.'.‘:.‘.I:I.,h:-:ii..u-.
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Figure 5. Dependencies of loss functions during training of accurate models based
on a coarse model, separate support models, and superposition of support models on
the number of training epochs: a — mse, b — mae.
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Fig. 5 and Table 1 show the advantage of using pre-trained support NN during
the identification of nonlinear dynamic objects, namely, a significant reduction in
the training time of the TDNN model (4.6 times) compared to the traditional
approach of building an accurate model based on a pre-trained coarse model with
comparable accuracy of both models (established quality requirements at the
validation stage: mse=7.0, mae=2.5). The use of individual support models as coarse
models can also reduce the training time of the accurate model (by 1.8 times) with
comparable accuracy of both models.

Conclusions and prospects

The paper successfully solves the problem of reducing the time of building
nonlinear dynamics continuous-time models in the form of neural networks while
ensuring the specified accuracy of modeling. To resolve the conflict between the
accuracy of modeling nonlinear dynamic objects and the speed of model
construction, a modeling method was developed based on pre-training through the
superposition of support models that reflect the basic properties of the subject area.

The effectiveness of the developed method for modeling nonlinear dynamics
was proven when solving the problem of modelling a test nonlinear dynamic object.
The experiment demonstrates a 4.6-fold reduction in the time of building a target
model using support models compared to the traditional modeling method based on
pre-training. The advantages of the proposed approach are the ability to quickly
adapt to changing operating conditions, high speed of building the target model
while ensuring the specified modeling accuracy. In addition, the developed method
allows improving the efficiency of model training in the lack of labeled data for the
target task. The disadvantages of the proposed approach, inherited from methods
based on pre-training, are the dependence of the modeling results on the quantity
and quality of data of the target dataset.

The practical limitations of the application of the proposed method are the a
priori need for support models built on a sufficient amount of qualitative data.
Insufficient data or poor data quality can significantly reduce the accuracy of
support models and, as a result, significantly reduce the training time of an accurate
model.

Thus, the area of effective application of the proposed method is allocated: lack
of marked data of the target task in the presence of a general dataset of sufficient
size; no significant discrepancies between the characteristics of the general and
target datasets.

To improve and expand the scope of application of the support models method,
it is necessary to take into account the real conditions of the external environment
by expanding the experimental part at different levels of noise distortion and under
conditions of time drift of the observed parameters. In order to fully assess the
potential of the proposed method and determine its place among advanced solutions
in further research, it is planned to expand the range of test objects, including
systems with different dynamics, multidimensional systems, objects with delays,
etc.
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Abstract. Astronomical data mining plays a crucial role in modern astrophysics.
As the volume of astronomical data continues to grow exponentially, the need for
efficient, automated decision-making within data processing pipelines becomes
increasingly critical. This paper presents an artificial intelligence (Al) driven
decision-making module designed to optimize workflow management and anomaly
detection in large-scale astronomical data processing. Integrated with a
PostgreSQL-based logging system, it enhances real-time monitoring, streamlines
error identification, and improves overall data processing efficiency. The proposed
approach leverages advanced computational techniques to automate key decision
points, reducing manual intervention and mitigating the risk of processing failures.
We outline the methodology and architectural framework, detailing its
implementation and integration into existing data processing pipelines in the Lemur
software of the CoLiTec (Collection Light Technology) project. A comparative
analysis with conventional techniques highlights the advantages of the proposed
system in terms of accuracy, computational efficiency, and robustness.
Experimental results demonstrated significant improvements in identifying
anomalies, optimizing resource allocation, and enhancing the reliability of
automated decision-making process. The proposed hybrid rule-based + Al
approach demonstrated a 65% improvement in decision-making speed and a 50%
reduction in failure recovery time compared to traditional rule-based monitoring.
The findings underscore the potential of Al-driven decision modules in advancing
astronomical research by enabling more efficient and accurate data analysis within
large-scale observational studies.

Keywords: Decision making, data mining, artificial intelligence, big data,
knowledge discovery in databases, data processing, pipeline, algorithms,
observational data, astronomy, astrophysics, CoLiTec

Introduction

The increasing volume of astronomical big data from space and ground-based
observatories [1] necessitates innovative automated data mining [2] and decision-
making techniques. This led to unprecedented challenges in data mining,
classification, and anomaly detection processes.

Traditional approaches rely on rule-based monitoring, which is often inefficient,
inflexible, and prone to errors in large-scale operations. Such rule-based monitoring
systems struggle with the growing complexity and volume of observational logs,
making real-time decision-making [3] and automated anomaly detection essential
for maintaining data integrity and efficiency.

Artificial intelligence (Al) [4] has emerged as a robust alternative, offering the
ability to detect anomalies, classify events, and optimize workflows with minimal
human intervention. This chapter introduces an Al-based decision-making system
designed to automate log analysis, processing state detection, and error
classification within astronomical processing pipelines and big data analysis [5].
The system integrates with a PostgreSQL database [6], providing a flexible and
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L]
scalable logging mechanism for the astronomical knowledge discovery in databases
[7].

The key objectives of research are the following:

e to improve efficiency and accuracy in processing astronomical data logs;

e to automate anomaly detection with fault tolerance in processing pipelines;

e to ensure real-time decision-making for processing state transitions.

The rapid increase in astronomical data from large-scale observational
instruments, such as the Vera C. Rubin Observatory, the James Webb Space
Telescope (JWST), and various radio telescope arrays, has led to unprecedented
challenges in data mining, classification, and anomaly detection.

Traditional rule-based monitoring systems struggle with the growing complexity
and volume of observational logs, making real-time decision-making and automated
anomaly detection essential for maintaining data integrity and efficiency.

To address these challenges, we introduced an Al-powered decision-making
module designed to automate log analysis, process monitoring, and anomaly
detection within astronomical data pipelines.

Unlike conventional systems, it combines rule-based logic, machine learning
techniques, and natural language processing (NLP) to optimize workflow
automation and failure recovery. This chapter contributes to the field of Al-driven
decision-making in astronomical data mining by the following:

e proposing a hybrid Al-based framework for real-time log evaluation;

e demonstrating scalability improvements through database optimization
techniques;

e integrating automated failure detection and reinforcement learning for self-
adaptive error handling.

Experimental results showed a 65% reduction in processing time and a 50%
improvement in automated failure recovery compared to traditional rule-based
systems.

The chapter is organized to guide the reader through the conceptual framework,
technical implementation, and practical outcomes of the proposed system. It opens
with a literature review in section 2 that explores existing approaches to
astronomical data mining, with emphasis on artificial intelligence techniques for
automated decision-making within large-scale observational datasets.

Section 3 outlines the system architecture of the processing pipeline, detailing
the integration of log processing and Al-based decision rules, data preprocessing
steps, workflow management strategies, monitoring and user interactions. Section 4
provides the workflow implementation including the detailed database structure,
core tables, database functions, Al-based decision model, real-time monitoring and
alerting.

The results in section 5 presents example use case, scalability and performance
considerations, performance metrics, including processing speed, error recovery,
fault tolerance, and resource efficiency achieved during experimental validation.
Also, this section includes comparison between traditional and Al-based approaches
in astronomical data mining. The findings are interpreted in the context of current
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astronomical research challenges, highlighting advantages over traditional methods
and identifying potential limitations.

The chapter ends with a conclusion in section 6, which illustrates the
conclusions and outlines of the future work and research as well as possibilities for
future investigations and enhancements.

Literature review

Artificial intelligence has revolutionized multiple fields by enabling automation,
predictive modeling, and intelligent decision-making. The literature analysis
highlights Al's transformative impact across domains, including informational
technology (IT), economics, robotics, healthcare, finance, autonomous systems,
environmental science and even astronomy.

In the IT sector an Al strengthens cybersecurity, optimizes data management,
automates software development, and enhances cloud computing efficiency [8]. Al
enhances economic forecasting, market analysis, supply chain optimization, and
decision-making in policy development [9].

In robotics Al enables autonomous control, real-time decision-making, human-
robot interaction, and efficiency improvements in industrial automation [10]. In
autonomous systems self-driving cars, robotics, and drones use Al for perception,
navigation, and real-time decision-making.

The integration of Al in healthcare has led to significant improvements in
diagnostics [11], patient management, and drug discovery through deep machine
learning [12], natural language processing (NLP), and robotic-assisted surgeries.
NLP techniques are widely used for electronic health record analysis, enabling
automated patient history summarization and predictive analytics for personalized
treatment recommendations [13].

In astronomical research, Al facilitates the classification of celestial objects
[14], anomaly detection in observational data, and real-time decision-making in data
processing pipelines [15]. Machine learning models assist in identifying exoplanets
from Kepler [16] and TESS mission [17] data by distinguishing potential candidates
from noise. Al-based computer vision techniques automate the detection of transient
events, such as supernovae and gamma-ray bursts. Moreover, reinforcement
learning is employed in telescope scheduling and autonomous space exploration,
optimizing observational strategies. Financial institutions leverage Al for risk
management [18] and assessment, fraud detection, and algorithmic trading. Machine
learning algorithms process vast transactional data to identify fraudulent activities
with high accuracy. It also enhances algorithmic trading, and personalized financial
services, significantly reducing financial crime. The use of deep reinforcement
learning in portfolio optimization has also gained traction, offering adaptive
strategies that dynamically adjust to market conditions [19]. Al plays a crucial role
in climate modeling, weather prediction, and disaster management. Neural networks
enhance climate simulations by refining atmospheric models and predicting extreme
weather events with greater accuracy [20]. Al-driven remote sensing techniques
process satellite imagery to monitor deforestation, ocean health, and biodiversity
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loss. Additionally, predictive analytics aids in disaster response planning by
forecasting the impact of hurricanes, floods, and wildfires, facilitating timely
intervention. Al transforms learning by enabling personalized education [21, 22]
through adaptive tutoring systems, intelligent content recommendations, and
automated grading. Natural language processing supports interactive chatbots and
virtual assistants that enhance student engagement [23], while machine learning
analyzes learning patterns to optimize curriculum development. Additionally, Al-
powered tools assist educators in assessing student progress, identifying knowledge
gaps, and providing targeted support, ultimately improving learning outcomes and
accessibility in both traditional and online education environments [24].

Several Al-driven approaches have been applied to astronomical data mining.
Machine vision techniques [25], neural networks based on fuzzy environment [26,
27], short time series analysis [28], Wavelet analysis [29], clustering algorithms,
and decision trees have been used for object classification, anomaly detection, and
transient event discovery. However, most of these approaches focus on data analysis
rather than the decision-making process for log management and workflow
optimization. Recent advancements in Al-driven astronomical data mining have
focused on object classification, transient event detection, and anomaly recognition.

Systems such as AstroML [30] and the TESS Data Processing Pipeline [17]
incorporate machine learning techniques for data classification but lack a real-time
decision-making framework for log evaluation and automated workflow control.

Existing workflow management systems primarily rely on:

o rule-based monitoring frameworks (e.g., Apache Airflow [31]) that require
manual rule definitions for log filtering;

e Al-based classification models for celestial object identification but without
direct integration into processing pipeline monitoring;

e event-based anomaly detection systems that are reactive rather than
predictive, making them inefficient in large-scale data workflows.

The comparison between traditional and Al-based approaches in astronomical
data mining is presented in Table 1.

Table 1.
Comparison between traditional and Al-based approaches in astronomical
data mining
Log
Approach Al Model Used Evaluation Scalability Snomgly
- etection
Capability
AstroML Superv_lsed Limited Moderate No
Learning
TESS Data . .
Pipeline Clustering Moderate High No
Apache Airflow  Rule-Based Logic High High No
Proposed Hybrid Al (Rule- . .
framework Based + ML) Extensive High Yes
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In chapter authors proposed the framework, which bridges the gap by integrating
real-time log evaluation, Al-driven anomaly detection, and automated decision
execution to optimize astronomical data processing.

Methodology

System architecture. The proposed framework is an advanced, Al-powered
decision-making system for astronomical data mining, designed with a modular and
scalable architecture to efficiently handle vast and continuously growing datasets of
astronomical big data.

By integrating intelligent automation, real-time data processing, and adaptive
learning capabilities, it optimizes workflow efficiency, enhances anomaly detection,
and ensures robust decision-making across diverse astronomical research
applications.

The architecture of proposed framework consists of three main components:

o PostgreSQL database for structured log storage;

e decision-making module leveraging Al models to assess message logs and
update process states;

o automated workflow control for handling failures, timeouts, and success
conditions.

These components work together to ensure efficient log processing, anomaly
detection, and automated decision execution (Figure 1).

Log processing and decision rules. The core of proposed framework is a
decision-making module responsible for analyzing log messages, identifying
process states, and determining the appropriate actions.

The module operates using a combination of rule-based logic, machine learning
models, and anomaly detection techniques.

Key Al techniques employed include the following:

o Rule-based decision processing. This approach utilizes predefined decision
trees and state transitions to analyze log messages. For instance, if an inputFail log
is detected, the system promptly terminates the module’s execution.

e Supervised learning for failure prediction. Historical log data is utilized to
train machine learning models, such as random forests and support vector machines.
These models predict the probability of processing failures, timeouts, or anomalies
based on past events.

e Reinforcement learning for dynamic thresholds. This technique adapts
timeouts, error tolerance, and retry strategies in real-time based on the system’s
performance. The Al learns from its past decision outcomes and refines the system’s
responses accordingly.

e NLP for log classification. NLP enables the extraction of patterns from
textual log messages, facilitating the categorization of errors, warnings, and
successes. This approach aids in detecting rare failure cases that might elude
traditional rule-based logic.

158



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

Automated Workflow Control Log Ingestion
(Failures, Timeouts, Success) (Module Logs & Events)

¥ . e
~~ ,/ "‘\.\ e
/.
/ R.J’Send Alerts & Logs ™ Update Logs \ ,/{me Logs
/ / N
/ ( ¥ - \\
/ User Monitoring & Alerts ——— e Y
{ | (Dashbeard & Notifications) HEERIPHTLICEEIEET |
[ (Log Storage) '
| Y R '\I
| !
\
Trigger Decisions Motify & Display Alerts Lletrie\.rc Logs \Predict & Update States
| |
ll l
1 X,
\ 0 ,
‘.\ [ Decision-Making Module |
| s (Al Processing) |
\'\. User 7— i Ia"
‘\ ~ I". J."
. \ )
‘\ /./'ﬁnalyze Rules \.\Pradict Fal ures,l'
e \,
\ - \ /
\\. k// \ /

Rule-Based Engine
(Decision Treas, NLP)

Machine Learning Models
(Failure Prediction, Anomaly Detection)

Figure 1. Detailed system architecture

The decision-making module processes incoming logs according to predefined
Al-driven rules [32], ensuring efficient error handling and process automation using
the following workflow:

1. Process start and end monitoring:

e when a startModule log is detected, process tracking begins;

e if an endModule message is received, the process is marked as completed,;

2. Timeout-based failure detection:

e if no log messages arrive within a predefined interval, the process is flagged
as stalled;

e terminated message is logged;

3. State transitions:

e log messages such as startProcess, inputPass, outputFail trigger automatic
state changes in the database, ensuring real-time updates;

4. Anomaly detection:

e system identifies inconsistencies, such as a processing state remaining
unchanged for extended periods, and flags them for review;

e monitoring;

e user interactions.

The proposed framework processes logs in five sequential stages:

1. Process initiation and logging: each data processing zone generates log
entries stored in the PostgreSQL database, log messages such as startModule,
inputPass, and endProcessFail are tracked;
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2. Al-based anomaly detection: a supervised random forest model predicts
failure probabilities based on historical log data:

Praiture = T (X0, X50.%, ), @)

failure —
where Xi represents extracted log features;
3. Timeout-based failure detection: if no messages arrive within a predefined
threshold, the system computes the following:

T =

stalled current

T

is time of the current and last message log; if,

lastMessag ! (2)

where T and T

current lastMessa@

Toanted ™ Tinreshord @ terminated log entry is generated;

4. Reinforcement learning for adaptive decision-making dynamically adjusts
retry intervals and error handling mechanisms based on system performance;

5. User alerting and decision execution: upon anomaly detection, the
monitoring dashboard alerts users and logs the final state transition in the database.

Monitoring and user interaction. The proposed framework provides a real-
time monitoring interface that allows users to track processing states, inspect logs,
and manually override decisions if necessary.

The monitoring dashboard incorporates several key features that augment its
functionality and usability. It provides real-time log visualization, displaying
incoming messages, processing states, and anomaly alerts. Users possess the
capability to filter these visualizations by zone, module, and message type, thereby
enabling tailored insights into system activities.

Furthermore, the dashboard incorporates an automated alerting system that
promptly informs users about the different anomalies, failures, and prolonged
processes via various channels, including email, web notifications, and external
application programming interface (API) integrations.

Additionally, users have the option to manually intervene in processes, with
options to restart terminated modules, modify thresholds, or approve Al-generated
decisions. All manual interventions are meticulously documented, facilitating
system optimization and future decision-making.

The dashboard also permits user-configurable settings, allowing customization
of decision rules, timeouts, and message filtering. This adaptability is further
enhanced by the capability to dynamically adjust Al thresholds based on current
system load, ensuring optimal performance.

Implementation
Database structure. The proposed framework utilizes a PostgreSQL database for
structured logging, process tracking, and decision-making. The schema consists of
several interrelated tables that store information about zones, messages, processing
states, and decision rules.

The database structure includes the following core tables:
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e control.zonestates table represents the state of zone processing, tracking
different stages from creation to completion (Table 2);

e control.zones table tracks individual data processing zones, including
timestamps for start and end processing (Table 3);

e control.keywords table contains predefined keywords (Table 4) used for log
classification and anomaly detection (Table 5);

e control.messagetypes table defines the types of messages, which are allowed
for processing (Table 6);

e control.messages table logs all system messages, including timestamps,
associated modules, and keywords (Table 7);

e control.version table stores versioning metadata for system updates and
module compatibility (Table 8).

Table 2.
Control.zonestates table
Column Type Description
id integer Unique identifier for the state
name varchar(20) State name
Table 3.
Control.zones table
Column Type Description
id bigint Jnique identifier for the zone
zonepath varchar(200) ith of the data processing zone
startprocessingdate timestamp Start time of processing
endprocessingdate timestamp End time of processing
zonestateid integer reign key to control.zonestates
trackscount integer Number of tracks processed
Table 4.
Control.keywords table with keyword definitions
id Keyword Description
1 startModule Module execution started
2 inputPass Input data validation passed
3 inputFail Input data validation failed
4 startProcess Data processing started
5 endProcessPass Processing completed successfully
6 endProcessFail Processing failed
7 outputPass Output validation passed
8 outputFail Output validation failed
9 endModule Module execution completed
10 startZone Zone processing started
11 endZone Zone processing completed
12 nope Generic message, ignored by Al
13 terminated Process did not complete on time and was terminated
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Table 5.
Control.keywords table
Column Type Description
id integer Unique identifier for the keyword
word varchar(200) Keyword text
Table 6.
Control.messagetypes table
Column Type Description
id integer Unique identifier for the message type
name varchar(20) Name of the message type
Table 7.
Control.messages table
Column Type Description
id bigserial Unique identifier for the message
messagetypeid integer Foreign key to control.messagetypes
Name of the module that generated the
modulename varchar(200)
message
zoneid bigint Foreign key to control.zones
message varchar(400) Message content
messagedate timestamp Timestamp of the message
pid integer Process ID associated with the message
Table 8.
Control.version table
Column Type Description
major integer major part of version (X.*.** ***)
minor integer minor part of version (*.X.** ***)
build integer build part of version (*.*. XX.***)
revision integer revision part of version (*.*.* XXX)

The entity-relationship diagram (ERD), which illustrates the database schema, is
presented in Figure 2.

Several database functions assist in retrieving zone IDs, updating states, and
processing logs dynamically:

e BigInt GetZoneld(varchar(255) zonePath) function creates a new entry in
control.zones if the zone doesn’t exist, and returns its ID, otherwise if the zone
already exists, it returns the existing ID, which should be used during inserting new
record in the control.messages table (field zoneld);

e void StartZoneProcessing(bigint zonelD, int fitscount) function updates
startProcessingDate, resets endProcessingDate, sets trackscount to zero, and
changes zonestateid to Processing (if no zones with ID found, updating is not
performed);
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¢ void EndZoneProcessing(bigint zonelD, int state, int trackscount) function
updates endProcessingDate, zonestateid, and trackscount based on completion
results (if no zones with ID found, updating is not performed);

e void UpdateZoneState(bigint zonelD, int state) function modifies the
zonestateid to reflect the current processing status (if no zones with ID found,
updating is not performed).

Al-based decision model. Our decision-making process leverages a hybrid
approach that combines rule-based systems for structured logic and interpretability
with machine learning models for adaptive pattern recognition and predictive
analytics, ensuring both accuracy and flexibility in handling complex astronomical
data:

e natural language processing extracts patterns from log messages to identify
anomalies;

e decision trees and random forests predict the likelihood of process
completion and flag failures;

e reinforcement learning optimizes decision-making by dynamically adjusting
thresholds based on historical performance.

" control.zonestates
& id: integer
< name: varchar(20)

[l control.version

< major: integer
< minor: integer
< build: integer
< revision: integer

i'control.zones

= id: bigint

zonepath: varchar(200)
startprocessingdate: timestamp
endprocessingdate: timestamp

zonestateid: integer |J id: bigserial

trackscount: integer < messagetypeid: integer
@ |¢ mModulename: varchar(200)

p— < zoneid: bigint

£ control.keywords & message: varchar(400)

d: integer O *®|o messagedate: timestamp

@ word: varchar(200) < pid: integer
<@ keyweordid: integer

[ control.messages

¢ ¢ ¢ 0 O

[ control.messagetypes

2 id: integer
< name: varchar{20}

Figure 2. Database schema

Real-time monitoring and alerting. A web-based monitoring dashboard offers
visualizations of process states, failure alerts, and log analytics. It supports manual
intervention, allowing researchers to override Al decisions when necessary.

This comprehensive dashboard is an indispensable tool for organizations relying
on Al-driven processes. It provides real-time visualizations of process states,
enabling instant comprehension of complex data streams. Advanced failure alerts
immediately notify users of any anomalies or disruptions in system performance.
The dynamic and user-friendly interface allows users to delve into log analytics,
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offering insights into historical data and trends for predictive maintenance and
informed decision-making. One key feature is the dashboard’s support for manual
intervention. While Al systems autonomously manage operations, the dashboard
empowers researchers and operators to override Al decisions whenever required.

This ensures human oversight remains a crucial part of the operational
workflow, allowing experts to apply their judgment in situations where Al may fail,
such as interpreting nuanced data or responding to unexpected scenarios.

Furthermore, the dashboard can be customized to meet diverse industrial
requirements, supporting various data inputs and outputs and scaling to adapt to the
organization’s growing needs. It is equipped with robust security protocols to
protect sensitive data, maintaining confidentiality and integrity. As a result, this tool
enhances operational efficiency and fosters trust in Al technologies by ensuring
transparency and accountability in automated processes.

Workflow implementation. The proposed framework automates workflow
using an Al-based decision engine that monitors logs in real-time. The decision-
making module evaluates input, processing, and output logs using predefined rules
and machine learning models to optimize the workflow.

This structured approach ensures the following advantages: efficient error
handling ensures immediate detection and logging of processing failures; automated
decision-making dynamically determines whether to retry, escalate, or terminate
processing; scalability support of the high-volume astronomical data processing
with minimal manual intervention.

The diagram in Figure 3 illustrates the decision-making workflow visually.

The proposed framework, developed with the utmost care, incorporates an
extensive suite of features designed to enhance the efficiency and accuracy of data
processing within astronomical pipelines. Beyond its core decision-making
capabilities, the system provides advanced functionalities for managing and
analyzing log messages. The system empowers users to sort and cleanse database
messages, ensuring that only pertinent and structured data is retained for processing.
This eliminates redundant or outdated entries, thereby reducing database clutter and
optimizing query performance. Furthermore, proposed framework incorporates
filtering mechanisms that enable users to refine messages based on specific criteria,
such as zones, message types, or processing states. This selective retrieval process
optimizes workflow efficiency by allowing operators to focus on critical
information. Another noteworthy feature is the dynamic manual update
functionality, which enables users to refresh displayed messages in real-time. This
ensures that the most recent log entries are always readily available for review.

Additionally, the system supports zone-based message retrieval, allowing users
to inspect logs associated with specific data processing zones. This facilitates
debugging and troubleshooting by providing insights into localized processing
events. To enhance user experience and system adaptability, proposed framework
incorporates a customizable settings module, enabling users to configure thresholds,
logging levels, timeout rules, and processing preferences.
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Figure 3. Decision-making workflow

These settings ensure that the system can be tailored to accommodate diverse
operational requirements and research needs. By integrating these advanced sorting,
filtering, manual updating, zone-based retrieval, and user-configurable settings,
proposed framework offers a robust and scalable solution for automating and
optimizing decision-making in astronomical data mining workflows.

Results and discussions

Comparison with other systems. The proposed framework enhances
traditional log-based monitoring systems by integrating artificial intelligence-driven
decision-making capabilities.
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This integration merges the strengths of rule-based logic and Al learning,
enabling enhanced flexibility, improved failure detection, and diminished human
intervention.

Below is a comparison with other commonly used techniques (Table 9).

Scalability enhancements. The proposed framework is designed to efficiently
process large-scale astronomical datasets while maintaining low latency, high
accuracy, and fault tolerance.

As the volume of observational data grows, the system must handle increasing
log entries, maintain real-time decision-making, and ensure reliable execution of
data processing tasks.

Scalability is achieved through database indexing, partitioning, and caching
techniques. The system utilizes a B-tree index in PostgreSQL to accelerate log
retrieval times, reducing the complexity of queries from 0(n) to O(log n).

Table 9
Comparison between traditional and Al-based approaches in astronomical
data mining
Traditional rule- Al-based anomaly Proposed
Feature - -
based logging detection framework
Log_ Manual log filtering Al-as§|§ted_ log Ful!y_ automa!ed
Processing classification decision-making
Failure Based on pre-set ML-based pattern ML + Rule-Based
Detection rules recognition Hybrid
User High manual Al alerts with Al-driven W'.th
Intervention oversight limited control manual override
support
Scalabilit Limited to rule Scales with Svlﬂ:]y dsefteel:l? :SI:
y complexity training data L
optimization
Real-Time Interactive
- Basic event tracking ~ Al-driven alerting dashboard with
Monitoring

dynamic settings

For instance, a dataset containing 10 million log entries is indexed in under 2
seconds, compared to an unindexed query that takes over 30 seconds.

To further enhance scalability, horizontal partitioning is implemented by
segmenting logs based on processing zones and timestamps. When processing 100
zones simultaneously, each generating 1,000 log entries per minute, partitioning
ensures that queries remain efficient, preventing database slowdowns.

In real-world scenarios, proposed framework has been tested in scope of the
Collection Light Technology (CoLiTec) project [33] with an astronomical
observation dataset consisting of 50,000 logs per hour, demonstrating a 45%
reduction in query execution time through caching and optimized indexing
strategies.
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Performance optimization. Performance benchmarks indicate that proposed
framework outperforms traditional rule-based logging systems [34] by a significant
margin. The Al-based decision-making module improves error detection accuracy
using a combination of supervised learning and anomaly detection techniques.

The system’s efficiency can be quantified using latency reduction metrics. The
total decision-making time is modeled as:

T Tovery + T,

total — query analysis+Tdecision' (3)
where Tovery is the time required to retrieve log data from the database;

Tanatysis is the time needed to process logs using Al models;
Tjecision 1 the execution time for generating a final system response.

For an astronomical dataset with 500,000 logs, traditional rule-based systems
[35] require an average processing time of 520 ms, while proposed framework
reduces this to 180 ms, demonstrating a 65% improvement.

The system enhances automated failure recovery by leveraging reinforcement
learning techniques to adjust error-handling strategies dynamically. If a processing
module fails, proposed framework assesses historical failure patterns and
determines whether to retry execution, escalate the issue, or terminate the module.

For example, in a dataset where 5% of processing modules encounter
unexpected failures, proposed framework reduces failure resolution time from 30
minutes to under 10 minutes by automating recovery processes.

The effectiveness of this approach is measured using the Mean Time to
Recovery (MTTR) equation:

r _ ZTrepair (4)

repair — ’
N failures

where Trepair is the time taken to resolve each failure;

N faires is the total number of failures observed

With reinforcement learning, MTTR is reduced by 50%, significantly improving
system uptime.

Example use case. Consider an application in which proposed framework is
deployed to monitor a radio telescope array collecting signals from deep-space
objects. The system processes 300 GB of raw data per day, generating 2 million log
messages related to signal calibration, noise filtering, and anomaly detection.

Without optimization, traditional log processing systems require approximately
5 seconds per query, making real-time decision-making impractical. With Al-based
approach in the proposed framework, query times are reduced to 1.2 seconds,
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allowing for near-instantaneous responses to anomalies such as unexpected signal
drops or sensor malfunctions.

By combining high-performance Al decision-making, scalable database
structures, and adaptive learning techniques, proposed framework ensures that the
system remains reliable, efficient, and capable of handling the increasing demands
of modern astronomical research.

To summarize the experiment results, the following criteria were analyzed
(Figure 4):

e processing time reduction (lower is better): proposed framework reduces
processing time significantly, achieving a 65% improvement.

e automated failure recovery (higher is better): proposed framework
improves failure recovery efficiency by 50%.

e error detection accuracy (higher is better): traditional rule-based systems
have 72% accuracy, while proposed framework enhances it to 92% using Al-based
anomaly detection.

e system downtime reduction (lower is better): proposed framework reduces
downtime by 50%, ensuring greater system availability.

Conclusions

The paper introduced an Al-powered decision-making system for automated log
evaluation, anomaly detection, and process monitoring during the astronomical data
mining process.

The research demonstrated that integrating Al-driven decision-making with a
structured logging system significantly enhances the efficiency and reliability of the
different types of astronomical data processing, like knowledge discovery in
databases, data mining, image recognition [36], machine vision [37], image
filtration [38, 39], object detection, etc.

The hybrid rule-based and Al approach proved to be highly effective, achieving
substantial improvements in decision-making speed and failure recovery time. The
proposed decision-making process is a substantial advancement in astronomical data
mining pipelines.

By automating anomaly detection and optimizing workflow management, the
proposed system minimizes manual intervention and enhances the robustness of
large-scale observational data analysis.

By addressing critical challenges and leveraging machine learning [40], the
framework improves both efficiency, accuracy and data transmission speed [41].

These advancements pave the way for more efficient data handling in
astronomical research, supporting the discovery and classification of celestial
phenomena with greater accuracy.

The proposed hybrid rule-based + Al approach demonstrated a 65%
improvement in decision-making speed and a 50% reduction in failure recovery
time compared to traditional rule-based monitoring [42].
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L]

Future work will focus on refining Al models, expanding adaptability to diverse
datasets, and further integrating decision-making automation into broader
astronomical data processing frameworks.

Also, the authors plan to focus on scaling the pipeline for even larger datasets
and incorporating additional data sources to further validate its effectiveness. The
enhancing decentralized [43] multi-node distributed processing for real-time log
analysis also will be useful.
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Anomauia. Ananiz acmpoHOMIUHUX OAHUX I0Iepac 8aAXCIUBY PONb Y CYUACHIL
acmpoghizuyi. OcKinbku 006¢s12 ACMPOHOMIYHUX OAHUX RPOOOBICYE 3POCMAMU 6
2ceomMempuyHiti  npoepecii, nompeba 6 epeKmusHoOMy, aA8MOMAMUI08AHOMY
nputinammi  piwens y pamkax npoyecie o0pobKu Oanux cmae 6ce OinbU
Kpumuunor. Y yiti cmammi npedcmagneno mMooyns NPUUHAMMA pilleHb Had OCHO8I
wmyunozo inmenexkmy (L), npusnauenuii ons onmumizayii ynpaeuinHs poooyumu
npoyecamu ma GUAGNEHHs AHOMANIN Yy MAcuimabHil 00podyi acmpoHOMIYHUX
Oanux. Inmeeposanuil 3 cucmemoro peecmpayii Ha 6a3i PostgreSQL, 6in nokpaugye
MOHIMOPUHE V PeanbHOMY HYAcCl, ONMUMIZVE GUAGNEHHS NOMUIOK MA NIOBUULYE
3aeanvHy epexmuenicmo 0OpoOKU Oanux. 3anpononoganuil nNioxio GUKOPUCMOBYE
nepedosi  0OUUCTIOBANbHI  MeXHIKU Ol agmomamusayii  KIo408ux moyoK
NPUIIHAMMSA pilleHb, 3MEHUWYIOUY PYUHe 8MPYUAHHA MA ZHUNCYIOUU PUUK 30018 6
00podyi. Mu onucyemo memooonoeito ma apximeKmypHy CMpyKmypy, 0emaibHo
onucyrouu il 6npoeaddceHHs ma inmeepayiio 6 iCHYIOUL npoyecu 06pPOOKU OaHUX Y
npocpamuomy  3abesneuenni Lemur npoexmy CoLiTec (Collection Light
Technology). Iopisusnvnuit ananiz i3 mpaouyidnumu memoodamu niOKpecuoe
nepeeazu 3anponoHOBAHOL cucmemu 3 MOYKU 30py MOYHOCMI, OOYUCTIOBATLHOT
egpexmuerocmi ma HaOitiHOCMI. Excnepumenmanuvui pesynrbmamu
NPOOeMOHCMPY8ANY 3HAYUHE NONINWeENHHA 6 I0eHmugikayii anomaniv, onmumizayii
PO3no0iny pecypcie ma nio8uujeHHi HAOIIHOCMI A8MOMAMU308AH020 Npoyecy
nputinamms piuieHv. 3anponoHosanuil 2iopuonull nioxio Ha ocrogi npagun + LI
npodemoncmpyeas 65% noninuenus weuokocmi npuiinsmms piwenv ma 50%
CKOpOYeHHsI 4acy GIOHOGNEeHHs Nicisi 30010 6 NOPIGHAHHI 3 MPAOUYitiHUM
MOHIMOPUH2OM HA OCHOGI npasui. Pesynomamu niokpecnioroms nomenyian Mooynis
nputinammst piwens Ha ocHogi LI y npocyeanni acmpoHOMIYHUX OOCHIOMNCEHD,
3abesneyyiouu  Oinbwl eoeKmuGHUL ma MOYHUU AHANI3 OAHUX Y PAMKAX
BENUKOMACUIMAOHUX CNOCMEPEHCHUX OOCTIONCEHD.

Knwwuoei cnoea: npuiinammsa piuleHb, aHaniz OAHUX, WMYYHUL [HIMELeKm,
6enuKi 0aHi, NOWyK 3HaHb y 06asax Oanux, 06poOKa OAHUX, KOHEEED, ANOPUMMU,
cnocmepedicyganvii dawi, acmporomis, acmpogizuxa, CoLiTec
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Abstract. The chapter is devoted to the performance efficiency gains from
integrating binary communication protocols into event-driven distributed systems. It
contends that while traditional text-based protocols like JSON provide human
readability, they introduce substantial overhead in data size,
serialization/deserialization speed, and network bandwidth, hindering high-traffic
environments. The chapter offers a competitive analysis of binary serialization
protocols including Protocol Buffers (Protobuf), MessagePack, and Apache Avro
compared to text-based options such as JSON. This analysis is based on both
quantitative metrics, such as serialization speed, compressed message size, and
qualitative metrics like schema support, backward compatibility, and streaming vs.
batch processing. The developed pipeline demonstrates that binary protocols offer
substantial performance advantages, including reduced latency, increased
throughput, and significant network bandwidth savings. For example, MessagePack
and Protobuf are shown to achieve considerably higher serialization/deserialization
speeds compared to JSON, and they also produce significantly smaller message
payloads. The chapter concludes that for high-performance, low-latency, and high-
throughput event-driven systems, binary protocols are frequently a fundamental
prerequisite rather than merely an optimization. The chapter also offers a decision
framework to assist developers and architects in choosing the appropriate protocol
based on specific system requirements, with an underlying focus on ensuring the
integrity of intellectual property and guarding against unauthorized duplication.
Keywords: Data serialization, text and binary formats, JSON, automated
pipeline, performance, data serialization speed, serialized message size, network
latency, data schema support and backward compatibility, event data streaming,
event-driven architecture, .NET Core, MessagePack, Protobuf, Apache Avro,
BenchmarkDotNet.

Introduction

Event-Driven Architecture (EDA) inherently promotes scalability, decoupling, and
resilience, making it a cornerstone for modern distributed systems. However, the
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choice of communication protocol significantly influences the realization of these
benefits. Traditional text-based protocols, while human-readable, introduce
considerable overhead in terms of data size, serialization/deserialization speed, and
network bandwidth consumption. EDA represents a fundamental shift in how
distributed systems are designed and operate. Instead of direct, synchronous
interactions between components, EDA orchestrates system flow through the
production and consumption of events. This architectural style is increasingly
prevalent in modern computing environments due to its inherent flexibility,
scalability, and resilience. The core characteristics of EDA that contribute to its
suitability for distributed environments include:

e asynchronous communication: components do not directly interact but
communicate via events on the event bus;

e decoupling and loose coupling: event producers and consumers operate
independently and are largely unaware of each other's existence;

e scalability: the event bus is designed to handle a high volume of events,
allowing the entire system to scale horizontally;

o resilience and fault tolerance: events are often stored persistently in message
queues or logs (e.g., Kafka, RabbitMQ).

While binary protocols undeniably enhance performance, their adoption
introduces complexities related to development, debugging, and schema
management. The report concludes that for high-performance, low-latency, and
high-throughput event-driven systems, particularly in domains like high-frequency
trading or large-scale data streaming, binary protocols are not merely an
optimization but often a foundational requirement. Strategic selection and careful
implementation are crucial to balance performance gains with development and
operational considerations.

This article provides a competitive analysis of binary serialization protocols
compared to their text alternatives. Analysis is performed by quantitative metrics
(like serialization speed, compressed message size, CPU/memory consumption
required for serialization process) as well as qualitative metrics (like schema
support, backward compatibility, streaming vs batch processing).

The following formats are chosen during the analysis as representative of
communication protocols:

¢ JSON is used as a lightweight data-interchange format that is easy for humans
to read and write (text-based format);

¢ Protocol Buffer (Protobuf) is a popular binary serialization format developed
by Google, emphasized by its simplicity and performance;

o MessagePack is a highly efficient binary format that represents serialized data
in structures like arrays and associative arrays;

e Apache Avro is a data serialization format especially useful in big data
environments and distributed systems due to its compact format, schema support,
and efficient serialization.
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Popular serialization protocols used by different programming languages and
frameworks are outlined in Tables 1 and 2.

Data serialization protocols compared with the typical characteristig—sable .
Format Binary/Text Size efficiency ~ Speed Use case
JSON Text Large Slow WebAPI, REST
MessagePack Binary Compact Fast Mobile, APIs
Pickle Binary Medium Fast Python only
Protobuf Binary Very compact Fast Cross-services

communication
Thrift Binary Compact Fast Microservices

Cap’n Proto Binary Ultra-compact  Ultra-fast High-perf

systems
Avro Binary Compact Moderate Big Data
Table 2
Data serialization protocols compared with the typical characteristics

Format rse(;rLei:g?i e?/glljtr?;n Human-readable
JSON No Weak Yes
MessagePack No Manual No
Pickle No No No
Protobuf Yes Strong No
Thrift Yes Moderate No
Cap'n Proto Yes Safe No
Avro Yes Very flexible No
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Literature review

A research paper [4] offers a valuable comparative analysis that aligns well with the
article's focus on binary serialization efficiency. This study specifically investigates
the impact of different serialization protocols on latency and throughput in Apache
Kafka, a widely used distributed streaming platform.

The primary research goal and context primary objective is to evaluate the
performance trade-offs of various serialization protocols within the context of
Apache Kafka, a critical component in many event-driven and data-intensive
applications.

It aims to investigate how the choice of serialization format impacts key
performance metrics, such as message throughput (records per second) and latency,
which are essential for maintaining high performance and scalability in streaming
environments.

The research compared the following protocols: JSON, MessagePack, Protocol
Buffers (Protobuf), and Apache Avro. Performance tests were conducted to measure
throughput, latency, and data sizes.

In comparison, current research is not explicitly focused on any message broker
or communication channel (such as Apache Kafka, REST, HTTP, or GRPC). Still, it
mainly focuses on the main performance metrics of the widely used serialization
protocols in general (serialization speed, message size of serialized data,
CPU/memory consumption, schema support and backward compatibility).

In the meantime, the provided article’s results largely corroborate the benefits of
binary protocols over JSON, while also providing nuanced insights into their
strengths: throughput and Latency.

Another related study [5] further supports these findings, highlighting that the
compactness of serialized payloads is more critical than sheer serialization speed in
reducing end-to-end latency in distributed settings.

This study also indicates that Avro, Thrift, and Protobuf exhibit more balanced
performance compared to FlatBuffers and Cap'n Proto, which can underperform
despite achieving high serialization speeds, suggesting that overall message size
optimization is crucial for network efficiency and throughput.

While the current research provides a more general analysis of event-driven
systems, the analyzed research specifically benchmarks performance within Apache
Kafka, offering direct, quantifiable results for that popular streaming platform.

The analyzed research provides more detailed insights into the specific strengths
of each binary protocol. In this paper, the authors classify various serialization
formats (including XML, JSON, YAML, Protocol Buffers, Apache Avro, Apache
Parquet, and ORC) for inter-service communication (ISC) in distributed systems,
examining their historical development and current industry adoption.

The authors observe a significant industry shift toward binary formats, such as
Apache Avro and Google Protocol Buffers, due to their in-deep optimization for
speed and compactness.

Another paper [6] proposes an algorithm to optimize binary serialization by
separating pure data from its definition, allowing for dynamic object building using
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L]
predefined templates. It highlights that binary serialization generally yields smaller
times compared to JSON, especially when human-readability is not a priority.

In this research, the popular file formats (Apache Avro, Apache Parquet, JSON,
and Protocol Buffers) were compared in terms of performance, ease of use,
compatibility, storage efficiency, and real-world use cases for big data processing in
distributed systems. It demonstrates Protobuf's efficiency in both message size and
processing speed.

In the insightful article [7], the author provides an empirical analysis of widely
used data streaming technologies and their associated serialization protocols,
benchmarking their efficiency across various performance metrics.

The findings reveal significant performance differences and trade-offs. It
highlights that while FlatBuffers and Cap'n Proto offer high serialization speeds,
they may underperform in distributed settings compared to more balanced options,
such as Avro, Thrift, and Protobuf, underscoring the importance of message size
optimization for network efficiency.

Another article [8] focuses on analyzing and benchmarking the performance of
distributed cache systems, investigating factors like the number of clients and data
sizes. The study demonstrates that while factors like concurrent clients and data size
significantly affect distributed cache performance, data serialization and object
formats are crucial underlying implementation factors.

Data transformation mechanics: challenges and obstacles

Effective communication is the bedrock of any distributed system. The choice
between text-based and binary communication protocols profoundly impacts
performance efficiency. Understanding their fundamental differences is crucial for
optimizing event-driven architectures.

In the comparative analysis of binary and text-based serialization formats,
several key aspects warrant consideration [9]. These include schema evolution (i.e.,
the ability to accommodate changes in data structures over time), code generation
requirements (which influence ease of integration), communication paradigms
(streaming vs. batch processing), and security implications.

Text-based protocols, such as HTTP utilizing JSON, represent data in human-
readable ASCI|I text formats.

This approach offers several advantages:

e human readability: data exchanged via text protocols is easily readable and
interpretable by developers without requiring specialized tools, which simplifies
debugging and development;

e ease of use and wide support: text-based formats are generally simpler to
implement and enjoy broad support across various programming languages,
platforms, and existing tools;

o schema-free flexibility (e.g., JSON): formats like JSON do not strictly require
a predefined schema, offering flexibility in data structures and enabling rapid

prototyping.
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Despite these advantages, text-based protocols come with significant
performance limitations, particularly in high-throughput or low-latency distributed
systems:

o inefficient data size: each character in a text-based format typically consumes
a single byte, leading to larger message sizes compared to binary formats, which
results in higher network bandwidth consumption for data transmission;

« slower processing: parsing and processing text data require more CPU cycles
for serialization and deserialization (data must be converted from human-readable
text into a machine-readable binary form, which is a computationally intensive
process);

e overhead: text-based payloads often include unnecessary identifiers, names,
and data types that are redundant for machine processing, adding to the message
size and parsing overhead.

These limitations make text-based protocols less ideal for the internal, high-
volume communication characteristic of event-driven distributed systems, where
raw performance and efficiency are critical.

Binary protocols encode data as sequences of bytes, representing information
such as commands, identifiers, lengths, and actual data payloads directly in binary
form. This approach offers inherent advantages for machine-to-machine
communication:

efficiency: binary protocols are generally more efficient than text-based
protocols in terms of both data size and processing speed;

e compact data storage: messages are significantly smaller, requiring less
network bandwidth for transmission (reduction in payload size directly translates to
faster data transfer);

o faster processing: data in binary format is closer to the machine's native
language, enabling faster parsing and processing by computers, which minimizes
the computational overhead associated with serialization and deserialization;

e optimized for critical performance: binary protocols are commonly employed
in scenarios where performance and efficiency are paramount, such as internal
communication within distributed systems, database query protocols, file transfer
protocols, and high-performance computing environments.

While binary protocols offer clear performance superiority, it is essential to
acknowledge a significant trade-off: the balance between raw performance and
developer experience, including debuggability.

Binary protocols are inherently more complex to implement and debug
compared to their text-based counterparts.

To facilitate this study, two representative data contracts have been defined for
experimental evaluation.

The first contract is relatively simple but incorporates a variety of primitive data
types, whereas the second represents a more complex structure composed of
multiple nested simple objects.

The definitions of these contracts are outlined in Table 3 using C# language
syntax.
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Table 3
Contract definition for the serialization process
Simple data contract Complex data contract
public class DeviceTelemetry public class Invoice
{ {
public int Id { get; set; } public int Id { get; set; }

public string Name { get; set; } public string InvoiceNumber { get; set; }
public bool IsActive { get; set; } public DateTime InvoiceDate { get; set; }
public float Temperature { get; set; public DateTime DueDate { get; set; }
} public Vendor Vendor { get; set; }
public double Pressure { get; set; }  public Customer Customer { get; set; }
public DateTime Timestamp { get; public List<Invoiceltem> Details {get;
set; } set;}
public List<string> Tags { get; set; public string Notes { get; set; }

public Dictionary<string, int> public class Vendor
SensorData { {

get; set; public int Vendorld { get; set; }

} public string CompanyName { get; set; }
} public string ContactPerson { get; set; }

public string Address { get; set; }
public string Email { get; set; }

public string Phone { get; set; }

public string TaxNumber { get; set; }
public string BankAccount { get; set; }

public class Customer

public int Customerld { get; set; }
public string CompanyName { get; set; }
public string ContactPerson { get; set; }
public string Address { get; set; }

public string Email { get; set; }

public string Phone { get; set; }

public class Invoiceltem

public string Description { get; set; }
public int Quantity { get; set; }
public decimal UnitPrice { get; set; }
public decimal TaxRate { get; set; }
}

The DeviceTelemetry class defines a structured data model representing
telemetry information generated by a device. It encapsulates a combination of
scalar, collection, and complex types, making it suitable for evaluating serialization
strategies across a range of data patterns.
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Its properties describe device identification, operational status, current
temperature/pressure parameters, the exact time at which the telemetry data was
captured, and the collection of descriptive tags, metadata, and sensor identifiers.

The Invoice class defines a comprehensive business document model used to
represent billing information in transactional systems. It is composed of nested
complex types and collections, making it suitable for evaluating serialization
performance in hierarchical and object-rich data structures.

Its data encapsulates the overall invoice data, including the organization or
individual issuing the invoice, the buyer or recipient of the invoice, and defines the
individual line items billed on the invoice.

Multiple contracts are provided to analyze and compare serialization for objects
of varying sizes and data types (custom nested properties).

1.1 Text-based serialization process

Text serialization format uses human-readable text to store and transmit data
objects consisting of “name—value” pairs and arrays (or other serializable values). It
is a commonly used data format with diverse applications in electronic data
interchange, including web applications and server interactions.

For example, JSON (JavaScript Object Notation), the most popular text
serialization process, converts data structures or objects from program memory into
a JSON-formatted string [10].

This string represents a human-readable and lightweight text-based format in
two primary structures:

1.  Objects (key-value pairs): unordered sets of key/value pairs.

Keys are strings, and values can be a string, a number, a boolean (true/false),
null, an array, or another JSON object.

In programming languages, this typically maps to dictionaries, hash maps, or
objects. An example of a JSON object:

{"name": "Sensor — X9", "temperature”: 36.5}
2. Arrays (ordered lists): ordered sequences of values.
Values can be any valid JSON data type. In programming languages, this maps
to lists or arrays.
An example of a JSON array:
["env", "critical", "zone—1"]
When you serialize a data structure (e.g., a Python dictionary, a Java object, a
JavaScript object) into JSON, the following conceptual steps occur:
1. Data types mapping: the serializer maps the native data types of the
programming language to their corresponding JSON types:
a.  Numbers (integers, floats) -> JSON numbers;
b.  Strings -> JSON strings (often requiring proper escaping of special
characters like quotes, backslashes, etc.);
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c.  Boolean (true/false) -> JSON true/false;

d.  Null/None ->JSON null;

e.  Lists/Array -> JSON arrays;

f. Dictionaries/Objects -> JSON objects.

2. Conversion to string: the data structure is traversed, and each piece of
data is converted into its JSON string representation. Keys and string values are
enclosed in double quotes. Objects are enclosed in curly braces {}, and arrays in
square brackets [].

3. Concatenation: the individual string representations are concatenated to
form a single, continuous JSON string.

To perform serialization of the simple data contract defined before, let’s
initialize its properties with sample data to understand the destination object.

Figure 1 contains the outcome of the contract definition using the C#
programming language.

var-telemetry-=-new

{

-+1d-=-101,
Name = "Sensor-x9",
IsActive =-true,
Temperature-=-36.5¢f,
«+Pressure-=-1013.25,
Timestamp-=-new teTime(2025,-7,-1,-15,-30, 0, t .ute),
Tags-=-["env", -"critical® -*
SensorData-=-new

{
["humidity*]-=-u5,
[*vibration"] =7

return-telemetry;

Figure 1. Initialized contract definition with different data types using the C#
programming language

The random values were used during the object initialization in the C#
programming language, and we achieved the following initialized object.

The outcome of the JSON serialization process would be a JSON object
containing a text representation of the C# class definition presented in Figure 2.

While transferring through the network, each character is represented by an
array of bytes in UTF-8 notation. A C# command to serialize an object into JSON
format is provided in Figure 3. Invoking the JSON serialization by the following
command in C# language, we would receive its representation in the JSON format.
To analyze the JSON string from a byte array perspective, we should convert each
character into its respective byte. And that will be the actual size of the serialized
message transferred over the network. For example, the curly bracket ('{°)
represents a 7B UTF-8 hex string. 22 code is used for the quotation (“) mark, and 49
code is used for the “I” character.
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format

jsonSarializer = Newtonsoft.Json.JsonSerializer.Cr onsSerialirerSettings);

(T instance)

ringWriter wids

tringWriter, instancel;

{bytel] buffer)

JsonReader jsonTextReader = new JsonTe erines StringReaderi ing.UTFB.GetString(buffer)));

T? entity = jsonSerializer.Deserialize<T>(j extReader) ;

entity 1 11 -7 thro ew Exception( lizetio ption') : sntity;

Figure 3. JSON serialization logic
Keeping each character as a representation of an array of bytes, we will
ultimately arrive at the output displayed in Figure 4.
If we calculate the total number of bytes for the resulting message, we will
achieve a total of 230 bytes. This is our initial point for analyzing binary
serialization formats compared to text-based ones.
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7B-22-49-64-22-3A-31-30-31-2C-22-4E-61-6D-65-22-3A-22-53-65-6E-73-6F-72-2D-58-39-22-2
C-22-49-73-41-63-74-69-76-65-22-3A-74-72-75-65-2C-22-54-65-6D-70-65-72-61-74-75-72-65-2
2-3A-33-36-2E-35-2C-22-50-72-65-73-73-75-72-65-22-3A-31-30-31-33-2E-32-35-2C-22-54-69-
6D-65-73-74-61-6D-70-22-3A-22-32-30-32-35-2D-30-37-2D-30-31-54-31-35-3A-33-30-3A-30-3
0-5A-22-2C-22-54-61-67-73-22-3A-5B-22-65-6E-76-22-2C-22-63-72-69-74-69-63-61-6C-22-2C-
22-7A-6F-6E-65-2D-31-22-5D-2C-22-53-65-6E-73-6F-72-44-61-74-61-22-3A-78-22-68-75-6D-6
9-64-69-74-79-22-3A-34-35-2C-22-76-69-62-72-61-74-69-6F-6E-22-3A-37-7D-7D
Figure 4. Binary representation of a serialized JSON object

1.2 MessagePack serialization process

MessagePack serialization format is a computer data interchange format. It is a
binary format for representing simple data structures, such as arrays and associative
arrays. MessagePack aims to be as compact and straightforward as possible [3].

MessagePack supports a variety of data types, like JSON, but encodes them
directly into binary:

o Numbers: Integers and floating-point numbers are encoded efficiently using
fixed-size integer types (uint8, int64) or floating-point types (float32, float64).
Smaller numbers use fewer bytes;

o Strings encoded with a length prefix followed by the UTF-8 encoded bytes of
the string;

* Booleans encoded as single bytes (0xc3 for true, 0xc2 for false);

o Null encoded as a single byte (0xc0);

e Arrays encoded with a type of marker indicating the array size, followed by
the serialized elements of the array;

e Maps (Objects) encoded with a type of marker indicating the map size,
followed by interleaved serialized key-value pairs. Keys and values can be any
MessagePack type.

Where a data structure is serialized using the MessagePack binary format, the
following conceptual steps occur during the serialization process [3]:

1.Type identification and header/marker: the serializer identifies the data
type (e.g., integer, string, array, map). Based on the type and often its size, it writes
a small type of marker byte (or bytes) that signals the type of data that follows and
sometimes its length. For instance, there are markers for "positive fixint" (a single
byte for small integers), "fixstr" (a byte indicating the string length, up to 31 bytes),
or "map 16" (indicating a 16-bit length for a map);

2.Data encoding: the actual data is then encoded directly into binary following
the marker;

3.Numbers: integers are stored as raw binary bytes (e.g., a uint32 would take 4
bytes);

4.Strings: the length is written, followed by the UTF-8 bytes of the string;

5.Arrays/maps: the size is written, then the serializer recursively processes
each element (for arrays) or key-value pair (for maps) until the entire structure is
converted;

6.Byte stream generation: all the encoded bytes are appended to form a
contiguous binary stream.
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MessagePack format converts data into a sequence of bytes, reducing the total
sequence size. An efficient encoding scheme assigns data types and their respective
values to bytes in a very compact manner.

MessagePack is a schema-less binary serialization format by default, meaning it
does not require or embed an explicit schema like Protobuf or Avro.

As a result, the byte representation of the serialized DeviceTelemetry message
can be found in Figure 5.

98-65-A9-53-65-6E-73-6F-72-2D-58-39-C3-CA-42-12-00-00-CB-40-8F-AA-00-00-00-00-00-D6-
FF-68-63-FE-F8-93-A3-65-6E-76-A8-63-72-69-74-69-63-61-6C-A6-7A-6F-6E-65-2D-31-82-A8-6
8-75-6D-69-64-69-74-79-20-A9-76-69-62-72-61-74-69-6F-6E-07
Figure 5. Binary representation of serialized DeviceTelemetry object in
MessagePack format

As mentioned, serializing the provided object in the MessagePack format
significantly reduces the resulting message size. The MessagePack format converts
data into a sequence of bytes, thereby reducing the total sequence size.

An efficient encoding scheme assigns data types and their respective values to
bytes in a very compact manner. We can think of it as an array with the sequence
number, where each byte is held in a special position [2].

Table 4 explains each byte and how the compression works.

Table 4
Explanation of each message pack serialized byte
Byte representation Property Explanation
98 Declare a fixed array of MessagePack format represents
8 elements the data as an array of fixed size
65 Id: int 101 65 — 101
A9 53 65 6E 73 6F 72 2D 58 Name: "Sensor-X9" str(9)
39 A9 53 65 6E 73 6F 722D 58 39 =
"Sensor-X9"
C3 IsActive: true C3 — true
CA 42 0E 0000 Temperature: 36.5f CA420E0000=136.5
(float32)
CB 40 8F 4A 00 00 00 00 00 Pressure: 1013.25 CB 40 8F 4A 00 00 00 00 00 =
(float64) 1013.25
D6 FF 00 00 01 91 4B D8 10 Timestamp: ext 8 D6 FF (ext type -1) + 8-byte
(DateTime) epoch timestamp
93 A3 65 6E 76 A8 63 72 69 Tags: ["env", "critical"”, array of 3 strings (Tags)
74 69 63 61 6C A7 7A6F 6E "zone-1"]
65 2D 31
82 A8 68 75 6D 69 64 69 74 "SensorData": { map of 2 entries (SensorData)
792D 34 35A9 76 69 62 72 "humidity": 45,
61 74 69 6F 6E 07 "vibration": 7
}

If we calculate the total number of bytes for the resulting message, we will
obtain a total of 84 bytes. Therefore, the MessagePack serialization format reduces
the message size compared to the test JSON format by approximately 3 times.

185



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

1.3 Protocol Buffers serialization process

Protocol Buffers (Protobuf) serialization is a language-agnostic, platform-
neutral, and extensible mechanism for serializing structured data. Unlike JSON or
XML, Protobuf serializes data into a compact binary format, making it highly
efficient in terms of size and speed. Its "schema-first" approach is central to its
mechanism [11].

Before you can serialize or deserialize data with Protobuf, you must define the
structure of your data using a simple Interface Definition Language (IDL) in the
“.proto” file. This scheme specifies:

1. Message types: the structure of your data, analogous to classes or structures;

2. Fields: each field within a message has:

a. Type: int32, string, bool, bytes, or another message type;

b. Name: product_id, name;

¢. Unique tag number is crucial for identifying fields in the binary format and
enabling;

d. schema evolution (e.g., 1, 2, 3);

e. Rule: optional, required - though required is generally discouraged in modern
Protobuf for schema evolution reasons, and repeated for lists;

3. Field iteration: the serializer iterates through each field in the message object
that has a value (default values are not serialized to save space);

4. Key-Value pairs (Wire Format): for each field, Protobuf encodes a "key-
value" pair in the binary stream. The "key" is a combination of the field's unique tag
number and its wire type;

a. Tag Number: directly from the “.proto” file (e.g., 1, 2, 3);

b. Wire Type: indicates the data type of the field on the wire, telling the parser
how to interpret the value that follows. Common wire types: Varint, Fixed64,
Length-delimited, Fixed32;

5. Value encoding: the field's actual value is then encoded according to its wire
type.

a. Varints: integers are encoded using a variable-length encoding, where smaller
numbers occupy fewer bytes. This is efficient for typical integer values;

b. Length-delimited: for strings, Protobuf first writes the length of the string as a
varint, then writes the UTF-8 bytes of the string itself. Similarly, for byte fields or
nested messages;

c. Fixed-size: fixed-size integers and floating-point numbers are written directly
as a fixed number of bytes (e.g., 4 bytes for float, 8 bytes for double);

6. Concatenation: all encoded field key-value pairs are concatenated into a
single binary byte stream. The order of fields in the proto file doesn't strictly dictate
the order in the binary stream and fields can be serialized in any order.

Protocol Buffers (Protobuf) uses a “.proto” file as a schema definition file. It's
used to define the structure of your data in a language-neutral, platform-neutral, and
backward-compatible format [2].

This file describes the messages (data types) that your app will send and receive,
including the fields they contain, such as types, names, and field numbers.
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The proto equivalent of the DeviceTelemetry contract (Protobuf schema) is
displayed below in Figure 6.

syntax = “proto3”;

~ message DeviceTelemetry {
int32 id = 1;
string name = 2;
bool isActive = 3;
float temperature = 4;
double pressure = 5;
int64d timestamp = 6;
repeated string tags = 7;
map<string, int32> sensorData = §;

}
Figure 6. Protobuf file representing the schema for the DeviceTelemetry object

By invoking serialization using the Protobuf format, we would receive the
sequence of bytes shown in Figure 7.
08-65-12-09-53-65-6E-73-6F -72-2D-58-39-18-01-25-00-00-12-42-29-00-00-00-00-00-AA-8F -40-
32-07-08-C4-89-EB-1B-10-02-3A-03-65-6E-76-3A-08-63-72-69-74-69-63-61-6C-3A-06-TA-6F -6
E-65-2D-31-42-0C-0A-08-68-75-6D-69-64-69-74-79-10-2D-42-0D-0A-08-76-69-62-72-61-74-69-
6F-6E-10-07
Figure 7. Binary representation of the serialized DeviceTelemetry object in
Protobuf format
As mentioned, serializing the provided object in the Protobuf format reduces the
resulting message size, as does the MessagePack format. Canonically, messages are
serialized into a compact binary wire format that is forward- and backward-
compatible, but not self-describing. Unfortunately, there is no way to tell the names,
meaning, or full datatypes of fields without an external specification [2].
Table 5 explains each byte and how the compression works. If we calculate the
total number of bytes for the resulting message, we will achieve a total of 98 bytes.

Table 5
Explanation of each Protobuf serialized byte
Byte representation Property Explanation
08 65 Id=101 Field 1 (varint): 8 — id, 101 = 0x65
12 09 "Sensor-X9" Name Field 2 (length-prefixed): 9 bytes
1801 IsActive  Field 3 (bool): 1 =true
25000012 42 emperature Field 4 (float): 36.5 in IEEE 754
310000 8F 40 1C DD 40 40 Pressure  Field 5 (double): 1013.25 in IEEE 754
38 00 AC 86 66 lmestamp  Field 6 (varint): 1756990200 = Unix time
3A 03 65 6E 76 Tags[0] Field 7: length-delimited string "env"
3A08637269746963616C Tags[l] Field 7: "critical"
3A 07 7A 6F 6E 65 2D 31 Tags[2] Field 7: "zone-1"

Therefore, we can see that the Protobuf serialization format reduces the message
size compared to the test JSON format by approximately 3 times, like MessagePack.
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1.4 Apache Avro serialization process

Apache Avro uses a compact binary format for data serialization, accompanied
by a separate (or embedded) JSON-based schema [3].

Apache Avro requires a JSON schema to define the data structure [3]. This
schema is either embedded in the file or is provided separately during
serialization/deserialization (common in RPC or Kafka contexts). Avro uses a binary
encoding that provides compact size, fast processing, and cross-language support

2].
2 This scheme describes the structure of the DeviceTelemetry class (Figure 8).

Avro format supports a variety of data types for efficient encoding and decoding
[13]:

e Int - Variable-length encoded signed integer (uses fewer bytes for small
numbers);

e Long - encoded 64-bit integer;

e Float - 4 bytes (IEEE 754);

e Double - 8 bytes (IEEE 754);

e Boolean - 1 byte: 0x00 = false, 0x01 = true;

e String - UTF-8 encoded with variable-length prefix for byte count;

e Array - Block-encoded: [block-count][item...][0];

e Map - Block-encoded like array: [count][key][value]...[0];

e Record - Fields encoded in schema-defined order.

": "timestampemillis® } ok,

Figure 8. Avro JSON schema for the structure definition
Invoking the serialization using an Avro format, we would receive the

sequence of bytes provided in Figure 9.
CAR 01 12 53 65 ¢6E 73 6F 72 2D 58 39 01 00 00 12 42 00 00 00 00 00 44 8F 40
80 F7 D5 E2 FB 2C 06 06 65 6E 76 10 63 72 €9 74 69 €3 €1 6C OE 7A 6F 6E 65
2D 31 00 04 10 68 75 6D 69 64 69 74 79 5R OE 76 69 62 72 61 74 69 6F 6E O0E 00
Figure 9. Binary representation of the serialized DeviceTelemetry object in Avro
format
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Table 5 explains each byte and how the compression works.

Table 5
Explanation of each Apache Avro serialized byte
Byte representation Property Explanation
ca01 Id =101 ZigZag + Varint (101 x 2 =
202)
12 53 65 6E 73 6F 72 2D 58 39 Name "Sensor-X9"
Length=9, then UTF-8 bytes
01 IsActive Field 3 (bool): 1 = true
0000 12 42 Temperature  Field 4 (float): 36.5 in IEEE
754
00 00 00 00 00 44 8f 40 Pressure Field 5 (double): 1013.25 in
IEEE 754
80 f7 d5e2 fb 2c Timestamp Varint encoded 64-bit long
06 06 65 6e 76 10 63 72 69 74 69 63 61 6¢ Oe Tags Block count + strings + end
7a 6f 6e 65 2d 31 00
04 10 68 75 6d 69 64 69 74 79 5a Oe 76 69 SensorData Map block: keyl + vall, key2
62 72 61 74 69 6f 6e Oe 00 +val2
ca01 Id =101 ZigZag + Varint (101 x 2 =
202)

If we calculate the total number of bytes for the resulting message, we will
obtain a total of 79 bytes.

Therefore, we can see that Apache Avro serialization format reduces the
message size compared to the test JSON format by approximately 3 times, like
MessagePack. Furthermore, Apache Avro is more efficient than Message Pack and
Protobuf serializers [12].

Automation pipeline for the performance metrics
4.1. System architecture

The system architecture for the performance pipeline of binary serializers is
constructed using a combination of modern technologies and frameworks to ensure
high performance, scalability, and ease of deployment [13].

The architecture is built on the .NET Core framework using the C#
programming language and the BenchmarkDotNet package. BenchmarkDotNet is
the de facto benchmarking library for .NET. It enables you to accurately and reliably
measure and compare the performance (speed, memory usage, etc.) of your C# code
using micro-benchmarking techniques. It is ideally suited for open-source projects,
allowing the development of optimized algorithms for serialization, speed, and
memory comparison. It provides the following features for precise measurements:
high precision (utilizing multiple runs, warm-up, GC, and statistics), multiple
exporters (Markdown, CSV, HTML, and JSON), and memory diagnostics.

4.2 Automation pipeline

Using a GitHub Actions pipeline with BenchmarkDotNet for benchmarking
provides several practical benefits, particularly in CI/CD, regression detection, and
performance tracking. The following benefits are provided by the GitActions
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pipeline for performance measurements: performance regression detection,
consistent and repeatable benchmarks, automation, tracking performance over time,
and no local dependencies. The workflow runs on every push to the main branch
and, optionally, on pull requests, using Ubuntu-Latest as the execution environment.

During the run, it executes the BenchmarkDotNet project via dotnet run -c
Release, targeting the specific .csproj that contains serializer performance tests.
Artifacts are saved to BenchmarkDotNet.Artifacts/results/ in formats such as
Markdown (.md), JSON, CSV, and HTML. Running benchmarks in Cl avoids
variability across developer machines. Storing artifacts allows tracking performance
over time or comparing past runs. Figure 10 provides an implementation of the
GitActions pipeline.

The workflow runs on every push to the main branch and optionally on pull
requests and uses ubuntu-latest as the execution environment. During the run, it
executes the BenchmarkDotNet project via dotnet run -c Release, targeting the
specific .csproj that contains serializer performance tests. Artifacts are saved to
BenchmarkDotNet. Artifacts/results/ in formats like Markdown (.md), JSON, CSV,
and HTML. Running benchmarks in Cl avoids variability across developer
machines. Storing artifacts allows tracking performance over time or comparing
past runs.

of bercheark,ne:"
p/benchmark.ng

K resslt {n READNE. d

"tem/coaprassion.ss”) >

wr “stom_file" READNE.nd

Figure 10. GitActions pipeline implementation for the performance metrics
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The benchmarking cases are implemented in the best-practice way, following
Microsoft recommendations, which can be found in Figure 11.
[MemoryDiagnoser]

public-class
i
«sprivate-Dat u ?- _dataSource;
private readonly-Dictionary<int, -DeviceTe try[)>-_simpleObjects-=-[]
private -readonly Dicti ce[l>: _complexObjects-=-[]

nar nt, -1 :
- -private readonly-int[]-counts-=-[1,-18,-160, -1668, -16606, - 100606, - 1606060] ;

-« [Globalsetup]
s -+ -public-void-Setup()
o
ciiieoff-Setup-a-datasource-up-to-19800086-cbjects
_dataSource-=-newDataSource(];
+ »Foreach - {var-count +in-counts)
i
. var-simples-=-_dataSource.Gs
var-complexes-=-_dataSource.
_simpleObjects.Add(count,-[.. -simples]);
_complexObjects. Add{count, -[. . -complexes]);

¥
}

Figure 11. Benchmark case initialization with test data provided

This C# snippet defines a benchmarking class using BenchmarkDotNet to
measure memory and performance characteristics of serialization operations.
[MemoryDiagnoser] attribute from BenchmarkDotNet enables memory usage
diagnostics during benchmarks (e.g., allocated bytes, GC collections). Essential for
measuring serialization performance in memory-sensitive applications.

The setup method runs once before all benchmarks and prepares similar test
data at different scales. Pipeline benchmarking different serializers (e.g., JSON,
Protobuf, MessagePack), analyzes how performance scales with object count and
compares GC (memory) pressure across serializers.

The benchmark snippet, located in Figure 12, demonstrates how the test
performs serialization and deserialization, and measures performance metrics.

[Benchmark]

public:void+AvroSerializationDeserialization_SimpleObject_Count_1()
{
*+byte[]-serializedBytes-=:A
*rvar: «=+AyroSerializer.Deser

eSimpleObject(serializedBytes);
Figure 12. Simple benchmark for message serialization using Avro format

In addition, it provides performance metrics (serialization speed and obtained
compression size) required for the comparison report.

Performance efficiency metrics and impact of binary serialization protocols

The tables below illustrate the results obtained during pipeline execution and
summarize the metrics obtained during execution. We can see the different objects
used for serialization: flat and nested objects.

The difference relies on the results, message size and object complexity for the
serialization. “Flat contract” means the simple objects without any nested objects
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inside, with a couple of properties of different data types. While the “Nested objects
in contract” means the usage of multiple “Flat contracts” inside a single object.
Meaning the serialization was done on the top level and all the lower levels.

From Table 6, we can see the metrics on how many binary serializers (Message
Pack, Protobuf, and Apache Avro) work faster and have a smaller compression size
than a simple text formatter (JSON). Figure 13 shows the diagram illustrating the
difference in serialization speed between formats.

Average Compression Size

Serialization/Deserialization Speed

od (Highet i5 Satte

14,2x

Figure 13. Difference in the serialization speed between different formats

Table 6
Serialization comparison speed and size of binary serializers compared to Text
(JSON)
Num_ber of MessagePack Protobuf Apache Avro
objects
Flat contract

Speed Size Speed  Size Speed Size

1 5.3x 2.7 5.6X 2.3x 1.7x 3x
10 5.3x 2.7 7.1x 2.3x 1.6x 2.9x
100 5.1x 2.7 6.6X 2.3X 1.4x 2.9x
1000 5.5x 2.7 6.9x 2.3X 1.4x 2.9x
10000 5.8x 2.7 8.3x 2.3X 1.2x 2.9x
100000 5.0x 2.7 8.9x 2.3X 1.3x 2.9x
1000000 4.6x 2.7X 9.6X 2.3X 1.4x 2.9x

Nested objects in a contract

Speed Size Speed  Size Speed Size
1 3.3x 2.5x 9.3x 2.2x 1x 2.5x
10 3.4x 2.4x 12.6x 2.2x 1x 2.5x
100 3.5x 2.5x 13.7x 2.2x 0.9x 2.5x
1000 3.5x 2.5x 13.5x 2.2x 0.9x 2.5x
10000 3.2x 2.5x 14.2x 2.2x 0.7x 2.5x
100000 3.2x 2.5x 14.6x 2.2x 0.8x 2.5x
1000000 2.5x 2.5x 15.7x 2.2X 0.7x 2.5x
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Conclusions

These protocols generate significantly smaller message payloads, resulting in
reduced network bandwidth usage and lower operational costs. Furthermore, they
require fewer CPU cycles for processing, resulting in much faster data handling and
lower latency [3]. Despite their clear performance superiority, the adoption of binary
protocols introduces certain complexities, including development overhead,
debugging challenges, and schema management.

Ultimately, the decision to adopt a binary serialization protocol should be
guided by a clear understanding of the system's specific requirements. Developers
and architects are encouraged to utilize a decision matrix or a set of guiding
questions, considering factors such as latency requirements (ms, ps, ns), expected
message volume/throughput, acceptable developer overhead, learning curve, and
existing tooling/ecosystem considerations.

By carefully weighing these factors, organizations can effectively harness the
power of binary serialization to build highly efficient, scalable, and performant
distributed systems.

Choosing the proper serialization protocol is crucial for balancing performance,
development speed, and maintainability in distributed systems [15]. This framework
helps you weigh the key factors:

. Performance requirements (latency & throughput): binary protocols
minimize the message size and maximize serialization/deserialization speed; text
protocols are likely sufficient.

. Schema evolution & compatibility: Protobuf and Avro are designed with
robust schema evolution mechanisms. They ensure that older and newer versions of
services can communicate seamlessly as your data structures evolve. MessagePack's
ability to ignore unknown fields provides forward compatibility. JSON's schema-
less nature means schema evolution is managed at the application level.

. Tooling & ecosystem integration: Protobuf is the native choice for gRPC,
offering highly optimized inter-service communication. Acro is a de facto standard
in the Apache ecosystem, with excellent integration with Kafka. Both MessagePack
and JSON have broad language support. MessagePack is great for compact
messages in constrained environments (10T). JSON is universal for web APIs.

In essence, if your system's performance (latency and throughput) is a critical
bottleneck, invest in binary serialization. If development speed, human readability,
and simpler tooling are paramount, and performance needs are moderate, text-based
formats might be perfectly adequate.

The optimal choice often involves a trade-off between raw performance and
development/operational complexity. Future work should explore the integration of
binary communication protocols with containerized microservices orchestrated in
cloud-native environments, such as Kubernetes-based astronomical pipelines for
knowledge discovery in databases [16, 17] and data mining [18].

Specifically, the compatibility of high-efficiency protocols like Protocol Buffers
or FlatBuffers with real-time processing frameworks (e.g., Apache Flink or Dask) in
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L]
astronomical data streams [19] needs further evaluation. Additional attention should
be given to fault tolerance and protocol resiliency in high-throughput settings,
mainly when operating across intermittent or high-latency network links, such as
those connecting remote observatories and telescopes with centralized data centers
[20].

Another promising research direction lies in adapting these protocols for the
control systems of robotic telescopes and autonomous observatories, where event-
driven communication enables coordinated scheduling, dynamic resource allocation,
and the triggering of specialized hardware such as adaptive optics systems [21] or
spectroscopic instruments.

Furthermore, binary protocols could enhance distributed machine learning [22]
frameworks used for astronomical image classification [23, 24] and anomaly
detection [25, 26], by reducing communication bottlenecks during distributed
training or model inference. The application of this research to edge Al models
deployed near the data source opens new pathways for intelligent in-sensor
processing [27], supporting decision-making processes [28], and rapid, autonomous
scientific discovery [29] in the next generation of sky surveys [30].
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30amuocmi, Wo nepemKooxHcae ePekmusHii pobomi y BUCOKOHABAHMANCEHUX
cepedoguwax. YV po3oini HaseoeHO NOPIGHANbHULL AHANI3 OIHAPHUX NPOMOKONIE
cepianizayii, 3okpema Protocol Buffers (Protobuf), MessagePack i Apache Avro, y
nopienauni 3 mexcmosumu gopmamamu, maxumu sk JSON. Ananiz 6aszyemvca ax
Ha KIbKICHUX NOKA3HUKAX - WeuOKocmi cepianizayii, po3mipi CMUCHeH020
NOBIOOMAEHHS, MAK | HA SAKICHUX - RIOMPUMYi cXem, 360POMHIU CyMicHOCmMI ma
MONCTUBOCHIAX NOMOK0B0T Uy naxemHoi 06podku Oanux. Pospobaenuti Kounsecp
OeMOHCmpYE, Wo OiHapHi NPOMOKOAU 3abe3neuyiomsv Cymmeei nepesacu y
NPOOYKMUGHOCMI, GKNIOYAIOHUY 3HUIICEHHA 3AMPUMKU, 30ilbUleHHA NPONYCKHOI
30amuoCmi ma 3HAYHY eKOHOMIIO Mepedcesux pecypcie. Hanpuxnao, MessagePack i
Protobuf noxazyioms mnabazamo euwy weuoxicme cepianizayiildecepianizayii
nopienano 3 JSON, a makooc ¢opmyroms 3HauUHO MeHWi 3a  pPO3MIPOM
nosi0OMAeHHA. Y po30ini 3pobieHO BUCHOBOK, W0 08 BUCOKONPOOVKMUGHUX,
HU3bKOIAMEHMHUX | GUCOKONPONYCKHUX MNOOIE60-OPIEHMOBAHUX CUCMEM OIHAPHI
NPOMOKONY € HACMO He NpoCcmo  onmumizayiclo, d @OYHOAMEHMANbHOIO
HeoOxionicmio. Kpim moeo, 3anpononoéano pamxogy mooenv npuiiHAmms piuieHv,
AKA 0onomazae po3spoOHUKam i apximexmopam ooupamu 6iOn0GiOHUll NPOMOKOT
3a1eJHCHO  8I0 KOHKpEMHUX BUMO2 CUCHeMU, 3 O0COOIUBUM AKYEHMOM Ha
3abe3neuenni  yinicHocmi — IHMeNeKMyaibHoi  61acHOCmi  ma  3axucmi — 6i0
HeCanKYioHOBAHO20 KONIIOBAHHSL.

Knrwwuosi cnosa: cepianizayis danux, mexcmogi ma 6inapui gpopmamu, JSON,
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apximexmypa, .NET  Core,  MessagePack,  Protobuf,  Apache  Avro,
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cynymnuxo8o2o monimopunzy Sentinel-2. 3anpononoeano memoo kaacugixkayii, wjo
basyemuvcs Ha nopieHsanni Makcumanvhux 3uavens Normalized Difference Vegetation
Index (NDVI) y yinvosomy ma 6a308ux pokax. 3HUJICEHHA YbO2O NOKAZHUKA
iHmepnpemyembcs K 03HAKA 0e2palayii aHmpono2eHHo2o azponanowagmy ma
BIOHOGIIEHHSL NPUPOOHO20 POCTUHHO20 NOKpugy. Peanizosana na ocnosi pospobnenoi
mexnonoeii ingpopmayitina cucmema inmeeposana 3 Google Earth Engine (GEE) i
3abesneyye Kiacugikayilo noni¢ Kk 006pPoONIOBAHUX AOO NOKUHYMUX Y pedcuMmi,
HAOUMCEHOMY 00  peanbHO20  4acy, 3 6IO0OPAdNCEHHAM pe3yibmamis  Ha
inmepaxmuenili kapmi. TexHonozisi GUKOPUCMOBYE CYNYMHUKOGI 3HIMKU ma He
nompe6ye HaguanbLHOI BUOIPKU, WO POOUMb MONCIUSUM MOHIMOPUHE ASPAPHUX
mepumopitl Hagimv y 30HAX BOCHHUX OIll, O¢ HA3eMHI 0OCMENCEHHsl € YIMPYOHEHUMU
abo Hemoocnusumu. Banioayis na eubipyi nonie Yipainu 3aceiouuna mounicmes 00
92% (F1-score = 0,896).

Knrwwuosi cnosa: ingopmayitina mexnonoeis, iHgopmayitina cucmema,
xknacugpixayis, NDVI, Sentinel-2, monimopune, 3anedbami CilbCbKO2OCNOOAPCHKI
yeioos.

1. ITocTanoBKka npodieMu

IIpobnema MOKHHYTHX CLIBCHKOTOCHOAAPCHKUX YTigh OCTAaHHIMH pOKaMH Halyma
0co0nmMBOi aKkTyaJbHOCTI K B YKpaiHi, Tak 1 B kpaiHax €Bponu. B Vkpaini neit
MIpoIeC 3HAYHO 3arOCTPHBCS BHACIIIOK ITOBHOMACIITAOHOI POCIHCHKO-YKpaiHCEKOT
BiitHn. OOCTpiNy, 3aMiHYBaHHS TEPUTOPIH, pyHHYBaHHS JIOTICTHYHHUX JIAHIIOTIB Ta
E€KOHOMIYHAa HEeCTaOUIBbHICTh MNPU3BENM A0 BTpPATH arpapHOro MNOTEHIiany Ha
BEJIMKUX IUIONIAX. 3a ONIHKAMH EKCIIEPTiB, BiJ IOYAaTKy IOBHOMACIITaOHOTO
BTOPTHEHHS MMOKUHYTO OMM3BKO 2,4 MITH TeKTapiB pilIi, IO CTAHOBHUTH MPHOIM3HO
7,2% Bing 3arampHOl miomi oOpoOmoBanux 3emens [1, 2]. Haibinpomn rmromri
3aHen0aHUX YTifb 30CepeKeHI Y MPUKOPJIOHHUX PerioHax, M0 3a3HaJI BOEHHOTO
BILUTUBY, HaCaMIIepel Ha CXOAi Ta MiBAHI KpaiHH.

BonHoyac MOKMHYTI yrifjis CTaHOBISITH CepHO3HY HpobieMy W Ui AepxkaB
€gpomneiicekoro Corosy (€C) [3, 4]. Y Hime4urHi npoTATOM OCTaHHIX JIECATHIITh
CIIOCTEpIraeThCsl CTiHKa TEHIEHIIS 10 3MEHIICHHs IUION] OPHHX 3eMelb dYepes
coliaJbHO-eKOHOMIYHI (hakTopu Ta ypOaHizarito [5]. 3a pe3ynsraraMul 10CIiIKEHB,
y Oararbox perioHax KpaiHH CUIbCHKOTOCIIOAAPCHKI 3eMJIl BHBOIATHCS 3 00iry, o
MPHU3BOIUTH 1O 3MIiHHM CTPYKTYpH arpoiaHamadTiB Ta (GopMyBaHHS BTOPHHHHX
exocucteM. [lomiOHI mpomecn xXapakTepHi 1 AN IHIIMX €BPONEHUCHKUX KpaiH,
3okpemMa [lompmii Ta bonrapii, Je IHTEHCHUBHICTh CiTbCHKOTOCIOAAPCHKOTO
BUPOOHUIITBA 3HIKYETHCS HA JIETPaIOBaHUX 3eMIsiX [3, 4].

MOHITOPUHT TMOKHMHYTHX CLIBCHKOTOCIIOAAPCHKHX YTifb € MepIIOoYeproBUM
3aBIaHHAM JUIs 3a0e3ledeHHs] MPOJOBONBUOI OE3MeKH, MiATPUMKH EKOHOMIUHOT
cTablIFHOCTI Ta 30epexKeHHsI arpOeKOCUCTEM sIK B YKpaiHi, Tak i B kpaiHax €C.

2. AHaJii3 0CTAHHIX JOC/TiIKeHb

B ymoBax BO€HHHX Miifi TpaauIiiiHi METOOAM HA3€MHOTO MOHITOPUHTY
CLITbCHKOTOCIIOIAPCHKUX 3eMellb € HeOe3neuHHMH. [M Ha 3MiHy BHKOPUCTOBYIOTBHCS
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CYIYyTHHKOBI TexHouorii Ta reoindopmauiiini cucremu. 3okpema, aaHi Sentinel-2
3aBIIKM BHCOKiil NPOCTOPOBiH Ta 4YacoBili pPO3IiNbHIN 3MaTHOCTI JalOTh 3MOTY
KOHTPOJIIOBATH IUHAMIKY 3eMJICKOPUCTYBaHHSL.

[oennanns nmucraHmiiiHOro 30HIYBaHHA 3 [IC-TeXHONIOTIIMH € Ji€BUM
IHCTPYMEHTOM JUTS OIIIHKY BIUTMBY BilfHM Ha arpapHi yriang Ykpainu [6]. Jlns nsoro
JOCIITHUKaMH  pO3pO0JEHO METOMMKY OI[HKH Aerpajamii 3eMenb, ypakeHHX
BOEHHUMH JisIMH, SIKa IPYHTYEThCS Ha aHaJIi31 3MiH KOHTYpIB y 6araTocreKkTpaibHUX
3HiMkax Sentinel-2 [7]. CrBopeHo XMmapHy TreoiHpOpMaIliiiHy cUCTeMy s
MOHITOPHHTY OpHHX 3€Mejb, L0 IHTerpye pi3HOPiAHI JaHi JUCTaHIIHHOTO
30HIyBaHHA [8].

Haii6inbI NOmMpeHnM MOKa3HUKOM CTaHY CLTbCHKOTOCIIONAPCHKUX TEPUTOPIH
y cydacHux pocmimkeHHsx € Normalized Difference Vegetation Index (NDVI),
SIKHH JTO3BOJISIE IIPOCTEXKYBAaTH 3MIHM B CTPYKTYypl POCIMHHOTO MOKPHUBY Ta
CBOE€YACHO iNeHTH(IKYBaTH NOKMHYTI yrimms. bararopiuni cymyTHHKOBI naHi,
30KkpeMa yacoBi paau NDVI, 3acTocOBYIOTECS 171 BHSBIECHHS IPOCTOPOBO-4aCOBUX
3aKOHOMIPHOCTEH NOKWHYTHX OPHHX 3€Melb, 3aHeA0aHUX IJIaHTAIlii OaraTopiqyHuX
KyIbTyp Ta IJs OLHKH JOBrOTPHBAJIOl JMHAMIKM Jerpajanii aHTPOMOTeHHHX
naauiadTis i BigHOBIEHHs pupoaHux [9, 10, 11].

Jlns oOpoOimoBaHUX MONIB XapakTepHi WiTKi ce30HHI KoimBaHHI NDVI 3
BUP&KEHNM MaKCHMyMOM Yy Iepioj Bereramii, Tomi SK /Uil HOKHHYTHX 3eMeib
cesoHHi MiHiMymMmu NDVI € 3HauHO HIDKYMMH, XO4a CepefHi 3HAYCHHS
3aJIMIIAIOTECS BIHOCHO BHCOKHUMH 3aBISKHM PO3BHTKY OaratopidHoi Tpas’sHOI
pocnuaHOCTI [3, 12]. OxpiMm NDVI, moaiOHI 3aKOHOMIpHOCTI MPOCTEXYIOTHCS 3a
YacOBHMH pAJaMHU CIIEKTpajbHUX iHAekciB Enhanced Vegetation Index (EVI) ta
Normalized Difference Moisture Index (NDMI), siki 10oAaTKOBO BpaxOBYIOTh BILUIUB
aTMOC(EpHHUX YMOB, IPYHTOBUX BIIACTHBOCTEH 1 BOJIOTOCTI POCIMHHOTO TIOKPUBY [4,
10]. Y €Bpormi mofiGHi JOCIIKEHHS TAKOYK MAIOTh BRKJIMBE 3HAYEHHS, 30KpEMa B
HimeuunHi, &e crmocrepiraetbCs CKOpPOYEHHS IUION[ OOpOOIIOBaHHMX 3eMeNb i
dbopmyBanHs  BropuHHHX ~ ekocucteM. Jlami  Sentinel-1 i Sentinel-2
BUKOPHCTOBYIOTHCS JUIS OIIHKHM JWHAMIKH OiOMacw Ha 3aHeJ0aHUX TEPUTOPIAX, a
Ja3epHe CKaHyBaHHS — JUII BUBYEHHS IPHPOTHHUX 3MIH Y CTPYKTypi
arponagamadris [5, 13].

OmiHKa CTaHy CUIBCHKOTOCIIONAPCHKUX YTidbh 3MIHCHIOETBCA MEPEBAXKHO 3
BUKOPHCTAHHSIM METOIB MAaIIMHHOTO Hap4yaHHS. AnroputMu Random Forest ta
SVM 3abe3neuyloTh BHCOKY TOYHICTh KiacH(ikalii HaBiTh Ha OOMEXEHHX
HapyanbHKX BHOipkam [14, 15]. Cy4acHi HiIXomy MOETHYIOTh TAaKOX CErMEHTALio
300pakeHb i3 MoabLIoN0 Kiacudikali€ro, 0 J03BOJISIE BPaXOBYBAaTH TEKCTYPHI Ta
MopdosoriuHi  0COONMBOCTI JAUITHOK 1 3MEHIIYBaTH WMOBIPHICTH XHOHHX
pe3ynbratis [16].

3. HeBupileHi nuTaHHs

[ompu 3Ha4yHi [OOCATHEHHS Yy cdepi BHKOPHCTaHHS CYMyTHUKOBHX ITaHUX,
3aJIMLIAETHCS. HU3KA HEPO3B’SA3aHUX MUTaHb. METO/H, 0 IPYHTYIOTHCS BHKIIOYHO
Ha CHEKTPalbHHUX iHAEKCaX, MOXKYTh ITOMHJIKOBO iHTEPIPETYBAaTH MPUPOAHI 3MiHU
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SK O3HaKH Jerpajaiii. AJITOPUTMH MaIIMHHOTO HABYAHHS BHMArarmTh HasBHOCTI
penpe3eHTaTHBHUX HaBYaJIBHUX BHOIPOK, IO YCKJIAJHIOE iX 3aCTOCYBaHHA Ha
HOBHX TEpUTOpisAX. J[OAAaTKOBOI MpOOJEMOI0 € CUTyaliifHe 3aliIICHHS 3eMellb
YHACIIIOK EKOHOMIYHHX KPH3 YM KIIMaTHYHUX SKCTPEMAJbHUX SIBHIL, SIKE BAXKKO
BiJIPI3HUTH BiJl TPHBAJIOTO 3aHEMAy arpOBHPOOHHIITBA.

AKTyaJIbHUM 3aBIaHHSIM € PO3MEKYBAHHS THMYAcCOBO IIOJHMIICHHX Ta
HOKMHYTHX TPOTSTOM TPUBAJIOro 4acy yriab. Lle 3ymoBmoe morpedy y CTBOpEHHi
TEXHOJIOTiM, 37aTHUX 3abe3medyBaTH IIBUIKUHA aHali3 CEe30HHOI JHHAMIKU
NOKAa3HUKIB CTaHy MNOBEPXHI MOJNs A MIATPUMKH TNPUHHATTSA YIPaBIiHCHKUX
pilleHb. BaxiInmBo TakoX PpO3IIMPIOBATH 3aCTOCYBaHHS METOAIB, IO MOXYTb
MPALOBaTH 3 HEMOBHUMH YaCOBHMH ps/IaMH Ta aJaNTyBaTHCS 10 PETiOHAIBHHX
0CO0IMBOCTEH.

4. Mera

Meroro gocmimkeHHsT € po3poOka iHdopmaniiiHoi TexHomoril s igeHTudikamii
MOKHHYTHX CLIbCHKOTOCIIONAPCHKUX YTi/lb HA OCHOBI aHami3y 4acoBuX psanis NDVI
Ta Knacuikamii. [ns TOCATHEHHS METH y IOCITIPKEHHI 3A1HCHEHO aHali3 O3HaK
BUSIBIICHHA TOKHMHYTHX 3€Melb 3a JaHUMU JUCTAHI[IMHOrO 30HAYBaHH,
3alpONIOHOBAHO METOJ Kiacudikaiii Ha ocHOBI nokaszHiKiB NDVI i3 BuzHadyeHUMH
MpaBWJIaMH Ta IIOPOTOBHM 3HAUCHHSM, a TakKoK po3poOieHo iHdopmaniiiny
CHCTEMY, IO AaBTOMATHU3y€ MpPOLECH 300py MaHWX, OOYHCICHHS CHEKTPAIBHHX
IHIEeKCIB, aHai3y 4YacoBHX PSIiB 1 MNpHHHATTS pIilleHs IOAO CTaHy
CUIBCHKOTOCTIONAPCHKUX  yTifb. OLIHKY TOYHOCTI 3alpoNOHOBAHOI TEXHOJOTI]
31 ICHEHO Ha OCHOBI BUOIPKH MOMNIB Ha TepUTOpii Ykpainu Ta Himeuunnu.

5. CynyTHukoBi gani

B mocnimkeHHI BUKOPHCTaHO CYITyTHHKOBI 300pakeHHs Sentinel-2 micii nporpamun
Copernicus, ki 3a0€31e4yI0Th PEryIsIpHE CIIOCTEPEKEHHS 32 3eMHOIO IIOBEPXHEIO 3
MPOCTOPOBOIO PO3JINIBHOK 3narHicTi0O Bim 10 g0 60 M Ta mepiomUYHICTIO
TIOBTOPHOTO 3HIMaHHs OJM3BKO IT’SITH JIHIB y TII00ansHOMY Mactadi. OcobmuBicTio
Sentinel-2 € wasBHicTh 13 cHieKTpasbHUX KaHAIIB, [0 OXOIUTIOIOTH J(iala3oH Bij
BHIMMOTO CBiTJa /10 KOPOTKOXBHJIBOBOTO iH(padepBoHOro. Cepen HUX KIIOUOBE
3HAUEHHS VIS OLIHKU CTaHy POCIMHHOTO IMOKPHUBY MaroTh depBoHUid (B04, 665 HM)
Ta OmwkHiN iH(ppadepBonuit (BO8, 842 HM) kaHamu, siKi JAO3BOJAIOTH OLIIHIOBATH
IHTEHCHBHICTh ()OTOCHHTETHYHHX TIPOLECiB. J[0TaTKOBO 3aCTOCOBYIOTBCSA BY3bKi
«red edge» xanamu (B05, B06, B07), uyTiuBi 10 3MiH Y CTPYKTYpPI JIKCTS Ta BMICTY
xJ0podidy, a Takok KOPOTKOXBWIBOBI iH(MpauepBoni kanamu (B1l, B12), sxi
BiZIOOpakaroTh BOAHUI Oananc pocaunHOCTI [17, 18].

IctopnyHO mepmuM i HaWOLIBII MOMMPEHUM KiJIbKICHUM IHIMKATOpOM CTaHy
pocIMHHOTO TOKpHUBY # ¢QorocuHTeTHUHO akTHBHOI Oiomacm € Normalized
Difference Vegetation Index (NDVT). Moro 3mauenns 3misiororsest Big -1 g0 +1, e
MaKCHMaJIbHI 3HaYECHHS BiJIIOBIIAIOTh I'yCTOMY 3J0POBOMY POCIMHHOMY TIOKPHBY, a
BIIKPUTI IPYHTHU Ta JETPaOBaHi TUISTHKH XapaKTepU3YIOThCS 3HAYCHHIMH ONN3BKO
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0,2. O6uncnenns NDVI 1pyHTyeTbCsl Ha CHiBBIIHOLICHHI BiJOUTTS y ONMKHBOMY
inppauepsonomy (B08) ta yepsonomy (B04) xananax Sentinel-2 3a popmysoro:
M

v 0 =6"O+ MO+ Y YW =X (O + o)+ @) 2T

(Paiir — Prea) _ (PRande — PEanas) Q)
(owir + Prea)  (PBande — PBanas)

1€ Oxrrs Prea — KOCDILIEHTH BIIOUTTS €1€KTPOMATHITHOTO BUIIPOMiHIOBaHHS,
BIJMOBIHO, y OMMKHBOMY iH()PAYepBOHOMY Ta YEPBOHOMY CIEKTPATBbHUX
JiarasoHax,

PBands: Peangs — OMDKHIN iHQpadepsonmii (NIR, BO8) Ta uepponmit (Red,
B04) xanamm 306paxens Sentinel-2.

NDVI moxe Oytr 3aMiHeHH {HITMMH CIEKTPAIFHAMH iHAeKcamu. Hanpukian,
EVI Hagaxx OUTBII TOYHY OIIIHKY CTaHY POCIMHHOCTI 3aBASKH KOPEKIii BIUIHBY
arMocepu Ta IpyHTy [19]. NDMI € 49ymmBuM 10 BOJNOTOCTI IpPYHTIB Ta
POCIMHHOCTI, JT03BOJISIE BUSBISITH O3HAKK BOJHOTO CTPECY Ta NMPUTHIUSHHS POCIHH
[13]. Cnekrpanbhi iHgekcu, po3paxoBaHi 3a manumu «Red Edge» nianasony
€JIeKTPOMArHiTHOTO  crnekTpy (Hampukian, RE-NDVI) wmarote miaBuIneHy
YYyTJAUBICTH OO0 KOHLEHTpaUii XJopopiry 1 MOXYTb BHKOPHUCTOBYBAaTHUCS [UIS
MOHITOPHHTY CTaHy MOJbOBOI POCIMHHOCTI Ha paHHIX CTaAiix po3BUTKY [20].

Jlns KOMIUIEKCHOI OWIHKHM CTaHy arpojiaHqmadTiB MOXIHMBE 3aCTOCYBaHHS
koMOiHamii KkibKoX iHmekciB, Hampukian, NDVI ta NDMI [3, 5]. Bukopucranus
criekTpanbHuX npodiniB Sentinel-2 y moexHanni 3 manumu Sentinel-1 nae 3mory
OTpUMaTH  JOJATKOBI  O3HaKM Mg  aHamizy Olomacnm Ha  3aHe#0aHHX
CLIBCHKOTOCTIONAPCHKUX ~ TEPUTOPIAX 1 TMIABUIIUTH TOYHICTH  ideHTH]iKamii
MOKUHYTHUX ToMiB [21, 22].

NDVI =

6. MeToz BU3HAYEHHSI CTAHY ClJIbCHKOTOCMOAAPCHKHUX YTighb

Jns koxHOro monst (opMmyeTbes dacoBud psin 3HaueHp NDVI, momepenHbo
BiAinbTpoBaHMI 32 BHOpaHMMH POKaMHM Ta MicsisMH. SIKimo micnst ¢imsrparii
3aJIMIIAETHCS MEHINE JBOX pOKIB, aHaji3 He MpoBOAMTHCSA. LliMbOBUM pokoM
BBKAETHCS OCTaHHIM JOCTymHHiI y BHOIpmi pik, a yci IomepeaHi POKH
po3msmaloThes K 0a3zoBi. s LiTBOBOrO POKY BHU3HAYAE€THCS MaKCHMAJIbHE
3HaueHHs NDVI, aHanoriuno oGYHCIIOIOTECS MAKCUMYMH IS KOXKHOTO 3 0a30BUX
pokiB [2]. CepemHe 3HAa4Ye€HHA NIHUX MaKCHMYMiB IIOPIiBHIOETBCS 3 MaKCHMYMOM
LTBOBOTO POKY, a pisHUI MK HUMH (ANDVI) BUKOPHUCTOBY€ETHCA SIK iHIMKATOP
OararopiuHHUX 3MiH Ha o (2):

ANDVI = NDVIST9%* — Npvilelernes, @

max max
Je N DVIEAT9=* — makcuManbHe 3nadenHs NDVI 3a ninboBuii ceson;

N DVI?:‘::; srence _ cepenHe 3HaueHHs MakcuManbHuX NDVI 6a30BHX pOKiB.
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SIkiio 3MiHa € HeBix eMHoI0 (To6T0 NDVI He 3HM3MBCS) Ta MepeBHUIILye 3aaHHN
nopir T, mome ximacudikyerbesi sik 00poOmoBaHe. Y BHUMAAKY, KOIH 3MiHa €
BiI’eMHOI0 Ta il aOCONIOTHE 3HAYCHHs IICPEBHUIIYE [OPOTOBE 3HAYCHHS, IOJIE
BBakaeThesl MOKUHYTHM. Skmo ANDVI = T, mone ximacudikyeTbest SK MOKHHYTE,
MPOTE YISl yTOYHEHHS HOTro CTaHy JOLIJIBHO 3MiHUTH KPUTEpii MOLIYKY TaHHUX.

IIpaBuino knacugikarii:

e Sxmo ANDVI > T — mnone BiJHOCHTBCS /0 Kareropii oOpoOmoBaHHX
CUIIBCHKOTOCIIOAAPCHKUX YTiIb.

e Sxmo ANDVI < -T — mnone BiTHOCHTBCS [O Kareropii MOKHHYTHX
CITbCHKOTOCIOAPCHKUX YTk, Ae T — moporose 3nayenHs a1t ANDVL

TouHicTh pe3y/bTaTiB OLliHEHA 3 BUKOPHUCTAHHSAM MipH 3arajbHOi TOYHOCTI Ta
F1-mipu, sika MOEIHYE MOKa3HUKHM TOYHOCTI Ta MOBHOTH [23]. 3arambHa TOYHICTH
BiZoOpakae BiZICOTOK NMPaBIIBHO KIacH()IKOBAaHUX IONIB, ToAi siK F1-Mipa mo3Boiste
30alaHCOBAHO OIIHUTH pPOOOTY alNropuTMy, BpPaxXOBYIOUM SIK KOPEKTHICTh
knacugikarii, Tak i 37[aTHICTh BASBIIATH BCi 00 €KTH TIEBHOTO KIIACY.

7. IndopmaniiiHa TexXHOJIOrisl BUABJIEHHS] IOKMHYTHX OPHUX YTilb
3anpornoHoBaHa iH(pOpPMAIiiiHA TEXHOJOTIs, II0 IMOETHYE aHAN3 YacOBHX PSIiB
ingexcy NDVI 3 ¢opmanizoBanuM mpaBwioM kiacudikaiii cTaHy OpHHX 3eMelb
(puc. 1). TexHomoris Oa3yeTbcs Ha CYNMyTHUKOBHX JaHuX Sentinel-2 (xoiexuis
COPERNICUS/S2_SR_HARMONISED), ski Oynu mnomepemHbO CKOPHIOBaHI 3
ypaxyBaHHSIM aTMoc(epHuX edekTiB 3a Joromororo aroputmy Sen2Cor.

Ha erani momepenuboi 0OOpOOKM BHKOHYETbCS BifnOip 300pakeHb 3a
TEPUTOPiATEHUM OXOIUICHHSM, MepioioM 3HOMKH (KaJIeHIapHUH pik, BereTamiiHuit
CE30H Ta iH.) Ta BICOTKOM XMapHOCTi. Bukopucrtanus mapy kmacudikamii CrieHH
(Scene Classification Layer, SCL) mo3Bosisie BUKJIIOYATH 3 aHANI3y MiKCeNi, IIO
BiJIIIOBIZAIOTh XMapaM Ta TiHIM.

% Jobpamennsn Sentinel-2 L2A )

@opmyBaHER Yacosnx psaais NDVI

DLIKTPALNA 32 21010, XMAPHICTIO 13 Odunenenns NDVIEa1s soknoro 3o0pakens
1 2 . 2
FEPIONIOM CTIOCTEPeACHHS ) ¢ Yeepemuenns sHaucas NDVIy mexxax nomiromny
Tonepeans odpodxa sofpakenn Amnaaiz wacosux paais NDVI
*  MackyBaHHA XMap i TiHei * Bmmpagerns Makcmmymy NDVI Uig kokHOTO poky
* Hopumanaiis ganmx * Iloma ua eranoHH pOKH Ta ULILOBIL PIK

| l

Bisyaniianisn pesyastaris

3acrocysanus Kaacudikauiiinoro npasuia

* Po3paxysox igamkaropa ANDVI

laTepakTiBH Kapri, —— AP ",z
A *  Bumsecenns noms ao xkareropii "obpodmosant” adbo
JUarpaMH, TaoANIH N e ROART

- /7 =
Pucynok 1. Cxema iHpOpMamifHOi TEXHONOT1] BUSBICHHS NOKWHYTHX OPHUX YTiIb
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JI71s1 KOXKHOTO TOJIIrOHY OPHHUX 3€Meb 3 METOI0 KiJIbKICHOTO aHaji3y AWHAMIKH
Bererallii popmyerbest yacoBuid psg NDVI Ta po3paxoByeTbcs cepenHe 3HAYCHHS
MaKCHMYMIB iHIeKcy 3a KokeH pik. IToxasauk ANDVI BH3HA49aeThCs K Pi3HHILT
MDK CepemHIM 3Ha4eHHSM MaKCUMyMiB 0a30BHX POKIB i MakCHMyMOM IIOBOTO
POKy # opmaiizye KpUTepiil OLIHKY CTAHy 3eMeb.

IporpaMua peasizamist 3amporoHoBaHOI iH(popManiitHoi TexHomorii 3acobamu
po3pobnenoi iHdopmManiiinoi cuctemu mnependadae 1Ba peXUMH pobotH. Y
JIOKaJIbHOMY PEXHMi 3a0€3MeuyeThCsi aBTOHOMHICTh 1 MOYKJIMBICT 0OPOOKH JaHUX
i3 jokanbHUX apxiBiB y ¢opmari GeoTIFF, mo akryanbHO A JOCHIIXKEHb 3
OOMEXEHUM JOCTYIIOM [0 MEpEXEeBUX pecypciB. Y XMapHOMY peXHMI
BUKOPHCTOBY€eThCsl (yHKIioHan margopmu Google Earth Engine (GEE), sixa
3al0e3reuye OnepaTHBHUI JOCTYN 10 IIo0anbHUX apxiBiB Sentinel-2 Ta BukoHaHHS
XMapHHX OOYHCIICHb Y peXHUMi, HaOMMKEHOMY 10 peanbHoro dacy. Lle nmossomse
MacmTabyBaTd  METONMKY Ta  3acTOCOBYBaTH 11 SIK  IHCTPYMEHT  JUIA
HIMPOKOMACIITAOHOTO MOHITOPHHTY CiJIbCHKOTOCIIOAAPCHKIX TEPUTOPIH.

BaxuBUM acmeKkToM € IHTerpailisi MOAYNiB OOYMCICHHs 1 Bi3yami3alil, 1o
CTBOPIOE E€IWHUIA LUK BiJ OTPUMaHHS 3HIMKIB 1 po3paxynky NDVI mo
kiacudikamii yrigp Ta IpecTaBICHHs Pe3yNbTaTiB y BUNNIIII IHTEpaKTUBHUX KapT i
rpadikiB. Ha ocHOBiI aHami3y 9acoBHX psAiB U KOXXHOTO MOJISL OLIHIOIOTHCS
GaraTopiuHi 3MiHH HOTO BereTaliifHOro ITOTEeHITiaTy.

3ampornoHoBaHa iH(opMaIliiiHa TEXHOJOTIs 3a0e3redye MmepexiJ Bill TOUKOBHX
OLIHOK JI0 CHCTEMHOTO aHaJIi3y MPOCTOPOBO-YAaCOBHX AAaHHX 1 (OpMye MiAIPYyHTS
JUIsL YIIPABIIiHHS arpapHUMH PECypcamu.

8. Pe3yabraTu

PosrnsHeMo mnpukiaxm BUKOPUCTaHHS po3poOieHoi iHpopMamiiHOi TexHooril i
CHCTEMH JUIS BU3HAYEHHS CTaHy YOTHUPHOX IOJMIB y paioHi IrpeHp moonusy cxigHoi
yactiad M. J{Hinpo (puc. 2).

s 3512 35413

o 250 500 750 m A
PucyHok 2. JlocnipkyBati mosis B J{HIponeTpoBebKii obnacti Ha kapti Sentinel-2
NDVI, 09.07.2024
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[Tone 1 muometo Omu3pko 60 ra Ta mome 2 mometo Onmusbko 70 ra
00pOOIAIOTHCS 3a CHCTEMOIO IIopiuHoi ciBo3Minu. CtaHoMm Ha | yepBHs 2024 poky
Ha momi 1 OyJo BHCISSHO O3MMHH pimak, a Ha moii 2 — o3uMy mmeHuIro. [lome 3
repebyBae y craHi 3aHen0aHocTi moHa 20 pokiB i 3apocio yarapHukamu. [lone 4
MMOKMHYTE MPOTSITOM OCTaHHIX TPHOX POKIB i, 32 pe3yabTaraMu oOCTeXeHHs Bin 24
TpaBHs 2025 poky, Oyi10 BKPUTO CyXHMH PEIITKAMHA MUHYIIOPIYHOT POCIMHHOCTI.

VY 2024 poui mons 1 12 OGynu 3acisHi 03UMUMH KyJIbTYpaMH, OJHaK Ha MOMEHT
3HOMKH Bpoxkail yxe Oyno 3i0paHo. Y 2025 poui Ha moii 1 BHpOIIyBaaM 03uMi
KyJIBTYpH, yOopka sikux 3aBepiuunacs 10 29 nunus. Hatomicts mone 2 y ce3oHi
2025 poky He 3aciBajocs: Micis BECHAHOTO OOpOOITKY BOHO 3ajMINANOCH IiJ
TUMY9acoBUM mapoM. [loms 3 1 4 mpoTIroM KiNbKOX pOKIB 3aJIHIIAIOTHCS
MOKUHYTUMH, 1 POCIMHHUII IIOKPHUB NPOTSTOM BETETALIfHOTO CEe30HYy HIOPIYHO He
3a3Ha€ iCTOTHUX 3MiH. Lli AUITHKM PIBHOMIPHO BKPHTI PyAEpaNbHOIO POCIHHHICTIO
Ta XapaKTepPHU3YIOTHCS THIIOBUM ITUKIIOM POCTY i BiAMHpaHHS 0€3 BUPaKEHNX O3HAK
TEXHOJIOTIYHOTO BIUTHBY, TAKHX SIK KyJIBTHBALlLSl, ’KHUBA YU OPAHKA.

Ha pucynky 3 nmpeacraBneHoO 4acoBi psad MakcUMaibHUX 3HaueHb NDVI s
KO)KHOI J1aTH CHOCTEepeXKeHb: I IBoX 00pobmoBanux nomis (mois 1 ta 2; puc. 3a,
30) ta aBox HeoOpoOmoBaHuxX moiniB (monst 3 Ta 4; puc. 3B, 3r), MOKa3aHUX Ha
pucyHky 2. Cepenni 6araropiuni MakcuMainbHi 3Ha9eHHsT NDVI cranosmars 0,964
s monst 1, 0,956 — mns monst 2, 0,949 — st monst 3 Ta 0,937 — mos mons 4.
HesBaxkarounn Ha Te, MmO I BCIX I[IOMIB MakcuMajiabHi 3HadeHHs NDVI
nepesuinyots 0,93, nuHaMika BETETAIIHOTO 1HJECKCY CYTTEBO BiIPiI3HIETHCS
3aNeKHO BiJ THITy 3€MIIEKOpPHUCTYBaHHS. [l 0oOpoOmroBaHMX TONIB IMPOTATOM
YCBOTO TIEpioAy CHOCTEPEKEHb 30epiraloThbesl cTadbiIbHI BUCOKi 3HaueHHs ND VI, mo
BioOpaka€ iHTEHCHBHY CiJIbCHKOTOCIONAPCHKY HisuTbHICTE. HeoOpoOmoBaHi mois
TaKOXX JIEMOHCTPYIOTH BHCOKI 3HaU€HHS, OfHAK (hopMa YacOBHUX iX psAiB BiAMiHHA.
3a YacoBMMH psIaMH YiTKO IPOCTEXKYIOTHCS CE30HHI JIOKAJIbHI MIHIMyMH, SKi
CBiYaTh NpO MPUPOAHI LUKIIYHI 3MIHM POCIMHHOTO IOKPHBY, XapaKTepHi I
JIerpalOBaHUX YU MOKUHYTHX YTiJlb, @ TAKOXK PO HASBHICTH HABECHI CYXHX PEIUTOK
MHHYJIOPIYHOT POCIMHHOCTI.

VY mNopiBHSHHI 3 NOKHHYTHMH IUITHKAMH, y MeXaxX OOpoONIOBaHHX MOJIB
Mixce30HHI MiHIMymMH NDVI Bupaxkeni cinabme. Lle mosCHIOETBCS BUPOILYBaHHSAM
03UMHUX KYIBTYp, SKi 3a0e3Me4yioTh BITHOCHO BHCOKI 3HAu€HHS IHICKCY Y
XOJIOAHUH Mepiosl POKy Ta 3IIaKYIOTh C€30HHI KONMUBaHHA. J{J1s KUTbKICHOT OIIHKA
obumncneno cepenHi MiHiManbHI 3HaueHHs NDVI 3a Bci poku croctepexeHs: it
o 1 —0,412; mons 2 — 0,418; moins 3 — 0,304; mons 4 — 0,286. Xoya 11i MOKa3HUKK
nomiOHi, BUpINIaJbHUM (AKTOPOM € came AWHAMiKa, 30KpeMa HasBHICTh YU
BiZICYTHICTh ce30HHHMX cmafgie NDVI, mo ciayrye iHOUKaTOpoM XapakTepy
3emiiekopucTyBanHsA. CTiHKICTh MOAAJbHUX 3HAYCHb Y TMOEJHAHHI 31 3MiHOIO
Mixce30HHOI cTpykTypru NDVI € THIIOBOIO 03HAKOIO MOKWHYTHX 3€MeNb, TOII K y
Mekax 00poOIIIOBaHHX OB LEeH e(EeKT BiACYTHIH depe3 0COOMMBOCTI CiBO3SMIHHU.
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Pucynok 3. Hacosi psinu Mmakcumanbaoro NDVI st o6po6iroBanux (a, 0) Ta
3aHen0aHuX (B, T) CLTBCHKOTOCIIOAAPCHKUX yrifh: (a) mone 1; (0) moxe 2; (B) moxne 3;
(r) mone 4

Awnaniz pizauni (ANDVI) Mixk OGararopiuHMMH cepeHIM MaKCHMyMOM Ta
MaKCHMYMOM IIOTOYHOTO POKy MOKa3aB, W0 JUI1 HEoOpOOIIOBAaHWMX MAUISTHOK IS
PI3HHMIL, SIK NPABHUJIO, He NepeBHIye noporose 3HaueHHs 0,07. Lle 3HaueHHs Gymo
BUKOPHCTaHO Yy SIKOCTI KpuTepis Kiacudikamii y po3poOneHiii iHpopmamiitHiit
cuctemi. 3a pesymbTaTaMH Badifalii BOHO 3abe3nmedmyno TOuHICTH 92,5% mpH
po3MexxyBaHHI cTaHy HoiB (00poOmoBaHi/moKMHYTI) B YkpaiHi, 3 F1-miporo 0,898
g nokuHytHx Ta 0,912 mns oOpoOmoBanux 3emens. BomHowac 3a3HaueHa
TOYHICTh CTOCY€ETHCS JIMIIE MIPOTECTOBAHOT BUOIPKH 1 HE MOke OyTH Oe3mocepeaHbo
MOIIMPEHa Ha BCIO TEPUTOPIiI0 KpaiHu. Y Mexkax [IHimponerpoBchKoi 00NacTi craH
MONIB TIEPEBIPSBCS IUIIXOM MOJILOBUX OOCTexeHb. Y JloHempbKili obmacti, ne
JIOCTYT JIO MOJiB OOMEXKEHO BHACIIJIOK BOEHHHX Jil, KIacU(iKaliro BUKOHAHO 3a
pe3yibTaTaMH eKCIepTHOI Bi3yaslbHOI iHTepmperarii 0araro4acoBux 300pa’keHb
Sentinel-2 3 mnpocropoBum pospizHeHHsM 10 M. Taki maHi HamalOTh UiHHY
iHpOpMAIliF0 Ui PErioHiB 3 OOMEXEHHM JJOCTYIIOM, MpPOTE IIOCTYMAIOThCA 32
HaJII{HICTIO TIOJILOBUM BHMIiPIOBaHHSIM, 1[0 OyJI0 BPaXOBaHO MPH OILiHIII TOYHOCTI.

JonatkoBo mpoaHami3oBaHo 4acoBy auwHamiky 3MiHum NDVI momie 3 HaGopy
naHux (enepanbHux 3emenb beprin i BpannenOypr y Himewuuni (puc. 4a) Field
Boundaries for Agriculture (fiboa) — xomexuii rpaHuIls CiLIBCHKOrOCHOAAPCHKUX
mojiB, HamaHoi y Bimkputuii moctynm  cepBicom  Source Cooperative
(https://source.coop/fiboa/de-bb). Ha puc. 46-r npencrasieno kaptu NDVI
YOTHPBOX TOMiB, fKi cTaHoM Ha 2024 pik Oynmd BigHECeHI [0 KaTeropii
00pobmroBanux (o 5, 6) miomero 12 ta 46 ra, a TaKoX HECUTHCHKOTOCIIONAPCHKI
TUTSTHKY Ha KOJMHIIHIA OpHii 3emiti (1mosst 7, 8) miomero 1 ra koxHe.
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Pucynok 4. JIocnimkysani nons no6in3y bepriny Ha kapti Sentinel-2 NDVI,

26.06.2024
Ha pucynky 5 naBemeno wacosi psuu NDVI mocmipkyBaHnx mOJiB moGianu3y
Bepnina — 3amenbanux (puc. 5 a,0) Ta KyasTHBOBaHMUX (puc. 5 B,r)

cinmbehkorocnonapcbkux yrigp. IlomibHo no momiB B Vkpaini (puc. 3), mus
3aHeI0aHUX CIIbCHKOTOCIOAAPChKUX YTiAb y HiMmeudnHi mpocTexyeTbes Oibl
yiTka ce3oHHa auHaMika NDVI 3 BHpaXeHHMH JOKaIbHUMH MiHIMyMamH Ta
OIMPIIMM Jiarla30HOM KOJIMBAHb IHAEKCY HpOTITOM BererariiHoro mepioxy. Lle
MATBEp/UKYE TPUIMYIICHHS [IOA0 BIUIMBY CTaHy MOJsI Ha Xapakrep 3MiH
BereTalliiHuX 1iHAEKCiB. 300pakeHi Ha PHCYHKY 5 IUIIHKH OyaH KOPEKTHO

kiacudikoBaHi po3pobieHoro iHGopMamifHOIO CHCTEMOIO sK 3aHexOaHi ado
KYJIGTHBOBAHI.

(a) Field 5 o Field 6
1 iaal = o 1,00
s )1} of IR | fis
5o s
I‘.:. Nz 2024 e P anz .
Date Date
(8) Field 7 . (0] Field 8
. e\l T At 1 N ey
Bos W P“'ﬂ: ! "i =B "f‘ 1&'@!.* -:".-"‘ P
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208 anas

Date
Pucynok 5. Yacosi psau makcumansaoro NDVI mist 3anen6anux (a, 0) Ta
00pobmoBanuX (B, T) CUTBCHKOTOCIOAAPCHKUX 3eMeTb: (a) moie 5; (0) moine 6;
(B) moxnte 7; (r) moe 8.

2023
Date
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VY npoBeneHoMYy JIOCII/DKeHHI eKCIIepUMEHTalIbHA NIepeBipKka BUKOHYBasacs Ha
BIZIHOCHO HEBEJHKii BuOipwi 3 57 mouniB, 110 00MeXye MOXKIMBOCTI y3arajibHEHHs
OTPUMAHHX IOKA3HUKIB TOYHOCTI Ha MMpmIi Teputopii. JJomaTtkoBuM ¢axropom
HEBU3HAYCHOCTI € BUKOPHCTaHHS ETAJIOHHHX JAaHMX, OTPUMAHHX IUIIXOM
EKCIIepPTHOI Bi3yallbHOI IHTEpHpeTalii CyMyTHHKOBHX 3HIMKIB, a HE MpSIMHUX
Ha3eMHHX CIIOCTEpeXeHb, 30KpeMa Juisi Tepuropi JloHempkoi obmacti, 10
nepeOyBaroTh Mil TUMYACOBOIO OKYHaIi€lo. Y MOAANBIINX JOCHIIKECHHAX IIi
OOMEXEHHS IUIAHYEThCS 3MEHIUMTH IUIIXOM PO3LIMPEHHs 00csAry BHOIpKH Ta
3aJlydeHHsl OiJIbLI PENPEe3eHTATHBHUX Ha3eMHUX JaHUX 3 Pi3HUX perioHiB YKpaiHu.

JlomatkoBi OOMEXEHHS CTOCYIOTBCS CHUTYallild, KOJNH TI0Jie 3aJHIIAETHCS
HE3aCiTHNM He depe3 BOEHHI YMHHHKH, a BHACIHIJOK MOCYXH YH EKOHOMIUHHX
TpymHOIIiB, ab0 ’X y BHUINAAKaX, KOJM MOCIB 3/IHCHEHO, aje POCIMHHICTH HE
PO3BUBAETHCS 4Yepe3 Jerpajamilo IPyHTIB. Y Takux ymoBax dacoBuil psiy NDVI
MOXXE HaraJgyBaTH JHWHAMIKy M1 MOKHHYTHX 3€Mellb, IO IPU3BOIUTH IO
XUOHOMO3UTUBHUX pe3ynsrariB. [logiOHa mnpobnema BHHHKae W y BHIagKax
TUMYaCOBOTO HEBHUKOPUCTAHHS 3€MeNb YM 3MILIEHHS CTPOKIB CiBO3MIHHM, IO
criotBoproe cezonHuit mpodine NDVI. Taki curyauii 0co6a1MBO akTyaiabHi Ui 30H
OoifoBux [iil, e pylHyBaHHS iHQPACTPYKTYpH, 3a0pyIHEHHS IpPYHTIB Ta
HeperyJasipHe YNPaBIiHHA YriUIMH HOPYIIYIOTh HMPUPOAHI (EHONOTiYHI IMKIH.
Jlng BpaxyBaHHS IUX (akTOpiB y MalOyTHbOMY IIependadaeThesi IHTerpamis
JIOIATKOBHX JDKEpel [aHUX, 30KpeMa METEOpOJIOTIYHHX CIOCTEPEKEeHb, TaHHX
CYIIyTHHUKOBOI pafiapHOi 3HOMKH, a TAKO)K €KCIIEPTHOTO aHaJIi3y.

Po3pobnena cucrema BukopucToBye BUKIIOYHO NDVI sik 0CHOBHUII iHAMKATOp
knacudikamii, Toml SK iHII BereTamiiHi iHgekcw, Taki sk EVI ta NDMI, He
iHTerpoBaHi y pobounii mpornec. Lle 3HMKye CTIMKICTE MeTOAy 3a YMOB 3HAYHOI
XMapHOCTI, CE30HHUX aHOMAaJiil 4 BapiabenpHOCTI (eHonorii. AHammi3 10JaTKOBUX
1H/ICKCIB JIO3BOJIUTh IMiBUIUTH HAIiHICTh POOOTH CUCTEMH B CKJIQJHUX MOTOIHUX
yMOBax, IOJIMIINTH TOYHICTh KiacHu(ikamili B HEOAHOPIOHUX JaHgmadTax Ta
PO3MIMPUTH MOXJIMBOCTI aHANI3y JUI1 TEpioAiB 1 PErioHiB i3 HEIOCTaTHBHOIO
KIJIBKICTIO TAaHUX ONTHUYHHX CYITyTHHKOBHUX CIOCTEPEKCHb.

IMopanpmmii  po3BUTOK iH(OPMAIHHOT TexHONOrii mepexdadae iHTErpamito
HOBHX JDKepen iHdopmamii, 30kpeMa BHUKOpUCTaHHS 300paxeHs Sentinel-1 mis
BCEMOTrogHOTo 3abe3medeHHss MoHiTopuHTy [5, 17]. Kpim Toro, mmaHyeTbes
po3mmpeHHss Habopy BereTaliiiHuX iHAEKCIB Ui OUIbII AeTanbHOI audepenmianii
KylIsTyp Ta pPO3poOKa alrOpHTMIB MAIIMHHOTO HABYaHHS JUI aBTOMATH30BaHOL
kiacudikanii 3eMIeKoprcTyBaHHS. [IepCreKTUBHUM € CTBOpPEHHs MOOLIBHOT Bepcil
iHpopMmariiitHoi cuctemu uis poboTh GesmocepenHbo B moii [24, 25], a Takox
po3podka API mus interpanii 3 iHmmmu 'IC-pinreHHsMH Ta MiAKIIOYEHHS 10 0a3
JTAaHUX JJIS1 TOBTOTPUBAIIOTO 30epiraHHs pe3yabraris [26].

9. BucHoBku

Po3pobneno  iHdopmariifHy  TEXHONOTiIO A BUSBICHHA  MOKHHYTHX
CLITBCHKOTOCTIONAPCHKUX YTiAb 32 TaHUMH CYITyTHUKOBOTO MOHITOPHHTY. TexHomoris
6azyeTbcst Ha aHani3i wacoBux psgiB NDVI 300paxkens Sentinel-2 Ta mopiBHSHHI
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MaKCUMaJIbHUX 3Ha4eHb 1HJAEKCY y LiIboBOMY Ta 0a30BUX pokax. Po3pobneHna Ha ii
ocHOBI iH(opMaIiiiHa cucTeMa J[03BOJsIE aBTOMAaTH30BaHO iIeHTH(IKyBaTH
MOKMHYTI CLIbCHKOrOCHOAAapChKi yrianst 3 TouHicTio 10 92,5% (F1-score = 0,898)
0e3 BHUKOPHUCTaHHS JAHUX HA3EMHHX CIIOCTEPE)KEHb, L0 BAXJIMBI Ui 3aBIaHb
MOHITOPHHTY B YMOBaX OOMEKEHOI0 JOCTYITY JI0 MOJbOBUX OOCTEKEHb, 30KpeMa y
BOEHHMH Yac.

Po3pobnena indopmauiiina cuctema interpoana 3 Google Earth Engine 3
METOI0 00pOOKY BENUKHX OOCSTIB CyMyTHHKOBHX JaHUX Yy XMapHOMY CEepeIOBHILI
Ta MOHITOPHHTY Y PEKHMi, HAOIMKEHOMY J0 PEalbHOTro yacy.

[Tonanpmmii po3BUTOK iH(GOPMALiHOI TEXHOJIOTIT TOB’sI3aHUH 13 BKIIOUEHHIM
nmannx Sentinel-1 I BCEMOTOJHOTO MOHITOPHHTY, PpO3IIUPEHHAM HAOOpY
CTIEKTPaIbHUX 1HACKCIB ISl TOYHIMIOI KIach(ikaiii 3eMellb, 2 TAKOXK THTETPaIli€ro
QITOPUTMIB MAIIMHHOTO HaBYaHHS. J[OFAaTKOBHUM IEPCIICKTHBHUM HAIPSIMOM €
CTBOpeHHs MOOINBHOI Bepcii CHCTEMH JUIsi  ONEPaTHBHOIO aHAN3Yy JaHHX
0e3mocepeIHBO B TOJILOBHX YMOBaX.
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INFORMATION TECHNOLOGY FOR ABANDONED CROPLAND
DETECTION USING SATELLITE MONITORING
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Abstract. Information technology has been developed for the automated
detection of abandoned cropland based on time series of Sentinel-2 satellite
monitoring data. A classification method is proposed that relies on comparing the
maximum values of the Normalized Difference Vegetation Index (NDVI) between
reference and target years. A decrease in this indicator is interpreted as a sign of
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L]
degradation of the anthropogenic agricultural landscape and the restoration of
natural vegetation cover. The information system, implemented on the basis of the
developed technology, is integrated with Google Earth Engine (GEE) and enables
classification of fields as cultivated or abandoned in near real time, with the results
displayed on an interactive map. The technology uses satellite imagery and does not
require a training dataset, which makes it possible to monitor agricultural areas
even in war zones where ground surveys are difficult or impossible. Validation on a
sample of croplands in Ukraine demonstrated an accuracy of up to 92% (F1-score
=0.896).

Keywords: information technology, information system, classification, NDVI,
Sentinel-2, monitoring, abandoned cropland
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Abstract. This study presents a detailed comparative analysis of two widely used
tools, JMeter and Postman, for performance testing of application programming
interfaces (APIs). As APIs form the backbone of modern distributed applications
and cloud-based services, ensuring their reliability and efficiency under different
traffic conditions is of significant importance. To address this, performance metrics,
including average, minimum, and maximum response times, as well as error rates,
were systematically collected and evaluated from five publicly available APIs
representing diverse functional domains. The experimental results demonstrate
apparent differences in the behavior of the two tools depending on the load
intensity. Postman exhibits better stability and efficiency under low and moderate
load conditions, which makes it suitable for steady-load testing and routine
validation of APl endpoints during development. In contrast, JMeter demonstrates
superior performance in high-load and peak-load scenarios, highlighting its
capability to simulate concurrent user actions and stress-test applications at scale.
Furthermore, the performance deltas observed during the experiments indicate that
JMeter provides a more accurate model of applications in cases where user
interactions introduce delays, making it particularly useful for event-driven or
session-based systems. These findings emphasize that no single tool is universally
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optimal, and the selection should depend on the specific testing goals and
operational context. By providing empirical evidence of the strengths and
limitations of both tools, this study offers practical guidance for developers and QA
engineers in choosing not only the appropriate tool but also designing effective
testing strategies to ensure system robustness and scalability.

Keywords: Performance testing, API testing, load testing, system stability,
Postman, JMeter, response time analysis, percentile metrics, performance
evaluation, decision-making, software testing

1 Introduction

Performance testing of a web Application Programming Interface (API) involves
assessing its response time, reliability, scalability, and resource utilization to
evaluate its overall performance. API performance tests evaluate how effectively an
API handles high traffic and transactions while maintaining performance standards,
helping identify bottlenecks and potential issues in its design and execution [1].

Representational State Transfer (REST) APIs are widely used to build modern
microservices and cloud applications [2]. They are available in every programming
language, and their interface enables a more efficient and effective development
process. Numerous performance tools are available for API performance testing,
each offering unique features and capabilities [3].

Effective microservices performance testing requires a combination of
appropriate tooling and methodological approaches that account for the distributed
nature of request processing in microservices architectures [4, 5].

Several levels of performance testing maturity have been identified [6].
Depending on a company’s size, project capabilities (resources allocated for testing,
budget, etc.), and the maturity of the performance testing process, different
outcomes can result. For example, some organizations might discover only a small
number of performance defects after deployment (5%). In comparison, others may
find a significant number of performance defects in production (30%) due to the
limited time allocated for performance testing, which is often performed late in the
development cycle. In contrast, some performance defects may only be addressed in
the live environment, exposing the application to serious risk.

Software applications that utilize APIs vary significantly, ranging from very
simple to large and complex systems, with different numbers of end users located in
various regions, and supporting varying levels of concurrent usage. Therefore,
depending on these factors and the available resources for testing, different
performance testing tools may be employed. Each tool has its own strengths and
weaknesses, which must be considered when integrating it into the performance
testing process. When selecting a suitable performance testing tool, consider the
project’s performance testing goals and the tool's capabilities.

Traditional performance testing processes often rely on synthetic scenarios and
lengthy testing procedures, making them challenging to adopt when testing needs to
be realistic and efficient [7]. Moreover, during the organization of performance
testing, some issues related to tools can be observed, such as tool installation, the
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tool's flexibility in the application, and the response time generated by the tool [8].
Thus, there is a need to understand the real effectiveness of performance test tools.

Furthermore, with the widespread adoption of agile methodologies,
development processes can now run faster and iteratively [9]. Continuous
Integration and Continuous Delivery (CI/CD) are methods used in Agile
development to automate and speed up the software development and testing
process. Hence, the speed or performance of a test tool for API testing can
significantly impact its effectiveness.

Studies [3, 10] indicate that Postman and JMeter are highly popular tools for
APl and performance testing, with usage rates of 45% and 20%, respectively.
Additionally, these test tools have different learning curves, with JMeter's being
particularly steep [11], whereas Postman is designed to simplify the testing process
of APIs [12].

Both test tools have different adoption rates in development teams, with
Postman having a higher rate (78%) and JMeter a slightly lower one (59%) [10].

Postman has a very friendly interface, and it is very popular for API testing.
Postman provides built-in performance testing features, including load testing, to
evaluate API performance under simulated traffic. This helps identify bottlenecks
and ensures APIs can handle loads using load profiles. [13]. The core functionality
of Postman is built around the Hypertext Transfer Protocol (HTTP), HTTPS, and
WebSocket protocols. Postman is highly effective for functional API testing,
seamlessly integrating with CI/CD pipelines via the Newman CLI tool, and
providing excellent opportunities for team collaboration. In the context of
performance testing, it provides a basic test setup and is suitable for small to
medium-sized projects.

Apache JMeter is a performance testing tool that supports various APIs,
including Simple Object Access Protocol (SOAP) and GraphQL [14]. It is well-
known for its realistic load testing features and integration with CI/CD tools. It's
suitable for quickly identifying performance issues in high-load systems [15].
JMeter offers flexible configuration, and it is effective for more complex projects
that require precise performance metrics. With the help of JMeter, distributed load
testing with more than 10,000 VUs can be conducted, making it a successful tool for
large projects with high requirements for accuracy and detailed reporting.

Additionally, as shown in the work [16], Postman outperformed JMeter and
Robot Framework in various data environments. The relevance of this study is
undeniable, as it provides valuable insights into the performance testing capabilities
of modern tools in varied environments.

Studies [17, 18, 19] show that Postman and JMeter are commonly used in
conjunction with each other. Still, for different types of tests, Postman is typically
used for API functional testing, while JMeter is primarily used for performance
testing of APIs. However, researchers rarely provide direct comparisons between
these performance testing tools, which could assist in selecting the suitable tool for
various projects and testing scenarios.

213



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

This work aims to compare Postman and JMeter as tools for APl performance
testing, using performance testing metrics such as average response time, minimum
and maximum values, and error rate (%). By evaluating their strengths and
limitations across four common load types (load, stress, spike, and soak tests) for
create, update, delete (CRUD) public API calls, this work aims to determine which
tool is more effective in different testing scenarios. This comparison will help
Information Technology practitioners make informed decisions when selecting the
most suitable tool for their APl performance testing needs in real software
development projects.

The chapter is structured to provide a comprehensive examination of
methodologies, tools, and experimental findings. The introduction highlights the
importance of load testing in modern software engineering, followed by a literature
review that discusses existing studies and industry practices.

The methodology section presents the selected tools, test environment, and
experimental design. Next, the chapter outlines the performance metrics under
investigation, including response time, throughput, and error rate, along with their
relevance. Finally, the results, discussion, and conclusions are provided to
summarize the findings and offer practical recommendations.

2 Literature review

Performance testing is crucial for assessing whether web applications deliver a
satisfactory user experience under various workloads [20]. A workload reproduces
the interactions of multiple concurrent users with the system to observe its actual
behavior under stress. Defining meaningful workloads is a key challenge in
performance testing [21].

Robust application programming interfaces (APIs) and web applications are
critical for the seamless operation of enterprise systems [3]. Robustness in web
applications has become increasingly important due to the complexity of software
systems and the heightened demand for security, performance, and user satisfaction.
Various studies emphasize different facets of robustness, focusing on testing
methodologies, performance metrics, and security measures.

Performance testing ensures that the system under test (SUT) behaves as
expected under different workloads. For web applications, a workload is equivalent
to multiple concurrent users making requests to a web server [22, 23]. By simulating
these workloads, testers can analyze system performance and identify potential
issues, such as slow response times, resource bottlenecks, or failures under high-
stress conditions.

There are several popular methodologies or types of performance tests [24].
Load testing involves testing a software system under various levels of user load to
evaluate its response times and overall performance across different usage
scenarios. Stress testing involves applying extreme loads to an application under test
to identify potential failure points and assess system recovery mechanisms.

Scalability testing aims to determine how well a software system can handle
increased loads by adding more resources, such as servers or virtual machines, to
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meet the demands of larger user bases. Endurance testing, also known as soak
testing, involves subjecting an application to a sustained load for an extended period
to identify performance degradation issues.

Spike testing checks the response of an application to sudden and extreme
increases in user load (e.g., user traffic spikes unexpectedly). Volume testing
focuses on evaluating the system's performance when handling large volumes of
data, identifying problems with data handling and database performance.
Concurrency testing evaluates a system's ability to handle multiple simultaneous
users or transactions efficiently.

Although the types of performance tests described above aim to achieve
different goals, their design, execution, and analysis are fundamentally similar [21,
23, 25]. Firstly, during the test design phase, a workload is created. This can be
done in two approaches [21, 23]. The first one focuses on making requests
according to a specific target rate (e.g., simulating a certain number of immediate
requests in a given time interval). The second approach simulates user interactions
more realistically through a sequence of requests that reflects typical user behavior,
including periods of inactivity.

Secondly, test execution is conducted. It can be automated through a load
generation in a test tool. JMeter enables manual workload configuration through a
graphical user interface. Its load generation is performed using a component called
Thread Group, which represents one or more concurrent users that perform the same
actions. Thread Group properties include the number of concurrent users and the
frequency or duration of each user's actions. Alternatively, Postman allows users to
configure and run performance (load) tests on APIs using the Load Profiles or
Collection Runner.

The workload configuration involves settings as load profiles (fixed, ramp-up,
spike, peak), virtual users or VUs (specifies the number of concurrent users to
simulate during the test, with each virtual user executing requests from the selected
collection in a repeating loop, where system resources and collection complexity
determine the maximum number of virtual users), test duration, and using data file
to supply custom values for each virtual user, allowing for more realistic
simulations with varied input data.

Finally, during the test analysis phase, performance test metrics obtained after
test execution are analyzed to detect threshold violations or anomalies by comparing
observed behavior against expected norms.

To conduct effective API performance testing, it is crucial to utilize tools that
not only simulate load but also provide detailed metrics that help identify
bottlenecks within the system [26, 27]. Service speed requirements are primarily
determined using throughput and response time measurements [28].

Meanwhile, web service workload performance is more easily demonstrated
through CPU load and memory usage [29]. Performance metrics can be used as
BPIs (Basic Performance Indicators) and are vital for defining SLA (Service Level
Agreement). While customers often choose BPI metrics to increase system or
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service adoption rates, SLA metrics were developed to govern contractual
agreements between service providers and end-users [30].

Performance testing teams measure various metrics during test execution,
including average response time, minimum response time, maximum response time,
and percentiles (p90, p95, p99) [31]. Response time is the total time taken to process
a client request to a web service, including both the request transmission and the
server’s response time [32]. The average response time is the mean time for all
requests made by virtual users during a performance test, measured in milliseconds.

The Error % metric indicates the percentage of failed requests during server
connection attempts. Throughput measures the number of requests served per unit
of time, reflecting application availability, and it has a linear relationship with
average response time.

Performance testing tools verify the system or application before delivering it to
customers, and their efficiency builds confidence in users, ensuring they always
view accurate statistical results [33]. Existing studies primarily focus on analyzing
the key features of Postman, JMeter, and other performance tools based on their
technical documentation and specifications, as well as their user-friendliness level,
especially in terms of setting up and running tests [3, 10, 34-39].

These tools offer distinct capabilities: JIMeter is designed primarily for load and
performance testing, and supports a wide variety of protocols. At the same time,
Postman focuses on simplifying API performance and functional testing with an
intuitive user interface.

A variety of research works compare performance testing tools using
guantitative metrics such as average response time, system load, resource
consumption, and the complexity involved in test setup and operation [26, 29, 40,
41, 42].

According to authors [43, 44, 45, 46], Apache JMeter is a performance testing
tool that enables load testing on various protocols and technologies. It is one of the
most widely used open-source tools for performance testing, particularly in the
domains of API testing and web applications. JMeter runs on any Java-compatible
OS (including Linux, Microsoft Windows, macOS, etc.).

The ability to create and execute complex testing scenarios is one of JMeter's
most essential features. The JMeter tool is multithreaded and can simulate a large
number of VUs, enabling the simulation of a heavy load by distributing tests across
multiple machines.

This tool may be used to test the performance of both static and dynamic
resources. Moreover, it is capable of managing both Load and Performance Testing
techniques for static and dynamic resources. The results [16] show that JMeter
efficiently performs performance testing for quality enhancement compared to other
open-source software.

Despite its many advantages, JMeter also has certain limitations, as noted by
authors [48-50]. One of the main disadvantages is its relatively high memory
consumption, especially when running large-scale tests or simulating a large number
of users.

216



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

L]

Additionally, JMeter also lacks advanced features, such as real-time monitoring.
It has a high learning curve for setting up and configuring distributed tests.
Additionally, JMeter lacks a scalable GUI and can be slow when managing complex
test plans with a high volume of data.

The effectiveness of using Postman was also established by the authors [50-53]
in studies on API performance testing. Postman is a platform for API development
and testing that has emerged as a leading tool for API development, offering a very
user-friendly interface. It can be used in two forms: as a downloadable client and as
a web application. Postman is not an open-source tool. It provides both a free
version and a paid version with additional features.

Postman tests can be executed manually using the GUI. Additionally, tests can
be run automatically on a schedule using the Collection Runner, or they can be run
using the command-line tool companion Newman, which enables the automated
execution of Postman Collections directly or as part of a CI/CD pipeline.

Postman supports a wide array of testing functionalities, including request
chaining, parameterization, and environmental variable management, which allow
for the creation of complex test scenarios. Additionally, Postman enables you to
collaborate with teammates by organizing, sharing, and communicating work with
APlIs.

According to authors [51-54], Postman can be used for API performance testing
with a desktop application. Performance tests can be run for a collection of API
requests using 1 of 4 load profiles:

1. Fixed, where a constant number of VUs are running tests in parallel;

2. Ramp up, when the number of VUs slowly increases from the initial load to
the maximum;

3. Spike, where the number of virtual users increases from the base load to the
maximum, then decreases back to the base load;

4. Peak, during which the number of virtual users increases from the base load
to the maximum, holds steady, then decreases back to the base load.

Postman provides the option to reuse existing API collections for performance
testing with minimal scripting effort. The data file feature enables testers to use the
dataset file required to load-test the API with different datasets in each iteration.

Additionally, the number of VUs and test duration should be configured before
running a performance test. It is essential to highlight that during performance test
execution in Postman, each virtual user runs the requests in the specified order in a
repeating loop. All of the virtual users operate in parallel to simulate real-world load
on the API in a collection.

Performance test execution can be monitored in real-time through the Postman
Summary tab. A summary of performance metrics is available in both tabular and
graphical forms, including test duration, VUs count, total request count,
requests/second, average response time, and API errors. Furthermore, percentile
performance metrics are provided in the report (P90, P95, P99). Test reports,
including results and details of each performance metric, are available after test
execution. They can be downloaded in PDF or HTML formats and shared via a link.
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Thus, analyzing the research results in the reviewed authors' works [51, 52], it is
worth noting that there are some limitations to running performance tests in
Postman. Firstly, a limited number of performance runs are available each month at
no additional cost. If the performance run number is reached, the month’s limit is
then met, and the paid Postman plan or purchased add-ons can be used.

Secondly, the number of VUs in a performance test depends on available system
resources and the collection used for the test. According to the Postman 2024
guidelines, a host with 8 CPU cores and 16 GB of RAM can simulate up to 250
VUs, and a host with 16 CPU cores and 32 GB of RAM can simulate up to 500
VUs.

Attempting to simulate a higher number of virtual users may cause inaccurate
metrics and reduced throughput. Additionally, one area for improvement in Postman
is that timer features for managing the frequency of requests and a sleep time option
to introduce a delay between requests, emulating real-world scenarios, are
unavailable, unlike in other load-testing tools. Also, a performance test scenario can
have only one data file, which is an unlikely scenario in load testing.

Although both JMeter and Postman have their respective advantages and
drawbacks, the selection of the appropriate tool depends on the specific
performance goals of the project. However, studies comparing these tools across
various scenarios remain limited, and many aspects, such as the performance of the
tools, require further investigation.

3 Methodology

This work focuses on a comparative approach to evaluate the performance of
JMeter and Postman under controlled conditions. To perform performance testing, a
set of public APIs was selected for testing, as this approach does not violate their
ethical use.

The methodology focuses on testing create, update, and delete (CRUD)
endpoints of public APIs, such as GET, POST, PUT, and DELETE, because this
helps to simulate real-world interactions with them. These HTTP methods represent
the typical operations that users or systems perform when interacting with an API.
Each request type was used under different types of load. When using different
types of requests with public APIs, it is essential to note that public APIs often
return simulated responses (mocked data instead of real data).

However, those public APIs often have different performance characteristics
depending on the type of request. Although the responses may be mocked, they
offer insight into how the API processes requests and handles various loads. This
can help assess whether the API's response times are efficient and stable under load.

The endpoints selected for testing include APIs from five public resources,
featuring both simulated and real data, allowing for quick testing without the need
to develop a custom backend, such as RegRes.in, DummyJSON, SampleAPIs,
JsonPlaceholder, FakeStoreAPI.

CRUD operations were tested in the form of sequential requests, with a request
payload similar to the one shown in Figure 1. It should be noted that the {postld}
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variable shown in Figure 1 is a generated ID of a new user by the service in the
POST request.

This {postld} variable was saved after executing the POST request using the
pm.environment.set() function in Postman collections, as well as by using the
Regular Expression Extractor in JMeter tests. After that, {postld} was passed to the
PUT and DELETE requests for subsequent API calls. Such an approach was
implemented in tests for RegRes.in, SampleAPls, FakeStoreAPI services. For the
DummyJSON and JsonPlaceholder services, existing resource values were used for
testing due to limitations of those services.

Different resources were used for public APIs:

e ‘users’ resource https://regres.in/api/users (Figure 1);

e ‘products’ resource of DummyJSON service https://dummyjson.
com/products;

e ‘codingResources’ resource https://api.sampleapis.com/codingresources/
codingResources;

e ‘posts’ resource https://jsonplaceholder.typicode.com/posts;

e ‘products’ resource of FakeStoreAPI service https://fakestoreapi.com/

products.

curl --location 'https://regres.in/api/users?page=1' --header 'x-api-key: reqres-free-vl'

curl --location 'https:/

cation --globoff --request DELETE 'https://reqres.in/api/users/{{postId}}' \
--header 'x-api-

reqres-free-vl'

Figui’e 1. Requests to ReqRes.in ‘users’ resource

For both test tools, JMeter and Postman, the test scenarios involved sequential
execution of GET, POST, PUT, and DELETE requests to the public APls. All
requests were identical between the tools and were directed to the same public APIs
test servers.

It’s important to get objective comparison results of Postman and JMeter test
tools. For this reason, it is critical to conduct performance testing under identical
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conditions, considering the following factors: number of VU, Think Time or Delay,
and test duration. VUs simulate the behavior of real users interacting with the
system. The number of VUs directly impacts the load on the system being tested.

If the number of VUs is too low, the results may not accurately reflect how the
system performs under high traffic. Conversely, if the number of VUs is too high,
the system might experience excessive strain, potentially leading to bottlenecks that
don't align with standard usage patterns.

Think Time, also known as Delay, refers to the pause between user actions (or
requests). In real-world scenarios, users don't send requests continuously without
any pause; they typically take a brief moment to think or interact with the system.

The Test Duration specifies how long the performance test will run, and it can
impact the stability and consistency of the results. Short tests may not provide
sufficient data to accurately measure the system’s performance under sustained
load.

In contrast, longer tests can identify performance degradation, memory leaks, or
other issues that emerge over time. A combination of different values for the factors
mentioned above can be used to design test cases that closely resemble realistic user
behavior. Performance test cases should be performed for all load profiles (Ramp
Up, Spike, Peak, and Fixed) in all five public APIs using both tools, JMeter and
Postman.

Think Time can be implemented in JMeter using the Constant Timer element, as
shown in Figure 2a. Similarly, a GET Delay request can be used in Postman for this
purpose - GET https://postman-echo.com/delay/X, where X is the number of
seconds to pause, to emulate realistic user behavior.

In general, the structure of all tests for all five public APls in JMeter is similar
to Figure 2a (using Loop Controller with GET, POST, PUT, DELETE requests and
listeners inside it). Still, the Thread Group type should be varied depending on the
load type (Thread Group, Ultimate Thread Group, or Concurrent Thread Group).

In Postman, all CRUD requests and Delay requests after each of those requests
were organized into a collection for all five public APIs, as shown in Figure 2b.

Test B
F :“.Lam Constat Timer GET (el Users
=+ Lo Comoler Name:  Constant Timer oeT Delay
g ot The Crmes: 08T Create user
4" GET Request
¢ pST Requet Treead Delzy (in milisecards): 10000 ceT Delay
& 4" PUT Request
o DAETE Rt PUT Update user
\ew Resuts Tree GET Delay
Agoregats Regert
Sirmary Repart DEL Delata usar
Maegie G20 GET Delay
View Resuts in Teble
a) b)

Figure 1. Test cases structure: a) JMeter Loop Controller with requests; b) Postman
collection of requests
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The load parameters of test cases should be designed to have similar parameters
for different load scenarios in both test tools.

For this reason, different Thread Group types can be used in JMeter, including
Thread Group, Ultimate Thread Group, and Concurrent Thread Group.

Performance tests were conducted under identical conditions:

e Number of VUs: 10, 20, 30, 40, or 50, depending on the scenario;

e Think Time was ranged: 1000 ms (peak load), 3000-5000 ms (realistic
load), 10000 ms (low load);

e Testduration: 5 or 10 minutes, depending on the scenario.

To evaluate Postman and JMeter behavior under different user scenarios, four
load profiles were used: Ramp Up, Spike, Fixed Load, and Peak Load.

In each of these profiles, the values of VUs and Think Time intervals were
varied depending on the test goal (see test cases in Table 1).

Table 1
Performance Test Cases for JMeter and Postman
Think .
TC Load Profile VU, N Time, Dura_tlon, Comment
No min
sec
1 Ramp Up 0-10 10 10 Increase in load
2 Ramp Up 10-30 3 10 Increase in load
3 Spike 1-10-1 10 10 Users attack
Spike simulation
4 5-50-5 2 5 Users attack
simulation
5 Peak 2-10-2 10 10 Check of requests max
6 Peak 8-40-8 1 5 Check of requests max
7 Fixed Load 10 10 10 Stable request flow
g  Fixed Load 20 5 10 Stable request flow

The baseline scenario was 10 VU with a Think Time of 10 seconds, during
which all five public APIs functioned without errors. It was done to ensure
consistent conditions and simplify the results.

Additionally, stress testing scenarios were applied with increased request
frequency (think time ranging from 1 to 5 seconds) and peak load values (up to 80
VUs) to obtain results that closely mimic realistic user behavior. Test cases are
described in Table 1, and each test case (TC) was run on five public APIs.

The experiment was conducted in a controlled environment (laptop) with
consistent configurations to ensure reliable results, including Windows 11 x64
24H2, an 8-core CPU, and 16GB RAM. During the experiment, the following tools
were utilized: Postman Desktop application version 11.50.2 and Apache JMeter
version 5.6.3.
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The primary metrics used to evaluate the performance of test tools included
average (avg) response time, minimum (min) and maximum response time values,
and error rate (%). The average response time measures the sum of all response
times divided by the total number of requests [31].

It represents the typical response time the user will experience. It can be used to
evaluate the overall performance efficiency of a system under normal operating
conditions. The minimum response time indicates the shortest amount of time it
takes for the system to respond to a user request. It represents the best-case scenario
and can be used to assess the system's baseline performance under optimal
conditions.

Maximum response time refers to the longest period the system takes to respond
to a user request. It represents the worst-case scenario and can be used when
identifying potential performance bottlenecks or issues under stress or peak load
conditions. Error Rate shows the percentage of requests that failed or didn’t receive
a response.

This metric identifies the issues and bottlenecks that impact the system's
performance. In this study, we focused on analyzing the average response time as an
indicator of overall test tool performance.

Data was collected using JMeter’s built-in test reports and Postman’s
performance test report. Results were collected for each scenario and metric.

During the performance tests, the difference in average response time metric
values (deltas) was calculated to analyze the impact of varying load conditions on
response times. Additionally, the aggregated mean values for response times were
calculated across all test cases and for each (API, test tool, HTTP method)
combination, which helps to provide a representative performance assessment.

The difference in metric values (deltas) can be calculated to analyze which types
of requests were slower in Postman or JMeter. This can be done using the formula:

AAvg = Postman,,,, JMeter,,,, (1)

where AAVUis the difference in average response time between Postman and
JMeter;

Postman ., is the value of the average response time in Postman;

IMeter,, is the value of the average response time in JMeter.

If the case is a positive value, then Postman had a longer average response time
than JMeter. If it is a negative value, then JMeter's average response times exceeded
those in Postman, and Postman's performance was faster.

Average values of each performance metric are calculated for 8 test cases for
each APl and HTTP method:

2 )
Pa

Avg_ metric =

where My _ value of performance metric for test _case, ;

n — number of test cases
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This should be repeated for 5 APIs using a test tool (such as Postman or JMeter)
and a selected HTTP method. Then, mean aggregated values should be calculated
for average performance metric values for the selected HTTP method:

Z Avg_ metric,

|
where AVY _Metric _ yajye of performance metric for selected HTTP method;

I _ number of APIs

The final step after analyzing aggregated metrics and their deltas is visualizing
them through bar charts to evaluate the differences between the test tools.

It is important to note that although the load parameters were standardized
across both test tools, the execution architecture differs between them. In Postman,
each VU executes requests sequentially (one after the other). In contrast, in JMeter,
each thread is executed in parallel, potentially creating a higher load (higher
Requests Per Second (RPS)).

As a result, Loop Controller elements with GET, POST, PUT, and DELETE
requests can be added to JMeter test plans within a Thread Group to ensure more
accurate and comparable test execution with similar load profiles, similar to
Postman.

Mean _metric = ©))

4 Results

Obtained performance test results for JMeter and Postman tools, based on the metric
of average response time. A method of comparing aggregated metrics (deltas) was
used, along with their visualization through bar charts, to analyze the differences
between the tools. This visualization helps to ensure that the differences between the
tools are not random fluctuations, but are consistent across all APIs. Both delta
values and aggregated mean values for the average response time are calculated and
analyzed to provide a comprehensive comparison of the tools' performance. The
response times for JMeter and Postman were compared across different test cases.

The test load in TC1 begins with an initial load of 0 VUs and then steadily
ramps up to 10 users over 5 minutes, with a total test duration of 10 minutes.
Postman tests used the Ramp Up load profile in Postman with 10 VUs, an initial
load of 0 VUs, and a test duration of 10 minutes. To obtain an equivalent load in
JMeter, a Thread Group with 10 VUs and a ramp-up period of 300 s and a duration
of 600 s was used. In this case, the Loop Count was set to 1 in the Loop Controller
of JMeter.

The delta between response times in the TC1 ranged from 13 to 87 ms, with
Postman showing a slight advantage (negative values) over JMeter (positive values)
for the majority of public APIs' services, as illustrated in the bar chart (see Figure
3).
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Figure 3. Deltas of avg response time, TC1

The load in TC2 is gradually increased from 10 to 30 VVUs over 10 minutes. It is
generated with a Ramp-Up profile, starting with 10 VVUs that run for 2 minutes and
30 seconds, then ramping up to 30 VUs for another 2 minutes and 30 seconds. After
that, the load is maintained at 30 VVUs for 5 minutes. Postman tests used the Ramp
Up load profile with 30 VVUs, an initial load of 10 VUs, and a test duration of 10
minutes. To obtain an equivalent load in JMeter, Ultimate Thread Group with two
threads was used, as shown in Figure 3b: 1) start threads count = 10, initial delay =
0 sec, startup time = 0 sec, hold load for = 600 sec, shutdown time = 0; 2) start
threads count = 20, initial delay = 150 sec, startup time = 150 sec, hold load for =
300 sec, shutdown time = 0. In both cases, the Loop Count was set to 'Infinite" in the
Loop Controller of JMeter. Deltas show that the average response time in Postman
was greater than in JMeter for 3 out of 5 public APIs. The difference in average
ranges was from 1 to 113 ms, indicating an advantage of JMeter over Postman
under those load conditions, with a time of 3000 ms (see Figure 4).
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Figure 4. Deltas of avg response time, TC2
TC3 used load generation with a sudden spike to 10 VUs, followed by a decline,
with a total test duration of 10 minutes and a think time of 10,000 ms. Postman tests
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used a Spike load profile with 10 VUs, a base load of 1 VU, and a test duration of
10 minutes.

To obtain an equivalent load in JMeter, Ultimate Thread Group was used: 1)
start threads count = 1, initial delay = 0 sec, startup time = 0 sec, hold load for = 600
sec, shutdown time = 0; 2) start threads count = 9, initial delay = 240 sec, startup
time = 60 sec, hold load for = 0 sec, shutdown time = 60.

The delta between response times in TC3 was from 16 to 113 ms, with Postman
showing a slight advantage over JMeter in 3 out of 5 APIs (see Figure 5).

FakeStorehp
JsonPlaceHolder
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Dummylson
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Figure 5. Deltas of avg response time, TC3

In TC4, a sudden spike to 50 VUs was applied, followed by a decline in the
number of VUs. The test duration was 5 minutes, and the think time was 5000 ms.
Postman tests used a Spike load profile with 50 VUs, a base load of 5 VUs, and a
test duration of 5 minutes.

To obtain an equivalent load in JMeter, Ultimate Thread Group was used: 1)
start threads count = 5, initial delay = 0 sec, startup time = 0 sec, hold load for = 300
sec, shutdown time = 0; 2) start threads count = 45, initial delay = 120 sec, startup
time = 30 sec, hold load for = 0 sec, shutdown time = 30.

It’s worth mentioning that for the ReqRes.in service, a vast majority of 429
errors (too many requests) were returned in response when the number of VUs
started to increase, for instance, significantly in TC4.

For other APIs, 429 and 502 errors were returned in response, but their number
was insignificant. The delta between response times in TC4 was from 1 to 75 ms,
with Postman showing a slight advantage over JMeter in 3 out of 5 APIs (see Figure
6).

TC5 used a load with a sharp increase to a peak of 10 VUs, followed by a
gradual decrease in voltage. The test duration was 10 minutes, and the think time
was 10,000 ms. Postman tests used a Peak load profile in Postman with 10 VUs, a
base load of 2 VUs, and a test duration of 10 minutes.
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To obtain an equivalent load in JMeter, Ultimate Thread Group was used: 1)
start threads count = 2, initial delay = 0 sec, startup time = 0 sec, hold load for = 600
sec, shutdown time = 0; 2) start threads count = 8, initial delay = 120 sec, startup
time = 120 sec, hold load for = 120 sec, shutdown time = 120.

For most types of requests, Postman demonstrated a faster average response
time than JMeter, with deltas ranging from 4 ms to 123 ms. Notably, the most
significant positive delta (123 ms) occurred for the JsonPlaceHolder API, where
JMeter outperformed Postman. The chart highlights the consistency of Postman’s
performance across the majority of APIs (see Figure 7).
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Figure 6. Deltas of avg response time, TC4
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Figure 7. Deltas of avg response time, TC5

In TC6, a sharp increase in load to a peak of 40s VUs was used, followed by a
gradual decrease. The test duration was 5 minutes, with a think time of 1000 ms.
Postman tests used a Peak load profile in Postman with 40 VUs, a base load of 8
VUs, and a test duration of 5 minutes. To obtain an equivalent load in JMeter,
Ultimate Thread Group was used, as shown in Figure 8b: 1) start threads count = 8,
initial delay = 0 sec, startup time = 0 sec, hold load for = 300 sec, shutdown time =
0; 2) start threads count = 32, initial delay = 60 sec, startup time = 60 sec, hold load
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for = 60 sec, shutdown time = 60. Deltas show that JMeter significantly
outperformed Postman for 4 out of 5 public APIs. The difference in the average
ranges was from 1 to 59 ms. Those results demonstrate a practical advantage of
JMeter under load conditions, with a sharp increase in load to a peak of 40 VUs,
followed by a gradual decrease and a realistic short think time (see Figure 8).

L=l
FakeStorelgl

IsonPlaceHoider

Eamplefpis
- =0
Dummylson §
FeqResin —
-20 -10 o 10 20 30 A% 50 B0 ELY
mGET mPOST PUT DELETE

Figure 8. Deltas of avg response time, TC6

TC7 generated a load fixedly, maintaining a stable load for 10 VUs over 10
minutes and a think time equal to 10 minutes. Postman tests used a Fixed load
profile in Postman with 10 VUs, test duration = 10 minutes. To obtain an equivalent
load in JMeter, the Concurrency Thread Group was used, with a target concurrency
of 10 and a hold target rate of 10 minutes. Deltas illustrate that the average response
time in Postman was less than in JMeter for 4 out of 5 public APIs. The difference
in the average ranges was from 6 to 116 ms. Those results demonstrate a practical
advantage of Postman under the stable load conditions with few VUs and an ample
think time (see Figure 9). In TC8, the load remained stable for 20 VUs over 10
minutes and had a shorter think time of 5,000 ms. Postman tests used a Fixed load
profile in Postman with 20 VUs, test duration = 10 mins. To obtain an equivalent
load in JMeter, a Concurrency Thread Group was used with the following settings:
target concurrency = 20, hold target rate = 20 minutes. Deltas show that the average
response time in Postman was much less than in JMeter for most types of requests
in TC7 for 3 out of 5 public APIs. Only PUT and DELETE requests were faster in
JMeter for 2 APIs. The difference in the average ranges was from 8 to 35 ms. Those
results demonstrate a practical advantage of Postman under stable load conditions
with a low number of VUs and medium think time (see Figure 10).
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Figure 9. Deltas of avg response time, TC7
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Figure 10. Deltas of avg response time, TC8

These values per API were subsequently aggregated across 5 APIs. The final

metrics, including mean response time, minimum, maximum, and error percentage
values, accurately reflect the tool’s performance per HTTP method, as shown in
Table 2. The final aggregated values in Table 2 show that, in general, Postman
demonstrates better performance compared to JMeter. Although the test was
conducted once, aggregated values of metrics were calculated from hundreds of

requests, allowing for an objective assessment of system behavior.

Aggregated performance results for Postman and JMeter

Method Test Mean Mean Mean Mean
Tool Avg, ms Min, ms Max, ms Error, %
GET Postman 166,175 110,650 415,575 0,935
GET JMeter 181,650 115,925 499,625 0,739
POST Postman 148,100 117,250 877,200 7,671
POST JMeter 147,175 124,700 805,525 7,999
PUT Postman 144,925 118,100 341,425 7,777
PUT JMeter 152,075 125,525 377,275 7,936
DELETE Postman 166,225 136,525 315,475 7,931
DELETE  JMeter 163,325 143,525 374,475 8,515

228



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

These data suggest a preliminary conclusion that Postman exhibits higher
performance in low to moderate load conditions, particularly during stable loads
with a fixed number of VUs, and in other types of loads where think time exceeds 5
seconds. On the other hand, JMeter demonstrates higher performance under
conditions of high load and high request intensity, especially in cases of a sharp
increase in load to peak, followed by a gradual decrease with a short think time of 1
second. Additionally, a greater number of samples were generated in JMeter than in
Postman in all testing cases.

5 Discussions

The analysis is based on a single performance test run for five public APIs, which
limits statistical generalizability. However, aggregated values were calculated from
hundreds of requests, which allows for a reliable assessment of a tool's behavior at
the API level.

Since public open APIs were used, the exact number of active users at the time of
the performance test execution remains unknown. However, to minimize this
uncertainty, performance tests were conducted at the same time of day during the
experiment. Additional experiments with repeated execution of scenarios can be
applied to confirm the robustness of the observed effects.

6 Conclusions

In conclusion, based on the analysis of performance testing with JMeter and
Postman, it is clear that each tool is more efficient in specific load scenarios.
Postman demonstrated higher performance in steady-state conditions, particularly
with fixed load profiles and gradual ramp-ups, where it excelled in providing stable
response times despite increasing load.

Alternatively, JMeter outperformed Postman in high-load and high-intensity
scenarios, showing superior performance in rapid peak load conditions, with
minimal delays between user actions.

In the context of performance testing, these differences underscore the
importance of selecting the appropriate tool for the specific testing scenario.
Postman is well-suited for scenarios that require steady performance under
controlled conditions, whereas JMeter is more appropriate for high-stress, high-
traffic environments. Understanding the capabilities of these tools can have a
positive impact on software development processes.

Additionally, calculated deltas show that decreasing think time for the same
type of load, such as ramp-up and peak, outperforms JMeter in those types of
requests, which can be helpful for testing applications with delays between user
actions.

Postman can be more effective in performance tests, which enable the
configuration of a gradual increase in load. This is particularly useful when the load
is predictable in advance, such as when testing an APl with a limited request
intensity. These tools can be a good option for small and medium projects,
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especially when there are no strict requirements to simulate a realistic user load. The
application is quite simple, and resources for testing are limited.

JMeter is better suited for testing with peak loads and evaluating system
behavior under high request intensity (e.g., complex applications with high traffic),
as well as for identifying the system's performance limits.

By considering factors such as virtual user load, think time, and the complexity
of responses, developers and QA engineers can reduce testing time, mitigate the risk
of underestimating system performance, and ensure that the system performs
effectively under real-world load conditions.
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Anomauin. YV yvomy 0ocniodcenHi nooano OemanvbHuil NOPIGHAIbHUL AHANI3
080X WUPOKO uropucmosgysanux incmpymenmie — JMeter ma Postman — ous
mecmyeanns npoOykmueHocmi inmepeticie npukiaonozo npozpamysanis (API).
Ocxkinoku APl € ocHo6010 cyuachux po3nooileHux 3acCmocyHKi6 I XMapHux cepeicia,
3abe3neyenHs  iXuboi  HaliUHOCMi ma  egekmusHocmi 34  PI3HUX  YMO8
HABAHMACEHHA MAE HAO3BUYANHO 8adcIuge 3HaueHHs. 3 yiero memoio 6y10
cucmemamuyno  3i0pano U OYIHEHO NOKA3HUKU NPOOYKMUGHOCMI, 30Kpemd
cepeOniil, MIHIMATbHULL | MAKCUMATbHULL YaC 8I02YKY, A MAKONMC Pi6eHb NOMULOK, i3
n’smu  eiokpumo oocmynnux APl, wo penpesenmyromo pisui @ynkyionanvhi
Odomenu. Excnepumenmansni pesynomamu 0eMOHCMPYIOmMb O4e8UOHI BIOMIHHOCMI Y
NO6EOIHYl 080X [HCMPYMEHMIE 3ANEHCHO 6I0 IHMEHCUBHOCMI HABAHMAICEHHSL.
Postman nokazye kpawy cmabinbHicme i eexmugHicms 3a yMO8 HU3bKO2O ma
Cepeonb020 HABAHMANICEHHA, WO pPOOUMb 11020 NPUOAMHUM OAsl MeCHy8aHH
cmabinbHux Hasawmadgicenv 1 pymunuoi eanioayii APIl-enonounmie nio uac
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po3pobku. Hamomicme JMeter demoncmpye 6uwyy npooyKmueHicms y CyeHapiax
BUCOKO20 MA NiKOBO20 HABAHMAICEHHA, NIOKpecaoouy 1020  30amuicmo
Modentogamu napanenvhi Oii Kopucmyseauie i 30iliCHIO8amMU CMpec-mecmy6anHs
3acmocyHkie y macuimabi. Kpim moeo, piznuys y nOKA3HUKAX HPOOYKMUSHOCHMI,
susAeleHa nio uac excnepumenmis, ceiouumo, wo JMeter nadae Oinvui MouHy
MOOenb  3ACMOCYHKIE Yy GUNAOKAX, KOAU 63AEMOOIs KOPUCMYBAUIE CNPUYUHAE
3ampumMKy, o poodums 1020 0coOIUBO KOPUCHUM Ol NOOIE60-0PIEHMOBANUX DO
cecitinux  cucmem. Ompumani — pe3yrbmamu  niOKpeciolOmy, W0  HCOOeH
IHCmpyMenm He € YHIBepcanbHO ONMUMAnbHUM, a4 6ubip mac 3anexcamu 8io
KOHKpemHux yineti mecmy@anHs ma onepayilino2o koumekcmy. Haodarwouu
eMNIpuyHi 00KA3U CUNbHUX | CLAOKUX CIOPIH 000X THCMPYMeHmis, ye 00CiOHCEeHH s
NPONOHYE NPAKMuUyHi pekomeHoayii 0na po3pooruxie i QA-iHocernepis y 6ubopi He
Juute 8i0N0BIOHO20 THCMPYMEHmA, ae U Y NPOEKMYBAHHI eqheKmugHux cmpamezitl
mecmyganHs 01 3a0e3neveHHs. HAOIIHOCMI ma MACUmabo8arHoCmi cucmemu.

Knwuoei  cnosa: mecmysannss  npooykmugHocmi,  mecmyeanns — API,
HABAHMAdNCy8anbHe mecmysanis, cmabinonicmes cucmemu, Postman, JMeter, ananiz
uacy 6i02yKy, nepyenmunoHi Mempuku, OYiHKA NPOOYKMUSHOCMI, NPULHAMMSL
piens, mecmy8ants npozpamHo2o 3abesneyens
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Abstract. This paper focuses on the systematic analysis of performance testing
metrics, with particular attention to comparing the behavior of two widely used
tools, Postman and JMeter, in the context of public application programming
interfaces (APIs). API performance testing plays a critical role in evaluating the
responsiveness and reliability of modern software systems; however, one persistent
challenge lies in relying solely on average response times. Mean values can be
easily skewed by anomalous outliers, which often mask significant response delays
and lead to an incomplete picture of system performance. To overcome this
limitation, the present study emphasizes the use of percentile-based analysis, which
provides a more accurate and user-centered indicator of performance for the
majority of requests. The methodology involved comparing average response time
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L]
values with percentile distributions, with a primary focus on the 90th, 95th, and
99th percentiles. Additionally, the percentage deviation of percentile values from
the average was calculated, serving as a measure of stability for the testing tools.
This approach enabled a more reliable evaluation of the tool's behavior under
different workloads. The experimental findings revealed distinct advantages for
each tool. Postman demonstrated favorable results under medium load conditions
for Create and Delete requests. At the same time, JMeter proved more effective for
Read (GET) and Update operations, where stability and predictability are critical
in complex systems. To support practical application, the study also proposes a
decision-making diagram that guides the allocation of test scenarios between the
two tools, ultimately improving testing efficiency and ensuring more reliable API
performance assessments.

Keywords: Performance testing, API testing, load testing, system stability,
Postman, JMeter, response time analysis, percentile metrics, performance
evaluation, decision-making, software testing

1 Introduction

One of the challenges in analyzing performance test results is that the average
response time (ART) represents the typical response time a user will experience
while using a software application. On the other hand, the ART performance testing
metric does not take into consideration outliers and large deviations in response
times [1], which can be caused by issues such as memory leaks, thread contention,
Input/Output (1/0) bottlenecks, and long-running SQL queries. A system may have
an acceptable ART, but some users may still face significant delays, especially
during load spikes or stress conditions [2].

Percentile response time, as a performance testing metric, provides a more
reliable representation of system behavior for most users, capturing significant
delays that the average response time would miss. A percentile is the value below
which a percentage of the response times are completed successfully [3].

The concept of considering slow requests that exceed the threshold is crucial in
performance testing, as it helps identify potential performance issues in applications
[4]. It often indicates that the system may begin to degrade under high loads,
especially in microservice environments and cloud-native applications [5-7].

Furthermore, performance analysts can investigate the internal behavior of
various slow and fast web requests in greater detail, and by clustering and
comparing their execution patterns, identify the factors that cause specific requests
to perform slowly or exhibit unexpected behavior [8]. Additionally, service level
agreements (SLAS), as contracts between a service provider and a customer, are
often written with a specification of the maximum response time for the majority of
users, rather than the average response time of the system [9].

Despite the emergence of modern performance tools and technologies in the
performance testing process, a challenge remains in successfully applying testing
tools to test microservices and cloud-native application APIs [10, 11]. The
distributed nature of these systems creates complex testing scenarios where services
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interact across network boundaries with varying degrees of reliability and latency
[10].

The interconnected nature of microservices creates numerous dependencies,
which increase the testing surface area. This leads to the problem of prolonged
testing times in cloud environments, where costs directly correlate with resource
allocation. Thus, there is a challenge of resource limitations [11] that is important
for organizations with limited budgets or restricted access to resources.

Additionally, in the field of microservices API testing, it’s essential to find an
approach that can effectively validate complex service interactions while
maintaining test stability. Effective APl management in microservice architectures
demands both the application of general strategic methods and the integration of
reliable engineering practices that maintain system stability and reliability [12, 13].

Selecting the appropriate performance tools can be a challenging task, but they
should be aligned with the project's requirements and the development team's
expertise [11, 14].

In relation to the decision-making process regarding the most suitable
performance test tool, it is essential to consider its stability, which is related to its
reliability and robustness in consistently performing functions over time, as outlined
in the ISO/IEC 25010 standard [15].

Postman and JMeter are popular tools for performance testing. However, they
have architectural differences and offer different options for load generation, work
collaboration and reporting. These differences raise questions about the efficient
allocation of test scenarios between two performance testing tools, which can be
aligned with the project's specific requirements. The results will provide IT
professionals with objective insights for creating a successful performance test
strategy.

The purpose of this work is to study the approach to the distribution of test
scenarios between two testing tools, Postman and JMeter, based on performance
metrics such as ART and percentile. The results will provide IT professionals with
objective insights for developing an effective performance testing strategy and
enhancing the flexibility and adaptability of the testing process.

The chapter is organized to emphasize the role of percentile metrics in
evaluating system responsiveness and reliability. It begins with an introduction that
explains the limitations of traditional average-based analysis and the need for
percentile-oriented approaches in API testing. The literature review section
examines prior research and current practices in the use of percentiles across
performance engineering. The methodology outlines the selected APIs, test
scenarios, and statistical models applied. The results section presents percentile
distributions under varying loads, while the discussion interprets their significance.
The chapter concludes with recommendations for engineers and future research
directions.
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2 Literature review

API testing is essential for software development teams to ensure the performance,
scalability, and security of large-scale systems that handle millions of transactions
daily. API testing is mandatory in the Continuous Integration and Continuous
Delivery (CI/CD) phases [16]. In modern continuous development, the back and
front-end interaction typically happens via methods and functions that the back end
offers directly via API. Testing both the front-end and back-end allows for fast
application quality feedback and enables the CI/CD pipeline to start automatically
and promptly.

Performance testing is a subset of automatic tests and is designed to evaluate an
application’s behavior under particular load conditions. Effective load testing
incorporates diverse scenarios, including peak traffic simulations, sustained
operation periods, and irregular usage spikes, to comprehensively assess API
resilience across operational conditions that distributed systems commonly
encounter [17].

Apache JMeter is a performance testing tool that allows users to perform load
tests on various protocols and technologies. It is one of the most widely used open-
source tools for performance testing, particularly in the domains of API testing and
web applications. The ability to create and execute complex testing scenarios is one
of JMeter's most essential features. JMeter tool is multithreaded and can simulate a
large number of VUs, enabling the simulation of a heavy load by distributing tests
across multiple machines.

JMeter supports integration with external services and tools such as CI/CD
pipelines, monitoring systems, and third-party performance analysis platforms.
Despite its many advantages, JMeter also has certain limitations, as noted by
authors [18, 19]. One of the main disadvantages is its relatively high memory
consumption, especially when running large-scale tests or simulating a large number
of users.

Additionally, JMeter lacks advanced features, such as real-time monitoring and
has a high learning curve for setting up and configuring distributed tests.

Postman is a platform for API development and testing that has emerged as a
leading tool for API development, boasting a very user-friendly interface [20].
Postman is not an open-source tool, and it has a paid version. Postman tests can be
executed manually using the GUI or run automatically using the Collection Runner
or the Newman command-line tool. Additionally, Postman enables collaboration
with teammates by organizing, sharing, and communicating work with APIs.
According to authors [20, 21], Postman can be used for API performance testing
with a desktop application.

Performance tests can be executed using one of four load profiles: Fixed (the
maximum number of virtual users is used throughout the test), Ramp-up (VUs
gradually increase from initial load to the maximum), Spike (VUs increase from
base load to maximum, then drop back to base load), and Peak (VVUs increase from
base load to maximum, stabilize, and then return to base load).
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It is essential to highlight that during performance test execution in Postman,
each virtual user runs the requests in the specified order within a repeating loop.
Performance test execution can be monitored in real-time through the Postman
Summary tab, which provides a summary of performance metrics available in both
tabular and graphical forms.

Thus, analyzing the research results in the reviewed author’s works [22, 23], it
is worth noting that there are some limitations to running performance tests in
Postman. Firstly, a limited number of performance runs can be used each month at
no additional cost. Secondly, the number of VUs in a performance test depends on
available system resources and the collection used for the test.

3 Methodology
Using performance test tools should help improve the chances of achieving
performance testing goals (e.g., validating that the system can function under high
load, ensuring the reliability and performance of a system, and checking the
system’s performance under everyday operational situations using the upper bound
of performance).

The use of performance test tools and their integration into test automation
frameworks can enhance testing performance by increasing test speed and
efficiency, improving test accuracy, reducing test maintenance costs, and mitigating
risks [24]. However, performance load testing often requires a significant amount of
time, running from hours to even days [25].

Performance testing tools, CI/CD instruments and reporting tools can be parts of
a test automation framework. They provide developers and QA engineers with
feedback on system performance metrics, including response times and resource
utilization. Furthermore, there is a growing trend of adopting a shift-left testing
approach, combined with CI/CD practices, which implies that testing is done early
and frequently throughout the project life cycle [26-29]. Additionally, automated
API tests should be simple, fast, and stable [16]. Thus, the speed of performance test
tools becomes an essential factor.

In the context of performance testing, response time is closely related to the
perceived speed of the system. The lower the response time, the higher the
perceived performance. Thus, there is a strong correlation between these
characteristics in performance testing tasks. This allows for using response time as
one of the leading performance indicators.

The ART is a metric that provides an overview of the general user experience,
and it is also important as the ideal baseline response time, such that any lags that
should be investigated or considered critical can be identified [30]. However,
percentiles provide a more accurate representation of user experience by accounting
for the distribution of response times.

This is crucial for identifying performance bottlenecks and ensuring that even
the slowest responses are within acceptable limits. Percentiles should be used when
focusing on responsiveness for the majority of users, identifying outliers, and
ensuring consistent performance across all users. [31].
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Percentiles are essential reliability metrics, capturing the threshold below which
a given percentage of observations fall [32]. Performance test tools use percentile
values, such as the 90th, 95th, and 99th percentiles (P90, P95, and P99,
respectively).

SLAs in performance testing specify target metrics, such as response times or
error rates [33, 34], typically using percentiles to represent acceptable performance
levels. P99 helps identify performance bottlenecks; its high values indicate severe
slowdowns affecting a small percentage of users. P95 and P90 values are commonly
used in performance teams instead of ART when defining acceptable response times
in SLA [35].

When comparing Postman and JMeter test tools, it is helpful to calculate the
difference between the percentiles and the ART. If the ART and percentiles values
are closer, then response times show little deviation, and there is confidence in the
performance of your system.

It may also mean that the tool is more predictable in its performance [36], which
is essential for high-load or response-critical applications [37 - 39]. On the other
hand, if the ART is better for a tool, it means that, overall, this tool processes
requests more quickly. This could be a result of more efficient request processing.

However, it is essential to consider that ART can be affected by extreme values
(e.g., very slow requests). Considering factors such as the stability of a test tool, a
larger difference between percentile and ART values may indicate that the tool is
prone to performance fluctuations.

This may be especially important for testing real-time applications (e.g.,
gaming, streaming, and mobile applications, or high-traffic web applications as
marketplaces) where minor delays can lead to false positive results (the application
appears to be more productive than it actually is) and missed issues.

To understand the degree of stability in a test tool’s performance, percentage
deviation (D) from ART can be calculated using Formula 1. D value reflects the
stability of a test tool, where a deviation below 20% indicates better stability:

Pﬁi]u:azf{-rj.'-r:""'-rﬂj' @

where B is the percentile value (e.g., F50 s the value of the 90th percentile).

A positive deviation indicates that the percentile value is significantly higher
than the ART. This may indicate that some slow queries are contributing to the
system's increased load.

A deviation of zero or close to zero indicates that the percentile value is close to
the ART, meaning that the responses are relatively stable and slow queries do not
significantly impact the system.

The following scale can be used for D values evaluation:

o low percentage deviation (less than 20%) that indicates stable performance
of a system;
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e moderate percentage deviation (20% - 50%), which suggests that the system
has a noticeable number of slow queries that affect performance;

e high percentage deviation (more than 50%), which demonstrates significant
performance degradation that impacts overall stability;

e critical deviation (more than 100%) that indicates there are non-optimal
queries or unpredictable latencies, which have a significant impact on stability.

Thus, a test tool with a minor deviation between percentile and ART can be
selected for performance testing as a more stable option, which is essential for
highly loaded systems where predictability needs to be maintained. In contrast, if
the testing goal is to reduce overall testing time, then a tool with a lower ART may
be more suitable.

To evaluate deviation values (D) for Postman and JMeter test tools,
performance testing of Hypertext Transfer Protocol (HTTP) requests was conducted
on five public APIs. For each of the five public APIs, four types of HTTP requests
were sent: GET, POST, PUT, and DELETE. Additionally, eight different test cases
(TCs) were executed for each type of request in both test tools.

The TCs used different types of loads: Ramp Up, Spike, Peak, and Fixed in
Postman and corresponding Thread Groups in JMeter, along with the number of
virtual users (VU), think time or delay, and test duration.

The following types of loads were used in Postman:

e “Ramp Up” is used for gradual increase and scalability test;

e “Spike” is used for sudden surge and resilience test;

e “Peak” is used for sustained high load and endurance test;

e “Fixed” is used for stable load and baseline test.

“Ramp Up” load type in Postman simulates a gradual increase in traffic over
time:

e Example: starting with 10 virtual users (VUs) and adding more users every
few seconds until reaching 1,000 VUs;

e Purpose: tests how the system handles progressive load growth and whether
it scales smoothly without errors or degradation;

e Use case: mimicking real-world traffic growth during product launches or
normal adoption curves.

“Spike” load type in Postman introduces a sudden, extreme surge in traffic
within a very short period:

e Example: jumping from 50 users to 5,000 users almost instantly;

e Purpose: evaluates stability and resilience when the system experiences an
unexpected traffic spike;

e Use case: Black Friday sales, ticket bookings, flash sales, or viral traffic
events.

“Peak” load type in Postman simulates sustained high traffic after a ramp-up
period:

e Example: traffic ramps up to 2,000 users and then maintains that level for a
long duration;

241



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

e Purpose: tests how the system performs under continuous heavy load
without downtime or performance decline;

e Use case: streaming platforms during a popular live event, social media
surges, or sustained API demand in production.

“Fixed” load type in Postman maintains a constant, steady number of users
throughout the test:

e Example: running 500 users continuously for 30 minutes;

e Purpose: establishes a baseline performance benchmark for latency, error
rates, and throughput under normal conditions;

e Use case: routine performance validation, regression testing, or comparing
infrastructure changes.

ART values and values of the 90th, 95th, and 99th percentiles (P90, P95, and
P99, respectively) were collected for each test case (TC) and type of request from
performance test reports in both test tools.

Since percentile values were obtained for each test run, P90, P95, and P99
values were collected per test iteration to assess the stability and typical behavior of
performance percentiles. To obtain an aggregate representation, we calculated the
respective percentiles (e.g., 90th percentile of all P90 values) using
numpy.percentile() function in Python.

This approach leverages the empirical distribution of performance metrics to
identify representative or worst-case scenarios while mitigating the influence of
outliers.

Calculation of percentage deviation D values for Postman and JMeter test tools
was performed as the next step in evaluating the performance of a test tool's
stability.

After that, mean values [40] of ART, P90, P95, P99, and D were calculated for
each type of HTTP request, using Formula 2:

Li=y M 2)

n

Mean_metric =

where ™ is the value of the performance metric for 1”’:k;
n is the number of test cases.

In the final phase, the aggregated performance data of ART and corresponding
D values were analyzed for each type of HTTP request to assess the degree of
deviation and draw conclusions about the stability of the testing tool.

4 Results
Research shows that techniques such as performance and regression testing
frequently co-occur, combining enhancements to the application’s performance with
the absence of regression issues that appear during continuous deployment [41].

The inconsistency of the interaction chain, the independence of services,
dynamic and frequent deployments, and the specific challenges of cloud-native
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environments can influence the testing of microservices. Effective API testing
should aim to strike a balance between thoroughness and resource efficiency,
maximizing coverage while minimizing redundancy.

Additionally, Continuous Integration (CI) requires efficient regression testing to
ensure software quality without significantly delaying its CI builds. This warrants
the need for techniques to reduce regression testing time, such as Test Case
Prioritization (TCP) techniques that prioritize the execution of test cases to detect
faults as early as possible [42].

Thus, the approach of prioritizing test cases by test tools can be applied in the
context of performance testing. To optimize resource utilization, minimize total test
execution time, and use tool-specific strengths, a structured decision-making
diagram is required.

The development of a decision-making diagram that supports the distribution of
test cases between two performance testing tools must consider various factors. For
Postman and JMeter test tools, important factors may include the number of VUs,
think time, and the type of load planned for the test (e.g., high, medium, low), based
on their differences in application during a planned test.

Additionally, statistical data on the performance of test tools need to be
analyzed to identify other factors that can influence the decision on how to
distribute tests among test tools. Percentile and D values for Postman and JMeter
were calculated for each HTTP request method for 8 TCs and then averaged across
all 5 APls, as shown in Tables 1, 2, and 3. Percentile values exceeded ART for both
tools, indicating the presence of performance degradation. The most significant
values are highlighted in bold. Postman has a better ART and processes requests
faster than JMeter.

Table 1

Aggregated mean values of ART for different requests in Postman and JMeter

Method Tool ART, sec

GET Postman 166,175

GET JMeter 181,65

POST Postman  |148,100

POST JMeter 147,175

PUT Postman 144,925

PUT JMeter 152,075

DELETE |Postman |166,225

DELETE  |JMeter 163,325
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Table 2
Aggregated mean values of percentiles for different requests in Postman and
JMeter
Method Tool P90, sec P95, sec  |P99, sec
GET Postman  |298,480 392,650 |521,656
GET JMeter 306,320 326,500 496,108
POST Postman |188,820 219,400 [328,572
POST JMeter 194,040 207,600 [385,248
PUT Postman 193,460 224,800 643,546
PUT JMeter 234,980 286,100 |364,792
DELETE |Postman  [200,040 210,690 [434,812
DELETE |JMeter 212,300 232,660 |581,036

The Postman shows minimal differences in P90 and P95 D for POST (6.855%
and 0.112%) and DELETE requests (11.364% and 17.611%), indicating good
stability. Moderate and high differences in P90 D and P95 D for GET (26.45% and
68.236%) requests suggest stability issues and performance fluctuations, which
impact the user experience. Additionally, JMeter demonstrates better performance
in P99 for PUT requests and in all scenarios for GET requests.

Table 3
Aggregated mean values of percentage deviation for different requests in

Postman and JMeter

Method Tool POD,% |P95D,% (P99 D, %
GET Postman 101,240 158,613 311,005
GET JMeter 74,790 90,376 267,864
POST Postman |20,233 36,872 106,621
POST JMeter 27,088 36,760 161,460
PUT Postman 25,320 43,121 399,459
PUT JMeter 53,631 82,779 146,312
DELETE Postman |16,309 22,629 160,728
DELETE |JMeter 27,673 40,240 229,010

The calculated difference in average response time between Postman and
JMeter (deltas) in each of the 8 TCs shows that Postman has higher performance in
low to moderate load conditions. On the other hand, JMeter illustrates higher
performance under the conditions of high load and request intensity (sharp increase
in load to peak, followed by a gradual decrease with a short think time).

Thus, Postman with a lower ART improves response time and efficiency under
average loads, but does not ensure stability in the presence of significant outliers.
JMeter, with more minor deviations for GET and PUT requests, is more stable and
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predictable, which is crucial for testing complex systems under fluctuating load
conditions.

Moreover, applying a successful API performance testing strategy should also
focus on the longevity and sustainability of the software's organizational structure.
To improve such testing, it is critical to optimize developers' collaboration to ensure
the proper allocation of responsibility and reduce ineffective communication [43].
As a result, collaboration becomes a crucial factor in performance testing.

n the context of performance testing tools, collaboration can be done in a built-
in way, when the test tool itself has an option of sharing test cases, results and
collections for API requests through Ul and workspaces, or in an external way
(using Git, version control or even manual sharing of test cases and test plans). For
instance, Postman has a built-in collaboration option, and the external collaboration
approach is mainly used in JMeter.

A critical difference between JMeter and Postman is their ability to be
integrated into CI/CD pipelines, such as those built with Jenkins. The
implementation of CI/CD in performance testing enables integrated, automated, and
periodic execution of test processes [44].

It can also quickly respond to changes in parameter values. JMeter offers direct
support for such integrations, making it well-suited for automated and continuous
performance testing. Currently, Postman’s support for such automation workflows
is comparatively limited, particularly in terms of its performance load profiles.

Thus, to address the challenge of efficiently allocating test scenarios across
Postman and JMeter test tools, we propose a decision-making diagram based on a
rule-based classification of test scenarios, as shown in Figure 1. The diagram
incorporates both qualitative and quantitative criteria, serving as a practical guide
for QA engineers and developers during the planning phase of performance test
execution. Quantitative factors, such as the type of test load (number of VUs and
request intensity), and the need to prioritize specific HTTP requests, provide
objective benchmarks for selecting the right tool.

In contrast, qualitative aspects such as collaboration features, think-time
flexibility, and CI/CD integration capabilities reflect practical considerations that
influence QA or developer productivity and tool suitability. By combining these
criteria, the diagram provides a balanced framework for allocating performance test
scenarios.

The proposed decision-making diagram consists of four levels of decision logic.
The diagram is designed to guide the allocation of performance test scenarios
between two tools, JMeter and Postman, based on scenario attributes and tool
capabilities.

At the first level, the diagram begins with a quantitative parameter that
characterizes the test scenario, specifically the type of test load (required number of
VUs and the expected request intensity). This parameter determines the initial
classification of the scenario based on its load intensity.
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Figure 1. Decision-making diagram of the distribution of tests between test tools
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The second level introduces qualitative criteria related to the flexibility of
simulating think time. This includes factors such as the ease of implementing delays
between user actions, either through built-in, low-overhead mechanisms (e.g.,
configurable timers) or using manual workarounds, such as post-response timeouts
or additional GET requests intended to emulate pauses. This decision branch helps
refine tool selection by assessing the functional (e.g., the need for realistic user
behavior simulation) and operational requirements (e.g., efficiency, script
simplicity, resource consumption (memory and CPU load)) of the test scenario.

At the third level, tool-specific technical considerations are evaluated, including
the need for prioritizing specific HTTP requests (e.g., GET and PUT requests). This
criterion serves to validate or adjust the preliminary tool assignment by comparing
fine-grained compatibility between the scenario and the tool features.

The fourth level shows qualitative criteria related to the execution environment.
This includes factors such as the presence of a collaboration feature that refines the
tool selection by evaluating the functional requirements of the test scenario.

Each decision node represents a binary or categorical condition (e.g., high load,
built-in think time needed, focus is needed for GET and/or PUT requests,
collaboration using Ul and shared workspaces required), which directs the flow to
the following relevant decision node, leading to two terminal outcomes: assignment
to JMeter or Postman test tool. This means that during the process of planning and
executing performance tests, test cases can be split between two tools, each of
which will be used for different types of tests, workloads or tasks, based on their
strengths and weaknesses.

The diagram is constructed to be both extendable and interpretable, allowing
new criteria to be incorporated without altering the core logic, and ensuring
consistency in decision-making during the planning phase of performance testing.

For instance, in a scenario involving a complex API with high concurrency
(over 500 simultaneous VVUs), the need for realistic think time, and integration with
Jenkins, the decision diagram leads to selecting JMeter due to its robust load-
handling capabilities and native support for CI/CD pipelines. In contrast, for
performance testing a lightweight API involving fewer than 50 users and simple
GET/POST requests, with the ability to share results using a Ul and cloud, the
diagram suggests Postman as the more efficient choice.

The proposed decision-making diagram provides a structured approach for
distributing performance test scenarios between two tools, Postman and JMeter,
based on defined scenario parameters and tool capabilities. This contributes to
reducing subjectivity in tool selection by replacing ad hoc decisions with
transparent, criteria-driven logic.

In practical terms, the diagram enables efficient use of both tools: lightweight or
low-load scenarios can be quickly executed using Postman. In contrast, more
complex or high-load scenarios are directed to JMeter. This selective allocation
helps reduce test execution time and unnecessary overhead, improves overall testing
efficiency, especially in projects with limited time or resources.
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5 Discussions

The proposed decision-making diagram addresses the lack of formal criteria for
selecting performance testing tools in practical settings. By providing a structured
approach based on scenario characteristics (load, think time requirements,
collaboration needs, etc.), the diagram helps reduce subjectivity and improve the
efficiency and consistency of test planning.

The developed approach can be helpful in development teams with mixed tool
stacks (JMeter and Postman) where decisions on tool usage are often ad hoc. It can
be embedded into test management workflows as a decision-support mechanism.

Unlike existing tool comparison matrices or benchmark studies, the proposed
diagram integrates context-sensitive decision logic, allowing assessment based on
test scenario attributes rather than static tool capabilities.

While the proposed decision-making approach provides a structured and
repeatable approach for allocating performance test scenarios between different
tools, several limitations should be acknowledged, such as limited tool scope (the
approach currently considers only Postman and JMeter tools), the decision logic
does not dynamically adjust the weight or priority of individual criteria based on
project-specific needs or context, and the diagram does not incorporate empirical
performance data (e.g., response time, error rate, CPU/memory usage of test
execution) that could further inform the selection process.

6 Conclusions

The developed decision-making approach offers practical value by providing a
structured and transparent framework for assigning performance test scenarios to
the most suitable tools based on objective criteria. In practice, the selection of
performance testing tools is often driven by subjective preferences, prior
experience, or ad hoc judgments, which can lead to inconsistent tool usage,
suboptimal test configurations, or even inaccurate test results.

The developed approach supports simple standardization of tool selection across
teams and projects. This is especially beneficial in collaborative environments,
where multiple stakeholders (e.g., QA engineers, DevOps specialists, project
managers) participate in test planning and execution. The approach can serve as a
reference, reducing ambiguity and supporting decisions aligned with scenario-
specific requirements, thereby increasing both the transparency and reproducibility
of the test process. Furthermore, the approach enables decision-making at an early
stage during test planning, allowing better resource allocation and minimizing the
risk of rework caused by choosing inappropriate performance test tools. The
decision-making diagram facilitates the distribution of performance test scenarios
between Postman and JMeter, enabling the rapid execution of simple tests using
lightweight tools and delegating complex or high-load scenarios to more robust
solutions, thereby improving overall testing speed and resource utilization.
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Anomauin. Y cmammi 30cepeddiceno yeazy HA CUCMEMHOMY AHAI3i Mempuk
mecmysants npoOYKMUGHOCMI 3 0COONUBUM AKYEHMOM HA NOPIGHAHHs NOBEOIHKU
080X WUPOKO 3acmocogysanux iHcmpymenmie — Postman ma JMeter — y
Konmexkcmi nyoniunux npukiaouux npocpamnux inmepgeticie (API). Tecmysanmus
npodykmusnocmi APl gidicpac  KpumuuHo 6adCIUBY POAb 8  OYIHIOGAHHI
8i02YKY8aHOCMi ma HAOIUHOCMI CYYACHUX NPOSPAMHUX CUCMEM; 0OHAK OOHIEI0 3
NOCMIUHUX NpobAeM 3aTUUAEMbCA ONOPA BUKTIOYHO HA CepeoHill 4ac 6i02yKy.
Cepeoni 3nHauenns 1e2ko CnomeopIolOmMbCsl AHOMALLHUMU BUKUOAMU, SIKI YaCmo
MACKYIOMb CYMMESL 3ampumKy. 8i0N06I0i ma npu3go0sims 00 HENOSHOI KapmuHu
npodykmusnocmi  cucmemu. [lJo6 nooonamu ye obMedceHHs, Yy  OAHOMY
00CIONCEHHT HA2ONOULYEMBCSL HA GUKOPUCMAHHI AHANIZY HA OCHOGI NepPYeHmuie,
wo 3abesneuye mouHiwull | OpIEHMOBAHUL HA  KOPUCMYBAYA NOKAZHUK
npodykmugHocmi 0 Oinbuwiocmi 3anumis. Memooonozis nepedbauana nopieHsHHs
CepeOHixX 3HAYEeHb YACy 8I02YKY 3 PO3NOOLIAMU NEPYEHMUTNIB, 3 OCHOBHOIO Y8A2010 00
90-20, 95-20 ma 99-20 nepyemmunie. /fooamxogo 0Oy10 06uUUCIEHO 8i0COMKOGe
BIOXUNIEHHA 3HAYEHb NePYEeHMUNi8 6I0 CepeoHb020, WO CLYeYy8an0 Mipoi
cmabinvhocmi iHcmpymenmie mecmysanus. Taxui nioxio 003601ue Oiibl HAOTIHO
OYiHUMU NOBEOIHKY THCIMPYMEHMIE 3a PI3HUX HAeanmadicenv. Excnepumenmanvhi
pe3yibmamu  GUABULU  GUPA3HI  nepesazu  KOJCHO20 IHcmpymenma. Postman
NnpoOOeMOHCMPY8A8 Kpawji pe3yibmamu 3a cepeoHbo20 PIi6Hs HABAHMAICEHHs OISl
sanumig Create ma Delete. Boonouac JMeter eusiguecs Oinbui egpexmunum Oist
onepayiii Read (GET) ma Update, de cmabinvuicme i nepedbauyséauicmv €
KPUMUYHUMU Y CKAAOHUX cucmemax. st niOmpumku npaKmu4Ho20 3acmocy8anisl
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y pobomi maxodic 3anponoHoano 0iazpamy NPUlHAMMmMs piuieHs, wo o0onomazae
po3nodinAmy  mecmosi  cyeHapii Mixc 080Ma  IHCMpPYMeHmamu, 3peumoro
niosUYIOUU eeKMUBHICIb MeCmy8anHs ma 3abe3nedyrouu Oilbiu HAOIIHY OYIHKY
npooykmuenocmi API.

Knwwuosi  cnosa: mecmysanusi  npodykmugnocmi,  mecmyeanus — API,
HABAHMADICYBATIbHE MeCmY6anHs, cmabinbHicms cucmemu, Postman, JMeter, ananiz
uacy 6i02yKy, nepyeHmuibHi MEmpuKi, OYiHIOBAHH NPOOYKMUSHOCHI, NPULHAMMA
piwens, mecmy8anus npozpamno2o 3abesneyenis
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Anomauia. [[a poboma poszensdae nomeuyian nio8UWEHHA epeKmusHoCcmi
ineenmapuzayii ma ymunizayii 6i0xo0ig 6i0 Oyoienuymea ma demonmadcy (BB/I)
Ol CMBOPEeHHsT ma 3ACMOCY8AHHA K 6MOPUHHUX pecypcie nid uac 6i06y0osu
NOWKOONCEHOT THpacmpykmypu, 30kpema 00 ’cxmis, 3pyuHoanux eilinow. Lle
00CA2AEMbCSL WTSAXOM PO3POOKU THmeaekmyanvHoi ingopmayitnoi mexnonoeii (IIT).
Axmyanenicme — @upiuienHs  Ybo20 ~ NUMAHMA — NIOKPECNIOEMbCA — MUM, U0
BEUKOMACUMAOHA 8i00Y008a NOUIKOONHCEHOT IHGPACMPYKIMYPU BUMALAE 3HAYHUX
sumpam GIMYUBHAHUX Ma [HEeCMUYIIHUX Nep8UHHUX pecypcie. 3 0210y Ha
HeMuHyyuli Oegpiyum yux pecypcie, po36UmoK PUHKY GMOPUHHOI CUPOBUHU Md
MOJNCIUBICMb  GUIYVYEHH YIHHUX —Mmamepianié 3 NOMOKI@ 6i0x00ie 0oasa  ix
eeKmuHo20 NOGMOPHO20 GUKOPUCMAHHA CMAIOMb HAO3BUHAIHO  6AXCTUBUMU.
Ananiz 0ocgidy esponeticokux Koiez w000 ephexmusnozo 6nposaddicents Oisnec-
MOOeni YUpKYIAPHOT eKOHOMIKU Ol NOOONAHHA OOMEXHCeHb y SUKOPUCTAHHI
NepeuHHUX pecypcie niokpecnioc HeoOXioHicmv pospooku IIT ons ineenmapusayii
ma ymunizayii BE/[. IlonepeoHiii 00csio po3podnuxkis exazye na me, wo IIT modce
oymu  peanizogana sk  eeoingopmayitina cucmema (I'IC), wo 0o38onsie
i0enmucpixysamu 06 'exkmu ingpacmpyxmypu uepes 06azy oauux. Pospobnena 6asza
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danux T'IC micmums npocmoposi ma ampubymugHi OaHi, sKi 6i0nogioaoms
suMo2am  OisHec-MoOeni  YUpKYIAPHOI  eKOHOMIKU, DOpMYIOYU  OCHO8Y  OlA
KOHYenmyanvHoi  cucmemu  iHgeHmapuzayii 00 ’'ckmis.  [nmenrexmyanvruil
xomnonenm IIT 6azyemovcs nHa GUKOPUCMAHHI BETUKUX MOBHUX MOOeell Osl AHANI3Y
300pacceHb  Micyb  ymeopeHHs 6i0xo0ig  (Sources). [lei awnaniz exawouac
iHmepnpemayito 8i3yanbHUX O3HAK, Kiacugixkayiro munie 6yOigenvbHUX Mamepianie
ma Haoanns npubauzHoi oyinku o6csey. Jlocriodcenns maxodc npeocmasnsie
piutennss 0ns nonepeonvoi kaacugixayii yewmpis nputiomy 6ioxodie (Sinks) ua
OCHOBI  amMpUOYMUSHUX MA  2e0NPOCMOPOBUX  OAHUX, d MAKOHC PO3POOKY
inmepaxmuenoi kapmu «SiNkS-SOUrCeSy ma usHAYeHHS epeKmUSHUX MapUPYmi6
ons mpancnopmyeanns BBJ], wjo cnpusie cmeopentio 6mopuHHux pecypcis.

Knrwuosi cnosea. Bioxoou 6i0 Oyoienuymea ma OeMOHMANCY, GeIUKI MOBHI
mooeni (BMM), inmenexmyanvua iH@opmayiiina mMexHono2is, 2eoiHpopmayiina
cucmema, WMyyHull iHmeareKm, peKOHCMpPYKYisl.

1. TocTaHoBKa Npod.JIeMu

VY cydacHiif reonomiTHuHIM cuTyalii B YKpaiHi )KHUTTEBO Ba)KIMBOIO € MaclITaOHa
PEKOHCTPYKILisl MHOIIKO/DKEHUX IHQPACTPYKTYpPHHX OO’€KTiB, Yy TOMY HYHCII
3pyifHOBaHMX BilfHOIO, IO Oe3mepedHo MoTpedye BHCOKUX BHUTPAT BHYTPINIHIX Ta
IHBECTHIIIHHUX TIEPBHHHUX pecypciB. BpaxoByroum ix HeMuHyund nepimuT Ta
TEHIEHIII0 3pOCTAaHHS IiH Ha iX CIOXWBaHHS, HAaOyBa€ BEJIMKOIO 3HAUCHHS
PO3BUTOK PHHKY BTOPHHHOI CHPOBMHH, a TaKOXX MOXIIMBICTh BHJIYYSHHS I[IHHUX
MaTepiaiiB i3 TOTOKYy BIAXOOIB 3 METOI0 iX e(EeKTHBHOIO IOBTOPHOTO
BHUKOPHCTAHHSI.

Ilin BmmBOM 1HMX (AaKTOPIB aKTyaJbHOIO € pPO3poOKa IHTENEKTyaIbHOL
iHpopmariitnoi texnosorii (IIT) iHBeHTapu3amii Ta BUKOPHCTaHHS BiAXOMIB BiX
OyniBHuITBa Ta AeMoHTaxXy (BBJl) mst migBuIneHHsT e()eKTUBHOCTI PEKOHCTPYKIIT
TIOIIKO/DKEHNX 1H(PPACTPYKTYpHUX OO’ €KTIB HAa OCHOBI BHKOPHCTaHHS BTOPHHHHX
pecypciB. Ilpu po3poOiii TeXHONOTIT BpaxOBaHO IOCBiA KoJier i3 kpaiH €Bpomnu
MOJI0 PO3BUTKY IMPKYJISIPHOI EKOHOMIKHM TNPH BHPIIMICHHI MPoOIeM 0OMEXEHOro
BUKODHUCTAHHS TEPBHUHHHUX pecypciB [l]; 3MeHIIEHHS IHBECTHIIHHMX Ta
TPAHCIOPTHUX BHUTPAaT Ha NepepoOKy NEPBHHHUX PECypciB 1 BHUPOOHHIITBO
OymiBeNbHUX MaTepianiB; 30UIbIIEHHS 3aHHATOCTI HA MICISIX, B TOMY YHCIi
«3eNIeHnX» pOoOOYMX MiCIX; MoTeHHilHe 3HwkeHHS BukuAie CO2 B mporeci
PEKOHCTPYKIIii TOIIO.

Jns  edexTuBHOrO BHPOBAa/PKEHHs Oi3HEC-MOJENi IMPKYSIPHOI EKOHOMIKH
BTOPHHHUX pECYpCIB NPONOHYETHCS cTBOpeHHs1 reoindopmarniiinoi cucrtemu (I'IC)
iH}pacTpyKTypHUX 00’€KTIB 3 BU3HAUYCHHSM THX, IO MOTPEOYIOTh PEKOHCTPYKII, y
TOMY YHCII 3pylHOBaHMX BiiiHO0. ['IC MicTHUTHME NPOCTOPOBI aTpUOYTUBHI JaHi, sIKi
BIZIOBIZAIOTH 3aIUTy Oi3HEC-MOJIEIN IUPKYIAPHOI €KOHOMIKH Ta CKIIAAIOTH OCHOBY
U KOHIIENITYalbHOI CHCTEMH iHBEHTapu3alii 00’eKTiB. [HTeleKkTyanbHa CKiajoBa
TEXHOJIOTii 0a3yeThcsi Ha BHUKOPHCTaHHI BEIMKMX MOBHUX Mojenedt (BMM) mis
a”amizy 300paxeHp 00'ektiB yrBopeHHs BB/l Ta momampmioi ix kmacugikamii Ta
LEHTPIB IpUHOMY.
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2. AHaJi3 nonepeaHix A0cjaiaKeHb

VY crarti [2] 0OroBOpPIOIOTECS 3arajbHi MOXJIMBOCTI Ta BUKIMKH BHKOPHCTAHHS
BMM, sx-or momeni GPT, y OymiBenbHiM ramy3i. Xoda BOHa He IIPHUCBSYCHA
0e3nocepeIHbO aHaNi3y BiIXOAIB, CTATTS CTBOPIOE OCHOBY JUISI 3aCTOCYBAHHS ITHX
Mojeneil, 30kpeMa Uil BHOOpY Ta ONTHMI3allii MaTepiaiiB, 0 Ma€e BiTHOIICHHS IO
HOBTOPHOTO  BUKOpHCTaHHs BigxoxiB. Crarrs [3] Hajmae mMpIMHA  OIJIAR
reHeparuBHoro mry4Horo inrenekty (ILI), Bxmroyno 3 BMM, y OyaiBauuTsi. Bona
I IKpECITIoe TXHiil MOTeHIiaN il pi3HOMaHITHUX 3aBJaHb, ASsIKi 3 SIKHX MOXYTh OyTH
aJlanToBaHi JUIs yIPaBIiHHS BiIXOJaMH.

HacrynHi cTaTTi 3armOMIOIOTECS y KPUTHYHI acClIeKTH aHalli3y 300paxkeHb Ul
OIIIHKM TIOIIKOJKEHb Ta Kiacuikamii BimxomiB. Y [4] OIIHIOKOTHCS MOJEINi
reHeparuBHoro I (sxi MoxyTe BKmowatH npuHIunu BMM s Tokenizarii
300pakeHb) Il Kiracu(ikanii CTPYKTypHUX IOIMIKOJDKEHb Ha 300paKeHHSIX MicCis
3emneTpycy. Boru oGroBoprorore Bukopucrans LIl mmsa igentudikamii piBHIB
MOUIKO/DKEHHS Ta THUMIB MarepiamiB. JlocmipkeHHs [5] 30cepemxeHe Ha
BUKOpHUCTaHHI HelipoHHNX Mepex (sk-0T YOLO ta ResNet) mis knacudikauii BBJ]
3a 300pakeHHsIMU. Xo4ya TYT BMM He BUKOPHCTOBYIOTHCS O€3M0OCEPEIHBO B TOMY
XK CeHCl, SIK JUI1 TEKCTy, CTaTTsd pO3IIBIAAE AacleKT aHaji3y 300pakeHb I
Kiacugikarii BiIX0/iB, IO € KIFOYOBOI YACTHHOIO 3alIPOTIOHOBAHOT TEXHOJIOTII.

JlexisibKa Jukeper MoKasyroTh, sk LI BukopuctoByeThest it ynpasninas BB/] ta
BIPOBA/KEHHS IMPKYJSIpHOI ~ €KOHOMIKM. BucoxopeneBanTHuit TpoekT [6]
MpUCBAYEHHH Oe3mocepenHpo BinOynoBi Ykpainu. Bin nemoHctpye, sk LI anamizye
KaJpu 3 [pOHIB, 3HATI Haxg po30OMOIeHMMH OyAiBIAMH, Uil ineHTH(iKamii
MarepiajiB, MPUAATHUX AJS MMOBTOPHOTO BHKOpHcTaHHs. Jlxepeno [7] oOroBoproe
pi3Hi crocobn, sikuMu 111 Moke copuATH CKOPOYEHHIO BiIXOIB Ta iX mepepolui y
OyIiBHHMITBI, BKIIOYHO 3 IUIAHYBaHHAM JeMOHTaxy 3a jonomororo IHI s
inenTHdikanii Marepianis, ski MoxkHa 36epertu. Crarts [8] Hajgae mWHpIIE YSBICHHS
npo te, sk 1, mammHaHe HaB4aHHS Ta 00poOka mpupoxroi MoBu (OIIM) MoxyTh
OINITHMI3yBaTH MPOIIECH TIOBO/PKEHHS 3 BiIXOJaMH, IIPOTHO3YBATH iXHIO TeHepamilo Ta
IIeHTH(IKYBaTH MOMJIMBOCTI JUIi TOBTOPHOTO BHMKOPHCTAaHHS Ta IIepepoOKH
MarepiajiB y KOHTEKCTi HUPKYIAPHOI eKOHOMIKH.

HemonasHi nocsrHeHHst minkpecmiorots, sk OIIM Moke BHKOPHCTOBYBAaTHCS y
OyIiBHHULTBI (1711 TEKCTOBHX aHHX, 1[0 MOYKE JIOTIOBHIOBATH aHAII3 300paxkeHs). Y [9]
aBTOpY BHKOPHUCTOBYIOTH BMM 1151 aHAIT3y TEKCTOBHX JNaHHUX (HANPHKIIAJ, 3BITIB IIPO
HemmacHi Bumankd) y cdepi OymiBenbHOT Oe3mekn. Xo4ya 1€ HE CTOCYETHCS
OesnocepeIHbO BiIXOAIB, Lie JeMOHCTpye ciuixy BMM B 00po01ii HeCTpyKTYpOBaHOrO
TEKCTY, 10 MOTEHIIIHO MOYKe OYTH BUKOPHCTAHO JUIS aHANI3Y 3BiTiB, crienudikarii abo
IHIIMX TEKCTOBHX NaHMX, IOB'I3aHMX 3 Oy/iBEIPHUMH MarepiajaMd Ta BiZXOJaMHL.
Orman [10] Hagae BuyepHmii ormsan 3actocyBanb OIIM y OyAiBHUIITBI, ITiIKPECTIOIOUH
MOTEHIiaT Ul OOpOOKH Ta aHaii3y TEKCTOBUX HaHWUX IUIS IOCATHEHHS «OyIiBEITbHOL
IHTENIEKTYaIbHOCTI».

[Nopanemi HaykoBi poOOTH 30CepeKeHi Ha JOCATHEHHIX Yy cdepi po3yMHHUX
TEXHOJIOTIH Ta MiAXOMiB, IO IPYHTYIOThCS Ha MJaHMX, Juisl ynpasiiHHs BB/JI.
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Jocnipxenns [11] npencrasisie cTpaTeriuyHy OCHOBY, PO3pOOJICHY IS CHPHSHHS
edekTuBHIl iHTEerpauii po3yMHuX TexHOJOrid y cdepy ympasninas BB/I. B
OKpeMoMYy JociikeHHi [12] Oynmo perenmpbHO BHBYEHO Kiacudikamito BB/, mo
pO3TIsaeThCsl K KIIOYOBMM IHCTPYMEHT IUISI CHPUSHHSA iX e(eKTUBHIN
peinTerpamnii B MaTepianbHuN UK. J{OCTITHIKHA BCEOIYHO BUBYMIM TEXHOJIOTIUHY
JOUUTBHICTH TIPOLIECIB NepepoOKH Ta HAJAIM PEKOMEHMAIMIi 100 BIPOBAIKEHHS
HOBaTOPCHKUX MeTomosorii yruiizauii. Ctatts [13] € KpUTHYHHUM OTJISIIOM Pi3HHX
METOiB MAIIMHHOTO HaBYaHHS, 1[0 BUKOPHCTOBYIOTHCS AJIS OLHKH, Kiacugikamii
Ta MporHo3yBaHHs 00csariB BBJ] 3 MeTo0 crpusiHHs OBl CTaJoOMy YIPaBIiHHIO
BiIXO1aMH.

Brposamxenns ['IC BimkpuBae 3HAa4YHI HEPCHEKTHBH UL IMTOKPAIIEHOTO
YOpaBIiHHA  MICBKMMH  BiXOJaMH, 30KpeMa y  JochipkeHHI  [14]
MIPOJIEMOHCTPOBAHO  KOPHCHICTh  iH(OPMALIHOTO  MOJENIOBaHHA  OyXiBelb
(Building Information Modeling (BIM-moneneit) y uudpoBoMy cumystoBaHHI
¢iznuHKX aTprOYTiB OyAIBEIbHUX NPOEKTIB ISl il MIaHYBaHHS Ta YIPaBIIiHHS.
VY cuneprii 3 T'lC neil miaxin Hagae HafiifHI IHCTPYMEHTH U BHIIOTO PiBHA
MPOCTOPOBOTO Ta €KOJOTIYHOro aHamizy. CucrematndHuil ornsap mitepatypu [15]
JOCHIJPKY€E 3aCTOCYBaHHS TE€ONPOCTOPOBUX TEXHOJOTIH Ta AUCTaHIIKHOTO
30HIyBaHHS B ynpasiinHi BB/l. ABTopu aHami3yloTh ICHYIOUi JOCTIKEHHS, 1100
imeHTHU(IKYBaTH KIIIOYOBI CIleHapil 3aCTOCYBaHHS — BKIIOYHO 3 iJeHTHQIKaliero
BiZIXOZiB, BHOOPOM MaiiJaHUYMKiB, KUIBKICHOIO OLIHKOIO Ta IiITPHUMKOIO IPUHHSTTS
pilIeHb — Ta BU3HAYHUTH NPOTAIHHY Y JOCIIDKEHHSIX ISl CIIPSIMYBaHHS MalOyTHIX
poGit. Kpim Toro, aBropu [16] po3po0miin aBTOMaTH30BaHy CUCTEMY, 3AaTHY TOYHO
inenTudikyBatu reorpadiune posramyBaHHa BBJ] Ta onTEMizyBatH po3momin
pecypciB, HEOOXimHMX g  omepamiii 3 JAEMOHTaXy Ta  IOJAIBIIOTO
TPAaHCTIIOPTYBAaHHS BiAXOIB.

HenaBui jmocnmikeHHS TOKa3ylOTh, IO IM(POBI TEXHOJOTII, SK-OT OIlHKA
CYIYTHHKOBHX 3HIMKIB Ta (QOTOrpaMMeTpisi, MOXKYTb CyTTEBO CIPHUSTH TOYHOCTI OOJIIKY
BB/], 30kpema Ha TEepUTOPISIX, IO MOCTPAXKAAIN BiJl HOCTIiHUX pyitHyBaHb. Lli MeToan
JIO3BOJISIFOTh  i7ICHTH(IKYBaTH HE JHWIIEe OOCATH BIAXOMiB, aje i iX TeompocTopoBe
pO3TallyBaHHS, IO 3HAYHO IIOJICTIIYE IUIAHYBAHHS JIOTICTHKY JUIS  yHPAaBIiHHSI
BropuHHUMH pecypcamu [17]. Kpim Toro, iHTerpamis TexHosoriii OnokdeiiHy B
YIPaBIiHHSA JaHUMH JI03BOJISIE JOCSITH OUTBII MPO30POro Ta HAMIHHOTO BiACTEKEHHS
MarepiaiB, 0 € OJHIEI0 3 MEePEIyMOB UIs BIPOBAKEHHS €(DEKTUBHOI IUPKYIIPHOL
exoHomik# [18].

OnHOYaCHO CTae BCe OLTBII aKTyalbHOIO TeMa poOoTh3alii Ta aBTOMAaTHYHOTO
copryBanus BB3. Huska mociikeHs miaKpecroe, M0 MOEIHAHHS KOMIT IOTEPHOTO
30py 3 poOOTH30BaHUMH MaHIITyJISALISIMU CYTTEBO CIIPHSIE €KOHOMIi Yacy B Iporeci
pO3MiJIeHHs MatepiajiB, OZHOYACHO 3HM)KYIOUM PHU3HK HETaTUBHOTO BIUIMBY Ha
JIOMWHY Ti yac poOOTH 3 HeOE3NEeYHNMH MaTepianaMu ab0 Y HEOe3MEUHUX MiCIsIX
[19]. AnropuTMu MaIIMHHOTO HABYaHHS 3aCTOCOBYIOTHCS MJIsI IPOTHO3YBAHHSA
o0csriB reHepanii BB/l y KOHKpETHHX NHpOEKTaX, IPYHTYIOUHCH Ha iCTOPUYHHUX
AHUX Ta apameTpax, crerudivaux 1t OyaiensHoro mpouecy [20].
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VY KOHTEKCTi TOJITHKM CTajJoro po3BUTKy €Bporeiicekoro Coro3y 3HauHa poIib
BinBoauTECs cuHepril TexHojoriii BIM ta mmdpoBux agiiiHukiB i3 ['C-pimeHHsIMIL.
BoHH J103BOJIAIOTH MPOBOANTH MOHITOPHHT Y PEKHUMI PEATBHOTO 4acy He JIMILE CAMOTO
OyIIiBEILHOTO TPOIIECY, a ¥ IMHAMIKU reHepallii Ta ynpaBmiHHs Biaxogamu [21]. Takuii
THIT IHTETpalii JT03BOJISIE MOJENIOBATH Pi3HI CIeHapil MOBTOPHOTO BHKOPHCTAHHS
pecypciB Ta ixHiil BrumB Ha 3MeHIeHHs BUKuAiB CO2 [22]. Kpim Toro, Bce wacrime
JIOCTTIIDKYETBCSL COLNIbHUI BUMIp Oi3HEC-Mozenel HUPKYIIIPHOi eKOHOMIKM — OILiHKa
3aJTydeHHsI MiCLIEBHX IPOMaJI Ta PO3BHTOK «3eJICHUX» POOOYNX MICIIb, 110 B CYKyHMHOCTI
BeJe JI0 MIATPUMKH CYCIIIGCTBOM PIi3HMX IHILIAaTHB 3 MOBTOPHOTO BHKOPHCTaHHS Ta
HiIBUILEHHS 00i3HAHOCTI TPOMAJICHKOCTI IIOJI0 MUTAaHb CTAJIOr0 PO3BUTKY B IIHMPIIOMY
Macmrrabi [23, 24].

3. IlocTaHOBKA MeTH JOCJiKeHHS

MeTo10 DOCHTIKEHHS € MiBUIIEHHS €(eKTUBHOCTI PEKOHCTPYKINT ITOIIKOMKEHIX
iHppacTPYKTYpHUX O00’€KTIB, y TOMYy YHCIi 3pYHHOBaHMX BIHHOIO, 32 PaxyHOK
pO3pOOKH  iHTeNeKTyaslbHOI iHpOpMaliiiHOi TexHonorii iHBeHTapu3alii Ta
yTumizanii BigXoAiB Bix OyAIBHMITBA Ta JEMOHTaXy I CTBOPEHHS Ta
BUKOpPHUCTaHHA BTOpUHHHX pecypciB. dus ctBopenHs IIT y poboti Bupinryrorbes
HACTYIIHI 3a7adi:

e po3poOka Meroxy aBTOMaTH3oBaHOi iHBeHTapu3auii BB/l Ha ocHOBI
MOPIBHAJIBHOTO ~ aHAN3y 300pakeHb 00’€KTy 10 1 Iicisd pyHHyBaHHS, 13
BuKopuctanHsiM BMM s iHTeprperarii Bi3yalbHHX O3HAK, Kiacuikamii THITB
OyniBebHUX MaTepialliB Ta OPIEHTOBHO OLIHKH 1X 00’ eMy;

e po3pobka koHnentyanbHoi cxemu IIT iHBeHTapm3anii Ta yrumizanii BB/
JUTSL CTBOPEHHS Ta BUKOPHUCTAHHS BTOPHHHUX PECypPCiB;

e peamzanis Bepcii 'IC iHBeHTapm3amii MNOMKOKEHNX 00’€KTIB, IO
BUKOPUCTOBYe 0a3y TeONpOCTOPOBUX Ta aTpUOYTHBHUX JaHUX IIOJO0 IIEHTPIB
npuiiomy 1 yrumizanii BBJI (Sinks) ta momikomkeHux iHQpacTpyKTypHHX 00 €KTiB
(Sources), a Takox iX B3a€EMO3B’S3KiB Yy BHIVIAl IHTEPAKTHBHOI KapTh s
MepeMIIeHHs BIIXO/IB 3 METOIO IOJAIBIIIOI0 OTPUMAaHHSI BTOPHHHHX PECYPCIB.

4. Meton aBToMaTH3oBaHoi iHBeHTapu3auii BB/l Ha ocHOBi mopiBHAJILHOIO
aHati3y 300pazkeHb iHQPaCTPYKTYPHOIo 00’ €KTY /0 i mic/s pyiiHyBaHHS
ABTOpaMH 3alpOTIOHOBAaHMK METOJ aBTOMAaTH30BaHOi iHBeHTapu3anii BB/l Ha
OCHOBI MOPIBHSJIBHOTO aHaNi3y 300paXkeHb iHPPACTPYKTYPHOro 00’ €KTy IO 1 Mmicis
pYHHYBaHHS, IO CKJIQJIA€THCS 13 HACTYITHUX €TalliB.

Eman 1. Ompumanns 306padicenv ingpacmpykmyprnoeo 06’ekmy 00 ma nicis
NOWKOONCeHHs/PYUHYy6anns.. B AKOCTI Kepel BHUKOPUCTOBYIOTh 300paXKCHHS 3
JIPOHIB, CYITyTHHKIB, apXiBHi Ta MpPUBATHI 300paKCHHs, a TaKoX pe3yipratd BIM-
Mozenell, mo HamaoTh IudpoBe 3D-mpencraBmenHs Oyxiemi. [nsg momanpmioro
aHai3y PEKOMEHIOBAHO BHKOPHCTAHHS Bi3yaJbHUX Map (JO/IICIs), IO J03BOJIIE
JIOKaJTi3yBaTl 30HH TOIIKO/DKCHb Ta iNeHTH(IKyBaTH HOBI 00’€KTH (BiAXOIM) Ha
cueHi. [Ipuxnan Takux 300pakens st 00’ ekty «lllkona» B Gpopmarti .jpg 10 Ta micis
pyHHYBaHHS [TOKa3aHOo Ha pHC. 1.
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Eman 2. Ananiz 306pasicens 3 memoio kiacugikayii ¢ioxooie (bemon, yeana,
ckno mowo). Jlnsl BUKOHAHHS CerMeHTalii 300paxkeHb (TOOTO BHAUICHHS Ta
OKpECJIeHHsI KOHKPETHHX 00’€KTiB ab0 30H Ha 300pa’keHHi, TaKuX SK PyiHHU, Il
yacTWHH OyIiBii, Ppi3HI TUNH CMITTS), BHKOPHCTOBYIOTH CIIeIiali30BaH1
IHCTpYMEHTH MAIIMHHOTO 30py abo iHTerpamito 3 HAMH. J0 OCHOBHHX IiJeTaliB
BITHOCSTH TOMEPENHI0 O0pOOKYy 300paXkeHb, CErMEHTaIlil0 (KIacTepHU3aIliio)
300paxkeHHsT Ha 00’ekTH/(QparMeHTH Ta KiacH(iKallilo CerMEHTOBAHHX 00’ €KTIB.
IIpoBenenHs mnonepenHboi 0OOpOOKM HO3BOJIAE BHUKOHATH BHUPIBHIOBAaHHS Ta
HOpMaJTi3alilo sICKPaBOCTI/KOHTpACTy, BU3HAauuTH 0OaacTi iHTepecy (Regions of
Interest ROI) — ¢pparmenTH 3 Bifixoaamu, e BUIHO yIaMKH OyIiBii (pyiHu, 3aBain),
obOnacti, ne mpucytHi wMarepianmn (O€TOH, meria, MeTal TOMO), 30HH 3
KOHTPAaCTHHMH 3MIHAaMH IIiCIIsl pyiHYBaHHsS (BiCYTHI CTiHH, 3CYBH JAaxy TOIIO).
3asHaunmo, mo ROI — me oOnacTti, siki 3MIHWIHCS Ha 300paKEHHAX «ITICID» Y
MOPIBHSHHI 3 300paKEHHAM «10» (3HUKIM YacTHHH (acaxy, 3 SBHBCS UM abo
ynamk#) (puc. 2).

Pucynok 1. 306paxkenns 00’ exty «llkoma» 1o Ta micns pyiHHyBaHHS
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{ "roi_2": {
"roi_1": { "location": [5@@, 7@, %9@@, 11@a8],
"location™: [158, 388, 458, 608], "material”: "concrete”,
"material™: "brick", "confidence”: .92
"confidence”: 0.37 }
}s }

Pucynox 2. Ilpuknax ROI B popmati JSON 3a 300paxenHsamMu 00’ exty «IlIkomnay

[IpoBenenHss cermeHTamii 00’ €KTiB/QparMeHTiB TOTpeOye BUKOPHCTAHHS
Mojeneit cemanTruHoi cermenTarii (mampukian, U-Net, DeeplLabv3+, Mask R-
CNN) 1  BHAUIEHHS OKpPeMHX IIMaTKiB OymiBeNpHHX — MaTepialiB  3a
300paxkeHHsMu. Ilpm 1bOMy MOMKJIMBE HaBYAaHHS Ha BJIaCHOMY JaTaceTi 3
tdororpadiit peanbHux pyitHyBaHb. [lpu Kkiacugikaiii cerMeHTOBaHHX 00’ €KTiB
KOKHOMY (pparMeHTy MpH3HAuaeThCs KIIac, HaMpHUKIag OETOH, 1ernia, CKIIo, MeTal,
JiepeBo abo 3MillaHi Bigxoau. MOXIHBO BHKOPUCTaHHS Mozeneld tumy ResNet,
EfficientNet, a6o BizyamsHi eHkomepiB 3 CLIP/BLIP2 nns MymbTHMOmanbHHX
MiAXOMIB B BHINAAKYy 3MIIaHUX BIAXOMIB. B SKOCTI aHOTOBaHHX JaTaceTiB
BUKOPUCTOBYIOTH icHyIoui open-source: TrashNet, TACO a6o BiacHi cerMeHTOBaHi
Ta MapKOBaHi 300paKeHHsI pyHHYBaHb.

Eman 3. Oyinka 06’emy 6i0xodis. lle KIIOYOBMHA eTam Uil NPaKTHYHOTO
3actocyBaHHdA. Ilicmsa xmacudikamii matepianmiB y koxHii ROI 300paxkeHHS,
BPaxOBYIOUH HOro macmral, BHKOHYETHCS MEPETBOPEHHS MIKCENbHHUX IUION] Yy
peanbHi miomi. Hampuknan, sxmo 1 mikcens 300paxkeHHs ckmamae 10 cM, Toxi
mwioma cermenta ROI Sroi = X % Y x (0,1 x 0,1) M. J[ns ABOBUMipHHX 300paXeHb
ROI po6nsAThCS NMpUIYIIEHHS OAO TOBIIMHM IIApy YJIAMKiB, HAIPUKIAJ TOBIIMHA
6eroHHnx mmt ckaagatuMe ~0,2—0,3 M i Tofl Sroi IepepaxoByeThCS 3BaXKAIOUX Ha
TOBIIUHY. J[ns OTpuMmaHHS OUTBII TOYHUX 3HAYEHb OIIHOK 00’€My BIIXOJIB
CTBOPIOIOTBCST  3D-peKoHCTPYKIii 3 KIJIBKOX 300pa)KeHb, BHUKOPHUCTOBYIOTHCS
TeOMETPUYHI METO/AU JJIsl TOYHOTO PO3PaxyHKy KyOaTypH yJIaMKiB Ta MOPiBHSIHHS
00’eMiB 00’exTy 10 1 micns pylHyBaHHS. [lpukiman opi€eHTOBHOI OIHKH 00’eMiB
pi3HUX THMIB OyIiBEIBHUX BIIXOMAIB HAa OCHOBI 300paskeHb 00’ekty «llIkoma» mo Ta
Tmicist pyHHyBaHHs OKa3aHUH B TaOI. 1.

Ta6mmms 1
®parMeHT NpUOJIU3HOI OLIHKH 00cAriB pi3HUX BUIIB OyAiBeJbHUX BiX0AiB HA
0CHOBI 300pa:keHb 00’ ekTy «lllKkom2)»

Tm'1 Inoma, m? Topmuna 06’em, m® Mpub6ausna
MaTepiaay mapy, M Bara, T
Beron 35 0,25 8,75 ~20
Ierna 22 0,3 6.6 10
Ckio 8 0,02 0,16 ~0,4
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Eman 4. 3acmocyeanna BMM sx myremuincmpymenma 014 2eHepayii
nosicnens. HeoOXiJHO 3a3HAYMTH, L0 CLEHapil BUKOHAHHS LOTO IHHOBAIIHOIO
eTaly 3aJIe)KaTUMYTh Bil modaTkoBoi iHimiamizamii BMM. To0To BkazaTh pexum
BuKkopucTtaHHI BMM — aBToHOMHHIT 200 B KoMIuTekci 3 CV-MoAeIIo, a TaKOX sIKa
BMM BuxopucroByetrscst — TekctoBa (GPT3.5, Gemini) abo MyibpTHMOJaTbHA
(GPT-40 Gemini Pro Vision). IlepeBaroro BUKOPHCTaHHS MyJIbTHMOAIbHOT BMM
€ MOXIIMBICTb OJJHOYACHOTO aHali3y 300pakeHHs Ta TEKCTY, IO € KOPUCHUM IIpH
BUpIILIeHHI 3a1a4i aBTOMaTH30BaHoi iHBeHTapu3auii BB/ 3a 300pakeHHAMH.

VecmiHe BUKOHAHHS €TamliB LIOA0 aBTOMaTH30BaHOI iHBeHTapm3auii BB/l Ha
OCHOBI MOPIBHSILHOTO aHaNi3y 300pa)keHb iHPPACTPYKTYPHOro 00 €KTY /0 1 micis
pyHHYBaHHS 3aJ€XUTh BiJ edekTHBHOI reHeparii npomnra a1 BMM. HeobxinHo,
mo0 3reHepoBaHUM NMPOMNT MaB YiTKy IHCTPYKIIIO, ONHC BXIAHUX Ta BUXITHHX
JaHUX, OJVHUI BIMIPIOBaHHS JaHUX, BKA3iBKy Ha PiBeHb AeTali3allii pe3yiabraTy
Ta mepcoHy (poss) BMM. [lami HaBogUMO TNPHKIAA YTOYHEHOTO IIPOMITA JUIS
Gemini (Multimodal):

«[IpusHayeHHs NPOMAMA: ABMOMAMU308AHA [HEeHMapu3ayis Oy0ieenbHUX
8i0x00i8 Ha OCHOBI 300padsceHb, Kiacugikayis mamepianie, oyiHka o00ca2ie i
MONCTUBOCHIE NOBIMOPHOLO BUKOPUCHIAHHS.

IIpomnr:

Hikxdae HaBeneHO 4OTHPH 300paXKeHHS:

e repmre (Image 1) nokasye iHdpacTpykTypHHii 00’ €KT 10 pyHHYBaHHS;

e Tpu HactynHi (Image 2, Image 3, Image 4) — 3 pi3HUX paKypciB micist
pyHHYyBaHHS.

Ipoanai3yii mi 300pa>keHHs pa3oM i BUKOHal HaCTyIHE.

Bu3Hay 30HM TIOMIKOMKEHb IUIIXOM  Bi3yaJbHOTO IIOPIBHSHHA  MIiX
300paXKEHHSAM «I0» Ta TPbOMa 300paKEHHSIMH «miciass». ONmuIM JIoKai3amiio i
XapakTep MOIIKO/PKeHb (HalpuKIIa, oOBajeHHs (acary, pyHHYBaHHS Jaxy TOIIO).

Inentndikyit THIIM MaTepiaiiB, SKi, KMOBIpHO, cTainy OyJiBEITbHUMH BiIXOZaMHU
(manpukinan: OETOH, Ieria, CKJIO, AEPeBO, MeTan). 3a3Had, B SKUX 30HAX BOHU
CIIOCTEPIraroThesl.

Omian 00’eM BiOXOAiB [UIA KOXHOTO Marepiary — y KyOomerpax abo
MPUOIU3HUX BiJCOTKAX 3arajibHOr0 00’ €My (SIKIIO TOYHO HEMOXKIIHBO).

OuiHy TOTeHI[ia] BTOPHMHHOTO BUKOPUCTAHHS KOXXHOTO BHUJY BIJXOJIB:
NMPUAATHUH 10 NepepoOKH/IIOBTOPHOTO BHKOPHCTAHHS; YacTKOBO NPHIATHHH;
HeNpUJaTHUH.

CoopMmyii CTpyKTypOBaHUI iHBEHTapH3aLiHHIK 3BIT y TabnnaHomy abo JSON-
(dopmarti 3 TaKUMH TOJSIMH: ZONe: OMHC a00 KOOPAMHATH TOMIKOMKEHOI MIISIHKH;
material_type: Tun wmarepiamy; estimated volume: obcar y wm® abo %;
reuse_potential: KOpoTKuii BACHOBOK I110/J0 BTOPHHHOTO BHKOpHcTaHHs; confidence:
PiBEHb BIEBHEHOCTI (BUCOKHIT/CepeHIH/HIU3BKHA).)»

@parment pesynbrary Bianosingi BMM Gemini y ¢popmati JSON nokaszanuii Ha
puc. 3. IToBuuit JSON-daitn noctymuuii 3a mocunanssm [17].
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Pucynok 3. ®parment pesynsrary Bimmosigi BMM B ¢opmari JSON 3a 300paxeHHIMI
00’exty «lllkoma»

3aranpHUil  OpiEHTOBHHMH 00°’eM  OymiBeNbHHMX  BIOXOIB Uil Takoi
YOTHUPHIIOBEPXOBOI Oy BN cTaHOoBUTH npubau3Ho 3700-4300 M3, JleTanbuuii 3BiT
y TabamyHOMY (opMaTi depes HOoro rpoOMi3AKICTh HOCTYITHHM 3a MOocHiIaHHaM [17].

5. KonnenrtyanabHa cxema IIT inBenTapusanii Ta yruiizaunii BBJ{
Omxe, MOXKHA BHIUINTH HACTYNHI 3aBJAHHS, SKI MOXYThb OyTH BHpilIeHI 3a
nonomororo 11T st ananisy ta ynpasninas BB/I:

e romepenHs Kkinacudikamis IEHTpIB TNPHHOMY BIAXOAIB Ha OCHOBI
aTpUOYTMBHHMX HaHWX, a TaKOX OTPHMaHHsS iXHIX TEONpPOCTOPOBHX MaHHX Ta
CTBOPEHHSI BiAMOBIIHOT 6a3u 3HaHb Sinks;

e aBTOMaTH30BaHa iHBeHTapwu3auis BBJ/[ Ha OCHOBI HOPIBHSJIBHOTO aHAII3y
300pakeHb THPPACTPYKTYPHOTO O0’€KTY O 1 Michs pyHHyBaHHs, Kiacu(ikarlis
THUIIB Oy/iBETFHUX MaTepiaiiB Ta Opi€eHTOBHA OIiHKa 1X 00’ emy (po3nin 4);

e CTBOpeHHs BiAmoBimHOI Oasu 3HaHb Sources («/lxepema») Ha OCHOBI
aTpUOYTUBHHMX Ta TE€ONPOCTOPOBUX JAAHHMX MPO IOUIKOJUKEHI IH(PacTpyKTypHi
00’ €KTH;

e po3pobka iHTepakTUBHOI KapTh SiNkS-Sources ta Bu3HaueHHs €EKTHBHOTO
MapupyTy nepemimiersst BB/] 3 MeTolo cTBOpeHHS! BTOpHHHUX pecypciB.

3aranpHa KoHIenTyaibHa cxema IIT st iHBeHTapu3anii Ta Bukopuctanus BB/]
MOKa3aHa Ha puc. 4.
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Pucynok 4. Konnenryansaa cxema IIT s inBenTapu3anii Ta yrimizanii BBJ]

Crae oueBHAHOIO HaraJlbHA rmotpeda y 300pi iHpopMamii Mpo MOTOKH BiAXOMIB
JUIs X ToNaNbInoi Kareropusaiii Ta mepepoOku. [y 1bOTo iCHYIOTH 2 OCHOBHI
METOJOJIOTIT 300py AaHWX: TPAAMIIHHUN MiAXid, 1m0 nepeadadac BHKOPUCTAHHS
CTPYKTypoBaHuX (opM [uisi BCEOIYHOTO Mepesiky THMIB BiIXOiB Yy KOHTEKCTi
KOHKPETHOTO MPOEKTY BiaOyIOBH; Ta iHHOBaUiiiHMI minxiz, mio Bukopucrosye [T
JUIsl BU3HAYCHHS THIIIB Ta OOCSTIB BiIXOIB 3aJIe)KHO Bill XapaKTEPUCTUK 00’ €KTY
BiZIOyOBH.

Hopisnanbruti ananiz nioxodie 0o 360py dawux. KoxeH minxin mae cBoi
mepeBard Ta oOmexeHHs. ONMHUTYBaHHS KOPUCTYBadiB uepe3 ¢Gopmu 3abesmneuye
BHCOKY TOYHICTh 300py TaHUX, ajle 4acTo 0OMeXeHe 3HAaYHUMH BUTpaTaMH 4acy Ha
pyute BBenenus. Haromicts, mapaaurma 11 go3Bossie NpUIIBUAIINTH 30ip AaHUX,
xo4a ii TOuHiCTh Oe3MoCepeaHbO 3aleKUTh Bin SKOCTI HaBuaHHs Mmopeni. Hapasi
piBers Tounocti I, sik mpaBWiio, HE TEPEBHIIYE TOW, IIO JOCATAETHCSA MPU
perensHOMY 3amoBHEHHI GopMm.

VYV 1pOMy JOCHI/UKEHHI MM TEpEeBaKHO BHMKOPUCTOBYBAJIHM METOMAOJOTIIO,
opieHTOBaHy Ha (opmH, e KOPHCTYBadi BPY4HY BBOJSTH OOCATH BIAXOMIB 4epes
inTepdeiic omuryBanHsi. Xoua migxix, keposanuil I, nemoHcTpye 3Ha4YHMIA
MOTeHIia] y Wil mpeaMeTHiil obnacTi Ta morpedye MOAANBIIOrO MOTIHOIEHOro
BHUBUCHHS Ta BJOCKOHAJEHHS, HOrO TIOTOYHI OOMEXKEHHs He J03BOJIIIOTh
BHKOPUCTOBYBATH HOr0 aBTOHOMHO JJIsl BACOKOTOYHOI iHBEHTapH3aIlii.

Buxnuxu 'y kinokicHiti  oyiHyi 6i0X00i6@ HA OCHOGI HEUPOHHUX MepedxC.
BukopucranHs HEHpOHHHX Mepex misd KitbkicHoi ominkum BBJl, oTpumanux 3
AHWX, CHEUU(IYHUX I 00’€KTiB OyNiBHUITBA, PEKOHCTPYKLIi UM 3HECEHHS, €
MepCTIeKTUBHUM HANpsSMOM JUIsi NPOTHO3YBAaHHS OOCATIB BIIXOXIB 3a pI3HUMH
KaTeropisMu mMatepianiB. OHaK el HalpsM Ma€ KiJIbKa CyTTEBUX 0OMEXEHb.

Ilo-nepiie, mnoTpiOHa OibI jAeTali3oBaHa creudikalis KpUTEPilB s
00’ekTiB yTBOpeHHs BinxomiB. Lli kputepii, xoua # BHMararTh MiHIMAJIBHOTO
BBEJICHHS JIaHUX KOPHCTYBaueM, MAaTHMyTh BHpIIlajJbHE 3HAYCHHS U TOYHOCTI
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NpOTHO3iB 00cATiB Biaxonis. [lo-npyre, 3HauHa HecTaya JAAHUX CTBOPIOE CEPHO3HY
nepemkony. HeiipoHHi Mepexi HOTpeOyIOTh BENHKMX HAOOpiB JaHUX IS
HaBYaHHSA, 301p Ta MirOTOBKA SKUX BHMAraloTh 3HAYHUX MiATOTOBYUX JAOCIIIKCHb.
ITo-TpeTe, MOTOYHA TOYHICTH HPOTHO3YBAaHHS MO/IENel HEHPOHHHX MEPEX y LbOMY
KOHTEKCTi 3aJIMIIAETHCS MOPIBHSAHO CKPOMHOIO, 1110 MOTEHI[IHHO POOUTH 11eif MeTOx
HEZOCTATHIM JUTSl HaJJaHHS HaJ[IHHNX, IPAKTHYHO 3aCTOCOBHUX PEKOMEHIALIiH.

[TincymoByrouM, Xo4a ILei WigXiA Mae CBOI HENOJiKHM, HOro CHHepriyHa
iHTerparis 3i 3raJaHUMHU BHUIlle MeTogaMH Kiacugikauii BiIXOIiB Ma€ MOTEHIaN
JUTSL CIPOLIEHHS Ta MOKPALICHHS pe3yJIbTaTiB aHai3Yy.

Ieonpocmoposi dani ma onmumizayis mapwpymie. Pesynsrarom podotu IIT €
reONpPOCTOPOBI JIaHi, IO CTOCYIOThCS LEHTpiB mpuilomy BiaxoniB (Sinks),
NIPE/ICTABIICHI Y BUIIAI iHTepaKTHBHOI KapTH. Hamarorecs pexomeHpamii momo
HaJIeXKHUX IPOTOKOJIB MOBOMKEHHS 3 yciMa KJlacaMH BiIXOMiB, BHU3HAYEHHMH
KOpHCTyBadeM uepe3 BeO-(GOpMy, 3 BKa3iBKOIO ONTHMAIBFHOTO HAHOIMKYIOTO
LEHTPY 300py ATl KO)KHOTO THUITY BiAXOIB.

MaiiOyTtHi itepaumii mporo IT-pimmeHHS BKIIOYATUMYTh MOXKIMBOCTI ISt
MPOIOHYBAHHS TPAHCIIOPTHOI JIOTICTUKH Ta BU3HAUCHHS ONTHMAJIbHHX MapIIPYTiB
JUTS TIepeBe3eHHs BiIXOiB 10 EHTPiB 300py, BukopucroByrouu ['IC.

3aBmaHHs imeHTHU(IKAII] ONTUMAIFHOTO TPAHCIOPTHOTO MAapIIpyTy B MeKax
niei mpobiemu € HeTpuBiansHHMM. [lo-mepime, Moke iCHyBaTH HE OAMH MapUIpyT
yepe3 BeNMUKI OOCATH BIAXOMIB, IO MOTPeOYIOTH TPaHCHOPTYBaHHS, Ta
PI3HOMAHITHICT THIIB BiIXOMIB, SIKi HEOOXiTHO NOCTABISITH NO PI3HUX ICHTPIB
300py. Ilo-mpyre, sk 3a3Ha4anocs padimie, HOTPIOHO BHPIMIMTH MPOOIEMY
pO3paxyHKy HaBaHTAXEHHS JUI1 KOXKHOTO TPaHCIOPTHOro 3acoly. JlonarkoBi
mapamMeTpyd ONTUMi3alii MOXYTh BKIIIOYATH CLEHapii, O¢ I[O0YaTKOBa TOYKa
MapHIpyTy — He caM 00’eKT OyIiBHHITBA, PEKOHCTPYKIIi 4M 3HOCY, a MOYaTKOBI
Micis 6a3yBaHHS TPAHCIIOPTHUX 3aCO0IB.

6. BmpoBamkenns Bepcii T'IC  «Sinks-Sources» s  imBeHTapu3amii
NMOMIKO/:KeHHNX 00’ €KTiB iHppacTpyKTypH
Byna cnpoekroBana Ta po3pobiena ['IC-Bepcis Uil KOMIUIEKCHOTO aHANI3y Ta
inBeHTapuzanii BB/l. g cucrema cxiamaerbes 3 4 OCHOBHHUX MOAYIIB: 3 3 HHUX
Oy peTenbHO po3poOIIeH] HAIIOI KOMaHA0I0: PPOHTEH, cepBep Ta 0a3a JaHuX, —
a yeTBepTUil MOoAynb iHTerpye 3anuTh A0 OpenStreetMap st Bisyanizamii kapTa B
iHTepdeiici kopucTyBada (puc. 5).

Apximexmypa cucmemu ma mexronoeii. CepBepHa yacTuHa Oyja ClpoOeKTOBaHA
3 BUKOPHCTaHHSM MOBH IporpamyBaHHs Java Ha 6a3i Java Development Kit 21.0.8
3 BUKOPUCTaHHIM HafiliHoOro (peitMBopky Spring Framework, BritouHo 3i Spring
Boot 3.3.0 Ta Spring Data JPA. JIng cucremu ymnpaBniHHS 0a3zamu JaHUX OYio
obpano PostgreSQL 17.0 3i crpareriuanm BrimodeHHsM PostGIS s po3mmpenHs
TEONPOCTOPOBUX MOXKIMBOCTEH Yy MallOyTHIX po3poOkax. PponTeHn-iHTepdeiic OyB
cTBOopeHuit 3a gomomororo Thymeleaf 3.1.3, nomoBHEHOTO CTaHAAPTHUMH
BeOTexHOJOTisIMHU, Takumu ik HTMLS5, CSS3 Ta JavaScript ES14.
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Cepsep 3abe3rnedye 3B’S30K 3 BeO-3aCTOCYHKOM KOPHCTYBaua 4yepe3 MPOTOKOI
HTTP, me BxigHi 3amuTu OOpOOJIAIOTHCS KOHTPOJEPaMH, a IOTIM KepYyKThCs
cryx0Oamu. B3aemomis Mik cepBepoM Ta 0a3010 MaHHMX OpraHi30BaHa dYepes
Hibernate — 6i6iotexy, npusHadeny s 3’eHaHHs Java-nporpam 3 6a3amu JaHuX.

Knac BuildingController Bimirpae kiaro4oBy poib y 30epeXeHHI JaHUX JUIs
00’€eKTiB Ta B aHai3i 310paHUX MaHWX JJIS HaJaHHS MPAaKTHYHHX PEKOMEHIAIIM.
OnnouacHo kinac CenterService BiIMoBinae 3a iAeHTU]IKAIiO BCiX LEHTPiB 300py
BIIXOJiB, SIKi BiJIOBIJal0Th KPUTEPisM, BU3HAUSHUM KOPHCTyBadeM [26].

Web Browser / Server /'
Call to controller BmldlllgCnordmmcs | BuildingSarvice
interacts with g = s Controller le S
Web pages Call result = T
[ — 1
v I
>
O BuildingController CenterService
- fe—
A
/N -
User <=external-— DambaseSen’er/
OpenStreetMa '
71 Database query|
tile openstreetmap.org Postgres

| Database

Query result

Pucynok 5. Jloriuna cxema I'IC inBenTapu3anii BB/I [26]

QyHryii niOmMpuMKy Kopucmyseaua ma Ynpagiinus eioxooamu. Y TOTOYHIN
Bepcii ng mpuknagHa IIT mae Ha MeTi JONOMOITH KOPHUCTyBayaM B YIpPaBIiHHI
BB/, Hanmaroun BimiOpaHWii mepeiik BiAMOBITHUX MEHTpPiB 300opy Bimxomis. Lli
LEHTPH, KIacH(IKOBaHI 3a THUIOM, iMEHTH(IKYIOTbCS Ha OCHOBI IXHBOT OJIM3BKOCTI
1o OyniBenbHOTO MalJaHYMKa Ta IXHBOI 34aTHOCTI MpuiiMaTH Xo4ya O OJMH 3 THIIIB
BIZIXOZiB, 3a3HaYeHHX KOPHCTyBaueM y BXimHii ¢opmi. [Ipn nepmomy Bxoxi B
CHCTEMY KOpHCTyBauaM IPOIOHYEThCSI BKa3aTH reorpadidyHe po3TallyBaHHS CBOTO
OyniBeIbHOTO MaiJaHIMKa Ha iHTEepaKTUBHIN KapTi (puc. 6).

[Ticnst 3aBepuIeHHS MEPIIOro KPOKy, KOPHCTYBad HEPEXOIUTh 0 HACTYIHOTO
iHTepdelicy, HaTHUCKaloul KHONKY «[lami», po3ramoBaHy BHH3Y ekpaHa. [lpyra
CTOpiHKa BUMarae BBEIEHHS JETANbHOI iH(POPMAIii, 0 CTOCYEThCS OyIiBEIEHOTO
MaiinaHunka. Ilepuie 3aBOaHHA KOpHCTyBaua — BKa3aTH THI 00 €KTy, Je
BinOyBaroThCs OyaiBenbHI poOOTH (pHc. 7). 3a UM ciixye BHOIp Xapakrepy pooir,
SIKi IPU3BEIYTh 0 yTBOPEHHs BimxoniB. OOuIBa mapameTpu: THH 00’€KTy Ta THUII
pOOIT — BHOMPAIOTHCS 31 CMaJHUX MEHIO, IO JI03BOJISIE KOPUCTYBAaUYeBi 00paTu OTUH
BIZIMOBIMHUI BapiaHT i3 3a3Jayerigb BH3HAYCHOro cmucky. Jlns kmacudikarii
NPOEKTIB OYAIBHHUIITBA, PEKOHCTPYKIT a00 3HECEHHsI KOPUCTYBayaM IPOIOHYEThCS
BHOpaTH 13 3a3jaierigh BU3HAUCHHMX KAaTEeTOpii, IO BKIIOYAIOTH KBApTHPH,
npuBaTHI OyJMHKH, IPOMHUCIIOBI OyiBIi Ta 00’ €KTH 1HQPACTPYKTYpH. AHAIOTIYHO,
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JUISL XapakTepy poOiT, 10 IPU3BOAATE A0 YTBOPEHHS BiJIXOJIB, AOCTYITHI BapiaHTH:
OyIiBHHUITBO, 3HECCHHS, PEMOHT a00 «iHIIe» AJs Pi3HOMaHITHUX pobiT. OOHIBa
3aIlUTH BHMAraloTh BHOOpY JIMIIE OJHOTO BapiaHTy 3 BiNNOBINHHMX CIAHHX
CITHCKIB, 1[0 3a0e3Medye CTaHIAPTU3AIIII0 BBEICHHS JaHHX.

Place a marker on the map to select the location of the building and click “Next"

| i

Next

Pucynok 6. Expanna ¢opma st BuGopy Micrist Oy/IiBHHIITBA, PEKOHCTPYKIIiT 200 3HOCY
[26]

Enter the required information about construction waste

Choose the bw'ding type

Private house

e of the work

Construction ki
Wood - 12 =
Glass ol 1 m:

PucyHok 7. ExpanHa opma juist BBEICHHS JaHHX TIPO MiCIe YTBOPEHHS BiIXO/1iB
Ta qaHux npo yrsopeni BBJ] [26]
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[Ticns 1bOTO KOPHCTYBadi MOBMHHI BKa3aTH THUIM BiAXOMIB Ta IX BiAMOBijHI
obcsaru B KyOIYHHX MeTpax. Bubip Tumy BiIXOmiB 3/iHCHIOETBCS 33 JOMOMOTIOO
CHaJHOTO CIHCKY 3 OJHUM BapiaHTOM, IO chpuse yHidikamii manmx. Hatomicts,
00csT BIAXO/IIB € 000B’A3KOBUM YHCJIOBUM TIOJIEM IS BBeIeHHS. [{is BUMaKiB, 1110
BKITIOYAIOTh KUIbKa MOTOKIB BiXOJIB, CHCTEMa HaJae KHOMKY «JlomaTH BiIXoam»,
sSIKa JTUHAMIYHO T€HEepye JONATKOBI PSIIKHU Ui BBeneHHs. KoxeH HOBHM MomaHHit
PSIIOK BUMarae He3aJe)KHOTO 3a3HaueHHs TUITY Ta 00CATy BiIXOiB, 110 3abe3nedye
MOBHY JJOKYMEHTAII0 BCiX YTBOPEHHX BiaxoiB [26].

3a3nanerigp BU3HAUCHI KaTeropii BiAXOMIB, TOCTYIHI AJsS BUOOPY, BKIIOYAIOTH:
OeToH 1 KiajKa; IepeBo; MeTall, TilCOKapTOH; ac(aibT i MOKpIBEIbHI MaTepiay;
CKJIO; TIACTHK; JIBEPi, BIKHA Ta CAHTEXHIYHE OOJIaJHAHHS; HeOe3MeuHi Marepiaim;
iHIIIE.

ITicns 3aBeplIeHHS BBEACHHS JaHUX MPO BiXOIU KOPHUCTYBadi MEPEXOSTh HA
TPETI0 CTOpPiHKY, HATHCHYBIIM KHOMKY «Jami». Lls cropiHka mnpeacTapise
TabaMyHUHN orysiy Hailbmxuux neHTpiB 30opy BB/ (puc. 8). Tabmuis quHamivHO
MOKa3ye, AKi TUIH BiAXOAIB NMPHIIMae KOXEH LEHTP, Ha OCHOBI paHillle BBEIECHHUX
KOPUCTYBa4yeM JaHUX, BIIMIYaIOU BiINOBIAHI KIITHHKH.

Nearest centers

The following table shows which types of waste can be transported to nearby centers. Click "Show map™ for searching centers an
map

Center name Center type Wood Glass
Garbage dump Landfill v v
Recycling paint \Waste collection center -

MP Efes Waste recycling center v

Pucynox 8. Expanna ¢opma Tabnuii nmyHKTIB 300py BiIX0AiB, HAHOMIKINX 10
MicIs yTBOpEHHS Bijixo/1iB [26]

Jns  onTuMizamii JIOTICTUKM — yTWIi3alii BiAXOAIB CHCTEMa 3aCTOCOBYE
MaKCHMaJbHO JIOMyCTHMi ITOPOTOBI 3HAYEHHS BIJCTaHI AJISI Pi3HUX THIIB 00’ €KTIiB
300py BiOXOIiB BiZHOCHO OYyIiBENFPHOTO MaWIaHYHMKA: LEHTPH 300py BIIXOiB:
BKITIOYAIOTBCA, SKIIO 3HAXOMAThCA B pamiyci 1O 5 KM; MEHTPU IepepOOKH:
BKJIIOYAIOTHCSI, SIKIO 3HAXOAATHCS B paziyci 1o 10 KM; MOJIroHM I 3aXOPOHEHHS:
BKJIIOYAIOTHCS, SIKIIO 3HAXOATHCSA B pajiyci 1o 20 k.

Jlns po3paxyHKiB BijicTaHi Oyna BUKOpUCTaHa MeTpHKa BijgcraHi YeOunmroa
MK JokepenamMu BinxomiB Ai Ta o0’ektamm ix 30opy Bj 3 BigmoBimHuUMH
KoopauHaTamu (Xi, Yi):

d(A, B) = max|x; — ;]|
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Lle Gymo 3poOJeHO [yIst MiABUIICHHST 004NCITIOBANTBHOT epeKTUBHOCTI, OCKIIBKH
TOYHICTb, SIKy NMPOIOHYIOTh AJTbTEPHATHBHI METPHUKH, Oyila BH3HAHA HEMOTPIOHOIO
JUISL [IBOTO KOHKPETHOTO 3aBJIaHHS.

ITicns nepernsany TaGIMYHUX JAHUX KOPUCTYBadi MOXKYTh BuOpatH «Ilokasatu
KapTy», IO TMEPEeBOAUTh iX Ha HACTYIHY CTOPIiHKY, J€ BiZ0OpakaeThCs
iHTepaKTHBHA KapTa 3 MapKepaMH Pi3HOTO KOJBOPY Ui Pi3HUX 00’€KTiB 300py
Bizxoxnis (puc. 9).

CuMBoika MapKepiB HacTylHa: 3€leHHMH Mapkep: T[IO3Hadae Micle
po3ranryBaHHs 00’ €KTy OyIiBHUITBA, PEKOHCTPYKIIiT a00 3HECeHHs; CHHiil Mapkep:
H03HAYa€e IEHTP MepepoOKH BiIXOMiB; YSPBOHHMN MapKep: BKa3ye Ha MOJITOH Ui
3aXOPOHEHHs, NPH3HAYCHHIl I8 yTWii3amii BiAXOJiB; MOMapaHYeBHi Mapkep:
MO3Havae 3arajJbHUH HEeHTp 300py BiIXOIIB.

‘YMOBHI I03HAaYEHH, 1[0 TTOSCHIOIOTH I1i KOJILOPH, JOCTYIHI BHU3Y eKpany. J{is
3pYYHOCTI, IPH HaBeAEHHI Kypcopa Ha MapKep LEHTpPY 300py BiIXOMIB 3’ sBISETHCS
IiKa3Ka, o BigoOpaskae BIAMOBIIHI AeTani 00’ €KTy, BKJIIOYHO 3 Ha3BOIO, aJIPecolo,
KOHTAQKTHUM HOMEPOM Ta CHHMCKOM NPUIHHATHX MaTepialiB.

Map of location of centers

Oneca

g ¢ 9 ¢ 9

Marker name Buiiding Waste recyciing center Landfill Waste collection center

Pucynox 9. Expanna ¢popma s reonpoCTOPOBHX JaHUX PO MYHKTH 300py
BIIXO/1iB, HAWOMIKYI IO MIiCIIst YTBOPEHHsI BinxoaiB [26]

BaxmmBo, mo cucrema (inbTpye BiqoOpakyBaHi IIEHTPH, TApaHTYIOUH, IO Ha
KapTi 3 SBIATBCA JIMINE Ti, SAKi 3[JaTHI mMpuiMaTtd xo4ya O ONWH 3 THIIIB BiIXOIB,
3a3HAYCHUX KOPUCTYBAueM, HABITh SIKIIO IHIII IEHTPH 3HAXOIATHCSA reorpadiyHo
ommkde. KopuctyBadi MaroTh MOXKJIMBICTh MOBEPHYTHCS 10 TaOJIMYHOTO BUTIISY,
HATUCHYBIIHM KHONIKY «[ToBepHyTHCS 10 Tabnuii». Ciil 3a3HAYuTH, 110 JIaHi IICHTPIB
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300py BiIXO/iB, peacTaBieHi Ha puc. 8 1 9, € LIIOCTPaTUBHIUMH TECTOBUMH JTaHUMH

[26].

7. BUCHOBKHM Ta IePCHEeKTHBH

JocnimpkeHHsT cnpsMOBaHE Ha TIBUIIEHHS e()EKTHBHOCTI IHBEHTapu3allii Ta
yrumizanii BB/l ast cTBOpeHHsT Ta 3aCTOCYBaHHS BTOPHHHHX PECYpCIiB i dac
BiIOy0BU MOIIKO/KEHOI iHPPACTPYKTYPH, BKIIOYHO 3 00’€KTaMu, 3pyifHOBaHUMH
BiitHOIO, 1LIIXOM po3poOku BimmoigHoi IIT. HeoOxigmicte ctBopenns IIT,
3aCHOBaHOI Ha MOJENI UUPKYJIIPHO! EKOHOMIKH, IiJKPECTIOEThCS THM, IO
BeJIMKOMacTabHa BifOyJoBa IOLIKOKEHOT iHQPAacTpyKTypH BHMarae 3HauHHX
BUTPAT BITYM3HSHUX Ta IHBECTHLINHMX NMEPBHUHHHUX pecypciB. OTKe, MOXIUBICTH
imeHTH(IKyBaTH Ta BHIydYaTH IiHHI MaTepiamu 3 noTokiB BB/] ms ix edexTnBHOTO
TTOBTOPHOTO BUKOPHCTAHHS CTa€ HaJ[3BUYaiHO BaXKIIMBOIO.

Iumenexmyanvnuti KOMHOHEHm IIT IPYHTYEThCS Ha po3pobiii
ABTOMAaTU30BaHOTO MeTOAy iHBeHTapu3auii BB/, 3acHOBaHOTO Ha MOPIBHIIBHOMY
aHaii31 300paxkeHs 00’ €KTY 0 Ta michs pydHyBaHHS. [licnsg oTpuMaHHS 300pakeHb
00’ekTy iHOPACTPYKTYpPH 3 IPOHIB, CYNYTHHKIB, apXiBHHUX JKepes, NMPUBATHUX
¢dororpadiit Ta peynbratie BIM, BOHH cerMeHTYIOThCs Ha 00iacTi intepecy ROI.
Lle Brirouae imeHTH}IKALIO Ta OKpECIeHHs PYIH, YIUIUINX YacTHH OyHMiBII, pi3HHX
TUMIB BIAXOJIB TOMIO, 3 BHKOPUCTAHHSIM CIICIiali30BaHUX IHCTPYMEHTIB
MammHHOTO 30py. [licims kmacugikanii mMarepianiB y xoxHii ROl 300paxenns, 3
ypaxyBaHHSIM MacITaly, IDIONII B MIKCENSIX MEepPEeTBOPIOIOTHCS HA PeaibHi IUIOMI.
Ilonepennso HaBueHa BMM moTiM BUKOPHCTOBYETBCSA SK MYJIBTHIHCTPYMEHT IS
reHepallii MosicHeHb 1010 aBTOMAaTH30BaHoi iHBeHTapu3alii BB/I.

I'IC-Bepcis ans iHBeHTapuW3allii MOMIKOIKEHUX 00’ €KTIB Oyna peasi3oBaHa SIK
Be0-3aCTOCYHOK, IO JIO3BOJISIE KOPUCTYBauaM BH3HA4aTH JDKEpela YTBOPEHHS
BIIXONIB Ta oOIiHIOBaTH ix mnpuOmm3Hi obcsru. Lls I'IC BukopucToBye 6azy
TeONPOCTOPOBHUX Ta aTPUOYTHBHHX HAaHHMX IOJO LEHTPIB NMpHioMy Ta yTHmizarii
BB/l, a TakoX HOIIKOIKEHUX 00’€KTIB IHPPACTPYKTYpH Ta iX B3a€MO3B’SI3KIB.
Pesynbraté mpeacTaBieHi y BUINIAI IHTEPAaKTMBHOI KapTH Ui HaBiramii pyxom
BIXONiB, IO Ma€ Ha METi CHOPUATH BIiJHOBICHHIO BTOPUHHHX PECYpPCiB.
MapmpyTtuzanis BinxoniB BpaxoBye Tun BBJl Ta THI meHTpy mpuiiomMy BigxomiB
(BimoOpaxaroThCs HA KapTi SIK MapKepH Pi3HUX KOJbOPiB), HAJAI0UX 3aIIPOTIOHOBAH1
MapUIpyTH JOCTABKH BiAXOMIB.

Iepesacu ma npaxmuyni Hacaioku oocnioxcenns. Cepen TepeBar IHOTO
JOCII/UKEHHST — BHUKOPUCTaHHS IEpPEeIOBHX TEXHOJIOTiH, SKi JO3BOJISIOTHh
MOTEPe/IHBO, X04Ya I MNpUOMM3HO, OIIHWTH THIU Ta OOCSTH BIigXOMiB 31
3pyHHOBAaHOTO 00’€KTy iH(QpacTpykTypu. Takox cHcCTeMa Haga€ TMOTCHIHI
BapiaHTH TIOBO/DKEHHS 3 BIAXOAaMH Ta LEHTPH NpPUHOMY, IHTETpOBaHi 3
IHTEPAKTUBHOIO KapTOI0. 3ampONOHOBAaHUH METO[, SKHil IPYHTYEThCS Ha
MOPIBHAIBHOMY aHalli3i 300pakeHb «10» 1 «micis» 3 BUKOpUCTaHHIM BMM mns
Bi3yasIbHOI iHTepIpeTamii, AEMOHCTPYE 3HAYHWI TMOTEHIad Uil IIBHUAKOI Ta
eeKTHBHOI KIacudikamii MaTepianiB Ta OMIHKU 00CATIB BiIXOIiB.
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Jlns mocuiieHHs pO3pOOJICHNX BUCHOBKIB Oyso 6 KOPUCHO ineHTHdikyBaTH Ta
BUIUINTH TPaKTUYHI HACHIAKMA NOCII/DKEHHS, SIK Ha perioHalbHOMY, Tak i Ha
MDKHapomHOMY piBHsAX. Pospobiena IIT He mumie cnpusie OUTbinl ehEeKTHBHOMY
3aCTOCYBaHHIO BEJIMKHX JJaHHX Y IICIIBOEHHOMY BiIHOBJICHHI YKpaiHu, ajie il Mae
peabHU MOTEHIIa CTaTH YHIBEPCATbHUM IHCTPYMEHTOM AJIS HOJOJAHHS KpHU3
moaiOHOTO XapakTepy abo THX, IO BHHUKAIOTH BHACTIJOK PI3HUX MPUPOITHUX
karactpod y pi3HMX dYacThHax cBiry. Lleil mimxig Mae CHOpUSATH 3MEHIICHHIO
3aJIeKHOCTI Bil HEPBUHHUX PECYpCiB, IPOCYBAHHIO HPUHIMIIB HUPKYIIPHOT
€KOHOMIKH Ta ckopoueHHI0 BUKuAiB CO2, gKi B iHIIOMY BUNAAKy Oyau O yTBOpeHi
IpH BUPOOHHITBI HOBUX OyIiBenbHMX MarepiaiiB. TakuM 4MHOM, Lie TOCTiIKCHHS
pOOUTH CYTTEBMH BHECOK y PO3BUTOK CTAIUX OYAIBENBHUX 1 BIIHOBIIOBAJIBHHUX
MPAKTHK Ta ITOM’IKIIEHHS HACIIIKIB 3MiHH KJIIMaTy.

BaximBO TakoXX IIIKPECIUTH BIATBOPIOBAHICTH PO3POOJICHOI METOJOJOTII.
Cucrema 0a3yeThCs Ha TEXHOJIOTIAX, JOCTYITHUX JUIS IIUPOKOTO KOJa KOPHCTYBAYiB
— CYIYTHUKOBHX 1 JPOHHHUX 3HIMKax, MOJENISIX KOMII IOTEPHOTO 30Dy 3 BIAKPUTHM
kogoM, BMM ta I'IC-iHcTpymeHnTax. lle o3Hadae, mo 3 BiAHOCHO HE3HAUYHUMHU
ajanTamisMH e pilieHHS MoXe OyTH 3acTOCOBaHEe [0 pI3HHUX TeorpadidHux
obmacteii Ta OyniBeNbHHX KOHTEKCTiB. KpiM Toro, BiOTBOpPIOBaHICTH Ha€
MOXKJIMBICT HAKONMYYBAaTH MOPIBHSUIBHI JaHI MPOTATOM TPUBAJIOTO dacy, IO €
BOKJIUBHM U1 PO3POOKM MIDKHApOJHHX CTAaHAApTIB OONIKy Ta MOBTOPHOTO
BUKOPUCTaHHS OYZAIBENbHUX BIAXOMIB BiX pyHHYBaHb. Taka HepCHEKTHBAa 3HAYHO
PO3MINPIOE MPAKTHYHE 3aCTOCYBAHHS JOCHIKEHHS Ta TIOCWIIIOE HOTO aKTyalbHICTh
Y HayKOBOMY Ta MOJITUYHOMY JHCKYPCi.

Obmesicennn ma maubymui Hanpamku docrioxcens. OgHAK, 0OMEKEHHS IIHOTO
JOCTI/DKEHHSI BKJIIOYAIOTh HOTO MOMepenHiil Xxapakrtep, 11O MPEACTaBIs€e Meplie
HaOmmxenHs peanizanii 1IT. BoHo He BpaxoBye NOBHOI pi3HOMAaHITHOCTI Ta
cknagHocti kiacudikanii BB/l abo Beix MoxmmBuX creHapiiB yrwimizamii. Kpim
TOTO, aHali3 MOIIKO/DKEHUX 00’€KTiB 3a jomomMororo BMM Hajgae mpubnusHy
OLIHKY 3 IeBHOIO MoxnOkor. IToTouHa poOOTa TakoX HE BPaxoBye BUTPATH Ha
TPaHCHOPTYBaHHS OO BIANOBIAHUX IEHTPIB, IO MOXKE 3pOOMTH NEBHI BUIU
yTUITi3a1ii BiIX0/iB €EKOHOMIYHO HEIOITbHUMHU.

Xoua MOBHA Bamifamis 3 BUKOPHUCTAHHAM MAacIITaOHUX pealbHUX AaHUX He
Oyna mpoBeldeHA B paMKax HOTOYHOTO IOCHIIKEHHS, MPHONN3HI pO3paxyHKH,
OTpHMaHi 3a JOIOMOTOI0 METOIy, Mokazanu 87 % BiANOBIAHICTH y MOPIBHSAHHI 3
y3araibHeHUMH CKCIIePTHUMM OLiHKaMH, HagaHuMu OJIeCbKOI IepKaBHOIO
akajgeMico OymiBHMITBAa Ta apxiTekrypu. Llelt pesynbTar mHiATBEpIIKYE, IO
po3po0iieHa TEXHOJIOTiSI MOXKEe CIYr'yBaTH HaIiHHMM IHCTPYMEHTOM  JUIS
MOTIEPEIHLOT 1HBEHTApH3allii, ONTHUMI3allii JOTiICTHKH Ta CIOPUSHHS TEPEeXOoay IO
LUPKYJISPHOI EKOHOMIKH.

Maii0yTHI HaPSMKH JOCHIIKEHb BKIIOYAIOTH OLNbIN AeTanbHe BuBYeHHS BB/]
i3 3aIydeHHSAM BIATIOBITHHX EKCHEPTiB 3 OyAiBeNbHOI ramys3i Ta €KOJOTIB JUis
noomnpaioBaHHs po3podseHoi 11T Ta mokpamenns ii skocti. Takox Oyzae 3po0ieHO
aKIeHT Ha PO3IIUPEHHI 0a3M NaHMX SK A HaB4aHHI BMM, Tak i U1 JOTIOBHEHHS
JIaHUX TIpO icHYI04i Ta HOBI myHKTH 300py BBJI. KpiM Toro, Haf3BuyaifHO BasKJIMBO
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JOCSTTH TMOBHOIIHHOTO ckiafgaHHs IIT 3riiHO 3 KOHIENTyalbHOI CXEMOIO, IO
OXOILTIOE Bei 3aBaaHHs, ski [IT mokmukaHa BupinryBary.
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INTELLIGENT INFORMATION TECHNOLOGY FOR
INVENTORY AND UTILIZATION OF CONSTRUCTION AND
DEMOLITION WASTE FROM DAMAGED INFRASTRUCTURE
FACILITIES
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EMAIL: te.arsiriy@gmail.com, 2lesha.ivanoff@gmail.com, 3natalija.cudecka-
purina@ba.lv, *kirillbelyaev292 1@gmail.com

Abstract. This work examines the potential for enhancing the efficiency of
inventory management and utilization of construction and demolition (C&D) waste
to create and apply secondary resources during the reconstruction of damaged
infrastructure, including objects destroyed by war. This is achieved through the
development of an intelligent information technology (IIT). The urgency of
addressing this issue is underscored by the fact that large-scale reconstruction of
damaged infrastructure demands significant expenditures of domestic and
investment-based primary resources. Given the inevitable scarcity of these
resources, the development of a secondary raw material market and the ability to
extract valuable materials from waste streams for effective reuse become critically
important. An analysis of European colleagues' experiences in effectively
implementing a circular economy business model to address the limitations of
primary resource utilization highlights the necessity of developing IIT for C&D
waste inventory and utilization. Prior developer experience indicates that I1T can be
implemented as a geoinformation system (GIS), enabling the identification of
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L]
infrastructure objects through a knowledge base. The developed GIS database
contains spatial and attribute data that align with the requirements of the circular
economy business model, forming the foundation for a conceptual object inventory
system. The intelligent component of the 11T is based on the use of large language
models to analyze images of waste generation sites (Sources). This analysis involves
interpreting visual cues, classifying types of construction materials, and providing
an approximate volume assessment. The work also presents solutions for the
preliminary classification of waste reception centers (Sinks) based on attribute and
geospatial data, along with the development of an interactive “Sinks-Sources” map
and the determination of efficient routes for transporting C&D waste to facilitate
the creation of secondary resources.

Keywords. Construction and demolition waste, LLMs, intelligent information
technology, geoinformation system, artificial intelligence, reconstruction.
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Anomauia. Poboma  npucesuena  pospoOneHHI0  mMa  6NPOBAOIHCEHHIO
iHMeNeKmyanbHux cucmem KepyeaHHs MiKpOKIIMAMOM Y KPOZYMHUX» CepedosUUax
— 810 HCUMNIOBUX | 2POMAOCHKUX OYi6eNb 00 3AMKHEHUX BUPOOHUYUX NPUMILYEHb A
cimi-hepm.  3anpononosano  y3azaneneny mpupisnegy —apximexkmypy Edge—
Transport—Cloud 3 nodiesoro wunoio, cxosuwamu wacosux psoie i HMI, a maxooic
MYIbmMua2enmny Mooenb, wo gopmanizye pori azcewmie (kaimam, npucmpoi,
besnexa, cnogiwenns) I ineapianmu 0Oesnexu. Poszensnymo memoou I onsn
npoenosysanns ma onmumizayii: 6io supervised ML/DL (npoenoz cmanis, oyinka
VPD/PMV) 0o MPC | nasuanns 3 niokpinaennsm (RL), 3oxpema Q-learning ons
6UpOONIeHHA NONIMUK Kepysauus y 3minHux ymoseax. Okpema yeéaza npudinena
inmenexmyanvhomy xepysannio eenmunsyicio (DCV), enepcomodensm i kpumepism
axocmi  (MoYHiCMb — pe2ylioanHs, YACMKA HACy 6 3eleHUxX» Kopuoopax,
enepeosumpamu, Haoiinicme). Haeedeno keticu oOns smart-home cepedosuuy,
3AMKHEHUX npumiujeHv 1 cimi-gpepm, noxaszamo iHmezpayilo Mmooenei Yy
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mikpocepsicy  |0T-nnampopmy ma npakmuuni  acnekmu — 6NpOBAOHCEHHS:
xanibpysanns cemcopie, «safety wrappers», saxucm kaunany (TLS) i pons
onepamopa. ILle Oocnidscenns ¢opmye yinichuii Micmox Mixc meopieo i
NPAKMUKOI, OeMOHCMPYIouU, K nocoHauusn 0T-ingppacmpyxmypu ma memodis
LI 3a6e3neuye cmitikuil Kompopm i owaouicms pecypcie.

Knrwouosi cnoea. Inmenexmyanvui cucmemu; 10T; xmapui obuuciennus,
MYIbMUA2EHMHI CUCeMU; d2eHmu, MauiuHe HAGYAHHA, PO3NOOINeHl 0OYUCTIeHHA,
Q-learning; konmpoavosane cepedosuye; mikpoxnimam.

Beryn

Mera poGotn - copMyBaTH METOJONOTIIO IHTEIEKTYaJbHUX CHCTEM KepyBaHHS
MIKPOKIIIMATOM y «PO3YMHHUX» CEpelOBHINAX, IO IIOEAHYE MoJeni 00’€KTa,
apxitektypy Edge—Transport—Cloud, MynbTHarenTHy KoopauHamito ta Metoau 111
(MPC, Q-learning). O6’€eKT DOCHIIKEHHS — MPOLECH PETYIIOBaHHS MIKPOKIIIMaTy
B OymiBIAX 1 arpocepefoBHINaX; MpeagMeT — METOOH, MOJAeN # iHKeHepHi
NPaKTUKH, 110 3a0e3Me4yroTh HiATPUMaHH [iTbOBHX MPOQiTiB 32 yMOB Oe3mekH i
MiHiMi3allii BUTpAT pecypciB.

HaykoBa HoBu3Ha mojsirae y: apxitektypi Edge—Transport—Cloud i3 moxieBoro
IIMHOIO Ta PO3JIUICHHSIM «policies <> actuation»; MynbTHareHTHiN mMonemi 3 LTL-
iHBapiaHTamu i «safety wrapper»; inrerpamii nporaosaux mozeneit (ANN/LSTM) 3
MPC Tta RL, Brimrouno 3 Oesmeunnmu pexxnmamu RL Tta ribpunom RL—MPC;
yHi¢pikoBanomy Habopi KPI # ekcrmepmmeHTanpHOMY AM3aiiHI JJIS ITOPIBHSHHS
CTpaTerii.

MetopmonoriuHy OCHOBY CKIQJalOTh Teopis KepyBaHHA, ML s mporaosy
yacoBUX pAxiB, RL a1 cuHTE3y MONITHK 1 CTAaTHCTHYHI METOOHM OIiHIOBAHHS.
Imxenepruii amapar oxommoe MQTT/HTTP/LoRaWAN, TSDB-cxosuma, HMI Ta
3aco0u Kibep3axucry.

[IpakTryHa 3HAYYLICTh MiNTBEP/DKYEThCS Kelcamu: smart-home cucremu,
3aMKHYTI NpUMIIIEHHs, citi-pepmu 3 aBroMarm3oBaHuM 3pouieHHsM i DCV-
BeHTHWIiEr0. CTPYKTypHO po0OTa MEpEexXOAUTH Bix Teopii Ta MyJIbTHareHTHOI
moneni (po3a. 1-2) nmo apxitektyp (po3n. 3), 3acrocyBanb y CEA (posn. 4),
iarerpamii LI (po3a. 5), Bertwanii (po3a. 6), Q-learning (po3a. 7) Ta JOPOXKHBOL
KapTH BIOPOBaPKEHHS (po3 1. 8).

1. TeopeTu4Hi OCHOBM iHTEJIEKTYaJILHOI0 KePYBaHHS MiKPOKJIiMaTOM
Po3ymHi ce penoBuimia 11e KepoBaHi IPOCTOpH (KUTIOBI/0GicHI OymiBi, TEruIwi,
ciTi-hepMu), B AKUX MapaMeTpH CepeloBuUIla (TemrepaTypa T, BiTHOCHA BOJIOTICTh
RH, xonuentpauiss CO:, ocBiTieHicTh L, IIBHAKICTH MOBITPsSI V) BHMIpPIOIOTHCS
CEeHCOpaMHu i PEryJIoThCA BUKOHaBYMMHU MPUCTPOSIMHU (HVAC,
3BOJIOKEHHS/OCYILICHHS, BEHTHJIALIISI, OCBITIICHHS, 3POILICHHS ).

Y rtabmumi 1 HaBegeHO BCi 3MiHHI, MapaMeTpH, ONEPaToOpd Ta OAMHUII
BHUMIpPIOBaHHS, SIKi BAKOPHUCTOBYIOTBCS Jajli B PO3ILIII.

CEUR ¢ikcye TpeHa Ha OBHY TeleMeTpiro MikpokiimMary B Termumax (T, RH,
COa, OCBITIICHICTh, TOMIO) 3 BIIJAJCHUM MOHITOPUHIOM Ta KEPYBaHHSIM: Bif
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tunoBux Wi-Fi/ESP8266 pimens mo interpoBanux miarpopm (Ul, MoGinbHi
3aCTOCYHKH) — II¢ 0€3M0CepenHbO MiICHIIOE 3HAYYHCTh KOMIIOHEHTIB «X;, U, d» Ta
KOHBE€Ep JaHHX JJIS O3HAK/TIPOTHO3Y/pimreHs [1].

Hatunku  «Ha  Tpocin/cablebot  30mparoTh  MPOCTOPOBO-4acoBi  KapTh
MIKPOKJTIMATy B TeIUHII (MIKPO30HH, JOKAJIBHI CTPECH) — BAXKIUBO JUIA
MPOCTOPOBOTO PO3LIMPEHHS BEKTOPA CTaHY X, 1 KOPHIOPIB Xmin. .. Xmax [2].

Meroto kepyBaHHS € 3abe3nedyeHHs KoMQoOpTy/skocTi (mns JIIOIMHH YH
pOCIHH), eHeproe(eKTUBHOCTI Ta CTabIBbHOCTI MPOLECiB MpU  JOTPHUMaHHI
oOMexKeHb Oe3MeKH.

Tabmuus 1
Ilo3HayeHHs, 3MiHHi, TapaMeTpH Ta OAMHMIL BUMipIOBAHHS
Ilo3HaueHHs Ormmc QuHuii
T TemmnepaTypa noBiTpst °C
RH BingnocHa Bonoricts %
CO: KoHrenTpanist ByrJIieKHCIIOro rasy ppm
CO20ut 3oBHimHa (erenonHa) koHneHTparis CO: ppm
Gt InrencusHicTs yrBOopeHHs CO: ppm-m/c
(o rr/miportecu)
L OcBiTieHicTs/piBeHb CBITIA Ix
v 006’ €M KOHTPOJILOBAHOT 30HH M3
v LIBuaKicTh pyXy MOBITPs Mm/c
Xt Bekrop crany cucremu y MOMeEHT t -
Ut BekTop KepyBaJbHUX BIUTUBIB y MOMEHT t -
dt 3oBHilIHI 30ypeHHs -
&t CroxacTHyHHMil nrymM/noxuoka Mojei -
x*% PedepenTHuii (ILOBHIT) BEKTOP CTaHy -
Xmin, Xmax JomyctiMi Mexi cTaHiB -
Umin, Umax Jomyctumi Mexi aii —
AUmax MakcuManbsHO JOIMyCcTHMa 3MiHa Aii 3a KPOK -
I-02, 1-loo EBkutigoBa/MakcuMaibHa HOPMH -
QR Barogi Matpuni y KpUTepisix SKOCTi -
dD(x,U) Tpadn/6ap’epHi pyHKIiTl -
H T'opu3oHT onTUMIzallii/IPOrHo3yBaHHs KpPOKH
J OyHKIIS IKOCTI/BTpAT -
es(T) Hacuuennii napuiaqbHUH THCK apy mpu T xlla
VPD JedinuT TuCKY mapu klla
PMV/PPD [HaEeKCH TEIIOBOTO KOM(OPTY JFOTHHI 1%
THI [HneKC TenoBOro HaBaHTaKeHHS (TBApUHHM) -
St Cran y MDP (RL) -
at His y MDP (RL) -
P(s'ls,a) MmosipHicts nepexoxy y MDP -
rt MurtteBa BuHaropoaa y RL -
y Koeoiuient nuckonrtyBanns y RL -
A K Koedinientu Bar y Bunaropoi/mrpadi -
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E CyMapHe eHeproclo)XHBaHHs/BapTiCTh kBtrox /
BaJIIOTA
ch, cthy Tapudu enexrpo-/TemnoeHeprii BamoTa/KBT TO
pfan, INoTyxHiCTh BEHTHISATOPIB kBt
Qhea‘/"“"'t TermoBa/X0M0AMITBHA MTOTYKHICT kBt
Qt BuTpara npumimBHOTO (3MiIIyBaHOTO) TTOBITPS Mm3/c
i MacoBa/06’eMHa BUTpaTa MOBITPs Kr/c abo m*/c
AT Pi3uuus remreparyp (BHyTpilllHa—30BHIIIIHA) °C
Cmax I'pannyno pomyctumuit CO: ppm
HMI [HTepdeiic «wiroauna—MmarnHay / Human— -
Machine Interface
MQTT TIPOTOKOJI 0OMIHY TTOBIIOMIICHHSIMU -
LPWAN texHouoris LPWAN/LoRaWAN (LNS — -
LoRaWAN Network Server
DCV Demand-Controlled Ventilation

CucTeMa ONMCYETHCS BEKTOpOM craHy Xt = [Ty, RH; COst, Ly, w, ...]JT,
KepyBalbHEM BekTopoM Ut = [UT, URM, Uco,, UL, Uy, ...]T (mosmmii 3acmiHoK,
IIBAAKOCTI BEHTHIISITOPIB, Oa4a TEIIa/X0JI0Ay, IHTeHCHBHICTh OCBITJICHHS, TIOJIUB
Tomo) Tta 30ypenHsmu Ot (30BHINIHS MOroj@, TEIUIOBI HAIXOKEHHS BiJ
JofIei/o0maiHaHHs, T000BHH LKK). JIMHaMika Mae BUTJISL:

xe+1=F(xt,Ut,dy) +et, 1)
ne f() - (xBasi)OesnepepBHa, HEBH3HAYEHA Ta TMOBUIBHO 3MiHHA dYepe3
CEe30H/KYNbTYpYy/HaBaHTAKEHHS.
Juns pociun ximogoBuM € nedinut tucky mapu (VPD), mo interpye T Ta RH:
VPD = es(T) - (1 - RH/100) [kPa], es(T) = 0.6108-exp(17.27-T/(T+237.3)) [kPa].(2)

J1st FOAMHU BUKOPHCTOBYIOTH iHIekcH kompopty PMV/PPD, mis tBapun —
THI. [lns  koxkHOro creHapiro 3amaroTecs  pedepeHTHI  TpaekTopili  X*t
(ronuHHI/HOO0BI Tpodini Temmeparypu, Bonorocti, CO2, doromepion) Ta KOPCTKI
0OME)XeHHS Ha CTaHHM Ta JIil:

Xmin < X_t < Xmax, Umin < U_t < Umax. (3)

JonatkoBo OOMEXYIOTh IIBHAKICTE 3MIHM KepyBaHb, MIO0 YHHKATH 3HOCY
o0nagHaHHS:

”Ut - Ut-l”w < Aumax. 4)

Knacuyni mizxonu kepyBaHs (rictepe3ucHi npaswia, [11/[-perymnstopu) npocri,
ame crnabKo BpaxoBYIOTh 0araTOBUMIpHI 3B’SI3KM  (HamlpHKIaA, KOMIIPOMIC
CO2¢>BeHTHILSILI«<>BTPATH TeIIa). Onrumizarniii migxonu (MPC)
BHKOPHUCTOBYIOTh sIBHY Mojedb f(1) 1 MiHIMI3yroTe Kpoc-mimi (moMmika +
eneproButparu). [ani-kepoBani migxoaun (ML/DL/RL) wmopemiorors f(+) Ta/abo
Oe3rmocepeIHbO TONITHKY KEpyBaHHSA 3 JaHHWX. Y3aranbHeHa (QYHKIIS SKOCTI
(eneprist/TouHicTh/mITpadH 32 MOPYIICHHS ) MA€ TUKHIA BUTIIALL;

J = 2o (e — il + el + 2o (o)
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ne Q,R=0, ® — Gap’epui/mrpadni GyHKUii 32 BUXix 33 Mexi, 4acTi MyCcKH, TOLIO;
— xH||? . . 2 .
llxe =22l — axicrs, ypoxait, kompopr; 1:llz — enepris/pecypen; ®(xotts) —
mrpadu 3a mopymeHHs/3Hoc.
IHTenexTyanbHe KepyBaHHS 3 HABYAHHSM 3 IIKPITUIEHHSIM (DOPMYIIOETBCS SIK
MapkoBchKuii riporiec npuitasaTts pimens (MDP)

M =(5,4,Pr,), ®)
ne cran S=y (“t , icropis, 30BHimmHi nporHosm); ais aEA  (IUCKpeTHi
peRUMHU/HETIepepBHi ycTaBKH); nepexin P(St1[St,at) — HeBinomuii, ane ouiHIOBaHHI

. E[] 2 2 ..

3 JaHux; BUHaAropoa it = —( Il — =2 llg + Allu, lIz ) = lnopywenna*K Ta KoeimieHT
JICKOHTY 7.
MeTta — MakCHMi3yBaTH O4iKyBaHy 3HHKKY CyMapHOI BUHATOPO/IHU:
max, E[X1,¥ ] @

Jas Q-learning (muckperHi nii) ouinroersest Q(S,a), s CKIAAHILIMX CHCTEM —
DDPG/SAC (uenepepsHi nii), 3 000B’13k0oBUME 00MexeHHsMu Oe3mekn (safe RL,
mrpadu/mpoekuii aii).

TunoBa GararomrapoBa apXiTeKTypa BKIIOYA€: MPHCTPOI/CEHCOPH i MPUBOAN
(DHT/SHT, MH-Z19, BH1750, PIR), npuBoan (BEHTUIISITOPH, 3aCITiHKH, KIAMaHN);
piBers Edge/Fog momepenuss o6poOka (¢inprpartis, KaniOpyBaHHs, BHABICHHSI
aHoOMaiil), JIOKaNbHI TpaBWiIa JI MBHAKAX pEakIlii, KEIIyBaHHS HpPH BTPaTi
3B’s13Ky; mopieuit Tpancmoptr (MQTT mns tenemerpii, Kafka mis morokxosoi
aHANITHKN); XMapHi/MiKpocepBicHI cepBicu (cepBicH 300py # Hopmaii3anii,
cxosuina (TSDB/PostgreSQL/kem), anamituka (ML/RL), npaBuia ta ontumizariis,
API-1umo3, monitopunr/aneprunr); HMI (Be6-mambopay, MoGiIIBHI 3aCTOCYHKH,
inrerpauii (REST/WebSocket)).

OO0poOka maHMX 3AIHCHIOETBCA Bin (imprpamii 1o 3auTTs ¥ o3Hak. [loxmiOHi
iHpopmaniiiai Mmogzenmi cucremu (ceHcopu — 00poOka —  KepyBaHHS
BEHTWIALIIEIO/3pOIICHHAM/CBITIIOM)  omucaHi y [3]. 3arampHa cxema KOHBEEPY
00poOKH NOKa3aHa Ha PUCYHKY 1.

Ormerpams meperipRa AROCTI JTHTTH MIHHAX KARATIR

. . . i —* - .
(voB3m1 cepenry, Kamas, robust-dimetpn) Arperania (obmmcacrra VPD, «cTymens onmmamssocTiv

!

Nporaosyeamms | Kracndmanis crame e Teczemepis omax
(ARIMA/LSTM/GBM) (mopua/crpecasapis) (TpamieRTA/ces0Rm KoMTORCHTR TarE

TlpritesTra pimess

(mpaeeta MPCRL)

Pucynok 1. V3aransHeHa cxeMa KOHBeEpY 0OpOOKH JaHUX
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KirogoBumMu BUMoraMu oOpOOKHM JaHHMX € BiJCYTHICTh Jpeidy KamiOpyBaHHS,
00po0OKa IPOIYCKiB Ta OHIAHOBA MEPEOLIiHKa MOIeIeH.

Jns GaraToMOIyabHUX 00’€KTIB BHKOPHUCTOBYETHCS MYJIBTHATCHTHHH MiAXIM:
areHTu CCHCHHTIY, KepyBaHHS  MPUCTPOSMH, Gesmek, koMdopTy,
MEJIMYHOT0/arpOHOMIYHOTO Harsiny. Bzaemonist 4epe3 momii Ta y3TOMKEHHS
pitrens (contract-net, opHi gomku, KoHCeHCcyc). DopMmanbHe ONHCAHHS MOBEIIHKH
MOXJIHBeE 3acobamu TemnopaibHoi oriku (LTL) Ta moneneit Kpurmke, o no3sosnse
BepudikyBaTu iHBapianTH Gesneku (Hampukian, «3aBxiad, Ko CO2>Cmax, TOI
3pELITOI0 YBIMKHETHCSI BEHTHIISILIIS).

Jns MacmiTaOyBaHHS MOXKHa BHUKOPHTCOBYBAaTH XMapHi/MikpocepsicHi ACS-
apxitektypn 3 loT-mnardopmoro (areHTH, MMHA TOBIIOMIICHB) Ta CXOBHIIAMH
YacOBUX PSAIB; IIe MiJCHIIIOE Bally BUMOTY 10 B3aemonii HMI/ananiTukn/mumo3is
[4].

IInardpopma IEEE IoT Journal mns TermmdaHOrOo BHpOOHMOTBA (XMapa,
REST/«Greenhouse Models as a Service») Takox mpuminste yary GMaaS/ML-
cepgicam [5, 6, 7].

Benrtwmsiis  OanaHcye SIKiCTh TOBITpS Ta BTpaté eHeprii. “On-demand”
crparerii (3a CO2, VOC, 3anoBHeHicTIO) MiHIMI3ylOTh HagMIpHUH MOBITPOOOMIH.
Bapricts y ¢yHKIIi SIKOCTI J po3MmHpIOEThCSl eHEPTOMOIEIITIO:

1 an heat fcool
E = X (eI + Qo) ®)
fan 3 heat feool
ne Foem; (xyOiunuii 3aKoH), Q; 3anexuTb Big Big AT Ta

indinprpanii. ML/RL-nonituku Buarkest minimizyBatu E npu yrpumanti CO2<Cmax
Ta 00MeXeHb IIyMy/KOM(pOpTY.

ASHRAE 62.1 (onoenenns 2022-2023) npsmo Bu3nae CO.-kepoBany DCV
(Demand-Controlled Ventilation) sik iHCTpyMEHT €HEpProoIaJHOCTI MPH 3MiHHIN
3aIIOBHEHOCTI — Iie (popmanisye nopir Cmax Ta MOTITUKY Ut 1711 BeHTHILALIT [8].

Hogi CO2-opientoBani crpaterii DCV (noct-COVID) noB’s3y10Th BEHTHILIIO
3 PH3MKOM iHQEKLill i MOKa3yloTh NPAaKTHYHI CXEMH KepyBaHHS — KOPHCHI SIK
nonatkosi O-mrpadu/oomexenns B J [9].

Cy4acHi JOCHI/DKEHHS JIeMOHCTpYIoTh 3actocyBaHHS ANN/LSTM  nns
KOPOTKOCTPOKOBOTO porHo3y mapamerpis remmii (T, RH, CO2, L). le no3sousie
NepeiiTH Bil pEaKTHBHOTO /0 TMPOAKTHBHOIO KEPYBAaHHS: NMPOTHO30BAaHUH BEKTOP
CTaHy Xt+1 IICTABISEThCSA y BAll KPUTEPill SIKOCTI J 1 3MEHIIye 4WIeH «IOXHOKa
mozo npodimo» [Ixe—xt*llq? [10].

B po6ori [11] nokazano LSTM-nporao3 HaBantaxenus HVAC, skuit Harpsamy
3’€¢lHye MOAYNIb TPOTHO3Y 3 EKOHOMIYHHM KEpyBaHHAM: pPO3KJIa/CeTHONHTH
o0HuparoThes Tak, MO0 MiHIMI3yBaTH eHepreTHuHy ckiazoBy (8). Ha mpaktuii 1e
O3HAYa€: 3a3/AETib «IiAXOIUIIOBATH» a00 «IPUIITYNIYBATH» YCTAHOBKH Y BHIiIHI
TapudHi BiKHA; 3IVIQJUKYBaTH IIKOBI HABaHTAXEGHHS; YTPHUMYBAaTH KiliMar y
«3eJIEHHX KOpHAOpax» 3 MEHIIMMH BUTpaTaMH. PekomeHnamis 1O apXiTeKTypH:
BuHectn mporHo3 (15-60 xB ropumsont) y oxpemuit cepsic IoT—Edge—Cloud;
pukopucroByBatu MAE/MAPE/CRPS sk MeTpuku $KOCTi, a HEBH3HAYEHICTh
TIPOTHO3Y — SIK Baru/0OMEXEHHS il 9ac BUOOPY Miif.
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Kpurepimu oriHroBaHHS €()EKTHBHOCTI y TAKMX CUTEMAaX €:

e sixicte perymosanni: MAE/RMSE/IAE no T, RH, COg, L; uvactka wacy B
«3eeHnx» Kopunopax; ruHamika VPD/PMV.

e eneprist/pecypcu: kBt ron, M® Boxu, CO2-¢yTnpuHT.

® HaTIHICTB: BiICOTOK Yacy 0e3 MmopyIlieHb, Cepe/iHiil yac BiTHOBICHHS, BTPaTH
MaKeTiB.

ML/RL: TounicT/MAE mporHO3iB, CTaOUIBHICTE MOJITHKH, O€3MeYHICTh
(KUTBKiCTB/TpHBAIIICT HOPYIIEHB), y3arajabHIOBaHICTh Ha HOBI
CE30HH/KYIBTYPH/30HH.

VY pobGoti [12] ommcane kepyBaHHS TEIUTMIAMH Ta EHEPrOMEHEKMEHT i3
Bukopucrantsim MPC: 1ie 6e3nocepeHbo BiAmoBigae GopmysroBaHHIO J 3 BaramMu
Q/R, xopctkumu ooMexeHHsMH (3) i oOMmexeHHsM 1BHAKOCTI (4). MPC mo6pe
MIPALIOE 3 MPOTHO3aMH 1 1a€ KepOBaHi TapaHTii 3a 0OMEXEHb.

V [13] axtuBHO po3BHBaeThcsi Oesneune Batch-RL: momiTHKe HaBYAOTHCS
opmaiiH Ha ICTOPHYHMX JaHUX, IO 3MCHIIYE pPH3UKH «HEOE3NEeUHHX)
EKCIIepHMEHTIB y pealbHOMY cepenoBumi. Lle y3romkyersest 3 mrpadamu O Tta
Bumoramu fail-safe. AxryanbHi npuiiomMu migBuIeHHS Oe3neku ommaiH-RL:
ypaxyBaHHs MojenbHOl HeBu3HadeHOCTi (GP-Mozeni/kBaHTiNBHI OIIHKK) Ta

KOHCEpBaTHBHI aJroputmy; «safety wrappers» — mnpoekuis aii y Oe3meuHy

MHOXHHY Tepel 3acTocyBaHHsAM; human/grower-in-the-loop — excriepTHi migkasku,

py4He CXBaJIGHHS abo 3MiHa Bar y BUHAropozi
—_ #||2 2 .

n= _(llxt_xrllQ-l-‘l'Iur'IR)_ k lnup}'mm-:[-:ﬁ.

Jnst ternmis mokaszoBa ribpuamsauis RL+MPC: RL remepye «uiipoBi»
cernoitutu/monitukd, a MPC rapantye noTpuManHsS OOMEXEHb 1 3IrIamKye
kepyBanHs. lle moennanHs 30epirae agantuBHiCTh RL, ane Hakmamae ¢opmaibHi
3anobixHuk [14].

Jlinitika «mporuo3 (ANN/LSTM) — MPC/RL — ekoHOMi4YHa OnTHMi3alis»
3a0e3nedye JIOTIYHMH MICTOK MIDK TEOpIi€l0 Ta HPAKTHUKOIO: MPOTHO3 3MEHIIYE
noxubku B J, MPC/RL — 3naxomuts Oe3neuni il 1mia oOMexeHHIMH Ta Tapudamu
¢, ¢ , a human-in-the-loop/«ceiidTi-Bopkepr» MiATPUMYIOTH HamiHHICTL Y
peanbHUX yMOBaXx.

[Ipari, mo HaBemeHI HUXKYE, TEMOHCTPYIOTh, SIK CaMe Peajli3yloThCs €IEMEHTH
Teopii — BiJi CEHCOPHKH Ta IPOCTOPOBOTO NPODITI0 MIKPOKIIMATy Xt 1O AAHHX,
MpaBKJI i XMapHOI OpKecTpalii, Ta MOKa3yloTh, SIK MiA €THATH IPOrHOCTHYHI MOJIei
JI0 CHUCTEM TMIATPUMKH pilieHb 1 exkoHomiuHol ontuMmisarii: Edge/loT mns
MikpokiiMary [1] — 3aBepmiena loT-cucrema 3 BijgiaieHUM KepyBaHHSIM, HAOOPOM
ceHcopiB 1 BeO-iHTepdeiicamu; ciayrye pedepeHCOM IS Balioro KOHBEEpa
«ceHcopH — JHaHi — pimeHHD». «KeibendboT» mams MiKpoKIiMaTy/CKaHyBaHHS
npocropy [2] — nae mpocTOpPOBY MHCKPETH3ALiI0 CEpefOBHINA, LIO HANPAMY
MOB’S3aHO 3 PO3MIMPEHHM BEKTOPOM CTaHy Xt (MIKpPO3OHH, TPaai€HTH).
Indopmariiiina Mogens terumiii [3] — hopmanizye CTpyKTypy JaHHX 1 aICOPUTMIB
JUIS  aBTOYIPABIIHHS BEHTWIALIE/3POIICHHAM/CBITIIOM; BIAMOBIa€  BaIlUM
mizpo3ainam npo pedepeHtHi npodini Ta ooMexeHHs. XmapHa ACS-apxitexTypa
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terwui [4] — imoctpye loT-mmatdopmy 3 areHTamu Ta 3MEHLICHHSM JIOACHKOTO
(dakTopa; KOpeNIoe 3  BAlIO0 MOJEIUI0  MYJIbTHAr€HTHOI  KOOpAMHALIL.
CxoBume/DaW mns nuHamivuaoi Terummi [15] — mintpumye etamu «pineTparis —
arperariss — 3JIUTTA O3HAK — MPOTHO3», Ha SKi BU CIUPAETECHh Y PO3ALTL 00pOOKH
nmanux. Decision Support Tool [16] — DSS anst onTumansHOTO MOHITOPHHTY I
KepyBaHHSA MIKpPOKITIMATOM y Mepexi TEIUTUIh (enepris/Bona,
HPOTHO3M/CUMYJIALLT); TIPaKTUYHE BTLICHHS BalIOro KpUTEpito sKocTi J i3 Gararbma
ckmagoBumu. LSTM-nporHosyBanHs gns  kepyBanHs HVAC [11] 1o

CHEPTrOKPUTEPIi0 E= Er(cr Py ) — TIPOTHO3 HAaBaHT@KEHHS IIiUIAIITOBYE
rpadikn/CeTIIONHTH 3 ypaxyBaHHIM Tapudis Ct.

Otxe, iHTENEKTyaJ bHE KePyBaHHS MIKPOKIIMATOM 0a3yeThesl Ha MO€THAHHI:

1. ¢popmanizoBaHOi AUHAMIKK 00’ €KTa Ta 6araTOKpUTEPiaIbHOI ONTUMI3aLlii;

2. apxitextypu l0T-Edge/Fog—Cloud i3 mozmieBoto B3aeMOi€r0 MiKpOCEPBICiB;

3. meroaiB ML/RL asist mporuo3yBaHHs Ta 8l THBHUX MOMITHK;

4. MyJbTHAreHTHOI KoopIuHaIii Ta ¢opmanbHOi Bepudikamii iHBapiaHTIB
OesmexH.

2 AreHTHO-Opi€HTOBaHi cHCTeMH ynpaBJIiHHS KoMpopToMm i Ge3mexoro
ApXITeKTypa CHCTEMH YIpaBIIHHA pPO3YMHUM OyIWHKOM IDYHTYETHCS Ha
nmpuHOUnax MyiabtHareHTHHX cucteM (MAS), mo 3abe3srnedye y3romkeHy poOoOTy
PI3HOPIAHUX MiCHCTEM — KJIIMaT-KOHTPOJIIO, O€3M1eKH, MEIUYHOTO MOHITOPUHTY — 3
MiHIMalbHOIO y4acTI0O KOpHCTyBada Ta (popMaJbHUMH rapaHTiiMu. JlocmimkeHHs
[17-23] okpecioroTh apxiTeKTypy, poJii areHTiB Ta MEXaHi3MH IXHBOI B3aeMOIii. Y
BOMY PO3IUI y3arajJbHEHO AapXiTEKTYpHI NPUHIUIN MYJbTHAreHTHOI CHCTEMH
(MAS), mo 3abesneuye komdopt i Gesmeky Memkanuis [24]. B3aemoxis Mix
KOMIIOHCHTaMH CHCTEMH peaiizoBaHa uepes noaieBy mmny (Message Bus, MQTT)
3a MozeIuTo «myOmikaris/miamucka» (Puc. 2), mo 3abe3nedye ciabky 3B'S3HICTH 1
MacIITabOBaHICTb. ATEHTH, CEHCOPH, BUKOHABUI NMPUCTPOI, KOPUCTYBAU Ta XMapHa
aHaJiTHKa 00'€AHAHI B €IMHHUI MPOCTIpP HOMIMN.

ApXITeKTypHE CepeIOBHUINE BKIIOYAE CEHCOPHM W BHKOHaBLI, loT-mepexy,
iHTEepQelich KOpUCTyBava, CepBEp UM XMapy Ui 0OpOOKH, MiJCHCTEMH Oe3NeKH Ta
MEAWYHYy iHTerpamito. Yci KOMIOHEHTH (OPMYIOTh €OHUHHH OpPOCTIp MOAIH 1
KOMaHJ, 1€ areHTH B3a€MOJIIOTh dYepe3 IIMHY, a XMapHi MOJEeNi KepylTb
JIOKaJIbHUMU JTisIMU.

ATeHTH MaloTh CIeliaji30BaHi poOJi: TOBIIOMIICHb (arperauis MOAiM,
CIIOBILIIEHHST), KePYBaHHs MPHUCTPOSIMU (OCBITJICHHs, KJIiMaT, MpHIaIn), KaMepH it
curHamizamii (BUSBIIEHHS DPyXy, TPHBOTH), NMOOYTOBHX CIEHApiiB i MEIUYHOTO
mornsiay  (posknany, (i3ioNoriyHi mapaMeTpH), a TaKoX KOHTPOIIO KIMaTy
(Temmeparypa, BOJIOTICTb, OCBITJIEHICTh 3 ypaxyBaHHSIM eHeproepexTuBHOCTI). Lle
3a0e3medyye MacITabOBaHICTh 1 TPOCTE I0IaBaHHS ITiJCHCTEM.

KomyHikanist BigOyBaeThCcs 4yepe3 MOAIEBY LIMHY Ta XMapy, Ail y3roKyIOThCs
npaBwiIaMH W mnoiitukamu Oesneku. TenemeTpiss HAAXOAUTH IO aHATITHKH, Ha3aj
HOIIUPIOIOTHCS HOJIITUKY Ta CETIOHHTH; KOPUCTyBay B3aemoie yepe3 HMI.
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Kopucryeas / HMI
(u0GLIBHEHA 2aCcTOCYHOK, B6C)

derts | ¥ aetuation
CoHCOPH Ta BHKOHABIL Huapa  Amanraga / Tlomese
[T, RH. COxz, 0CEITABHICTE, DVX) (ML/FL. npaemnza, 30epiranms)

Tlogicea meHz / Message Bus
(MQTT, moxamem nomi)

a alarts ° ATeHT KepyBaHHET IPHCTPOAME
}'ol’ic:'g; 7| (MapmpyTHzVe BEROEYE KOMAHTE 0 BHKOHAENIE
alerts ATeHT KaMepH / BiIS0AHAM THER
policles | (aeresina pysy/odauss, fopuysadns TpHEorH)
" alerts N Arenr carmamisami / fesmers
“polictes” | (MCTiKA OROPCHH, eCKATANIA MOl
alerts ArEET KOHTPOTO KIIMaTy
policies (marpeanss TRH,CO2.L)
|_alerts | ATeHT roIyBaHEA
‘pcf."c!es g (cuenapti'posEnan nodyTOBHX Jii)
_ﬂf@i‘f-'i N ATenT MEIHTHOTO JOTTIY
polictes (MOHITOPHET TOKA3HHKIE, 2TEPTH PHIHLY)

Pucynoxk 2. B3aemonuis arenris uepes noaieBy muny (Message Bus)
Busnauennst aczenmnoi mooeni MAS. AreHTHY cHCTEMY T101JaMO KOPTEXEM

M,as = (A, 5,R, Lab, Act, E,P,11,2) ©)

ned= {a:} _ vmoxuna arenris JUTS KOJKHOTO 3 AKHX 3a71aHa MHOuHa it ¢, &
— MHOXXMHA CTaHiB, sIKa BKIIIOYA€ CTaHHU areHTIiB 1 pecypciB; BiTHOMICHHS IIEPEXO/IiB

RS SxS P(s'|s,a) _

OMHUCYE EBOJIOMI0 y vaci (abo CTOXaCTUYHUHN TMepexif

AP .

it MDP/RL); Lab:5 - 2% _ MapKyBaHHS CTaHIB aTOMapHHMH BHCJIOBIIOBaHHIMHU
AP; Act = [; Act; _ CHIUTBHUN TIPOCTIp [iif;cepepioBHIIC MOJAHO SIK JCKApTOBUM
E=E,, XEpy X Ey X Epog XE,,

no00yTOK net me €, 0 OXOILTIOE (i3MYHUI HPOCTip,

Mepexy/IHTepHeT peuei, iHTepdelicn KOpHCTyBadya, MeEIUYHY Ta OXOPOHHY
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iH}pacTpyKTYpH; = {HE} — TONITHKM areHTiB (Mamu 3i crany/ictopil B aii);
A S LTL(AP) _ crieundikanii/inBapiantu y LTL.

BrnactuBocti ¢opMynorThes y TemnopaibHii sorini LTL na moaen Kpunxke

(5’ R,La’,b) 3 omepatopamMu G («3amxgu»), F («3pemToroy), X («HACTYIHOTO
Kpoky») Ta U («10TH, TOKH»).

Jns areHTa moBimoMieHs icTHHHOW € popmyna MAGM — areHt otpumye i
HaJIali pO3IOBCIOKYE MTOBITOMIICHHS; U areHTa kepyBaHHs mpuctposmu — C F C
— KEpyBaHHS BHUKOHYETbCA N IIOBTOPIOEThCS; Ui areHra kamepu — VXV —
BUSIBICHHIO MOAII CIIiJlye OHOBJICHHA CTaHy CIOCTEPEXEHHsS; /Il areHra
curHanizanii — AAGA — OXOpPOHHHI PEXUM aKTUBYETHCS i MiATPUMYETBCS; AJIS
areHta rofgyBaHHsi — F X F — mpomec Mae KpoK-10-KpOKY OHOBJIEHHS; AJIs areHra
MmenuuHoro pornsaay — H U H — MoHITOpUHT TpHBae, TOKH CTaH He cTalili3yeThes;
Juisl BactuBocTeit cepemoBuina — IAG | — iHTerpaiis 3 MeJUYHUMHU MPUCTPOSIMU
MiITPUMYEThCS MOCTINHHO. SIKINO y CTaHi So areHT MOBiJOMIEHb OTPHUMYE IOJIiI0
«HEJIOCTATHE OCBITJIICHHS», a B S1 MepecuiIac ii areHTy KepyBaHHS IPHUCTPOSIMU abo
B XMapHHI cepBic, BiOyBa€eThCs Mepexin So—Si, IpH KoMy Gopmymua M ta GM
ICTHUHHI BiJITOBIJJHO B So 1 HA BCIX HACTYIMHUX KPOKax.

VY THNOBHX CIEHapisiX areHTH B3a€MOJIIOTH IS PearyBaHHs HA PyX, MiATPHMKH
koM(popTy uu moOyTOBUX MPOIECiB, KOOPAMHYIOUM CHUTHAIM, KIiMaT 1 MpHiIaau.
MAS 3abesneuye 4iTkuil po3momia poJjeif, kaHanu KOMYyHiKaiii Ta iHBapiaHTH
Oesmekn i KOoMGOpTY, 3aMUINAIOYMCh MACIITA0OBaHOIO W MPHUAATHOIO [0
Bepudikamii. [HTErpamis 31 IMTYYHUM IHTEJIEKTOM JIO3BOJISIE TPOTHO3YBATH,
ONTHMI3yBaTH Ta amanTyBaTH Iii areHTiB, 3HIDKYIOUM EHEproCIIOKUBAHHS i
MiJBUIIYIOYN HATIHHICTb.

Jnst  peanbHOT eKcIutyaTarii MyJIbTHAreHTHOI CHCTEMH BCTAaHOBIIIOETHCS
«OIO[DKET  SKOCTI», IO OXOIUIIOE 4Yac BIATYKy, HaJidHICTh, Oe3mexky i
MacIITaboBaHICTh. 3aTPUMKa «CEHCOpP — BUKOHABEIb)» HE MOBHHHA ITEPEBHUILYBATH
500 mc y 3Buuaitnux ta 100 — 200 MC y TPHUBOXHHX CILEHApisiX; HOCTYIHICTb
cepsiciB — > 99,9 %, MTTR <10 xB, peakmis Ha TpuBory < 2 c. Cucrema
macmTadyerbess 10 > 1000 mpuctpoiB i >10 THc. moBimomieHs/c 6e3 Aerpasanii,
mixrpumye rolling-update Ta inTeponepabenbhicts yepes MQTT i cranmapTusoBaHi
KoHTpakTd HaHux. besmeka rapamryerbest TLS 1.3, OAuth 2.1/0IDC, RBAC,
CerMEHTAIli€I0 MepeXi W IKypHATIOBaHHIM; MPUBATHICTH — MiHIMI3ali€l0 JIaHUX,
00MeXeHHSIM 30epiranHs Ta muQpyBaHHIM.

EdextuBHicts MAS oOIiHIOETBCS 32 METpUKaMH KiliMary, KoM(popTy/0e3nexH,
EHEProBUTPAT 1 eKcIuTyaraniitnoi skocti. s krimaty: RMSE temneparypu <0 ,5
°C, Bomorocti < 3 %, CO. < 1000 ppm (95-it mepuentuip). Yac y «3eieHUX
Kopupopax» Mae 0yt > 95 %, npu nsbomy HVAC croxuae Ha 15-30 % menmre
eneprii. ns Gesnexu: precision/recall > 0,95, xu6Hi TpuBoru < 2 %, BiACYTHiCTH
KOH(QUIIKTIB MK areHTamu. Excrutyaramiiini SLI: 3aTpumka tenemerpii B Mexax
HOpM, BTparta mosigomienb <0,1 %, kiOepiHuuaeHTH HOpiBHIOIOTH 0, KOHTPOIb
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npeiidy Mozeneit. CykymHo ne miarsepmkye, mo MAS 3abe3neuye kparuuii 6ananc
«koM(popT — Oe3MeKa — eHeproBapTiCTh», HiX TPaJHLIiitHI CHCTEMH.

3ApxiTeKkTypHi pilleHHsI cucTeM 3a0e3MevyeHHs] MiKpPOKJIiMATy y NPpUMIllIeHHSIX
MIiKpOKJIiMaT CyTTEBO BIUIMBAE HA BPOKAHHICTh KYJIBTYP, TOMY HOTO KOHTPOJIb Ma€e
BPaxXOBYBATH B3a€MO3ANICKHICTh apamMeTpiB. Y [25] 3amporonoBano 10T-cuctemy 3
TPUPIBHEBOIO apXiTEKTYPOIO (CEHCOPHUH, TPAHCIIOPTHUH 1 NPUKIAJHUNA DiBHI), 1€
KJII0OYOBUMH TmapameTpamu € Ttemmeparypa (T), BimHocHa Bosoricts (RH) Ta
nedimur tcky mapu (VPD). Jocmimkenns [26] i3 3actocyBanusm LORaWAN
niarBepauio edpekTuBHicTh MoHiTOpuHTY T, RH i VPD y peanbHOoMy uaci mis
BupomnryBaHHs TomariB. Konmemnmis 10T 1pyHTyeTbcst Ha B3aeMmomii 00’ekTiB i3
YHIKQJIBHOIO ajpecamniero [27], a 3a0e3medeHHsT 0JJHOPITHOCTI MIiKPOKJIIMATy MOKe
MiBUIIATH  BPOXAWHICT, 1 3HH3UTH eHeprocmoxuBaHHs [28].  Oxpemo
BU3HAYAIOTHCS  ONTHMANBHI — IapaMeTpy JUId  TeIDIMYHUX TomaTiB  [29].
3anponoHOBaHa apXiTeKTypa OpiEHTOBaHA HA KOHTPOJb MIKPOKIIMATy B 3aKPUTUX
MIPOCTOpax i3 XMapHOIO iHTErpari€ro Ta MOOUTEHIM AocTyroM [30].

ApXiTeKTypa I'pyHTY€eTbCS Ha TPUPIBHEBiH Moneni: ceHcopHuil piBeHs (T, RH,
CO:, Booricth cydcTpary, BukoHasii), Tpancnoptauii (WSN/LPWAN, 30kpema
LoRaWAN, MQTT/HTTP) ta npuxiagxuit/xmapauii (BJ] uacoBux psuis,
pospaxynok VPD, ML/RL-ananituka, HMI). Bzaemonis opramizoBana dyepe3
pub/sub i3 6pokepoM MoBiOMIEHb Y XMapi un Ha edge-1uro3i.

Ha pucynky 3 moxazaHO y3arayJbHEHi IIOTOKH JaHUX. TeraeMeTpis MmiTHiMaeTbes
BiJl CEHCOpIB uepe3 TpaHCHOPT a0 NpHKiIamHoro pisHs (telemetry). Ha ocHosi
aHaizy (QopMyIOThCS NONITHKM Ta cerrnoiHTH (POlicies), siki CryCKarThCs 10
TPAHCHOPTY 1 TPAHCIIOIOTBCA Y KOHKPETHI KepyBajbHI [ii A7 BHKOHABIIIB
(actuation). TloBepueni momii/miarBepmkenns (events/acks) ¢ikcyrors  daxr
BUKOHaHHA 200 3001.

[IpHET2 A XMAPHHH PECHE:
Ceprep/suapa — B/ (Sacosi pane), odumcrenns VED,
npaEna, aeanirma (MLARL) HMI Gpoxep MQTT

[’
policier telemerry
) - telemairy o
Pizens copritnaTIa: ¢ R TpancTOPTHER piBeHs.
Cencopa (T, RH, CO,, BOTCTiCTE CYOCTPATY) actuatiort WINLPWAN(LoRaWAN - Network Server),
BrroHazn (BeHTHIITOPHE /KOBIHII0HYEAHHA, R MOTT/HITP. meos /&oameHIparop)
0GirpiE, FBOCKEHHA, HACOC) eventsiacks

Pucynok 3. Y3aransHeHa apXiTeKTypa XMapHOi CHCTEMU KOHTPOIIIO MiKpOKIIiMaTy

Tak BUOYZIOBYETBCS 3aMKHEHE KOJIO «BUMIPIOBAHHS — aHAI3 — IMOJIITHKA —

Jis — WiATBEPUKEHHSA», AKE Y3TOJKYETHCA 3 Ar€HTHOK MOJIEILTIO Mpsas (6):
BekTOop cTany Xt = [Ty, RHi; COzt, Li W ..]T Ha;gxomuth sk Tenemerpisd,
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NPUKIaJHUI piBeHb MiHIMi3ye MOXUOKY [IXt—Xt*|| i obupae mil Ui, a 0OMeKeHHs Ha
IIBUIKICTh KEPYBAJIbHUX BIUIMBIB JOTPHMYIOTHCS 32 YMOBOIO [[Ut—Ut-1]loo<AUmax. Y
tepMiHax MAS areHT KiimMaTy IeHepye IMOJITHKH, areHT KePyBaHHs NPUCTPOSIMH
iHTeprpeTye 1X y KOMaHIM Ha TPAHCHOPTi, areHT HoBigoMieHs 3abe3neuye HMI-
CTIOBIIIIEHHS, a areHT Oe3reku O10Kye HeOe3neyHi aii 3rinHo 3 LTL-iHBapianTamu.

Policies Busnawatote «mo pnocsrru» (T*, RH, VPD), a actuation — «wix
pukoHati» (pene, PWM, Bentunstopu). Po3mineHHS mae 3Mory mpaifoBaTd
JIOKaNbHO TIPU BTpaTi 3B’s3Ky, 3actocoByBaTu Safety wrappers i maciuraGyBaTtu
cucrteMy 0e3 3MiHM IPUCTPOIB. I KpUTHYHUX KOMaH] BUKOPHCTOBYIOTECSt MQTT
QoS 1/2, TLS 1.3, OAuth2/0OIDC Tta RBAC, i3 s3arpumkamu <100-200 mc
(TpuBokHi) Ta <500 Mc (3BuuaiiHi). ApxiTekTypa 3abe3medye 30ip mapameTpis,
XMapHUH aHami3 1 BIUIMB Ha OOJajHAHH], WATpUMYyud KombopT i
eHeproe()eKTHBHICTb.

4 IntenexTyaabHi miAX0AM A0 KepyBaHHS MIKpPOKJIIMATOM MiCBKHX
arpocmucremM

KontponboBane cepenosuie (Controlled Environment Agriculture, CEA) e
OCHOBOIO MICBKOTO IPOAOBOJBYOrO JaHIfora. Jlms MikposeneHi y 3aMKHYTHX
NPUMIIIEHHAX KJIIMAT, OCBITJICHHSA Ta 3pOIIEHHS MiATPUMYIOTHCS aBTOMAaTH30BaHO
i1 eKOHOMHO 3 BUKOPUCTAaHHAM JaHUX Ta METOJIB MalIMHHOTO HaByaHHA. OO0’ €KTOM
KepyBaHHA € MOAYJIBHI CTeNaxi, e BUMIPIOIOTh TEMIepaTypy MoBiTps T, BOJOTICTh
RH, CO: ta ocsitnenicts L (3a morpebu — BoisoricTh CyOCTpaTry, HIBHAKICTD
noBiTps). KepyBambHi Aii Ut OXOIUIIOIOTH OXOJIOJDKEHHS, OOIrpiB, BEHTWIIALIIO,
3BOJIOXKEHHSI ¥ KparelibHe 3pOIICHHS 3 Tojadero 1o0puB. Mera — MmiATpUMaHHS
pedepentHrx npodimiB Xi* g KynabTyp 1 (a3 pocTy Hpu MiHIMAIBHUX BUTpaTax
pecypcis.

Knimatnuna ycraHoBka Bimowae craHmapti By3nmu HVAC  (pamiatop,
BEHTHJIATOP, KOH/AWIIIOHEp 13 BHIAPHUKOM, KOMIIPECOPOM Ta KOHAEHCATOPOM).
CeHCOpHUIT KOHTYP MICTUTH JATYUKH TeMIEpaTypH, BOJOTOCTI W THUCKY, a TaKOXK
TIOJIO’KEHHS 3aCITIHOK; KUTBKICTh TOYOK BHMIPIOBaHHS BU3HAYAETHCS KOHCTPYKIIIEIO.
BukonaBui mpuctpoi — pene, IPUBOAM, BEHTWIATOPH Ta  KJIANaHU
3pOIICHHS/M00pHUB. YCi KOMIOHEHTH I’ €HAHI JO KOHTpojepa, o 30upae
TeneMeTpiro i popMye KOMaHIIH.

Jloriuna apxirektypa Oymyerbes 3a mogemmo Edge—Transport-Cloud. Ha Edge
KOHTpOJIEp BUKOHYe (iNbTpamito, MIBHAKI MpaBWa Ta KEIIyBaHHSA. TpaHcmopt
peamizoBano wepes MQTT/HTTP a6o LPWAN/LoRaWAN s mocraBku
tenemerpii (telemetry) # kepysampumx miii (policies/actuation). Xmapa a6o
JIOKaJIbHUH cepBep 30epirae yacoBi psiu, oduncioe nokasHuku (VPD), 3actocoBye
ML/RL Ta nagac HMI.

OntuManbHi PEXUMH BH3HAYAIOTh EKCIIEPUMEHTAIbHO Ta CTATHCTHUYHO,
yTouHIOTh Yepe3 ML (mporHo3 Xi+1, ominka VPD, pexomenparii) i RL mix
oOMmexxeHHsAME Oe3nekd. Lle migBuirye BpOXKaWHICTD 1 SKiCTh, 3HIKYIOUH BUTPATH

pecypcis.
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ExkcriepuMeHTH TNpOBOJWIM Ha MOAYIBHIH citi-hepmi 3 OaratopiBHEBUMH
cTenaxamy; 00JaJHaHHS BKIIFOYAJI0 BEHTHJIATOPH, 00IrpiB, KOHIULIOHEp, 3aCIiHKHY,
cencopu T, RH, CO:, L Ta BukoHaBui Mexani3mu. Konrposep Ha edge-piBHi 306upas
tenemerpiro yepes MQTT/HTTP a6o LPWAN/LoRaWAN i BukoHyBaB JOKaIbHI
MpaBWJIa MBUIKOI peaKIii.

Jocmin opraHi3oBaHO 3a TIEPEXPECHUM ab0 pPaHAOMI30BaHHM OJOKOBHM
IU3aifHOM MO sSpycax/30Hax: KOXKHa 30HA IOCIIJOBHO HPOXOAMJIA BCI PEXHUMH
KepYBaHHA y BHMIAIKOBOMY mopsaky. IlepenOaueHo HIOHaWMEHIIE TPH LUKIH
TpuBajicTio moBHOI (a3u BupornyBanHs (7—-14 ni6). Pedepentni Tpaextopii Xi*
(nmpodini mua/Houi i T, RH, doronepion, mexi CO: i VPD) BusHauanucs 3a
arporacropToM KyIbTypH; oOMmexeHHs (3) i (4) 3amaBaiyM KOPHIOPH CTaHIB Ta
mBHAKICTE 3MiHH Aiid. [lopiBHroBamm Tpu crparerii: 0a3zoBy (rictepesuc/ITIJT),
nporHo3uy (Xe+1+ npasuna/MPC) ta inTenekryanshy (RL 3 «safety wrapper»).

36ip manmx Oyno yHidikoBaHO: TenemeTpis QikcyBamacs 3 nepioxom 30-60 c,
KOMaHAM BHKOHABLSIM — KOXHI 5 — 10 ¢ mis 3MeHmeHHs 3Hocy. llepen KokHOIO
cepiero BUKOHyBanmu KanmiopysanHs T/RH, mepesipky CO., Tect 3B’s3Ky (BTpara
<0,1 %) 1 «cyxuit» mporiH. 3polIeHHs 3AiHCHIOBATIOCS 32 KOMOIHOBAaHUM MPaBUIOM
«PO3KJIAJ + CTaH cyOCcTpaTy» 3 XKYPHAIIOBAaHHIM yCiX MOJIMBIB.

Jamni (T, RH, CO., L), crann BUKOHABIIB Ta JIYMILHUKH PECypciB 30epiramm y
6a3i uwacoBux pszmiB. IlomepemHs oOpoOka OXOILUTIOBajla CHHXPOHI3AIII0 MITOK,
¢inpTpanito BUKUIIB (IpaBmwiIo 3G), IHTEPIOISIII0 KOPOTKHX MHPOIYCKIB Ta, 3a
noTpeOy, 3rIIaJUKyBaHHS IS Bi3yasizamii. Y IPOTHO3HHX Ta IHTENIEKTyalbHHUX
peXuMax NOAaTKOBO (iKCyBali HEBU3HAYECHICTH MIPOTHO3IB 1 BEpCil MOJITHK.

Edexrusnicts ouintoBanu 3a KPI: RMSET, RMSERrH, yacTka yacy B «3eneHOMY
KOPHUAOP» [Xmin, Xmax] st T, RH, VPD, 95-ii nepueHTHIb NOXUOKH; pecypcH —
iHTerpanbHa eHeprosutpara E (8), BuTpara Bomm W IOOpUB, 4acTOTa BMHKAHb;
eKCIUTyaTaliss — 3aTpUMKa «CEHCOp—[is», BTpaTtd mnosigomieHb, MTTR,
crpamtoBanHs «safety wrappery»; momaTkoBo — BpOKaWHICTh, PIBHOMIPHICTH i
BificoTok Opaky. CTaTHCTHKYy INpOBOAWIM dYepe3 IepeBipKy HOPMAaIbHOCTI i
mucnepciit, nami ANOVA 3 NOBTOpPHMMH BHMIpIOBaHHAMH a00 HemapaMeTpHuyHi
aHAJIOTH, MOCT-XOK 3 TomnpaBkamu, i3 95% I ta edekramu (Cohen’s d, n?). s
€HEPTOMOKa3HUKIB BUKOHYBAIM HOPMYBaHHS a00 BKIIFOYANM 30BHIIIHI YMOBH SIK
KOBaparTH.

[HTENeKTYyanbHI MOMITHKM TpamioBaid mif «safety wrapper» i3 XKOPCTKUMH
obomexennsmu  (3)—(4), momarkoBuMu Tpurepamu 3a CO: 1 TemmepaTypoio,
TaiiMmayramu Ta antuapebesrom. [lnst RL 3acTocoByBanm oduaifH-HaB4aHHS 3
ICTOPUYHHX JAHUX i OCTYNOBE OHJIAITH-OHOBIICHHS 3 MPOEKIII€I0 HEO3MeUHNX il
y OGesmeuny MHOXuHY. KoHirypamito cucrtemMu QikcyBanu MHOBHICTIO (Bepcil
mogzeneit, Toniku MQTT, KPI). KinrouoBum By3mom Gyiio aBTOMaTH4HE KpareibHe
3pOLICHHS, {HTErPOBAaHE 3 CEHCOpaMH i KOHTPOJIEPOM: TOJa4ya BOJM YU JOOPHB
BUKOHYBaJIacs 3a pO3KJIaI0oM i/ab0 cTaHOM cyOcTpaTy 3 sKypHainoM noxid y HMI.

V arentniit mozeni kiimar-areHt ¢opmye policies mas T, RH i VPD, arent
KepyBaHHs IPUCTPOSIMU peaizye ix sk actuation, areHT mosigoMiIeHb BiANOBizae 3a
HMI, a arent Gesneku 3acrocoBye «Safety wrappers». Taka B3aemoist 3a6e3reuye
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3aMKHEHMH LUKJI «BHUMIDIOBaHHS — aHalmi3 — [JiS — MiATBEpKCHH.
3anponoHOBaHUH MiXiZ MOENHYE CEHCOPUKY, BUKOHABYI MEXaHI3MH i aHAJITHUKY,
IO Ja€ BINTBOPIOBAHUI MIKpPOKTIMAT Ta pallioHaJbHE BHUKOPHCTAHHS PECYpPCIB y
MICBKHX (pepMax.

5 MeToau IITYYHOrO iHTEJIEKTY y KepyBaHHi KJIIMATHYHHMH CHCTeMaMH
ANropuTMH KOHTPOJIIO MIKPOKJIIMATY TEIIULb €BOIIOLIOHYBAIM BiJl KIIACHYHUX JIO
METOJIIB IITYYHOTO iHTENEeKTY, 3MaTHUX HABYATHCS HA JAaHMX 1 MpUilMaTh pileHHS
6e3 sxopctkux mpaBmwi. CydacHi mimxoau BKIIOYAIOTH OaitecoBi Mepexi, SVM,
HeifipoHHI Mepexi Ta reHernuHi amroputmu [31]. Heiipomepexi Mozenmo0Th
3B’SI3KM MDK TapaMeTpaMH KIiMaTy ¥ pOCTOM pOCIHH, a TIMOOKe HaBYaHHS
aHanizye gacosi psiu [32]. st mporo notpidHa ceHcopHa iHppactpykrypa (T, RH,
CO:, L) Ta BukoHaBYi NpHUCTPOI (BEHTWIIALIS, 3pOMICHHS, ONAJICHHs), IHTErpoBaHi
gepe3 0T must 300py naHMX 1 perymoBaHHS B peanbHOMy daci [33]. T'iGpmumni
pIIIEHHS TMOEAHYIOTh MPOTrHO3 1 ympaBmiHHA: DL-moneni mporaosyrooThs 3MiHH,
onTUMi3aniiiHi arropuTMu Bu3Ha4aroTh fii [34], a surrogate models momomararoth
3HAaXOAUTH ONTHMANbHI MapaMeTpH i miaBUIIYIOTh edekTuBHicTs [31]. KepyBanus
y 3aKpHUTOMY arpoBUPOOHHUITBI — OaraTokpuTepiajgbHa 3aJaya 3 BUMOTAMH [0
SIKOCTi, €Hepro- Ta BOJOCIIOKHUBaHHA i Oe3neku [35]. Tpamumiiini ITI1-perynsropn
He BpaxoOBYIOTh HeNiHiffHOCTI ¥ 3aTpuMkH, Tomi sk meromau LI maroTs 3mory
MepeTH 10 NPOTHO3HO-ONTHMIi3amiifHOl mapagurmu, Qopmyroun nmii ut 3
ypaxyBaHHSIM oOMexeHs (3) — (4) Ta eHepreTHIHOro KpHTepiro (8).

Y KepyBaHHI MIKpOKIIMAaTOM 3aCTOCOBYIOTh TPH OCHOBHI MiAXOIM: MPOTHO3HI
moneni (ML/DL) ans wacoBux pamiB T, RH, CO:; ontumizanito i miaHyBaHHS
(eBpuctuky, reHetuuHi anroputmu, MPC i3 cyporaramn); Ta RL mna ¢popmyBanHsS
MOMITHK. J[01aTKOBO BUKOPUCTOBYIOTH OaiiecoBi Mepexi, SVM 1 koM roTepHuii 3ip
JUISL aHAJTI3Y CTaHy POCIIHH.

JaHi ceHcopiB, mojil BUKOHABIIIB Ta 30BHIIIHI (akTopu (Torona, rpadixu)
¢dopmyroTh KOHBeep o3Hak, Ha Buxoai sikoro LSTM/GRU/TCN a6Go rpamientHi
aHcaMO1i Jal0Th MPOTHO3 Xt+1 TA IHTEPBAJIM HEBU3HAYEHOCTI. J[JIs1 pOCINH KPUTHIHO

veD =e3(T)(1—ﬂ

OIIHIOBAaTH 100), a qusg mozneii — PMV/PPD (sk uinboBi abo sk

mrpadHi ckmanosi). IIporros r+1 3MeHIIye TIOMHIKOBHH» UleH y (yHKIii
sikocti J Ta rorye MPC/RL 10 npoakTuBHUX i,

MPC wminimizye J (5) 3 obmexennsmu (3) — (4), BUKOPUCTOBYIOUH (i3HUHY
Mozenpb abo surrogate model f(-). Cyporaru (mepea piuierb, NN) mprckoprooTh
ONTHUMI3allif0 Ha TOPU30HTI H, TOMi SK TeHeTHuHi i pPOEBI METOIM MIAXOISATH IS
II00ATFHOTO TOIIYKY CETIIOWHTIB 1 TpadikiB MOIHUBY.

RL dopmymroe kepyBaHHS SIK M, Bupa3sy (6): cran st=y(Xt,icTopis,IPOTHO3H),
Jist 8t — yCTaBKU/PEKUMH, BUHATOPOAa
rt = _(_"xt_ x:”:@ + ‘l”ut”}:?) - k ’ lnupyu.let-:l-:ﬁ -n
Mty =ty e (10)
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Ins  puckperHux aili  3acrocoByroth  Q-learning/Double  DON, mis
Henepepsaux — DDPG, TD3, SAC. Pusuku 3meniuyrots batch/offline RL, safe-RL
(mpoekuist midi y gomyctuMy MHOXuUHY, mitpadwu, «safety wrappery). TiGpun
RL—MPC nozsonsie RL renepyBatu cermoiintn, a MPC — rapanTtyBatn
oOMeXXEHHSI Ta 3INIAJUKyBaTH KepyBaHHs. EdQe BuKOHye JOKanpHi mpaBumia i
dineTpamito, Transport 3atesmeuye telemetry/policies/actuation/events, Cloud —
36epirannst mannx, ML/RL-momeni ta HMI. ¥ MAS arent wimimaty ¢opmye
policies, arenr mpucTpoiB peamizye actuation, arent Oesmeku 3actocoBye LTL-
iHBapiaHTH, areHT noBimomiieHb BiAmoigae 3a HMI. Taka ctpykTypa cmpourye
iHTerpanito i BHBiJ pilleHb y KOHTyp. EdexTuBHicTh omintoots 32 RMSET,
RMSERH, gacoMm y «3eneHux kopumopax», nuHaMikoro VPD, eneproButparamu E
(8), BOMOKO/MOOpHBAMU, a TaKOX 3aTPUMKaMH, BTpaToro moeimomieHb i MTTR.
IMopiBHsiHHs ~ pexumiB  (6a3oBuii, nporHo3uuii, RL/MPC) BukoHyIOTH 3a
ANOVA/Friedman i3 95% 1.

OcHoBHI Oap’epu — mosicHioBanicTh  (XAIl), crifikicte g0 30018,
y3arajibHioBaHicTh i crangaptusauis (KPI, API, 6e3neka/mpuBaTHicTs). JopoxHs
KapTa: KOHBEEp AaHUX 1 mpodimi X, mporHo3Hui Momyns, MPC i3 cyporaTom,
minorauii  safe-RL  (off-policy), ri6pun RL—MPC, XAl Tta perynaspra
nepeKaniopoBKa.

6 IHTeqeKTyaqBbHI MeTOAM KepyBaHHS BeHTWISLIiHUMH mpomecaMu Yy
NpUMilIeHHAX

CyuacHi OyziBii HOTpeOYIOTh IHTETPOBAHUX CHCTEM MIKPOKIIMATy, Opi€HTOBaHUX
Ha eHeproedekTuBHiCTh 1 KoMpopT [36]. Tpaaumiiiai pyuHi 4 pikcoBaHI PeKUMHU
BEHTWIALII 9acTO CIPHYMHSAIOTH NMEPEeBEHTWIALiI0 abo i1 HecTady, IIO IiJIBHUILYE
BUTpAaTH Ta TMOTipuIye sKicTb moBiTpsa. Bukxopucramns LI Tta 10T mo3Bomse
aBTOMATH3yBaTH KOHTYp, aJlanTyBaTH HOTO O YMOB eKCIUTyaTamii Ta 3MEHIIyBaTH
eneprocrnoxkuBanus [37]. Taki cucremu mnoemnyroth l0T-matunku (CO2, T, RH,
tBepai wactky, JIOC), amropmtmm Ul m1s amamisy ¥ mporHosyBaHHS Ta
KOHTpOJIEPH, SKi PpErylioloTh IHTEHCHUBHICTH MoOBiTpooOMiHy [38]. Pobora
OyILy€eThCs SIK KOHBEEP: MOHITOPHUHI — aHai3 i IPOTHO3 — aJalTHBHE KePYBaHHS;
npuHimn “on-demand” 3ajiroe BEHTHWIALiO JHine 3a noTpedu. EdexTuBHICTH
miaTBeppKyoTh npukitaan: RESPIRA® y merpormosiTeHax Ta aepornopTax 3HHKYE
eneprosurparu [39], a BrainBox Al y ToproBeisHHX HEHTpax cKkopouye ix Ha 21%
[40].

Cran noBitps onucyerhest BektopoM Xi=[Tt, RHt, COz,, ...]T, a kepyroui aii Ut
OXOILTIOIOTH BUTPATY NMPUILTMBHOTO MOBITPSI/IIBUAKICTh BEHTHIATOPIB, MOJIOKEHHS
3aCNiHOK, pexxumu pekymneparii/perupkymsmii. [{ine — yrpumyBatn CO2t<Cmax i
nmapaMeTpu KoMQpopTy B “‘3eJeHMX Kopuaopax’ TpH MiHIMyMi iHTerpanbHOI
Baprocti E ((3)—(4) ta (8)). Cmpomenoro MacooOMinHOo Mozemwto mii CO:
CIIyryBaTHMe JUCKPETH30BaHA PiBHOBAra:

COzp4q =CO + (Gr - % [CO:K - CO:,wr)) At + e,

v (11)

287



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

ne Gf — mxepena CO: Bif mopei/mponecis, Q. BUTpaTa NnpuIumBy, V — 00’ em
30HU. I Mozenb BOYIOBY€EThCS y 3araibHy AuHaMiky Xe+1=f(X,Ut,dy)+et 3 Bupasy
D).

Cencopu CO:, T, RH, VOC ra niunnsHuKH eHeprii popmyroTs telemetry, o Ha
pieai Edge ineTpyethes # KemryeTbes mnpu  300sX. TpaHCMOpTHA IIMHA
(MQTT/HTTP, LoRaWAN) mepeznae naui B aHamitHuHuii piBeHs, ne LI renepye
policies (cermoiinTH, moporu), sKi TpaHCHIOIOTBCA B actuation (mpuBoaM,
BEHTHJIITOPH, 3aCiHKM). 3BOPOTHI events/acks minTBep/uKyrOTh BHUKOHAHHS. Y
MAS arenT kimimary (opMye IONITHKH, areHT MPHCTPOIB pealizye iX, areHT
Oesnexn 3actocoBye LTL-oOMexeHHsS, a areHT moBimomieHb oOciayroBye HMI.
Taka cTpykTypa MiABUIYE HaAIHHICT 1 MACIITA0OBAHICTb.

BazoBi cxemu (ricrepesuc, IIIJI) mpocrti, ajne He BpPaxOBYIOTH B3aEMOJIL
«senTusnisi—COx—Brparu Ternay. [Iporuosui mogeni (LSTM/GRU) paroth oiHKH

CULHP Ten 3 HeBm3HaueHicTIo; MPC MiHiMizye kpuTepiit (5) 3 0OMeKeHHSIMHI
(3) — (4), BuxopucroByroun ¢iznuny abo ML-mozens. RL (Q-learning, DDPG, SAC
TOIIIO) ONTHMI3Y€E MOJITHUKH “BEHTWIALIA-HA-BUMOTY’, TIPAIIIOIOYH ITiJ] O€3IIeYHIMHI
obomexxennsimu. [iopuan RL—MPC moennyrots amantuBnicTs RL i3 rapanTismu
MPC.

DCV 3wminioe Burpary Qt 3a mokazamu CO2/3alOBHEHOCTi, 3BOASYH
MepeBEHTHIIALIO 710 MiHIMyMy. EHepreTuuny ckiafoBy onucye (8):

_ gl pfan th ~heatcool fan 3
E= X (cS'P/"" +cihQ, )‘ B/ emy

e KyOiuyHMH 3aKOH AJIsl BEHTHJISATOPIB Ja€ 3HAYHMK BUTPAlI BiJl YaCTOTHOTO

peryJIoBaHHs, a TEIUIOBA CKJIAI0oBa 3anexuTh Bix AT Ta indinsrpamii. LI-momymi
cl th

y3roukytoTe Qt i3 TapupHuM npodinem Ce ,Cf

BuMoramu 110 COz/komdopry.

ToniTuku nparorTh mix «safety wrapper» i3 )opcTKUMH MeXaMu CTaHiB 1 i,
taitmayramu Ta fallback-pexumamu; kanamu wudpyrotscs (TLS), aBrenTndikanis
3nificHroeTsest yepes RBAC, a ceHcopm perymsipHo KanmiOpyroTbes. SIKicTb
Bu3HavyaeTeest 95-m mepuentmiaeM CO.<1000 ppm i >95% wacy B IOIMycTHMUX
xopunopax T, RH, VPD; edextuBHicTs — 3MenmenHs E Ha 15-30% mnopiBHsHO 3
0a30BUM PEKUMOM. [opiBHsHHS PEeKUMIB BUKOHYIOThH 3a
ANOVA/uenapamerpuunumu  tectamu 3 95% JII. IHTenekTyanbHe KepyBaHHS
BEHTWJIALIEIO TIOEJHYE CEHCOPH, MPOTHO3HO-ONTUMI3aliifHI MOJIENi Ta TOMdi€BY
apxiTekTypy, iHTerpyrouuch i3 MAS 1 TpupIBHEBOIO apXiTEeKTypow Ui
BifiTBOpIOBaHOCTI Ta MaciTadosanocti; riopun MPC/RL nonae agantuBHICTS.

MPOrHO3aMH HAaBAHTAXCHHSA i

7 3acrocyBanus Q-learning y 3agauax onrumizauii MikpokiiMary

OnruMizaniss BUPOUIYBaHHS MIKPO3eNeHI 3IHCHIOETHCS 3aBISIKM BIIPOBAIKEHHIO
IHTETIEKTyaJIbHUX 1 PO3MOIiNEHHX cucTeM KoHTpomo [41]. Bukopucramns |0T
3a0e31edye MOHITOPHHT MIKPOKJIIMaTy B peallbHOMY 4aci [42], a JaHi aHami3yIOTbCs
xMapHuUMH Tuiatpopmamu Ta anroputmamu ML [43-44]. Jns migBuiieHHS
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pecypcooniaaHocTi  3actocoByroTh  Q-learning [45], mo y moegHaHHi 3
pobotuzoBannmu cucreMamu [46], TemioBumu Moaensamu ta [13 s MoaentoBaHHs
[47]. ¥V rakiit mapagurmi Q-learning aBromaTnuHo (opMye MOJITHKY KepyBaHHS,
sKa MiHIMI3ye BHTpaTH Ta MIITPUMYE MapaMeTpH B JOMYCTHMHX KOPHIOpax
BiamosiaHO 110 (3) — (4) i kpuTepiro (8) [48].

Kontyp xepyBanus monaetses sk MDP (po3minu 1-2): iuckpeTH30BaHi CTaHU S

(TeMmeparypa, BOJOTICTh, OCBITJICHICTh TOINO), CKIHYCHHI [il a (pexxumu

BEHTWJIALII/00IrpiBy/3BOJIOKEHHS/CBITIIA), ~ CKalsipHa  BHHaropoga  [(5,a,9),
muckontyBants y€(0,1). Kinacuune onosnentst Q-¢yHKIlii BUKOPUCTOBYE PiBHIHHS
bennmana:

Quas(s,0) = (1=0)Q, (5, @)+ [1, +y maxQ, (s',a)]

12)
' . ' . '
ne “* — kpok HaBuaHHs, ¥ — HacTymHMil cTan, @ — MoxMBa i B ¥ . AJroput™
iTEPaTUBHO TMOJIIIIIYE MOJITHKY, OalaHCyro4M JociijpkeHHs (e-greedy) ta
eKCILTyaTaIlifo.

Ha6ip BumiptoBanb oxommoe T, RH, CO:, L. Cram S dopmyeTbes
IUCKPETH3AIl€l0 X IMapaMeTpiB, a MAii a8 BKIIOYAIOTh PEXUMU BEHTHIIALII,
3BOJIOKEHHS, OOIrpiBy, OCBITJIeHHS Ta moauBy. KommakTHuii npoctip aii
MPUCKOPIOE  30DKHICTE 1 3MeHIIye po3MipHicTh Q-Tabmuui. Bunaropopa
BU3HAuUaeThes kKputepieM J (5): mrpad 3a BiAXUICHHS BiA Xt*, eHEpreTHYHI BUTPATH
Ta «CMHKaHHS» MpPUBOAIB, 3 JOJATKOBMM KoHTpoieM VPD (2) mms pociuH i
PMV/PPD mst mozeii. besneka rapantyerses «Safety-wrapper» i3 npoexuiero aiit y
JOMycTUMy MHOXHHY (3) — (4) Ta Taiimayramu Ha piBHi Edge.

Peanizaniss Gasyerbcst Ha apxitextypi Edge-Transport-Cloud: xonrtposep
00pobIsie TeneMeTpio Ta BUKOHYE JIOKAJIbHI IpaBHiIa, TPAHCIOPTHA IIMHA TIepeaae
[aHi, a XMapHUH piBeHb Beae 0a3zy yacoBux psfiB, obuucmoe VPD, onopmoe Q-
tabmuiro # Hagae HMI. V MAS (po3n. 2) arenrt wiimaty dopmye momituky Q-
learning, areHT KepyBaHHsS MPUCTPOSIMH peaiidye ii, areHT OEe3MeKH 3aCTOCOBYE
inBapianti # «safety-wrapper», a areHT moBigomiIeHb 3a0e3medye B3aEMOAII0 3
KOpHCTYBadeM. EKCIIEpMMEHTH MiATBEP/IMIH KOPEKTHICTh Mepe/iadi CUrHaIB dyepes
Wi-Fi/ESP8266, crabinpHicTs Q-TaGnuii Ta 3HIKEHHS SHEPrOCIOXHBAHHS IIPH
30epexeHHi KIiMaTy B JOIMYCTUMHX Mekax. [IpakTwuni mapamerpu: 3—5 OiHIiB Ha
BuMip, £€%0.2—0.02, 0~0.1-0.3, y=0.95-0.99; edextuBHicTh OiHIOETHCs 32 RMSET,
RMSErH, VPD/CO:, THTOMOIO €HEeprie0 Ta 4acTOTOI0 MepeMHKaHb. 3a MOTpeOn
BUKOPUCTOBYIOTh Oe3rabmuuni meroan (DQN/TD3/SAC) a6o ribpug RL—MPC. ¥
mizcymky Q-learning 3abesmeuye amanTeBHE Ta pecypcoolmamHe KepyBaHHs
MIKPOKJTIMaTOM ciTi-pepmu, iHTerpoBane 3 10T/XMapHO0 iIHPPACTPYKTYPOIO.

8 [IpakTH4Hi acieKTH

Cucrema peanizyerbes Ha apxitektypi Edge—Transport—Cloud: korTposiep BUKOHYE
JIOKaNbHI TpaBWia, TPAHCIOPTHa IIMHA IIepeJae MOaHi, a xXmapa o0pooise
TeneMeTpiro, Beae 6a3zy yacoBux paniB, oduncioe VPD i oHOBmIOE Q-Tabmuiro. Y
MAS arent kinimaty dopmye momituky Q-learning, areHt kepyBaHHS TPHCTPOSMHE
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peanizye ii, areHT Oe3leKkH 3acTOCOBYE IHBapiaHTH, a areHT IOBiIOMJICHb
3abesneuye HMI. ExcriepuMeHTH MiATBEpMiH KOpeKTHY poboty Wi-Fi/ESP8266,
cTabimpHicTe Q-Tabnuiyi Ta 3HWKEHHS CHEProCloXKUBaHHSA. ONTHManbHI
mapaMerpu: 3-5 O6iHiB, &~0.2—0.02, 0~0.1-0.3, y~0.95-0.99; edexTuBHICTH
ouium0Th 338 RMSET, RMSERH, VPD/CO: Ta MUTOMUM CIIOKHBAaHHSM. 332 HOTPeOH
3actocoByroThcs 6e3rabmani metoan (DQN/TD3/SAC) uu riopuan RL—MPC.

BucHoOBKH

3amponoHOBaHO Y3TO/DKEHY PaMKy iHTEIEKTYaJbHOTO KepyBaHHS MiKpPOKIIMAaTOM:
¢bopmanshi Mozeni 06’ekra, apxitekrypa Edge—Transport-Cloud, mysnbTrareHTHA
B3aemonist ta amropurmu III. Ilepexim Bix peakTMBHHUX MpPaBHI IO 3B SI3KH
«aporHo3 (ANN/LSTM) — MPC/RL» crabimi3ye mapaMeTpd B «3elCHHX
KOPHUJIOpax» 1 3HIKYE BUTPATH eHeprii; juist BeHTWALil edextuBHrMEu € DCV T1a
riopuau MPC/RL mix «safety wrapper».

[IpakTuuHi mpaBuna — KamiOpyBaHHA W KOHTPOJb SKOCTI JaHUX, PO3IiNEHHA
«policies <« actuation», npozopi KPI ta kopekTHi eKcriepuMeHTalbHI JU3aiiHu -
poOJIATE pe3yJbTaTH BIATBOpIOBaHMMH Ta mopiBHIOBaHuMH. Keiic Q-learning
MIATBEPIUB JKUTTE3AATHICTh MiAXOAYy M OKpecIuB NUIAX MaciuTaOyBaHHA [0
0e3TabmryHuX MeToiB Ta riopuaie RL—MPC.

OOMexeHHs TIOB’Si3aHi 3 Jpei(oM CEHCOpiB, CE30HHICTIO MJaHUX |1
pI3HOpIAHICTIO 00’€kTiB; iX IOM’SKIIyIOTH MOHITOPHHT, IepeKaliOpoBKa,
amantuBHI Monenmi Ta XAl IMomamemi HanpsiMm — 0araTo3oHHE KepyBaHHS,
1 poBi ABiHUKH, TapupHO-00i3HaHI moniTuky Ta crangaprusaiis API/KPI - mis
CTIKOTO MPOMHCIIOBOTO PO3rOpTaHHA M Kpamoro Gamancy «koMmdopt - Oe3meka -
€HEProBaPTICTHY.
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Abstract. This oocnioxcenns addresses the design and deployment of intelligent
microclimate  control systems across smart environments, including
residential/commercial buildings, enclosed industrial spaces, and city-farms. We
present a unified Edge-Transport—Cloud architecture with an event-driven data
bus, time-series storage, and human-machine interfaces, alongside a multi-agent
model that formalizes agent roles (climate, devices, safety, messaging) and safety
invariants. The work surveys and integrates Al methods for forecasting and
optimization: supervised ML/DL for short-term state prediction and comfort indices
(e.g., VPD/PMV), Model Predictive Control (MPC), and Reinforcement Learning
(RL), with a focus on Q-learning for policy synthesis under uncertainty. Special
attention is given to intelligent ventilation (DCV), energy modeling, and evaluation
criteria (tracking accuracy, time-in-band, energy use, reliability). Case studies span
smart homes, closed spaces, and city-farms, illustrating how models are embedded
into a microservice-based IoT platform and outlining practical deployment issues:
sensor calibration, safety wrappers, secure channels (TLS), and human-in-the-loop
operation. Overall, the work bridges theory and practice, demonstrating how
combining loT infrastructure with Al enables resilient comfort and resource
efficiency.
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Anomauin. YV yiti pobomi 0Oyno pospobreno OUHAMIYHY MOOEIb PEeNCUMY
npooysKu 6 npoyeci KUCHe8oi neui, o € KIOHOBUM NUMAHHAM OJisl NIOBULYEHHS
eHepeo- ma  pecypco-epeKmueHOCMI  Cy4acHo2o eupobHuymea cmani. bByno
PO32NSAHYMO OYMMEBULL PEACUM KUCHEBO-KOHBEPMEPHOL NILAGKU SIK MEXHOIO2IMHULL
00’€km Kepy8aHHs, GUKOHAHO AHANI3 NPOOLeMAMUKU Pe2yIO6aHHs NApamempie
dymmsi 8 YMO8AX HeCMAYIOHAPHOCMI WEUOKOCMI 3Hesy2neytoeants memary. 11io
uac npooyeKu KOHEEPMEPHOI GAHHU CUCMEMA KePYBAHHS GUDIUYE 3A80AHHS
cunxponizayii npoyecie paginysanns ma HAcpigy Memany npu  HAOIUHOMY
0YymMmbOBOMY PENCUMI, 4 8 KiHYi NpOOYEKU — 3A60AHHs GU3HAYEHHS MOMeHmYy il
npununennsi. Bcmanoeneno, 3mina cmynens okuchenus eyeaeyio 0o COz 'y
NOPONCHUHI KOHBEpMEPA 3ANIeHCUMb 810 3MIHU UWEUOKOCMI 3He8Y2/leyl08AHHS KA, 6
C8010 uepey, 3anedxcamv 6i0 giocmani Gypmu 0o pisHs cnokiunoi eannu. Ilpoyec
BMIHU WEUOKOCTI 3HEY2IeYIOB8AHHS 810 3MIHU 8IOCMAaHi Yypmu 00 pieHs CROKIUHOT
BAHHU € HeCmayioOHapHUM, ONUCYEMBCS OUPePeHYItiHUM  PIGHAHHAM Nepuioeo
NopAOKY, cmana 4acy AK020 3anexcums 6i0 nepiody npooysKu; OO0CIIOHNCEHO NIUE
inmencusHocmi nodaui Oymms HA WEUOKICIb  3HEGV2NeYlO8AHHA — Memaly.
Iepexionuii npoyec 3sminu cmynens oxucHenHs eyeneyio 0o COz 6i0 3MiHU
NOJLOJICEHHSL NHEGMOKIAANAHY OYMNIsl KUCHIO ONUCYEMbCSL OUDEPEHYIIHUM PiBHAHHAM
mpemvo2o  NOPAOKY,  OMPUMAHA  MOOelb  PedCUMy  NpPOOY8KU  KUCHEBO-
KOHBEpmMepHO20 npoyecy y 6ueniadi Kepo8aHoi KAHOHIMHOI opmu OucKkpemuor
MoOeni 8 npoCmopi CMAHI8 6 3aNeNCHOCMI 6I0 3MIHU IOCMaHi ¢ypmu 00 pieHs
CHOKIUHOI 8aHHU ma IHMEHCUGHOCMI Oymms, KA GUKOPUCIAHA 6 SKOCMI
NPOCHO3YI0YOI MOOEL MOOENILHO-NPOSHO3YIOU020 Pe2yNsimopa.

Kniouosi cnosa: npozcnosyoua mooens, Kepysanhs, MoOeib 6 RpOCmopi CManis,
KUCHegUIl KOHBepmep.

1. Texnosoriuni 0co0JIMBOCTI KepyBaHHS PEKAMOM JIyTTS KHCHEBO-
KOHBEPTEPHOT0 Mpouecy

KucHeBo-KOHBEpPTEpHA IUTaBKa Bi3HAYAETHCS CKIAIHICTIO (i3UKO-XIMIYHHUX
MpOLECiB, NPOTIKAE 3 BEJIUKOI INBUJKICTIO 1 NPH BHCOKIH Temmeparypi,
XapaKTePH3YeThCsl 0araTOPEKMMHICTIO (YHKIIOHYBAHHS i BEIHKOIO PO3MIpHICTIO
PO3B’3yBaNbHUX 3amad. SIKiCTh OAEp)KyBaHOI cTajli BH3HAYAa€ThCA il CKIAIOM 1
Temmeparypoio. KoHBeprep MOXHa pO3IIIAOAaTH AK XIMIYHHH PeakTop, y SKOMY
BiIOYBaIOTHCS peakuii OKUCHEHHS PI3HHX EJIEMEHTIB 1 MPOIECH Mepepo3Nnoiry
JOMIIIOK 1 TETJIOTH MK METaJIOM Ta [UIAKOM, IO YTBOPIOEThCA. JlocCimimKeHHs
TEXHOJIOTIYHUX 3aKOHOMIPHOCTEH NPOBOAMIM 3a JaHMMH KOHBEPTEPHOTO IEeXy
TTAT “Apcenop-Mitamr” Kpusuii Pir (KM3) 3 konBepTepamu emuictio 160 ToH. Y
KOHBepTepax MepeIuiaBIsiIn nepepoOHuii yaByH 3 BMicToM (%) cuinito 0,4...1,0;
manrany 0,3...0,6; cipku 0,02...0,07; dochopy 0,02...0,15. TemmepaTypa yaByHy
konmBanack B giana3oHi 1200...1400 °C [1]. B 3aBanky 3aBaHTaXyBaJll METaJeBHIA
OpyxT y kimbkocri 0...30 % Bixg Macu gaByHy. Pinkuif 4aByH i3 Mikcepa MoaBau y
140 T xoBmIax. |HTEeHCHBHICTH MONAHHSA KUCHIO cTaHOBWIa 2,5...3,0 M3/(TXXB).
CopraMeHT Mapok cTaii XapakrepusyBaBcsi BMicToM Byriemio 0,09...0,40 % i
Temreparyporo Bunycky 1580...1630 °C. BummaBka crTami € iHTCHCHBHHM
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HPOIIECOM, TOMY OIlepaTop KOHBepTepa (i3HYHO HE Mae MOMIIMBOCTI ONpPAIFOBATH
BeNMKUH 00’eM iHpopMmauii, BUOpaTH HaWKpaliuii pEeXHUM Ta OINEPaTHBHO
BTPYTHTHCH Y XiJl TEXHOJIOTIYHO mpotecy iaBku [2]. Tlpu pydHOMY yrpaBimiHHI Xij
OPOAYBKH YacTO BIIXHJIAETbCA BiJ ONTHMAIBHOTO, IOPYIIYETHCS HPOLIEC
[ITAKOYTBOPEHHS, Y Pe3yJIbTaTi 4oro MHulak abo 3BEpTa€eThes, 00 CHIHIOETHCS, IO
MIPU3BOUTH IO BUHOCIB Ta BUKHIIB. Tinbku 45 — 50 % maBok, a iHOAI i MeHIe,
BHUITYCKAIOTh NPH PYYHOMY yNpaBiiHHI 3 mepmoi crnpobu. OIHHM 3 OCHOBHHX
mapaMeTpiB PeKHUMY AYTTS € IHTEHCHUBHICTh NPOAYBKH, BiJ SIKOI 3aJ€XKUTh Xia
NpOLECiB OKMCHEHHS JOMIIIOK 1 ImntakoyrBopeHHs [3]. OpHak miABUILICHHS
IHTEHCHBHOCTI POJLyBKH IPU3BOJMTB JI0 3MEHIIEHHS OKUCHEHHS 3aii3a i mepexoay
Horo B nniak (puc. 1), mo noB’s13aHo 31 30UTHIICHHSM MEXaHIYHOTO TIePEMINTyBaHHS
BaHHM Ta NPUCKOPEHHSIM DPO3BUTKY BTOPHHHHX PEaKLiii OKHCHEHHS JOMILIOK 3a
paxyHOK OkcuiaiB 3amiza. OcoONHMBO 1€ BHSBISAETHCS HANPUKIHII MPOMYBKH 3a
HU3BKOI IIBHIKOCTI 3HEByIIeItoBaHHsA. CTYNiHb JONATIOBAHHA OKCHIY KapOoHY
(II) B mopo>xHMHI KOHBepTepa (pHcC. 2) MiABUILY€ETHCA 31 3pOCTAaHHSAM iHTEHCHBHOCT1
MIPOIYBaHHS, IO OB’ A3aHO 3 MEPEPO3MOAITIOM IOTOKY KUCHIO, SIKUH BUBLIbHAETHCS
BiJl 3MEHIIICHHSI OKMCHEHHSI 3aitiza [4].

AMspaoye T/T

0,03
0.025
0.02
0.015

. -y

0.005 \\

o —

2,5 3 35 4

Vi MY (xBT)
Pucynox 1. BrumiB iHTEHCHBHOCTI ITPOAyBaHHS Ha MUTOMY Macy OKCHZIB 3aii3a B
nrani

3a eKcHepuMEHTAJIbHUMH JaHUMHU Uil 160-TOHHOIO KHCHEBOTO KOHBEpTepa
CKJIQICHO 3QJIOKHICTh MDK IHTCHCHBHICTIO NPOJYBKH 1 3MIHOIO OCHOBHOCTI
KiHIIeBOTO IITaKy (puc. 3). 3i 30UIbIIEHHSIM 1HTEHCUBHOCTI NMPOIYBKH OCHOBHICTH
[OUTAaKy 3MEHIIYEThCS. 3 MIABHIICHHSIM I1HTEHCHBHOCTI MPOAYBKH, 3HIKYETHCS
MacoBa YacTKa OKCHIIB 3alli3a B HUIAKYy, OT)KE, IMJBHUIIYETHCS BMICT MaHTaHy B
MeTali.
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Oy, T

c 3 3.5 1 ]
Vi MY(XB-T)

Pucynok 2. BrmiB iHTEHCHBHOCTI IPOAYBaHHS HA MiJABUIIEHHS MUTOMOTO 00’ €My
CO2 y mopo>XHHHI KOHBEpTepa

.08 \\

0,06 o
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PucyHnok 3. BB iHTEeHCHBHOCTI IPOAYBaHHS HAa OCHOBHICTH KiHIIEBOTO IIJTAKY

3aneXHiCTh MK IHTEHCHBHICTIO POIYBKH 1 3MiHOIO MacOBOI YaCTKU MaHTaHy B

KIHIIEBOMY MeTali 300paXeHo Ha pHuc. 4.
A, . Mo

3 3.5 4
Ve MY (xn1d

PucyHnox 4. BruiiB iHTEHCHBHOCTI ITPOAYyBaHHs HA MPUPOIICHHS MAaCOBOI YaCTKH
MaHTaHy B KiHI[CBOMY MeTai

3aJexHICTh 3HOUICHHS (YTEPIBKH, IO BU3HAYAETHCS 32 CKJIAZIOM OKCHAY

MAarHilo B KiHIIEBOMY IUIaKy (OCTaHHIN MEPEeXOAWTh y HUIAK JHIIC i3 QYyTepiBKH),
BiJl IHTEHCUBHOCTI PO XyBKH A5 130-TOHHOTO KOHBEpTepa 300paKeHo Ha pHC. 5.
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Pucynok 5. BiuiuB iHTEeHCHBHOCTI IPOAYBaHHS HAa MACOBY YacTKy OKCHIY MAarHio
B KiHIIEBOMY ILIUIAIli

3 MiIBHUIIEHHSM IHTEHCHUBHOCTI IPOIXYBKU 3HOUIEHHS (DyTepiBKH 3MEHIIYEThCS,
IO TIOB’SI3aHO 31 CKOPOYEHHSM SIK TPUBAIOCTI MPOIYBKH, TaK 1 KOHTAKTYBaHHS
BOTHETPHBIB 3 arpeCUBHUM IIUIAKOM 1 BUCOKOTEMIIEpAaTypHUM (hakeraoM. XapakTep
3aJIe)KHOCTI 3MIHM TIMTOMOT Ha 1T BUIIIABJIEHOI CTaJli MACH IUIABHKOBOTO IIMATY Bif
IHTEHCHUBHOCTI MPOJYBKH (pHC. 6) 3yMOBIIOETECS PO3PIIKYBATEHIM BIUIMBOM Ha
KiHIeBUH IUTaK (uitocy. AHANOTIYHO BIUIMBAE€ Ha KIHIEBMH NUIAK MiIBUILEHHSA B

HBOMY BMICTY OKCHIB 3ai3a.
Allly o« KI/T

1
/”

d

N

2.5 3 3.5 1

Ve M3/(XB'T)
Pucyrox.6 BruiB iHTEHCHBHOCTI IPOAYBaHHS Ha TUTOMY Macy Ha | T BUIUIaBJICHOT
CTaJIi IUTABUKOBOTO LIMATY

OpHak 3HaYeHHsI OCTAHHBOT'O 3MEHIIYETHCS Y pasi 30UIbIIEHHS IHTEHCHBHOCTI
NPOJYBKH, II0 KOMIIGHCYETHCS YBEACHHSIM I[UIAaBHUKOBOrO Inmary. Tomy
MiJBUIICHHS  IHTEHCHBHOCTI  NPOAYBKM  3YMOBIIIOE  30UIBIICHHS  CTYIEHS
nonamoBanHs CO B NMOPOXXHUHI KOHBEPTEpa, MAacOBOI YaCTKM MaHIaHy B MeTalli
HANpPUKIHII MTPOAYBKH 1 BUTPAT IUIABUKOBOTO IIMATy Ta 3MEHIICHHS OKCHIIB 3ai3a
B KiHIICBOMY IIUIAKY, 1OT0 OCHOBHOCTI Ta 3HOLICHHS (pyTepiBKH.

Bucora po3mimenHs ¢pypMu Haja piBHEM CHOKIHHOI BaHHH TaKOXK BIUIMBA€E Ha
XiJ IPOLIECiB OKMCHEHHS TOMIIIOK 1 IUTAKOYTBOPEHHs. 301IBIICHHS MacOBOi YaCTKH
OKCHJIIB 3alli3a B KiHI[CBOMY IIUIaKy, L0 NepepaxoBaHi B €KBIBAJICHTHE 3HAYCHHS
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okcuny 3amiza (II), 31 30UIbLIEHHSAM BHCOTH pO3MilleHHS (ypMH Haj piBHEM
CIOKiMHOI BaHHH (pUC. 7) 3yMOBJICHE 3HIKCHHSM IIBHUIKOCTI MacolepeHeCeHHs
TIpH 3MEHIICHI TTHOMHN peaKmiiHOl 30HH.

> FeO,, %

20

0,5 0,7 0.9 1.1 1.3 1,5
H.m

Pucynox 7. Brius BucOTH po3MilieHHsT GypMH Hal piBHEM CIIOKIHHOI BAHHU Ha
OKHCHEHICTh KiHI[EBOTO IILIAKY

Crynens ponamoBanHs CO no CO2 B MOPOXXHUHI KOHBEpPTEpA 3aIEKHUTH BiJ
BHCOTH PO3MiIIeHHS (GypMH HaJ piBHEM CIOKiHHOI BaHHM (pHC. 8, A€ IITpUXOBa
JiHig — 001aCTh HETEXHOJIOTi4HOI MPOAYBKH). EQEeKTuBHICTE qONamoBaHH OKCHIY
kapOony (II) B mopokHMHI KOHBepTepa 30UIbIIYETHCS Y pa3i MiABUIIEHHS BHCOTH
po3mimeHHss GypMH HaJ pIiBHEM CIIOKiHOT BaHHHM, IO IOB’S3aHO 3 BEIUKHM
TIOTOKOM KHCHIO Yy BepxHii 30Hi arperaty [5]. 3anexnicte ABx = f(H) (puc. 9)
MOSICHIOETHCSL  30UTBIICHHSAM MAacOBOT YacTKH OKCHJIB 3ali3a y IIaKy B pasi
3pOCTaHHSI BHCOTH PO3MiLIeHHS (GypMH HaJX PiBHEM CIOKIHHOI BaHHH, IO CHpUSE
MOJIMIEHHIO YMOB IUIAKOYTBOpeHHs. HaOmkeHHs 3aleXHOCTI 10 pIiBHA
HACHYCHHS IIOB’S3aHO 3 IOBHHM 3aCBOEHHSAM J00AaBOK BalHa 3a ITiIBHIICHHS
3HAa4eHb BUCOTH PO3MILICHHS QypMH.

a0

20

1.% o 2.5 3 1.4
Hom

Pucynoxk 8. Bruus BucoTH po3MimieHHs: pypMH HaJl piBHEM CIIOKIHHOI BaHHH Ha
crynins gonamosanHs CO 1o CO2 y mOpoxHUHI KOHBEpTEpa
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Pucynok 9. Bruius BucoTH po3minieHHsT pypMH HaJl piBHEM CHOKIHHOI BaHHU Ha
3MiHYy OCHOBHOCTI KiHI[€BOTO IILTAKY

Di3uKo-XiMiuHa MPUPOJA 3aTEKHOCTI MIXK 3MIHOIO MAacH IJIABUKOBOTO IIMATY
Ha IUIABKY i BHCOTOIO pO3MillieHHs (GypMH Haj piBHeM crokiiiHoi Banuu (puc. 10)
MOSICHIOETHCS TIpoLiecoM (OPMYBAHHS PIIKOTEKYUOCTI IITAKy, siKa 3a0e3neuyeThes,
KpiM 100aBOK IUIABUKOBOTO INIATy, TAaKOX 3POCTaHHSIM MAacoOBOI YaCTKH OKCHIIIB
3amiza B muiaky. lllo Buma BmcoTa po3MimeHHs GypMH, TO OiibIIe MICTUTHCS
OKCHJIB 3aJi3a B IDIaKy, TOOTO JI MiATPUMAHHA Takoi caMol PiIKOTeKydoCTi
IIJTaKy TOTpiOHA MEHIIa BUTpaTa IIIABUKOBOTO IIIIATY.

Ay, - KI/T

b

f

/

0 0.1 0.2 0.3 0.4 0.5
H, ™

Pucynoxk 10. Brumis BucoTH po3milneHHs: pypMH HaJ piBHEM CHOKIHHOT BaHHH Ha
3MiHY TUTOMOT MacH IUIABUKOBOTO IITIATy

3pocTaHHsA MacoBOi YacTKM OKCHIIB 3ali3a B LUIAKy 3 IiJBHIIEHHSAM BHCOTH
po3minieHHs GypMH MOKHA TOSICHUTH 3aJIEKHICTh MK IMM NapamMeTpoM i 3MiHOIO
MacoBOi YaCTKM MaHTaHy B MeTalli HampHKiHmi mpoxyBku (puc. 11). Sk yxe
3a3Ha4anoCh, CTIHKICTh (yTEpiBKA MOYKHA OI[IHIOBATH 32 MAacOK OKCHIY MAarHiio B
HITaKy. 3aJIeKHICTh 3MiHM MacoBOT YaCTKH OKCHJIY MarHilo B KiHIIEBOMY IIIIaKy Bif
BHCOTH PO3MILIeHHsI (ypMH HaJ piBHEM CIIOKIHHOT BaHHH 300pakeHo Ha puc. 12.

[Ilo Hwkua BHcOTa pO3MilIeHHS (GypMH, TO Oijblie 3HOIIEHHS (GYTEepiBKU
KOHBEPTEPa, OCKUIBKK CTPYMEHI AYTTSA PO3MHUBAIOTH AHHIIE. KpiM TOTO, BHHUKAIOTH
TEXHOJIOTIYHI TPYIOHOIII HAaBEACHHS BHCOKOOCHOBHOTO MIIaKy. 3i 30iNbIICHHSIM
BUCOTH PO3MiIlleHHS (ypMH Hal piBHEM CIOKIHHOI BaHHU MOJIMIIYIOTHCS YMOBH
MpoIIeCy MIIAKOYTBOPEHHS, IMiIBHIIYETHCS OCHOBHICTH HUIAKy i, SIK HACHiJOK,
3HWKYETBCS 3HOIICHHS (yTEepiBKH.
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Pucynoxk 11. Brums BucoTH po3minieHHs GypMH Haj piBHEM CHOKIHHOT BAHHH Ha
3MiHy MacoBOi YaCTKM MaHTaHy HAIPHUKIHI[ IPOTYBKH

Otmxe, MiABMINCHHS pO3MilleHHs (GypMH HaJ piBHEM CIOKIHHOI BaHHU
MPU3BOAUTH A0 301IBIIEHHS] OCHOBHOCTI Ta OKUCHEHHS KiHIIEBOTO IIJIAKY, CTYIEHS
nonamoBaiHg CO B MOPOKHUHI KOHBEPTEPA, 3MEHIICHHS! MaCOBOT YaCTKH MaHTaHY
B MeTaJi HaNpHKIHLI MpPOAYBKH, BHUTPaT IUIABHKOBOTO INNATy W 3HOIIEHHA
(dyTepiBKH.

BukopucTaHHS YacTHHU YTBOPEHOTO KOHBEPTEPHOTO Ta3zy B SKOCTI MaJMBa B
MOPO’KHHMHI KOHBEpTepa JUIl PO3IUIABICHHS METaleBOro OpyXTy J03BOJHTH
30UTBIIMTH YacTKy OpyxTy (puc. 13) y IIMXTi, IO B pe3yiabTaTi HpHU3BEIE M0
3HIDKEHHS c00iBapTOCTI KMCHEBO-KOHBEPTEpHOI cTani. BpaxoBytoun, mo rasu, siki
BIZIXOAATh 3 KOHBepTepa, CKiamaroThest mpubinsHo 3 90 % CO i 10 % COg2, a
nutomMa Temnora 3ropaaHs CO cramoeuts 12,7 MJx/M3, Benuki pesepeu B
30LIBIICHH] YacTKU OpYXTy KPHIOTBCS B MiABHINEHHI crymeHs 3ropsHHsS CO B
nopoxHuHi KoHBeprepa [6]. Peakuis ropinHs CO B THOpPOXHHHI KOHBepTepa

1
. 0+-0,=C0,+ I
(cmanaxye npu t>700 °C) ex30TepMiuHa 22 z Q, TEIIOBa eHeprii AKOi
Jla€ MOJKJIHBICTh PO3IUIABUTH OiNbIIE METANOOPYXTY Ta 3HU3UTH YACTKY YaBYHY.
AMaOy . %

(&)
f
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PucyHoxk 12. Brums Bucoty po3minieHHs GypMu HaJj piBHEM CIIOKiHHOI BaHHH Ha

3MiHy MacOBO{ 4YaCTKH OKCH/Y MarHito B KiHIIEBOMY LIUTaLli
m/me,
T'T 1,15
® ExcrepuMeHTAIBHL JaHl

TeopeTr4Ha MiHIiTHA 34TeKHICTE

~——EMOipHIHA 3TeEHICTE

0 0,05 0.1 0,15 0,2 023 0.3

2

= Undopes Bia

BPEMEHTER DAHMK - IGALHICTE YIEp

Pucynoxk 13. 3anexHicTs MUTOMOI (Ha TOHHY CTaJli) MaCH PiZIKOTO YaBYHY Bif
MUTOMOI Macu JIOMy

Haii6inpIm po3noBCIOIKEHUM CIIOCOOOM 301IBIICHHS CTYINEHsS JOMATIOBaHHSA
CO y TOpOoXHHHI KOHBEpTepa € peryaioBaHHSA BiJCTaHi (QypMH HaX piBHEM
crnokiifHoi BanHK. Crynine 3ropsHHs CO B NOPOXKHWHI KOHBEpTEpa BH3HAYAIOThH
napaMeTpu peXnuMy IyTTs, 30KpeMa BiJCTaHb ()ypMH BiI PiBHS CIIOKIHHOI BaHHH
[7]. Perymtoroun Bincranb, MOXKHa 3a0€3MEUUTH ONTUMAIBHY KUJIBKICTh TEIUIa, IO
BULISETECS B KOHBepTepi Bijx okucHeHHs CO 1o CO2. JlochiKeHHs TOKa3au, 10
NPH BUKOPUCTAaHHI CHCTEMH KEPYBaHHS I OJHOAPYCHOI ypmH, sika cripsiMOBaHa
Ha perymosaHHsa CO2, HOro BMICT B cepeIHbOMY MOXHA MiABUIIUTH 110 12,7 %, mo
Jla€ MOKJIMBICTH 30UTBIIMTH 4acTKy OpyxTy y mmxTi Ha 2,7 %. Haiikpami x
pe3yJIbTaTH MOXKHA OTPUMAaTH HPH 3aCTOCYBaHHI JBOAPYCHOI (GypMHu, B LBEOMY
BUMAJIKy MOXXHa MaKCUMAaJBHO MiABUIIUTH KiibkicTh CO2 mo 25 %, Ta BiAmoBiaHO
Opyxty y muxTi Ha 5,3 %, He TOPYIIYIOYH YMOBH IIUIAKOYTBOPEHHSI.

2 Po3po6ka mporuo3yo4uoi Moaesti pe;knMy NPOAYBKH KHCHEBO-KOHBEPTEPHOI0
npouecy

VYV cydacHHX yMOBax pO3BHTKY MeETaIyprifHOTO BHPOOHMITBA AaKTyaIbHUMH
SIBISIIOTBCSL  331a4i MO Po3polLi pecypco30epirarounx TEXHOJOTIYHHX PEKUMIB
BUIUIABKH CTali, TCOPETUYHHUX 1 MPAaKTHYHHUX ACMEKTIB HOBHUX €HEpro3depiraroumx
croco0iB MPOIYBKU CTaJEIUIABHIBHOI BAHHM TEXHOJIOTTYHUM I'a30M Ta MiBHIICHHS
e(eKTHBHOCTI TerIoBol poOoTH neyeit [8]. OQHUM i3 HIIAXiB 3HWKEHHS BUTPATHHX
MOKa3HMKIB € yTwii3amis (iznyHOl Ta XiMiuyHOI eHeprii rasiB, sKi BiIXOIATH i3
KoHBepTepa, a came jonamoBaHHs CO no COz. KepyBaHHS pexHMOM IPOJYBKU
KKII notpebye BumiproBanHs MacoBoi yacTkn CO2 Ta IHTEHCHBHOCTI NPOJYBKY. B
CHIIy TEXHOJIOTIYHHX ocoOmuBocTell mporecy BmicT CO2 po3paxoBYIOTh MO
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GanaHCOBOMY pIiBHSHHIO BMICTY Ta3iB y QyTTi, OBITpi Ta razoxoni. KijbkicTb rasis
y razoxoni (1) Bu3HadaeThcsi MO OanaHCOBOMY DIBHSHHIO [9] BMiCTy aprony ta
a3oTy:

{Ar v, = Ar,v, + Ar v,

N v, = N, v, +Ny;v;, (1)

S e

Jie V — BUTpATH rasis, M3/XB; n”, “n” — iHOEKCH BiAIOBITHO Ta30X0.1Y, MOBITPS
1 IyTTS.

3 (1) Bupa3umo BUTpaTH rasis y razoxoni (2) ta nosirps (3):
Arn Npg—ArgNz, v

2 a
AryNo.—AT-Na, (2)
o= AT Ngy—ArgNg, o

- . a
n ATy Ny . —AT.Noy ?3)

I"a3wm, 1m0 BiAXOATE i3 KOHBEpPTEPA, SKi CKIIaNatoThes B ocHOBHOMY 13 CO i COg,
B Ta30X0Xi 3MIIIYIOTECS 3 HOBITpSIM Peaknis oxmcuenus CO mo CO2 €

. . co + Oq =C0, + Q
eK30TEPMIYHOI0  peaKIi€ro Ilpy 1BOMYy YacTKOBO
BUTPAUYAETHCSI KUCEHD (4) MOBITPA, MACMOKTaHUH y ra3oxiz[. Ckrnagemo OanaHc 1o
KHCHIO!

Uﬂn Uy = U:: v, + UO:pJ

4)
Vo .
Je 2P — BUTPATH KMCHIO Ha peakiiio okucHenns CO, M%/xs.
Burpatu kucHio (5) Ha peakiuiro OKUCHEHHS (6) IpH IbOMY CKIIaIaloTh:
vCDp = zuOg Z(O"u n OE: i'.)_._.). (5)
{vco. + v, = COp v,
Veg — Vegp = COL2L. 6)
I3 cuctemu (6) 3Haxoaumo (7):
Vgo, = €O, v, — Vg,
Voo = COLw, + Veog - )

Buxopucrosytoun (1) — (7), 3Haxoaumo koedinient (8) momamoBanus CO B
CO2 y mopo>xHHHI KOHBEpTEpa:
v COp.w—wvggp

voos V0. - I:EI}:+ED:}><1:;'

®)
Hincrasmstoun (2) B (8) OTpUMYEMO 9):
|: ArpVag—AraN q”b }_ ]
2N ArpNa—Araia, 8 I~ rop
ArpNagg—dralNay
.qi"'_uj‘l.rE:_.q i"_:u‘l.rg_u }

Y El:l:s:+|:|:>:}>:|:
9)
MaremMaTn4Ha MOJENH JUHAMIYHOTO KOHTPOJIIO TPOAYBKH, 3aCHOBaHa Ha
BpaxyBaHHI PO3MOITY AYTTHOBOTO KUCHIO MiX METAJIOM, IIIJIAKOM i KOHBEPTCPHUM
ra3oM — MPEJICTaBIsie CO00I0 cucTeMy AUGEPEHIIHHUX PIBHIHb, 110 XaPAKTCPU3YE
MaTepiajJbHUil 1 TeIUIoBMH OalaHC B KOHBEPTEpi 1 Ta30Xo[i OXOJIOKyBaya
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KOHBEpTEepHHUX ra3iB. [Ipu CTBOpEHHI AMHAMIYHOT MOJENi MPOIECY HEXTYEMO
rpagieHTaMH KepyIunX IapaMeTpiB, BBXKAIOUH, 110 IPOCTOPOBA HEOJHOPIAHICTh B
BaHHIN SK MO XIMIYHOMY CKJIafi, Tak i IO TeMIlepaTypi BHACTIJOK IHTEHCHBHOTO
nepeMinryBaHHs BincyTHs. OCHOBHHMII BKJIaJ B MAacOOOMIH i €HEPreTHKY Ipolecy
BHOCSITh TEPMOXIMIYHI PeaKilii OKICHEHHs BYTJICIIO 1 3ajli3a BaHHU. BBaskaemo, 1o
KOHBEPTEPHHH ra3 siK MPOAYKT 3HEBYIJICIF0BaHHs BaHHU ckianaeTrses 3 CO ta CO2.
Y po6GouoMy mHpOCTOpi KOHBEPTEpa OKCHJ BYIJICHIO YacTKOBO CHAIIOETHCS B
miokcun. Lls peakiis, sk i peakiis TOpiHHs 3aji3a, MPUBOIMTH A0 3MEHILCHHS
koeQillieHTa 3aCBOEHHS KHCHIO BYIJICLIEM BaHHH 1 3HIKYE HOTO IIBHAKICTH
BUTOPSHHA. 3  BpaxyBaHHAM  BHIIE  CKa3aHOrO  BHMPa3UMO  IIBHIAKICTbH

3HEBYTJICIIOBAHHS BaHHHU Yepe3 00 €MHy BuUTpary KucHio aytrs (10):
a6 _ -HE.[ —p ) =108 221 = % _
= 10 2 vy (1—p,) — 10 712 (1= ¥eo)

3 ﬂdGFe]
r

drt
256 drt

(10)
dG;

ne €T — MacoBa IUBHIKICTh 3HEBYIJICIIOBAHHS BaHHH, T/XB; ¥ _ inrencusmicTs
: 3/ . }.rl _ - . }'rﬂ
mojayi IyTTs, M°/XB; KOe(]IIieHT, MO XapaKTepPH3ye YUCTOTY AYTTS; + 2

KoeillieHT, 1Mo XapakTepu3ye BTpaTh xyTTs; ! C0 — MacoBa 1oNs KapGOHY BAHHIL,
dGpe
0 oKuCIoeThes 10 CO B MOPOXKHUHI KOHBEpTEpa 32 paXyHOK KHCHIO AyTTS; 6T

— MacoBa IIBHAKICTP OKHCHEHHS 3alli3a BaHHHW, T/XB. BHpa3suMo MIBHIKICTH
_ .3 224 dGg,
=1- v =10 ——=
suesyriewosanns (11), Bpaxoyroun, mo /(0 Ye0 1o VouFe 2.86 dr
de _g 212 vy, (1-y.)—vp, Fe
—£ =10 3 —_— ==

dt 224 1+¥¢g, (1)

v . . .
ne " O:Ff _ JHTEHCHMBHICTh BMTPaTH KHMCHIO Ha OKUCHEHHs 3ajli3a BaHHHU, M/XB;

Yoo, — macosa monst kapOOHY BaHHH, IO OKHCIIOEThCA 0 CO2 B MOPOXKHUHI
KOHBEpPTEpa 3a PAXyHOK KHCHIO JyTTS. |HTEHCHBHICTh BHTpAaTH KHCHIO Ha
OKHCHEHHS 3aJ1i3a BAHHH BU3HAYAETHCS 3aICKHICTIO (12):

16 22,4 -1
5 =10m P T
O, Fe Wit go go Vreo Tn (12)
ne "M« — maca yaByHy, T; Yt — wacTka UUIaKy Bifl Macu Mertany; 'Fe0 — BMicT

OKFICY 3alTi3a B IITaKYy, %; Ln — CepelHs TPHBATICTh MPOIYBKH, XB.

Bemuuunn Yreo (13) Ta ¥C0: (14) e ¢ynxuismu Bin Bincrami dypmu mo piBs
CIIOKIHOT BaHHH:

Yreo = 16,34H — 5,63 (13)
Yeo, = [10,2(H —1,5)* +3,1]1072, (14)
ne H _ nonosxenns ¢hypMu HaJ piBHEM CIIOKIHHOT BaHHU, M.
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Jns 160 ToHHOro KOHBepTepa HpH yactui nuiaky 0. l Ta CEpEeHBOI0 TPUBAIICTIO

16 224
Vope = 10-160- 01 =2y, — =1244y,

nponyBku 20 XB . ITigcraBumo
(13) i (14) B (11). Jna inTencusHocTi monaui aytrs 400 M%/xB, 4ucTOTI AyTTS
kucHo 0.99 ta Brparax 0.01 OTPUMAEMO 3aJIeKHICTh IIBUIKOCTI 3HEBYTJICLFOBAHHS

(puc. 14) Bin nonomemm cpprI/I HaJ piBHEM CroKiiHOT BaHHH (15):
427,55—21,78H

dr 102(H—-1,50%+1031" (15)

S .om
Pucynoxk 14. Brums BrcOoTH po3MinieHHs (ypMH Haj piBHEM CHOKIHHOI BaHHH Ha
3MiHY OIBAAKOCTI 3HEBYTJICIIFOBAHHS

p— d GC

v, = . .
dr B1J 3MIHU

Ilepexigauii mporec 3MiHM IIBHAKOCTI 3HEBYIJICLIOBaHHS

H

BiZicTaHi (QypMH OO0 DIBHA CIOKIHHOI BaHHU OMHUCYEThCA TU(EpeHIIHIM

piBHsHHEAM (16): .
dvplt
T;fi‘:—r+ v (t) =kfﬂH(t], (16)
k2 . . . . o
ge "¥e— koedilieHT mepenavi Mo KaHayy BiICTaHb ()ypMH 1O PiBHS CHOKiHHOT
= H
BaHHM — IIBHIKICTh 3HEBYIJICIIOBaHHs, *$M; ~¥.— crama yacy, C. 3Ha4YCHHS
KoedirieHTa nepe;ltal{i 3HaiIEeMO 31 3aJIeKHOCTI (2.15)
.. (0329-0383)—
K =ie o DR, o 0385), —0,0542. rH
e aH (25-15k M [lpm 3HAXOMKEHHI ¥~ BHHHKAIOThH
TPYAHOLIi, LIO TIOB’s3aHi 3 MEPEeXiAHMMH IMpPOLECAaMH Yy BHMIprOBaui IMIBHAKOCTI
3HEBYIJICLIOBaHHA. TOMy JUlsl BH3HA4YEHHS MOCTIHOI 4Yacy BHKOPHUCTOBYBAJIH
IMITYJIBCHI XapaKTEepHCTUKH Ta aHali3 aKyCTHYHHX KOJMBAaHb 4Yepe3 BHMipIOBaHHS
THCKY Ta3iB y MepexifIHOMy ra3oxoji KOHBepTepa. BenuumHa MOCTiiHOI Yacy
HecTarionapHa (puc. 15) Ta 3anexuTh Bif Mepiony IUIABKH, 3aJEXKHICTh ONUCaHA
dyuxuiero Fayca TpeTroro nopsyiky (R? = 0.989) (17):
T—847 T—15.57
T:C'(rjz?,os-e( }+661 e (e }+1148
(=2
e Loe0 . (17)

e T gac BiJl MOYATKY MPOIYBKH, XB.
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]

0 s 10 L5 T, %1 20
Pucynox 15. 3anexHicTs cTanoi yacy = ¥r BiJ 4acy 3 MOYATKy POTYBKI

3MiHa MIBHIKOCTI 3HEBYTJICIIOBAHHS IPUBOJNUTE JI0 3MIHH CTYIEHS OKHCHEHHS
Byrnento 1o CO2 y mopokHHHI KoHBepTepa. Llel mporec Takok MOXKHa OIHCATH
nudepeHLitHuM piBHSIHHAM nepuioro (18) mopsaky Bumy:

. d}",_f-g_'f‘:l v
Y c
T}'CG + Ye o, (tj k}ffo Ve (t), (18)
Vg
ac }TIDZ - KOC(l)iHiGHT nepez[am o KaHalty H.IBPIHKICTI) SHEBYTJICHIOBAHHA —
x8 v,
— T°°F

CTYHiHb OKMCHeHHs Byriemo 1o COz, #r;,  YC0z — crapa wacy, ¢

3naueHHs  KoedilieHTa mepenmadi  3Hadgemo 31 3amexsocti  (11):
_drco. 0,133 —0,0565 as

kS =- w & —2,25%,
Yoog . -\u,a:'}—u,aea); m

TP A 215¢c.
[10] orpumano  Y€0z ¢

3TIJIHO PE3YJbTATIiB  JIOCHIPKEHHS

Iepexigauii mporec 3MiHM CTyNeHs OKHCHEeHHsS Byriemio 1o COz Big 3MiHH
Bincrami Qypmm 10 piBHs crokiiinoi Bammum H  yTBOpemmit mocmizoBHHM
3’eqaanHaM (16) ta (18) Ta onmucyerbest audepeniiaum piBHIHHEM (19):

d*yep, (t) dyeg,\t
T]_H [:r:] }rfnﬂ‘ + T o [:r:] Yoo, + }"C‘O (tj —

¥COo d*r “rc
H
kFCG H(tj.! (19)
H H v
krca - k k}‘cc
12,15—:
e A
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5,47 lT‘r—'_s =7

() =THT® 15,15-9‘( 2 ) +14,21-e V =& } +
3 v }‘C‘G

H
I YCOa
2468 - {r e [e];
v _{r—u?}: _{T—_s 5f}
£ H c - -
o, D =TE+T =705-¢ 25 ) +661-e " 2= | +
l('l'—? .'S}

11,48-e * =0 / +2,15[c].

IIpencraBumo npomec (19) y BUTIsIII KepoBaHOT KaHOHIYHOT (OpMH MOJENi B

mpoctopi craHis (20):

1 0
xl(t) rzy () x4 () 1
Xq (t)] l L@ - r._:ffm:- 5 [x: (t)] + r-_j_fm:-’r} H(®),
x4 ()
Yo, (B) = }‘c‘o- 1 [x: (t)] . (20)

BizoMo, W0 IIBHAKICTh 3HEBYIVICLIOBAHHS METAly TAKOX BH3HAYA€THCS
IHTEHCHUBHICTIO TIoz1a4i XyTT4 [6]. Ha mouaTky npomayBku mpu BUCOKii MacoBiit o
BYTJICIIO MIBUKICTH HOTO OKHCHEHHS 3MIHIOETHCS Bijl 3MiHM IHTEHCHBHOCTI MOa4i
KHCHIO B 30HY peakuii, Tak sIK 3HEBYTJICHIOBaHHS IPOTiKa€ B OCHOBHOMY B 30HI
KOHTAaKTy IyTThOBOi cTpyi 3 BaHHOIO. B KIHIII TpPOXYBKH, KONM MacoBa OIS
BYIJIELI0 Yy BaHHIA JocArae Tak 3BaHOTO «KPUTUYHOTO» PiBHA, HIBUIKICTh
3HEBYIJICIIIOBAHHS 3HU)KYETBCS, OCKUIBKM JIMITYIOYOI0 JAHKOIO MpOLECY CTae
nu(y3is OKUCHIOBAHOTO €JIEMEHTa B 30Hi peakiii. Y BigMOBIJHOCTI 3 ySBICHHIMH
Ipo 7ABa KiHETWYHI MEPiOIU MPOIeCcy OKUCHEHHS BYIJICLIO, NMEPIINA OIMHUCYETHCS

piBHsHHEM (21):
daC — K.

I}

dr G (21)
dC
dr _— i %/XB: K, ..
Ie MIBUJIKICTE 3HEBYIJICHIOBAHHA BaHHM, %/XB; ‘1 — KoeQilieHT, 110
m-g
XapakTepusye MepIIuii KiHeTHYHHi mepion, M* | n_ Koe(]ilieHT, M0 3aJIeKUTh
Bil 00’eMHOI mJONi KHCHIO B JAYTTI 1 CTyHNeHI WHOTrO0 BHKOPUCTAaHHS Ha

G

3HEBYTJICIFOBAHHS; Y _ 06’emna BUTpaTa KHCHEBOTO MyTTs, M%/XB; ~M — Maca
MeTaJIeBO1 BaHHH, T.

VY npyromy KiHETHYHOMY ITIE€pioJi, SIKMH HACTYIa€e MPU PIBHOMIPHOCTI AUQY3IHHIX
MOTOKIB BYIJICLO 1 KMCHIO, NIBUAKICTD 3HEBYIJICIIOBAHHS ONMUCYETHCS PIBHSIHHIM
(22):

daC _ @sc
dar Vi ! (22)
e B_ KOe(IilliEHT MacOTIEPEHOCY BYTJICIIO y BaHHI, M/XB; S MOBEPXHsI, Ha SIKii

2.C'

Biﬂ6yBa€TBC$I MpOIeC OKHCHEHHS BYTJICHIO, M — MacoBa 0N BYTJIEIIO B

BaHHIH, %; Vi — 06%em Meranesoi BaHHM, M°. BCTaHOBNEHA 3ANEKHICT CTyTEHS
3aCBOEHHS KHCHIO BaHHH BiJl iHTEHCHBHOCTI ayTTs. Jlocmi/ukeHHs Oyiu mpoBeeHi
Ha 130-ToHOMY KOHBEpTepi IPH MPOIYBI Yepe3 YOTHPHOXCOIUIOBY GypMy 3 KyToM
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Pucynok 19. ITepexinHa XxapakTepUCTHKa CUCTEMH 10 KaHATY 3MiHa MOJOXKCHHS
MTHEBMOKJIAIIaHY KUCHIO — BUTPATa KUCHIO
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Pucynok 20. IlepexinHa XapakTepUCTHKa CUCTEMH II0 KaHAITY 3MiHa MOJIOKEHHS
(GbypMH — BMICT BYTJICKHCIIOTO Ta3y

Byno mpoanami3oBaHO TEXHOJOTIYHI OCOONMBOCTI KEpyBaHHS MapaMeTpamu
pexumy ayrrst KKIT ta po3pobiaeHo Mozens B IPOCTOPI CTaHIB JaHOTO IPOIECY:
BCTAHOBJICHO, II0 OJHHMM 3 OCHOBHHX ITapaMeTpiB PEeXXUMY IYTTS € iHTEHCHBHICTb
MPOAYBKH, Bi SKOi 3aleKUTh XiJl TPOIECIB OKHCHEHHS JIOMIIIOK i
nuIakoyTBopeHHs. OJHAK MiABUINEHHS IHTEHCHBHOCTI NMPOJXYBKH IIPH3BOIUTEH 10
3MEHIIEHHs] OKMCHEHHS 3alli3a 1 mepexoxy HOro B IIIAK Ta 3HOLIEHHS (yTepiBKH
3MEHIY€EThCA, IO IIOB’S3aHO 31 CKOPOUYEHHSAM SK TPUBAJIOCTI NMPOAYBKH, Tak i
KOHTaKTyBaHHS BOTHETPHBIB 3 arpeCHBHHM IIUIAKOM 1 BHCOKOTEMIIEpaTypHUM
(bakermoM; TpPOAaHANI30BAaHO BIUIMB PO3MILNICHHS (QYypMH Haa piBHEM CIIOKiHHOT
BaHHHM, a caMe IiJBUIICHHS pPO3MIMEHHA (QYPMH TNPH3BOAUTH 1O 3O0UIBIICHHS
OCHOBHOCTI Ta OKHMCHEHHs KIHIIEBOTO IIAKy, cTymeHs pomamoBaHHs CO B
MOPOXKHUHI KOHBEPTEPa, SMEHIIICHHS] MAaCOBOT YaCTKM MaHTaHy B METaJli HAIPHKIHII
NPOJYBKH, BHTpPAT IUIABUKOBOTO INNATy i 3HOmEHHS ¢yrepiBku. Perymoroun
BIICTaHb, MOXKHA 3a0€3MEYNTH ONTHUMAIBHY KUIbKICTh TeIlIa, IO BUAUIIETHCS B
xonBeptepi Bim oxucHeHHs CO mo COgz. JlocmiypkeHHS NOKa3amu, IO IIpU
BUKOPHCTAHHI CHCTEMH KepyBaHHS, sIKa chpsiMoBaHa Ha perymoBaHHi COgz, #oro
BMICT B CEpEAHBOMY MOKHA MiABUIMATH 10 12,7%, M0 Ja€ MOXKIUBICTH 301IBITHTH
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4acTKy OpyxTy y mmxti Ha 2,7 %; BCTaHOBJEHO, 3MiHA CTYNEHS OKHUCHEHHS
Byriremto 10 CO2 y HOpOXXHMHI KOHBEpTEpa 3aJ€XKHUTh BiJl 3MIHH IIBHIKOCTI
3HEBYTJICIFOBAHHS sKa, B CBOIO 4epTy, 3alieaTh BiJ BiacTaHi QypMmMu 10 piBHA
CHOKilHOT BaHHU. [Ipoliec 3MiHM MIBUAKOCTI 3HEBYTJICHIOBAHHS BiJl 3MiHH BijICTaHi
dbypmu 10 piBHS CIIOKIHHOT BAHHH € HECTAIllOHAPHHUM, OMHCYEThCS TU(EPEHIIITHIM
PIBHSHHSM TIEPIIOTO TOPSIKY, CTajla Yacy sSIKOTO 3aJIe)KHUTh BiJl IEPiOy MPOIYBKH;
JIOCITI/DKEHO BIUIMB IHTEHCHBHOCTI MOJaYi IyTTS Ha IIBUJKICTh 3HEBYIJICHIOBaHHSI
Mmerany. [lepexinuuii mpouec 3MiHHU CTyneHs okucHeHHs Byruento 10 CO2 Bix 3MiHU
TMIOJIO’KSHHsI THEBMOKJIATIaHy JyTTs KHCHIO OMUCYEThCS NU(epeHLitHUM PiBHSIHHAM
TPETHOIO TMOPSAAKY; OTPUMaHa MOJEIb PEKUMY MPOAYBKH KHMCHEBO-KOHBEPTEPHOTO
Ipolecy y BHUTIIII KepoBaHOI KaHOHIYHOI (OpMH AMCKPETHOI MOJEINi B IPOCTOPi
CTaHIB B 3QJIEKHOCTI BiJ 3MiHM BiJcTaHi (ypMH 1O pIBHSA CIHOKiifHOi BaHHU Ta
IHTEHCHBHOCTI AYTTs, siIKa BAKOpUCTAaHa B SIKOCTI HpOFHO3y}0‘lOI MO,Z[CJ'Ii MOJCIBHO-
MPOTHO3YIOUOTO  peryisitopa. HaBeleHI 4YWCEeNbHI 3HAYEHHS JHHAMIYHHX
BJIACTHBOCTEH OTPUMAHOI MOJETI.
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IMPROVED DYNAMIC PREDICTIVE MODEL FOR OXYGEN
CONVERTER BLOWING

Ph.D. Y. Mariiash![0000-0002:0812:8960] ph D O, Stepanets2[0000-0002-0812-8960]
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic
Institute”’, Ukraine
EMAIL: ly.mariiash@kpi.ua, %0.stepanets@kpi.ua

Abstract. This paper develops a dynamic model of the blowing mode in the
oxygen furnace process, which is a key issue for improving the energy and resource
efficiency of modern steel production. The blowing mode of oxygen converter
smelting was considered as a technological control object, and an analysis of the
problems of regulating blowing parameters under conditions of non-stationary
metal decarburization rates was performed. During the blowing of the converter
bath, the control system solves the problem of synchronizing the processes of
refining and heating the metal with a reliable blowing mode, and at the end of the
blowing, the problem of determining the moment of its termination. It has been
established that the change in the degree of carbon oxidation to CO: in the
converter cavity depends on the change in the decarburization rate, which, in turn,
depends on the distance between the tuyere and the level of the calm bath. The
process of changing the decarburization rate from the change in the distance
between the tuyere and the level of the calm bath is non-stationary and is described
by a first-order differential equation, the time constant of which depends on the
blowing period; the influence of the intensity of the blast supply on the metal
decarburization rate has been investigated. The transition process of changing the
degree of carbon oxidation to CO2 from changing the position of the oxygen blast
pneumatic valve is described by a third-order differential equation; The resulting
model of the oxygen converter process purging mode in the form of a controlled
canonical form of a discrete model in state space depending on the change in the
distance from the tuyere to the level of the calm bath and the intensity of blowing is
used as a predictive model of a model-predictive controller.

Keywords: predictive model, control, state space model, oxygen converter.
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NEURAL NETWORK MODEL FOR OPTIMIZED MANAGEMENT
OF MEDICINES IN A UNIVERSAL FIRST AID KIT
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Ph.D. A. Stepanenko5l0000-0002-0267-7440]
1238National University “Zaporizhzhia Polytechnic”, Ukraine,
4“OPTIME”, Georgia
EMAIL: ‘evg.fedorchenko@gmail.com, olejnikaa@gmail.com,
3panichuck.kat@gmail.com, “oleh.korshun@gmail.com, alex@zntu.edu.ua

Abstract. A modified convolutional neural network model MediPackNet was
developed with an accuracy of 92%, which correctly recognized all 5 test images of
medicines. It showed good results at the level of 6 models based on already known
ones, namely: InceptionV3, Xception, ResNet50V2, MobileNetV2, NASNetMobile
and DenseNet169. In addition, AES, RSA data encryption methods and a
combination of these algorithms were implemented. Based on the results of the
analysis, it was concluded that hybrid encryption is the best for the developed
software. A mobile application for the accounting of medicines for a universal first
aid kit was created, with stable performance and the possibility for further
development. The developed application has the potential to significantly facilitate
the process of managing medicines stocks and contributes to more efficient use of
medical resources and procurement optimization. In addition, the ability to track
the course of treatment contributes to a more accurate following of medical
recommendations and ensures more effective health monitoring. The use of the
mobile application also has a significant impact on the environment, as it reduces
the amount of hazardous waste associated with improper storage and disposal of
expired medicines.

Keywords: accounting, medicines, first aid kit, packaging, recognition, mobile
application, .NET MAUI, Python.

Introduction

Medicines play an extremely important role in a person’s life, helping to maintain
health and improve quality of life. However, people often skip taking their
medications or overpay for medications they already have at home, but don’t
remember about them. The World Health Organization has classified medication
non-adherence as a major global problem [1]. It is estimated that 20% to 50% of
patients do not take their medications properly [1]. The reasons for this are quite
diverse, but the most common reasons are unintentional, such as confusion or
simple forgetfulness. These problems can have serious health consequences and
increase treatment costs [2]. In this regard, there is a need for a convenient and
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efficient medication management tool. The universal first aid kit medicine
accounting software is a relevant solution to solve these problems. It allows you to
add, delete, and edit first aid kits’ medicines, monitor their expiration dates, and also
makes it possible to set up reminders to take medicines. This is especially useful for
people who take a lot of medications or have chronic diseases [3].

Using a mobile application for accounting is convenient and affordable, as a
mobile phone is usually always with the owner. It also has a significant impact on
the environment, as it reduces the amount of hazardous waste associated with
improper storage and disposal of expired medicines.

1 Analysis of known methods and available software tools

In order for a first aid kit to be effective and safe, it is necessary to keep proper
records of the medicines it contains. This is extremely important, since human life
and health depend on the correct use and proper condition of these medicines. The
subject area of medicines accounting in the first aid kit is the pharmaceutical
industry. To develop it, it is necessary to have knowledge of various medicines,
their effects, classification, dosage forms, expiration dates, dosages, and routes of
administration.

1.1 Review of existing methods

The task of accounting for medicines in a first aid kit is not new, as people have
long been using first aid kits to store medicines. The technology development has
made its implementation more convenient, efficient, and accessible to users.

There are several methods of performing the task of accounting for medicines in
the first aid kit, namely: manual accounting, scanning barcodes, recognizing images
of medicines packages. Manual accounting involves entering data about medicines
manually. The user can enter the name, expiration date, quantity, and other
information about each medicine as needed. This method is simple but can be time-
consuming and labor-intensive.

Mobile applications can use a smartphone camera to scan barcodes located on
drug packages [4]. After scanning, the application automatically finds the medicine
in the database and adds it to the list of medicines. This method is convenient and
fast, as it avoids manual data entry. However, it depends on the availability of
barcodes on packages and the database with medicines and their code values.

The software can use an image recognition system to identify medicines [5].
The user can take a photo of the medicine’s packaging, and the application will
automatically add this medicine to the list of medicines. This method makes it easy
to add new medicines to the list, but the accuracy of the recognition may depend on
the quality of the image, the model, and the recognition database.

Manual accounting and package image recognition methods were chosen for
further implementation because they make the accounting process more accessible
and convenient for a wide range of users. A person will be able to choose a method
of accounting that meets their needs, namely, entering data manually, recognizing
the medicinal product by its packaging, or combining these methods.
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Image recognition can be a more versatile method than barcode scanning, as it
allows you to keep track of a variety of medicines, regardless of the type of barcode
or its presence, packaging damage, differences in design or localization.

1.2 Review of image classification approaches and techniques

Traditional classification is a key data analysis approach that focuses on sorting data
points into predefined classes or categories using specific rules and established
features. Prior to the rise of deep learning, various conventional techniques such as
Decision Trees, Support Vector Machines (SVM), Naive Bayes, and k-Nearest
Neighbors (k-NN) were commonly applied for this task [6]. These methods were
used and described in studies [6, 7, 8, 9, 10, 11, 12].

A Decision Tree (DT) is a hierarchical, rule-based method that utilizes a non-
parametric approach [7]. It determines class membership by recursively dividing a
dataset into homogeneous subsets. As a hierarchical classifier, it allows the
acceptance or rejection of class labels at each intermediate step. The process
consists of three main stages: partitioning the nodes, identifying the terminal nodes,
and assigning class labels to these terminal nodes.

Kernel SVMs implicitly transform input feature vectors into a higher-
dimensional space through the use of a kernel function, such as the Gaussian kernel
[8]. In this transformed space, a maximal separating hyperplane is constructed,
particularly for a two-class problem. Two parallel hyperplanes are then created
symmetrically on either side of the separating hyperplane. The goal is to maximize
the distance, known as the margin, between these two outer hyperplanes. It is
believed that the larger the margin, the lower the generalization error of the
classifier. SVMs are based on the principle of structural risk minimization, which
aims to minimize an upper bound on the generalization error, unlike many
classifiers that focus on minimizing empirical risk, or the error on the training set.
The SVM algorithm works to find a decision function that minimizes a specific
functional. Moreover, SVMs are capable of training nonlinear classifiers in high-
dimensional spaces even with a small training set, thanks to the selection of a subset
of vectors, known as support vectors, which define the optimal boundaries between
the classes [8].

The Naive Bayes classifier operates on a probabilistic framework, assigning the
class with the highest estimated posterior probability to the feature vector derived
from the region of interest (ROI) [9]. This method is optimal when the attributes are
independent (orthogonal), but it still performs well even without this assumption. Its
simplicity enables strong performance with small training sets, and by constructing
probabilistic models, it remains robust to outliers. Additionally, Naive Bayes creates
soft decision boundaries, helping to prevent overfitting. However, the arbitrary
choice of the distribution model for estimating probabilities P(x) and the limited
flexibility of its decision boundaries can reduce its effectiveness in more complex
multiclass problems [9].

The k-Nearest Neighbor classifier defines hyperspheres within the instance
space by assigning the majority class of the k-nearest instances based on a specific
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metric. It is asymptotically optimal and allows fast testing [10]. However, this
method has several limitations. It is highly sensitive to the curse of dimensionality,
as increasing the dimensionality tends to disperse the feature space, causing the
local homogeneous regions representing the class prototypes to spread out [11]. The
classification performance strongly depends on the chosen metric. Additionally,
selecting a small value for k can lead to erratic decision boundaries, making the
classifier more susceptible to outliers.

Although these methods are effective in many situations, they often require
manual feature engineering, which can be labor-intensive and may not capture the
complex patterns and relationships within sophisticated datasets. The chosen
features are then used as inputs for the classification algorithms, which follow set
criteria to assign data points to the appropriate classes [12].

With the rise of deep learning, Convolutional Neural Networks (CNNs)
emerged as a powerful alternative, offering significant advancements in processing
and analyzing data with complex structures, such as images and videos. Studies [6,
13, 14] highlight the effectiveness of CNNs in various applications, demonstrating
their ability to achieve superior results.

Convolutional Neural Networks are a regularized form of multilayer
perceptrons, which are typically fully connected networks where each neuron in one
layer is linked to every neuron in the next [13]. CNNs differ by employing a
mathematical operation called convolution instead of standard matrix multiplication
in at least one of their layers. As a type of feedforward neural network, CNNs are
particularly suited for handling data with grid-like structures. They learn features
and patterns within the data using convolutional layers. The neurons in a CNN have
learnable weights and biases, where each neuron processes inputs, performs a dot
product, and may apply a non-linearity [14]. CNNs are inspired by biological
processes in the visual cortex of the brain and have become a key solution for many
computer vision tasks in artificial intelligence, such as image and video analysis.

Unlike traditional methods, CNNs leverage layered architectures to
automatically learn and extract features from raw input data, significantly improving
performance in tasks involving visual recognition and pattern detection.

1.3 Review of available software tools
First aid kits are an integral part of our lives. These are small containers that contain
a variety of medical supplies and medications needed for minor medical
interventions or first aid. They can be present at home, at work, in schools, cars, etc.
It is important to properly maintain the first aid kits and keep good records of
the medicines they contain. This is necessary to ensure the safety and effective use
of medicines in case of emergency. It is also important to have a clear list of
medical supplies and update it in a timely manner to have complete information
about available resources when needed.
Currently, there are already software tools [15, 16, 17, 18, 19, 20, 21, 22] that
ensure the accounting of medicines. These programs allow you to accurately track
the availability and quantity of medicines, control expiration dates, etc.
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These software tools typically provide the ability to create lists of medicines,
enter information about each product, and indicate the number of units available.
Some of them even allow you to scan barcodes on drug packages to automatically
fill in the data. In addition, the programs can display alerts about the approaching
expiration date or shortage of certain medicines, which allows you to replenish
stocks in a timely manner.

But in addition to the main advantages, some of them have disadvantages. For
example, there is no tracking of the course of treatment and reminders to take
medications if the user needs it, and no import of their own first aid kits.

The implemented mobile application has the following advantages over existing
analogues: tracking the course of treatment, medication reminders, and recognition
of certain medicines by their packaging.

2 Development of a modified convolutional neural network model
MediPackNet

To implement the function of recognizing medicines from images of their packages
in the software, a modified convolutional neural network model MediPackNet and 6
more models based on the already known ones were created, namely: InceptionV3,
Xception, ResNet50V2, MobileNetV2, NASNetMobile, and DenseNet169 [23, 24,
25, 26, 27, 28, 29, 30]. The training results of these models were used to compare,
analyze, and improve the models.

The following medicines were selected for recognition: Flucold-N, Gofen 200,
No-Spa, Ortophen-Zdorovye Forte, and Phosphalugel.

The created model contains convolutional layers, maximum pooling layers,
flatten layers, dropout layers, and fully connected layers. In addition, the images
were normalized and randomly rotated, zoomed, and flipped horizontally to increase
the diversity of the data (in all created models) [31, 32, 33]. ELU (Exponential
Linear Unit) was chosen as the activation function because it showed the best results
among the available functions. The output layer uses the Softmax activation
function (5 classes). In the fully connected layers, L2-regularization was used
(encourages smaller, more evenly distributed weights by adding a penalty), which
improved the resulting model. The structure of this model is shown in Figure 1.
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Figure 1. Structure of the MediPackNet model
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The other 6 models include Inception V3, Xception, ResNet50V2,
MobileNetV2, NASNetMobile, and DenseNet169, a global average pooling layer,
and fully connected layers. The structure of these models using the example of the
InceptionV3-based model is shown in Figure 2.
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= J
o
&I RandomRotation(0.1) InceptionV3 DerEszEs, AU,
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E‘ RandomZoom(0.1) L2(0.03))
- |
Rescaling(1/255) / Dense(5, Softmax)
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L J L J L J
T T Al
Data Augmentation Feature Learning Classification

Figure 2. Structure of the model with Inception V3

3 Software implementation

3.1 Software structure

To design the architecture of the mobile application, the Model-View-ViewModel
(MVVM) design pattern was used [34].

Software data is stored in a database that has been created and interacted with
using SQL.ite.

The structure of a mobile application consists of 27 classes and 6 XAML
(eXtensible Application Markup Language) files with 6 classes associated with
them. The classes of view models and views have ViewModel and View in their
names, respectively. All program files are structured into folders according to their
purpose. The classes in the General folder were designed to support the interaction
of views with view models.

The structure of the server part of the program consists of 5 files, 3 of which are
responsible for creating a model for medicine recognition, and the rest for
processing HTTP requests, encryption, decryption, and image recognition.

The architecture of a mobile application contains three functional parts: model,
view, and view model. The diagram of classes representing the modules of the part
containing the models is shown in Figure 3.

The diagram of classes representing the modules of the part containing the view
models is shown in Figure 4.
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The diagram of classes representing the modules of the part containing the
views is shown in Figure 5.

AlDrugsView R DrugView A ScannerView A InfoView A
Class Class Class Class
+ ContentPage = ContentPage + ContentPage = Contertfage
4 Methods 4 Methods 4 Methods 4 Methods
@q AddDrug Clicked ) DrigView (+ 2 overloads) @y AodDrug_Clicked §) Infoview
< GoBack @ Scannenview
Dp ListView_ltemTapped

ngure 5. Diagram of classes that belong to views

The server part consists of three modules: cryptography, recognition, and
creation of a model for recognition.

3.2 Image encryption

To implement the image encryption function in the software, modules were created
that encrypt and decrypt data using the symmetric AES algorithm with CFB mode,
the asymmetric RSA algorithm, and a combination of these algorithms [35, 36, 37,
38, 39]. The results of implementing these methods were used to compare, analyze,
and select the best approach to protecting visual information [40, 41, 42].

In this application, encryption is essential because the images of medicine
packages may include sensitive data such as personal annotations, prescription
labels, QR codes, or barcodes that can be associated with specific users. If
transmitted in plain form, such images could potentially be intercepted and
analyzed, leading to privacy breaches, exposure of medical conditions, or
manipulation of user medication data.

Using the System.Security.Cryptography library, the Cryptography class was
created to encrypt images of medicine packages using AES and RSA algorithms and
decrypt the shared key (encrypted with RSA in the hybrid approach). After
encryption, the images are transmitted to the server.

On the server side, the Cryptography module (built with PyCryptodome)
decrypts the received images and encrypts shared keys using RSA for secure
communication. Keys are transmitted via HTTP requests, making asymmetric and
hybrid encryption more suitable due to their resilience to insecure channels.

To assess the efficiency of the implemented encryption strategies, test sessions
were conducted using typical medicine package images transmitted over a network.
The hybrid approach (AES for image data + RSA for key exchange) showed a
balanced trade-off between performance and security, with an execution time of
1.44 seconds, which is acceptable for real-time usage.

The characteristics of the encryption methods are summarized in Table 1.
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Table 1
Comparison of implemented encryption methods
Comparison AES RSA AES and RSA
criteria
K One shared Private and public Key
eys A
key keys combination
Key size 256 bits 2048 bits 200 and 2048
Time of execution  1.09 s 51.47s 1445
Complexity of key High Low Low
management
Transfer of keys Difficult Easy Easy
Complexity Low High Medium

The table shows that each method has its advantages and disadvantages. AES is
known for its speed and efficiency in encrypting large amounts of data, while RSA
provides secure key exchange and a high level of security, but may be less efficient
for large amounts of data. The hybrid method leverages the strengths of both: using
AES for data encryption and RSA for key exchange, ensuring security without
compromising performance. Therefore, hybrid encryption is best suited for
protecting visual medical data in a client-server application.

3.3 Recognition models training

In addition to ensuring data security, an important component of the project is to
recognize medicines by their packaging. For this purpose, the created recognition
models were trained and the results are shown in the form of graphs in Figures 6-12.

MediPackNet
Training time: 230.4; Num. of epochs: 35; Testing foss: 3.63; Testing accuracy: 0,92
I: Flucold-N (0.93); Ii: Gofen 200 (0.99); itl: No-Spa (0.91);
1¥: Orrophen-Zdorovye Forte (1.00); V: Phosphalugel (0.98)
Accuracy of training and testing Loss of training and testing
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Figure 7. Training result of the model with Inception V3
Xception
Training time: 243.8; Num. of epochs: 35; Testing lass: 0.55; Testing accuracy: 0.96
I: Flucald-N [0.98); I: Gafen 200 (0.82); 1: No-Spa (0.91);
IV: Gafen 200 (0.34); V= Phosphalugel (0.60)
Accuracy of training and testng Loss of training and testing
10 | — Training kess
lesting loss
175+
0.9 s
] 1ns
08
1
7 75
501
[
25
— Training accuracy —
.
s Testing aczuracy no-
e 4 o 5 2 b £+ P o 5 o 13 b} 2 3 -

Figure 8. Training result of the model with Xception
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ResNet50V2
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Figure 9. Training result of the model with ResNet50V2
MobileNetV2
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Figure 10. Training result of the model with MobileNet\V/2
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NASNetMobile
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Figure 11. Training result of the model with NasNetMobile
DenseNetl169
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Figure 12. Training result of the model with DenseNet169
3.4 Graphical user interface
During the development of the mobile application, a user-friendly graphical
interface was implemented to facilitate intuitive interaction with the core
functionality of the system:
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“My Medicines” tab: This tab serves as the main screen where users can view
and manage their list of medications. Medicines are displayed in a sorted list. The
“Add Medicine” button allows the user to quickly navigate to the medicine input
page;

“Add Medicine” page: This interface enables users to input detailed information
about a new medicine. It also allows users to configure reminders for each
medication. Upon completing the form, the user can save the medicine entry using
the “Save” button;

“View Medicine” page: Once a medicine is added, it can be viewed and edited
in this interface. All previously entered fields are displayed, and users can adjust the
treatment parameters or notification settings as needed;

“Recognition” tab: This tab provides a convenient way to identify medications
using image recognition. Users can take a photo of the medicine packaging via the
“Packaging” button. The recognized name is displayed on-screen, and users can
then proceed to the “Add Medicine” page with pre-filled data based on the
recognition result;

“Info” tab: This section contains information about the application and
developer.

Figure 13 presents examples of the key interface screens.
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Figure 13. Key interface screens.
Testing the developed software and studying the effectiveness of the developed
recognition models
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For the training set, 100 images of 5 different medicine packages (20 images per
medicine) were used, and for the test set, 25 images (5 per medicine). To ensure
data variability and model robustness, the images were captured under diverse real-
world conditions: both good and poor lighting, from different angles and distances,
and with packaging in different states (e.g., in cardboard boxes and without them, if
applicable). The dataset includes variations in background and orientation to
simulate common usage scenarios in mobile applications.

Table 2 shows the results of training the model over 35 epochs. To further
validate the model’s performance, 5 additional images per class that were not
included in the training or test set were used. The number of correctly classified
samples is shown in Table 2, and their class probabilities are presented in Table 3.

To provide a more comprehensive assessment of model performance, standard
classification metrics - accuracy, precision, recall, and F1-score- were calculated for
each model on the test set. A comparison of these metrics is provided in Table 4.
MediPackNet achieved an accuracy of 92%, with a precision of 93% and an F1-
score of 91%. However, confusion matrix analysis revealed that MediPackNet
misclassified two samples of the third class (No-Spa), leading to false negatives.

Table 2
Comparison of model training results
M Train. Test Test Size Number of correctly
odel . acc. e
time (s) loss %) (MB) classified samples

MediPackNet 230.4 3.63 92 78.3 535
InceptionV3 157.2 1.86 100 975 535
Xception 243.8 0.55 96 90.8 435
ResNet50V2 213.9 1.02 96 101 535
MobileNetV2 103.0 091 100 18.0 535
NASNetMobile 193.4 0.83 100 39.9 535
DenseNet169 646.5 1.17 100 67.7 535

Table 3

Image classification probabilities in percentage
Model Flucold- Gofen No- Ortophen-Zdorovye  Phosphalugel
N 200 Spa Forte

MediPackNet 99 99 91 100 98
InceptionV3 98 99 100 91 100
Xception 98 82 91 - 60
ResNet50V2 100 97 100 98 99
MobileNetV2 94 97 77 96 51
NASNetMobile 97 96 97 89 70
DenseNet169 97 98 89 93 98
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Table 4

Comparative evaluation of models using key classification metrics (%)
Model Accuracy Precision Recall F1-score
MediPackNet 92 93 92 91
InceptionV3 100 100 100 100
Xception 96 97 96 96
ResNet50V2 96 97 96 96
MobileNetV2 100 100 100 100
NASNetMobile 100 100 100 100
DenseNet169 100 100 100 100

The data demonstrates that the custom MediPackNet model was able to learn
effective feature representations from a relatively small but diverse dataset.
Although some pre-trained models achieved perfect accuracy, MediPackNet
provided reliable performance with minimal misclassifications and offers
advantages in flexibility and deployment. Its robust behavior in real-world-like
conditions and interpretability made it suitable for integration into the server-side
application, with further improvements expected as the dataset and architecture
evolve.

The software was tested on an emulator of a mobile device with Android OS
with the following characteristics: model: Google Pixel 5; OS version: Android 14.0
(API 34); screen size: 6.0 inches; screen resolution: 1080x2340 pixels, 440 dpi;
processor: x86_64; memory: 1 GB; network access; access to front and back
cameras; sensor support [41, 42, 43, 44].

During the testing of the mobile application, various scenarios were executed,
including checking the functionality, stability, interaction with the server side,
correct data storage and processing.

4 Discussion of the research results

The software was created for which a modified convolutional neural network model
MediPackNet was developed, which is 92% accurate and correctly recognized all 5
test images of medicine packages. It showed good results at the level of 6 models
based on already known ones, namely: InceptionV3, Xception, ResNet50V2,
MobileNetV2, NASNetMobile and DenseNet169. In addition, AES, RSA data
encryption methods and a combination of these algorithms were implemented.
Based on the results of the analysis, it was concluded that hybrid encryption is the
best for the developed software. All the planned functions were implemented in the
software. Testing of the program proved that all the developed functionality works
correctly.

The results of the comparative analysis show that the proposed MediPackNet
model demonstrates high accuracy and efficiency. It is important to note that the
model architecture was optimized to achieve this level of accuracy. Successful
recognition of all test images confirms the reliability and stability of the developed
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software. The implementation of data encryption methods ensures a high level of
security of information transmission, which is critical for the medical field. Further
research can be aimed at optimizing computational complexity and reducing data
processing time, as well as expanding the functionality of the software. The results
of the study are of great practical importance and can be used in various industries
that require the ability to keep records of medicines and high accuracy of package
image recognition.

The disadvantage of using package recognition is the need to constantly update
the training set and additional training of the created model due to periodic changes
in medicines packaging.

The developed application has the potential to significantly facilitate the process
of managing medicines stocks and contributes to more efficient use of medical
resources and optimization of procurement. In addition, the ability to track the
course of treatment contributes to more accurate implementation of medical
recommendations and ensures more effective health monitoring. The use of the
mobile application also has a significant impact on the environment, as it reduces
the amount of hazardous waste associated with improper storage and disposal of
expired medicines.

In the future, it is possible to improve the created software by adding
notifications about the need to purchase a medicine because it is about to expire,
implementing barcode or serial number scanning, improving the package
recognition model, security mechanisms, and expanding the list of medicines for
recognition, providing the ability to view instructions for use of medicines, etc.

Conclusions

The subject area was analyzed, the relevance and feasibility of software
development were presented, the known methods of performing the task of
accounting for medicines of a universal first aid kit were considered. In the course
of analyzing the analogues, their advantages and disadvantages were identified and
the functionality for implementation was determined.

The chosen design pattern and the architecture of the developed software were
described. The MediPackNet model for recognizing medicines by their packaging
was developed, which contains convolutional layers, maximum pooling layers,
flatten layers, dropout layers, and fully connected layers. The images were
normalized and randomly rotated, zoomed, and horizontally flipped to increase the
diversity of the data (in all created models). ELU was selected as the activation
function, and the output layer uses the Softmax activation function. L2
regularization was used in the fully connected layers. There were 6 more models
created, which include Inception V3, Xception, ResNet50V2, MobileNetV2,
NASNetMobile, and DenseNet169, a global average aggregation layer, and fully
connected layers. Based on the results of training and testing, it was decided to use
the MediPackNet model, which is 92% accurate and correctly recognized all 5 test
images of medicine packages. A conceptual model of the database with the
“Medicine” entity was developed. Then the implemented data encryption methods
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AES, RSA and a combination of these algorithms were described. Based on the
results of the analysis, it was concluded that hybrid encryption is the best for the
developed software. The main decisions regarding the development of the graphical
user interface were also presented.
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Anomauia. byno pospobreno mooughixosany mooenv 320pmKo80i HeUpOHHOI
mepeoici MediPackNet 3 mounicmio 92%, sxa npaeunvHo posnisHaia 6ci 5
mecmogux 300padicenv niKapcokux 3acobis. Bona npodemoncmpyeana xopowti
pesyiomamu Ha pigHi 6 mooenetl, nodYOO8aAHUX HA OCHOBL GIOOMUX apXIMeKmyp, a
came: InceptionV3, Xception, ResNet50V2, MobileNetV2, NASNetMobile ma
DenseNet169. Kpim moeo, 6ynu peanizosani memoou wugpyeanns oanux AES, RSA
ma ix Kombinayia. 3a  pesyremamamu  aHAnizy — 6CMAHOBIEHO, WO
HatleghexmugHiwum 01 pO3POOIEHO20 NPOSPAMHO20 3a0e3neyenHs € 2iopuone
wugpysanna. CmeopeHo MoOinbHULL 3ACMOCYHOK 018 0ONIKY JIKAPCbKUX 3aco0is
YHigepcanvbHOi anmeuku, 3a0e3nedeHo 1020 cmabilbHy poOomy ma MOMCIUSICHY
ot nodanvuio2o  po3eumky. Pospobnenuii  3acmocynox  30amen  cymmego
nonecwiumu  npoyec  YnpaenimHs — 3anacamu  JKApCbKux — 3acobie,  cnpuse
epekmusHiuoMy SUKOPUCMAHHIO MeOUYHUX pecypcié i onmumizayii 3aKyniseno.
Kpim moeo, moocrugicmo giocmedicentsi Kypcy AiKy8amHs 3abe3neuye mouniule
OOMPUMAHHA MEeOUYHUX PeKOMeHOayil i Ccnpusc eexmugHiuomy MOHITMOPUHSY
cmawny 300pog’s. Bukopucmanna moOiibHO20 3ACMOCYHKY MAKONC MAE 3HAYHUU
6NIU6 HA HABKOIUWMHE cepedosulye, OCKITbKU 3MEHULYE KINbKiCmb Hebe3neuHux
8i0X0018, N08 SA3AHUX 13 HEHANeHCHUM 30epicanHAM i YMuni3ayiero npocmpoyeHux
JKAPCHKUX 3aC00i8.

Knwowuosi cnosa: obnix, nikapcoki 3acobu, anmeuka, naKk08aHHs, PO3NIZHABAHHS
, Mobinvruil 3acmocynox, .NET MAUI, Python.
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Abstract. Enhancing the reliability and economic efficiency of marine vessels
requires the development of failure prediction tools capable of accounting for real
operating conditions and equipment degradation processes. This paper presents an
integrated approach to the quantitative assessment of the reliability of key
components of a ship’s power plant (SPP) over a 25,000-hour operational interval.
The methodology combines probabilistic, degradation-based, and simulation
models while incorporating operational parameters such as temperature, relative
load, and maintenance intervals. Four classes of failure models are developed and
compared: an exponential model, a variable-intensity model (non-stationary
Weibull process), a four-state Markov scheme, and an event-driven Monte Carlo
simulation model. The calculations are performed for the main engine, generator,
cooling system, and shipboard power station. The root mean square error (RMSE)
of failure prediction was 0.05 for the simulation model, 0.08 for the Markov model,
and 0.12 for the exponential model. An integrated model quality criterion
incorporating RMSE, AIC, BIC, and x2 confirmed the advantage of the hybrid
simulation-Markov approach. A comparative economic analysis showed that
regular maintenance at 5,000-hour intervals reduces total costs by more than 4.5
times compared to reactive repair strategies. The practical value of the method lies
in its applicability within digital twins and intelligent decision support systems.
Future developments include expanding the component base of the model,
integrating with real-time data streams from ship monitoring systems, and applying
machine learning techniques for automatic parameter adjustment.

Keywords: predictive diagnostics; digital twin; remaining useful life; interval-
based maintenance; Markov model; simulation forecasting; economic failure
assessment

1 Introduction

Modern ship’s power plants operate under elevated operational loads, thermal and
vibrational stresses, which necessitate reliable prediction of their technical condition
and maintenance requirements [1, 2, 3]. As the duration of autonomous voyages
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increases and onboard power systems become more complex, the demands for fault
tolerance and cost-effective maintenance continue to grow. Under these conditions,
an integrated approach to long-term reliability assessment of SPP components
accounting for degradation, probabilistic failure characteristics, and operational
influences becomes especially relevant [4].

In recent years, there has been a growing interest in the digitalization of
technical diagnostics in the maritime industry [5]. One of the key directions in
modern monitoring is the use of digital twins, which enable near-real-time modeling
of marine systems and prediction of potential failures. While this study does not
focus on the development of a digital twin as a software platform, it does establish a
mathematical foundation for its prognostic module. The developed models
incorporate physically interpretable dependencies of failure intensity on operational
factors. In particular, the model integrates temperature effects (e.g., via the
Avrrhenius exponential function for generators), load-related parameters (coefficients
reflecting nominal value exceedance), and environmental conditions (e.g., salinity
and coolant temperature for the cooling system). These dependencies are
implemented as parameterized functions calibrated against field data and reflect key
degradation mechanisms such as thermal aging, fatigue damage accumulation, and
aggressive environmental exposure. Zocco et al. [6] emphasize that digital twins
allow integration of monitoring data with predictive algorithms; however, the
practical implementation of such solutions remains limited, in part due to the
absence of a unified methodology. Stadtmann et al. [7] demonstrate the application
of digital twins for offshore wind turbines, highlighting the potential of the
technology, though the focus is primarily on renewable energy rather than marine
systems. Special attention in the literature is given to the use of machine learning in
diagnostics and prediction of equipment condition. Polverino et al. [8], in a
systematic review, show that machine learning methods are successfully applied for
estimating remaining useful life (RUL) and anomaly detection. However, these
approaches are often detached from real risk evaluation and cost considerations.
Studies focusing on the integration of digital solutions in the maritime sector, such
as Kaklis et al. [9] underscore the need for comprehensive analysis encompassing
not only failure modeling but also lifecycle management. Some research highlights
the resilience of ship systems under intensive operation. Nezhad et al. [10] stress the
importance of predictive maintenance based on big data analysis, while also noting
the lack of quantitative models that consider both degradation dynamics and the
economic consequences of technical decisions. Similarly, Mavrakos et al. [11]
propose digital tools to support energy-saving strategies, pointing to the need for
adaptive models capable of considering operational constraints. Additional recent
studies support the relevance of a systemic approach to the prediction of technical
condition in marine components. Liang et al. [12], in a review from a classification
society perspective, emphasize that implementing prognostics and health
management (PHM) methods requires integration of degradation models with
regulatory frameworks. Han et al. [13] demonstrate how a variational autoencoder
based on LSTM can detect marine component failures; however, their model is
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mostly oriented toward anomaly detection rather than quantitative reliability
prediction. Xiao et al. [14], in their PHM research for industrial assets, propose a
digital twin architecture that combines remaining life prediction with risk-based
maintenance planning - a concept applicable to marine systems as well. Finally, Cui
et al. [15] develop a digital twin for a marine diesel engine and demonstrate its
capability to enhance maintenance efficiency and reduce downtime, though their
focus lies in platform-level integration rather than formal reliability modeling.

A review of current publications shows that despite the active development of
digital diagnostics technologies, the issue of long-term reliability of SPP
components under real-world wear and overload conditions remains insufficiently
addressed. Moreover, there is a noticeable lack of studies that integrate failure
prediction with economic evaluation of maintenance strategies. Unlike most
existing research focusing on localized degradation scenarios or isolated diagnostic
aspects, this article centers on the holistic integration of reliability and economic
analysis, providing a foundation for informed decision-making under real marine
operating conditions.

This study aims to fill this gap by offering a comprehensive analysis of the
reliability of core SPP components over a 25,000-hour operating horizon. The
approach is based on simulation modeling, Markov processes, and degradation
models that account for wear dynamics. Special attention is given to the influence of
operational factors (load, temperature, maintenance intervals) on failure probability,
as well as the comparative economic efficiency of various maintenance strategies.
The results obtained can be used in the development of predictive maintenance
programs, resource planning, and life cycle optimization of equipment in marine
engineering.

The objective of this study is to develop and justify an integrated approach to
the long-term reliability analysis of SMPP components, taking into account
degradation dynamics, the influence of operational factors, and the economic
efficiency of maintenance strategies.

To achieve this objective, the following tasks are addressed:

1. Develop mathematical models for reliability prediction of SPP components,
including exponential, degradation-based, Markov, and simulation-based
approaches applicable to extended operational intervals.

2. Describe and implement component-specific failure rate dependencies on
operational factors such as mechanical load, temperature, and maintenance
parameters.

3. Construct a hybrid Markov—degradation model accounting for transitions
between technical states (operational, degrading, pre-failure, and failed), with
parameters that depend on accumulated wear.

4. Implement simulation modeling of operational scenarios using the Monte
Carlo method to estimate the distribution of failure times and the variability of
technical life.
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5. Formulate a model selection criterion that combines prediction accuracy
(RMSE), information-theoretic metrics (AIC, BIC), and agreement with empirical
data (y?).

6. Evaluate the economic efficiency of different maintenance strategies by
comparing total costs under regular and reactive servicing regimes for key
components.

7. Develop recommendations for model application based on operating
conditions and data availability, and assess their applicability as part of prognostic
modules in digital decision support systems.

2 Materials and Methods

The objects of this study are the key components of the SPP, including the main
engine, generator, cooling system, and shipboard power station. These elements are
subject to long-term wear, vibrational, and thermal loads, which makes the analysis
of their reliability over an operational interval of up to 25,000 hours particularly
relevant. This duration is typical for resource planning and scheduled maintenance.

The initial data for the analysis are generalized statistical records of failure
frequencies documented in maritime practice and technical literature, including the
OREDA failure databases. Additionally, typical operational modes, maintenance
intervals, and expert assessments reflecting the influence of load and temperature
conditions on equipment degradation were taken into account.

Four different approaches were used to model reliability. The exponential model
served as a baseline and assumed a constant failure rate, without accounting for
wear accumulation. More realistic scenarios were described using analytical
degradation models, in which the failure intensity increases over time following a
power-law relationship. The third method involved a Markov model that represents
probabilistic transitions between technical states from operational to degrading, then
to pre-failure and failure states. Finally, simulation modeling was applied to
reproduce complex operational conditions and to construct failure scenarios under
the stochastic nature of external influences. Within this approach, modeling was
implemented using the Monte Carlo method with variation of operational
parameters.

The comparative accuracy of the listed models was assessed using the root mean
square error (RMSE), which allows for a quantitative comparison of forecasts
against reference scenarios. The analysis results showed that simulation modeling
demonstrated the lowest error, whereas the exponential model exhibited the greatest
deviations over extended operational periods.

Special attention in the study was given to analyzing the influence of
operational factors on the reliability of SPP components. Three key factors were
considered: load regimes (nominal, elevated, emergency), thermal impacts (coolant
temperature, oil temperature, cylinder gas temperature), and maintenance frequency.
Graphs were constructed showing the dependence of reliability on each of these
factors, and components were ranked according to their sensitivity to various
operational conditions.
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Finally, an evaluation of the economic efficiency of different maintenance
strategies was conducted. Two scenarios were compared: absence of preventive
measures and regular maintenance at 5,000-hour intervals. The calculation included
both direct costs of failure remediation and indirect losses associated with forced
downtime. The results showed that a systematic maintenance approach reduces total
costs by a factor of 4 to 5 compared to a reactive maintenance model.

The proposed methodological approach enables not only the assessment of MPP
component reliability over a long time horizon, but also the justification of
economically efficient maintenance decisions based on modeling, statistical data,
and simulation scenarios.

3 Results

To assess the long-term reliability of SPP components, the following reliability
prediction models are used: exponential reliability model, applied to components
with a constant failure rate, where the probability of failure depends only on
operating time; degradation models - account for the accumulation of damage and
changes in failure intensity over time; Markov failure model - tracks transitions of
components between different operable states, considering probabilistic changes;
simulation-based reliability models used for analyzing long-term operational
scenarios, simulating the impact of various operational factors.

Exponential model with a constant failure rate. For components operating under
stable conditions without pronounced degradation or aging, the simplest failure
model based on the exponential law is applicable. This model describes non-
repairable processes with a constant failure rate A, which corresponds to the steady-
state operational phase where the failure intensity is assumed to remain constant
[16]:

R(t) = e_/1t ] tzoa
where R(t) is the probability of failure-free operation at time t;
A is the failure rate (h™!), assumed to be constant over time

The parameter 1is estimated based on the total operating time Tr and the
number of observed failures k during this period. A biased maximum likelihood
estimator is used [13]:

~ k . Kk
/1:1_71 Var[l]=_|_—2

z D)

Based on the estimated failure rate, the mean time to failure (MTTF) is
calculated using the formula:
MTTF,, :i
A
Despite its simplicity, the exponential model serves as a useful baseline for
comparison with more advanced approaches. It is applied, in particular, to
components with high reliability operating under stable conditions. However, this
model does not account for degradation processes, recovery after failure, or
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variations in operating loads, which limits its applicability for long-term prediction
under real marine operating conditions.

Degradation models for SPP equipment

The long-term reliability assessment of SPP components requires the inclusion
of damage accumulation processes. In this study, component-specific degradation
models are applied, reflecting the dependence of failure rate on time and operational
factors.

General approaches to degradation modeling

The failure rate of a component at time t, denoted A(t), is modeled using various
functional forms:

Alt) = A, + at”,
where A, - initial failure rate att = 0, reflecting baseline component quality [1/h];

a - degradation growth coefficient (h'-hP);

S - power-law exponent (f>1 - indicates accelerated degradation, p<1 -
indicates deceleration);

a, B - parameters obtained by regression on failure data

Weibull-Based Degradation Model (NHPP):
BlLY"
;i’deg (t) = 6(6j ’ ﬂ >1

Parameter estimates are obtained using the maximum likelihood method:

n n -1
R ZIg t s A 13,
p=| 12 | ®=[niz_l:ti

St/
i=1

Combined load and temperature model:

AL, LT) = 20[1+ kL(%mmjm}exp{T T}

where L - relative load (0...1);

T - current operating temperature of the working medium (°C);

Lnom, Tref - Nominal values of load and temperature;

m,kL,;7 - calibration parameters obtained from experimental data

The degradation of SPP equipment depends simultaneously on load and

temperature. The rate of damage accumulation or increase in failure intensity is not
constant but is a function of operational impacts. In the main engine, degradation
affects the piston group, crankshaft, and cylinder liners. The load is characterized by
propeller resistance torque, overload, and rotation frequency. Temperature-related
factors include oil, combustion gases in the cylinders, and cooling water. Elevated
oil temperature reduces viscosity, accelerates wear of journal bearings and

)%f
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crankshaft surfaces, increases clearances, and leads to higher vibration levels - all of
which contribute to engine failure.

In the cooling system, degradation affects heat exchangers, pumps, and pipe
joints. The load is defined by pressure differentials and start-stop frequency. The
critical external parameters are seawater temperature and overheating of the
circulating water. These factors promote scale formation, corrosion, cavitation, and
loss of tightness. Thus, the degradation model for the cooling system depends on
both temperature and environmental aggressiveness.

In the generator, degradation primarily occurs in the stator/rotor windings,
insulation, and bearings. The winding temperature governs insulation aging. Load is
defined by overcurrent conditions and frequent on/off cycles, which accelerate
thermal aging and thermal cycling, leading to insulation breakdown.

For each subsystem of the SPP, a dedicated degradation model is applied that
accounts for the corresponding operational impacts (mechanical, thermal, electrical,
etc.) using a generalized functional form of the failure intensity 4z, X;), where X; is
the vector of external influences on the i-th component.

Main engine (ME) [16]:
Aue = o +pt)[1+ (S ) }exp 07Tt~ Te)}

where p - coefficient of failure rate growth with runtime (h™2);
Toil - il temperature (°C);
A, - baseline failure rate
An integral wear accumulation model is also used:
z(t) = LO" +a,-explb- (T —Tom)] A1) = 4, +2(1))
Cooling system (CS) [17]:
ﬂcs = ﬂo . [1"' kT (TCW _To )a Il"' kNaCICNaCI ]1
where Tcw - temperature of the circulating water (°C);
To - reference temperature;

Cnaci- salt concentration (ppm);
kr, knact, ¢ - empirical parameters

Generator (GEN):

Acen =%9XD{E'°‘ (.IEL_T:L }:l(l"‘f'%nom)‘

pL\'w

where Tw- winding temperature (K);
Ea - activation energy of insulation aging;
kg - Boltzmann constant;
I - load current;
& - overload coefficient;
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Tw, Trer- winding temperature and reference (baseline) temperature (in Kelvin)

Ship Power Station ((1ISO 12110-2:2013 Metallic materials) [18]:
Asps = Ao 1, -v(t)21+af - (),
where w(t) - vibration amplitude;
f(t) - switching frequency (on/off cycles);
a,,a, - empirical parameters reflecting the impact of vibration and

switching loads

The proposed models allow: accounting for the influence of operational factors
on component reliability; flexible adaptation to different subsystems and operating
conditions; easy integration into simulation and Markov-based prognostic
frameworks; suitability for implementation in predictive modules of digital twins.
Model parameters are identified based on field data (failure logs, OREDA, onboard
recorders), and accuracy is validated using RMSE, y?, and information criteria such
as AIC/BIC.

Markov model

The Markov model describes transitions between states:operational —
degrading — pre-failure — failure.The transition probability matrix Pj; is
constructed based on historical data. A SPS component is modeled as a Continuous-
Time Markov Chain (CTMC) with four states:

S = {0 — operational, 1 — degrading, 2 — pre-failure, 3 — failure}.

The infinitesimal intensity matrix Q (Hoyland & Rausand, 2004) [19]:

(o +70)  m 0 Yo
4X4
Qo —(,+v)  n R
0 0 —¥z ¥z
0 0 0 0

where po,u1 - gradual degradation transitions: 0 — 1 and 1 — 2;
yo,y1,y2 - abrupt failures from states 0, 1, and 2, respectively

Mean Time to Failure (MTTF) [19]. For stationary Q, MTTF is computed using
the fundamental matrix N:
MTTFc = e;)r € (_ 3_><13 )]-v
where Qsxs - upper left 3x3 submatrix of Q;
17=[111]. - vector of ones;
e = [100] - initial state vector (component starts in operational state)

Non-stationary (degradation-based) CTMC. In this case, transition intensities
depend on accumulated wear z(t):

z(t) = q(L(1), T (1)), z(0),
o) = p5l+a- 2] 7o () =y 1+ B-z(1)]

342



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

where ((-) - function linking current load L(t) and temperature T(t) with wear
accumulation;
Uy, 7, - nominal failure intensities under base conditions;

o, - degradation acceleration coefficients

General CTMC definition. A Continuous-Time Markov Chain is defined by: a
state space S = {0, 1, 2, ..., n}; a transition intensity matrix Q = [q;], where: g; >0
if i #, representing the transition intensity from state i to state j; g; =—># qy, i.e.,
the diagonal elements are negative and equal to the negative sum of outgoing
intensities

Interpretation of f:

B<1 - decelerated increase in failure intensity (e.g., under passive degradation);

B=1 - linear increase: failure rate grows proportionally with time;

B>1 - accelerated increase: typical for fatigue, aging, fouling, and wear

The parameters a and S reflect the physics of degradation and are either
assigned empirically (based on operational data) or calibrated via regression.

When Q = Q(t), the state probabilities are determined by a time-ordered matrix
exponential:

t
P(t)=e] -T-exp([Qt)dt), R(t) =1—[P(1)],,
0]
where T - time-ordering operator;

t iti HH oS
T -exp(_[Q(t)dt) cR™ " transition probability matrix;
o

[P(t)], -probability of being in the absorbing “failure” state

Numerical computation is performed using piecewise constant interval
approximation or the uniformization algorithm. A stationary CTMC is
recommended for stable conditions, while a non-stationary model is better suited for
variable loads and temperatures.

Simulation-Based Model

The simulation model is implemented using the Monte Carlo method [20] with
N = 10,000 runs. In each simulation run, the following variables are randomly
sampled: L - relative load (as a fraction of nominal); T - operating medium
temperature; ATO - preventive maintenance interval.

The simulation aims to compute: estimated reliability function ﬁsim(t);

Expected failure rate 2, (t); accuracy metrics (e.g., RMSE) by comparing

predictions to observed data.
For the j-th run (j =1, ..., N), the condition vector is formed:
X (D :(L(j),T(j)'ATO(j))’
where (|_(J'> T, ATO(”) are drawn from empirical distributions based on
operational logs
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The failure intensity function is selected accordingly:
XD (t) = f (X(”,t),

A composite model selection criterion ¥ is used, minimizing a weighted sum of
RMSE, AIC, BIC, and 2 This ensures a balanced evaluation of prediction
accuracy, model complexity, and statistical fit over long-term reliability forecasts.

Random sequences of load and temperature are modeled as Rainflow
histograms:

Cyclegrams of the form (Ljk, zj) (k=1...Kj) are generated. Then:

1. Cumulative fatigue damage (Miner’s rule) is calculated:
K (1)
. itVt .
DD (t) = J/ N (L)=K-L™>
® kZ:;, NG (L) ¢ (L)
2. A failure is recorded if D(t) =1, or if the simulation reaches an absorbing
failure state in the CTMC.
3. N = 10* Monte Carlo runs are executed to estimate ésim(t) and confidence

bounds.

Model selection criterion. For each subsystem, the following were computed:
RMSE, AIC, BIC, and yx? [21], reflecting the model’s agreement with observed
failure statistics.

The composite criterion:

4
v = 0,RMSE + 0, AIC + »,BIC + wA;(Z,Za)i =1
i=1
where c; - weights are set by experts, provides a balanced selection of the optimal
model based on:
RMSE - accuracy of failure prediction on test data;
AIC - tradeoff between goodness of fit and model complexity;
BIC - Bayesian Information Criterion;

x2 - goodness-of-fit test comparing model predictions to actual failure
observations

The combined criterion ¥ enables the justified comparison of models with
different structures, allowing for a balanced evaluation of accuracy, complexity, and
realism. It supports a transparent selection of the most suitable failure prediction
model for SPPs. In this study, the generalized criterion ¥, which integrates
prediction accuracy, information criteria (AIC/BIC), and agreement with field data,
was used for optimal model selection.

Economic validation. For the main engine, as the most critical unit, a life-cycle
cost model was constructed:

C= CTO (A)+ Crep + Cdown [1_ R(t)],
where Cro (A) - scheduled maintenance costs with interval A;
Crep” capital repair costs;

Cyoun - downtime losses associated with unrealized reliability levels
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The optimal value of A was found numerically. Regular maintenance every
5,000 hours reduces total costs by 4-5 times compared to a reactive repair scenario.
The integral criterion ¥ confirms the superiority of the simulation-based scheme
across all SPP components. This method accounts for the nonlinear effects of load
and temperature, allows for the construction of reliability confidence intervals, and
enables economic optimization of the maintenance schedule.

The application of four different reliability modeling approaches is not
redundant but rather a necessary strategy, driven by the diversity of technical
conditions, operating regimes, and required prediction accuracy. First, each model
targets its specific domain of applicability.

The exponential reliability model is effective for components in the stable
operation phase, with constant failure intensity. It is easy to implement and
applicable when data availability is limited.

Degradation models allow for the consideration of damage accumulation and
changing failure intensity, which is critical for components exposed to variable
loads and temperatures, fatigue, or aging.

Markov models are useful when there is a need to describe discrete health states
from operable to failed accounting for intermediate transitions with different
probabilities. Simulation models provide the capability to analyze complex
operational scenarios involving multiple random factors, such as load cyclegrams,
maintenance intervals, temperature variability, and environmental aggressiveness.
Second, model choice directly impacts prediction accuracy. The comparative
analysis showed that RMSE values can vary by more than a factor of two between
methods, and a model yielding the best accuracy for one component may be
unsuitable for another. The composite criterion ¥, combining RMSE, AIC, BIC, and
y2, confirmed that there is no universally superior model. Third, maintaining
multiple models allows for flexible adaptation to the available data, the criticality of
the equipment, and the required prediction horizon. In a practical maintenance
system based on a digital twin, the use of a model bank enables automatic selection
of the most appropriate model type for each component and current operational
condition. In summary, the proposed approach is based on the integration of four
predictive models: exponential, degradation-based, Markovian, and simulation-
based. Their comparative analysis made it possible to evaluate the advantages and
limitations of each method. As a result, the simulation model was chosen as the core
computational scheme, providing the best balance between accuracy, adaptability,
and realism. This makes the proposed reliability forecasting system not only
scientifically grounded but also practically applicable under real-world SPP
operating conditions.

The comparative analysis of the reliability models presented above allows us to
move from theoretical justification to their practical evaluation. At this stage, we
consider the specific results of applying each model to the key components of the
SPPs under various configurations of input parameters and operating scenarios. To
this end, calculations were carried out using a unified set of metrics (RMSE, AIC,
BIC, y?), and a quantitative assessment of the probability of failure-free operation
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over 25 000 hours was performed. For each piece of SPP equipment-the generator,
the main engine, the cooling system, and the electrical power unit—reliability
forecasts were generated and compared with the actual failure statistics.
Table 1
Comparison of different reliability prediction models

Prediction model RMSE Forecast accuracy
(%)
Exponential distribution 0.12 85
Degradation models 0.07 91
Markov processes 0.08 90
Simulation (Monte Carlo) 0.05 95

Table 1 provides comparative data for four reliability prediction models applied
to SPP components: exponential, degradation, Markov, and simulation
(Monte Carlo). The evaluation criteria are the RMSE and the forecast accuracy on a
hold-out sample (as a percentage of actual observed failures). Exponential Model
(constant failure intensity) yielded the poorest performance: RMSE=0.12 and
forecast accuracy 85 %. This confirms its limitation when failures result from
accumulated wear or thermal degradation. It is best suited as a baseline model for
rough estimates of simple, low-wear components.Degradation Model (e.g.
Weibull-type with time-varying intensity A(t)=Aot+at™B) showed improved results:
RMSE =0.07 and accuracy 91 %. Its strength lies in capturing non-stationary aging
processes and the effect of loads on component wear. It is especially effective for
parts undergoing monotonic degradation—such as generators, heat exchangers, and
bearings.

Markov Model (discrete state transitions) achieved comparable accuracy:
RMSE =0.08 and accuracy 90 %. Its advantage is formalizing the phase structure of
degradation and accounting for both gradual and sudden transitions (e.g.,
“operational — degrading — pre-failure — failure”). It is well suited for diagnosing
and forecasting complex assemblies undergoing typical wear stages. Simulation
(Monte Carlo) provided the best performance: RMSE = 0.05 and accuracy 95 %. By
modeling many probabilistic scenarios-including variations in load, temperature,
and maintenance intervals-it captures the combined effects of multiple factors. This
method is ideal for components sensitive to operating regimes and systems where
failures arise from factor combinations. It also enables analysis of confidence
intervals and cost-consequences of failures. In summary, each model has its own
domain of applicability: exponential: for simple, stable components without evident
degradation; degradation: for parts with monotonic wear and damage accumulation;
Markov: for components featuring distinct degradation phases; simulation: for
complex systems under variable load and environmental conditions.

Figure 3.1 presents a graph that illustrates the results of comparing various
failure prediction methods based on the RMSE in reliability estimation of SPP
components.
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The simulation model demonstrates the highest accuracy. The degradation
model outperforms both the Markov and exponential approaches, confirming the
importance of accounting for cumulative wear when analyzing SPP components. To
systematically compare reliability prediction methods, it is reasonable to consider
three key criteria: whether the model incorporates a degradation mechanism;
whether it can represent discrete transitions between component states (e.g.,
"operational — degraded — pre-failure — failure"); forecast accuracy, expressed
through RMSE. Table 2 provides a comparative summary of these characteristics
and includes practical recommendations for the application of each model
depending on operating conditions and the required prediction horizon.
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Figure 1. Comparison of reliability prediction models by root-mean-square error

Table 2
Comparative accuracy of reliability prediction models (by RMSE)
Prediction Accounts for Describes state Recommended
. L RMSE L
model degradation transitions applications
Exponential No No 0.12 Basic estimates,
preliminary
assessments
Markov Yes Yes 0.08 Mid-term forecasting,
transient state analysis
Simulation Yes Yes 0.05 Accurate long-term
modeling assessments, complex
operational scenarios
Degradation Yes No 0.09 Condition monitoring
models with known wear
(analytical) functions
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The comparison clearly shows that simulation modeling offers the highest
accuracy (RMSE =0.05). This is due to its ability to capture variability in operating
conditions, stochastic events, and cumulative degradation effects. As a result, this
method is especially effective for long-term reliability forecasting and residual life
assessment under complex operational scenarios. Markov models, while slightly
less accurate (RMSE = 0.08), offer a key advantage in structural clarity. They enable
formal representation of state transitions (“operational — degraded — pre-failure —
failure”) and are well-suited for rapid risk assessment. These models can be readily
integrated into onboard predictive diagnostics systems and are applicable when
moderate volumes of input data are available. Analytical degradation models
provide acceptable accuracy (RMSE in the range of 0.07-0.09) and are most
effective when there is a priori knowledge of wear mechanisms. Their use is
particularly appropriate when combined with environmental monitoring (e.g.,
temperature, vibration, chemical aggressiveness), allowing for modeling the
nonlinear increase in failure intensity. Despite its simplicity, the exponential model
poorly reflects the behavior of most SPP components over intervals exceeding
10 000 hours, as it does not account for degradation processes. Its use is justified
only for preliminary assessments or when no reliable data is available on the
component's condition. Therefore, the selection of a prediction model should be
based on a balance between: the availability of input data; acceptable model
complexity; the required forecasting horizon. In practical operational environments,
the most rational approach is a hybrid strategy, combining simulation modeling with
Markov processes. This allows for simultaneously capturing probabilistic dynamics
and concrete failure scenarios.

General reliability equation and parameter estimation

For all models considered, the reliability function R(t) is derived from the
following general equation:

—j’z(t)dt
R()=e ° ,
where R(t) is the probability of failure-free operation at time t;
A7) is the time-dependent failure rate function

This integral expression accounts for the cumulative impact of component
degradation over time.

With a constant failure rate A(zr)=4o , the model corresponds to the classical
exponential distribution. For components experiencing increasing wear, a power-
law dependency is used A(r)=4o(1+az”). In the Markov scheme, A(t) is equivalent to
the sum of outgoing transition rates from non-absorbing states. In the simulation
model, A(t)is calculated step-by-step for each operational scenario X0} The
parameters o, @, n, as well as the transition rates u, y, are calibrated using: the
OREDA field failure database; identification of CTMC parameters from operational
logs; prior dependencies (Bayesian networks) in the case of limited data. The
resulting reliability functions R(t) are used for: estimating the remaining useful life;
optimizing maintenance intervals; calculating economic losses due to downtime.
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Analysis of component reliability dynamics

Reliability assessment of SPP requires not only the estimation of overall failure
probability, but also an understanding of how reliability evolves over time under
operational stresses.

This subsection presents a comparative analysis of the behavior of key SPP
components over an extended operational period (up to 25,000 hours). Particular
attention is paid to the dynamics of the reliability function, failure frequency, and
the influence of load, temperature, and maintenance intervals on remaining useful
life.

Figure 2 shows the reliability dynamics of the main SPP components over
25,000 hours of operation. Figure 2 shows the evolution of reliability (function R(t))
for four key components of the SPP over a 0-25,000 hour interval, calculated using
Monte Carlo simulation (10,000 iterations) with variations in operational factors:
relative load, cooling medium temperature, and maintenance frequency. The graph
presents the probability of failure-free operation over time, obtained from the event-
driven simulation model. For each component, degradation scenarios were modeled
based on empirical distributions of operating parameters and failure intensity
functions calibrated from historical data.
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Figure 2. Reliability dynamics of key SPP components

The main engine (ME) demonstrates the steepest reliability decline: from 1.0 to
approximately 0.3 by 25,000 hours, indicating the need for overhaul after 20,000
hours. The generator degrades more slowly, reaching approximately 0.45 at 25,000
hours, and its operational life can be extended with regular maintenance. The
cooling system is sensitive to thermal impacts: reliability drops to about 0.55 by
15,000 hours and to =0.35 by 25,000 hours, requiring preventive actions every
10,000-12,000 hours. The ship power station shows moderate degradation: by
25,000 hours, its reliability is around 0.42 sufficient for scheduled diagnostics
without urgent intervention. Thus, the primary candidates for accelerated
maintenance are the main engine and cooling system. The generator and ship power
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station require monitoring after 20,000 hours, when their reliability falls below 0.5.
The optimal interval for preventive repair for most components is between 10,000
and 15,000 hours of operation.

To quantitatively support the graphical trends presented in Figure 2, Table 3
provides the values of the reliability function R(t) for key SPP components at
critical stages of the operating cycle. These data are used for estimating remaining

useful life and for scheduling maintenance interventions.

Table 3 presents discrete values of the probability of failure-free operation R(t)
for the four main SPP components, calculated using Monte Carlo simulation with
10,000 runs. The model incorporated empirically determined distributions of load,
temperature, and maintenance frequency, along with failure intensity functions
calibrated against degradation data and state transition behavior.

These values complement the graphical interpretation in Figure 3.21 and enable
precise identification of critical intervals of reliability loss. The main engine and
cooling system reach R(t) <0.5 between 15,000 — 20,000 hours, while the generator
and ship power station remain reliable until approximately 23,000 — 24,000 hours,
after which they also require major intervention.

Table 3
Long-term reliability (failure probability) of SPP components
Time (h) Main engine Generator Cooling Shlpboar_d
system power station
0 1.00 1.00 1.00 1.00
5,000 0.93 0.96 0.92 0.95
10,000 0.85 0.90 0.82 0.87
15,000 0.70 0.78 0.68 0.75
20,000 0.50 0.60 0.52 0.58
25,000 0.30 0.45 0.35 0.42

The derived data can be directly applied for residual life estimation and
planning of maintenance schedules. The subsequent sections explore failure
frequencies under various operating modes and the impact of maintenance intervals
on component reliability.

Although the reliability function R(t) reflects the probability of failure-free
operation of components over time, an important complementary metric is the
normalized failure rate the expected number of failures per 1,000 operating hours
depending on operating conditions. This indicator provides insight into how rapidly
the risk of failure increases under varying external loads, thermal conditions, and
maintenance frequencies. It is important to note that the presented values are not
based on direct observations but represent average failure intensities obtained
through Monte Carlo simulation, accounting for usage scenarios under three modes:
nominal, high load, and emergency conditions.

Table 4 summarizes the simulated failure rates of SPP components under three
operational regimes: nominal, elevated load, and emergency conditions. These
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results, derived from simulation modeling, complement the previously presented
R(t) values, offering a more detailed perspective on component sensitivity to
operational factors. The resulting dependencies are used for comparative assessment
of component vulnerability and to justify the need for predictive maintenance
strategies when shifting toward harsher operation profiles.

Table 4
Failure frequency of components under different operating modes
Emergency
Component Nominal mode Increased load conditions
P (failures/1000 h) (failures/1000 h) (failures/1000
h)
Main engine 0.8 15 3.2
Generator 0.5 1.1 2.8
Cooling system 1.0 2.3 4.1
Ship power 0.6 14 30
station

Based on the data presented in Table 4, the following conclusions can be drawn.
The main engine shows a low failure rate under nominal conditions (0.8 failures per
1,000 operating hours), but this rate rises sharply to 3.2 failures per 1,000 hours
under emergency conditions, indicating high sensitivity to increased operational
loads. The generator demonstrates strong reliability in stable conditions (0.5 failures
per 1,000 hours), yet under emergency scenarios the failure rate increases fivefold
(2.8 failures per 1,000 hours), which emphasizes the need for enhanced monitoring.
The cooling system exhibits the highest sensitivity to operating conditions. Its
failure rate escalates from 1.0 to 4.1 failures per 1,000 hours under critical thermal
loads and hydraulic stress, highlighting the importance of timely maintenance. The
shipboard power station also experiences a decline in reliability under high loads,
although its resilience remains higher compared to the main engine, making it
relatively less vulnerable.

Following the assessment of overall component reliability and failure rates
across different modes of operation, it becomes essential to analyze the influence of
individual operational factors such as load, temperature, and maintenance intervals
on the time-dependent degradation of reliability. The modeling framework includes
the following variables: relative load (e.g., propeller shaft torque for the main
engine, current load for the generator); temperature conditions (e.g., oil temperature
for the main engine, coolant temperature for the cooling system, and winding
temperature for the generator); and the maintenance schedule, which determines the
accumulation of residual risk. The simulation scenarios span from nominal
operational parameters to overloads and emergency conditions. Based on these
inputs, reliability functions R(t) were computed using Monte Carlo simulation to
represent the system's aggregated response to variable environmental and
operational influences.

Figure 3.50 visualizes these dependencies, providing a clear picture of how the
reliability of shipboard power systems changes in response to variations in
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operational conditions. This analysis helps identify components that are more
vulnerable under elevated loads or thermal stress and supports decisions regarding
adaptive maintenance planning.

The simulation results presented in Figure 3 clearly demonstrate that the
reliability of SPP components varies significantly depending on operating
conditions. In nominal mode, with standard loading and normal thermal conditions,
the reliability function of the components remains above 0.80 during the first 15,000
hours, which corresponds to the planned operational phase without signs of
accelerated degradation. Under increased (intensive) load such as a ~20% rise in
propeller resistance or generator current the rate of failure intensifies: by 15,000
hours, the probability of failure-free operation drops to 0.55-0.60, which is 30-35%
lower than the baseline level. In emergency conditions a combination of overloads,
cooling water overheating (above 85 °C), and infrequent maintenance leads to rapid
deterioration R(t) falls below 0.40 as early as 12,000 —15,000 hours, and by 25,000
hours, reliability decreases to 0.20 — 0.25. This indicates critical wear and the urgent
need for major overhaul. Based on the results of the simulation model, the following
practical recommendations are proposed: adaptive load control: For the main engine
and cooling system, it is advisable to reduce operating loads by 10 — 15% when oil
or coolant temperatures increase.
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Figure 3. Influence of operational factors on the reliability of the SPP

This measure can extend the service life by 2,000 — 3,000 hours; justification of
optimal maintenance intervals: Simulation of various scenarios shows that reducing
the interval from 10,000 to 5,000 — 7,000 hours between scheduled maintenance
procedures decreases the total failure probability by 18-22% and lowers expected
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maintenance costs by more than four times; predictive replacement of critical
components - for components whose residual reliability drops to R = 0.50, a
condition-based replacement strategy is economically justified before actual failure
occurs. This particularly applies to the main engine bearings and cooling system
heat exchangers.

Thus, the chart in Figure3 not only confirms the quantitative influence of
operational factors on system reliability but also provides a foundation for justifying
adaptive maintenance strategies. These strategies make it possible to maintain the
reliability of the system at a safe level while minimizing total costs. For a
quantitative analysis of the long-term impact of operational conditions on the
reliability of SPP components, simulation scenarios were used to vary key technical
environment parameters. Table 5 presents generalized calculated data for three main
operational factors: vibration level (average vibration, in g); operating temperature
(characteristic for each component, such as oil, windings, coolant, etc.); and relative
load (percentage of rated capacity). For each component, the probability of failure-
free operation R(t) after 20,000 hours of service is also provided, based on a
degradation-simulation model.

These results enable a comparative analysis of the sensitivity of different SPP
subsystems to operational stressors. A visual representation of how maintenance
frequency affects reliability is additionally shown in Figure 3, which illustrates the
role of the maintenance interval as a distinct risk factor.

Table 5
Impact of operational factors on the reliability of SPP components
Component Vibration Temperature Load (% of | Reliability
(average (°C) nominal) after 20,0
level), g
Main engine 45 85 95 0.52
Generator 2.8 75 90 0.60
Cooling 3.2 90 80 0.48
system
Ship power 2.5 70 85 0.58
station

The analysis of the data presented in Table 5 shows that the reliability of SPP
equipment after 20,000 hours of operation is determined by the combined effect of
three key operational factors: vibration, temperature, and load. All values were
obtained using simulation modeling based on standard operating scenarios.
Vibration has a significant influence on the service life of equipment.

The main engine (ME) exhibits the highest vibration level of 4.5 g, reflecting
high mechanical loading and corresponding with a relatively low reliability value
(R=0.52). The cooling system, exposed to 3.2 g vibration, shows an even lower
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reliability (R=0.48), which can be attributed to its structural susceptibility to
cavitation and resonant effects. The generator (2.8 g) and ship power station (2.5 g)
experience the lowest vibration levels and demonstrate the best resource
preservation (R =0.60 and R =0.58, respectively). Temperature is the second most
critical factor. The cooling system operates at 90 °C, and the main engine at 85 °C
both indicating thermally stressed conditions that accelerate material degradation
and aging of working media. More moderate temperatures are observed in the
generator (75 °C) and power station (70 °C), correlating with their higher reliability.
In this context, temperature refers to oil, coolant, cylinder gas, winding, and ambient
temperatures. Their roles are further detailed in the explanation of the thermal factor
below.

Load, expressed as a percentage of nominal power, also has a statistically
significant impact. At 95 % load on the main engine and 90 % on the generator,
reliability is notably lower than in the power station operating at 85 %. Interestingly,
the cooling system despite operating at a relatively low load (80 %) exhibits the
worst reliability metric. This confirms that thermal and vibrational loads are the
dominant degradation drivers in its case. In summary, two component groups can be
distinguished: critically vulnerable: main engine and cooling system subject to
cumulative influence from all three factors, requiring early intervention and
shortened maintenance intervals; relatively stable: generator and ship power station-
operating under near-nominal conditions with extended resource longevity. It
should be emphasized that in the development of reliability models and maintenance
strategies, not only individual factors but their cumulative effects over time must be
taken into account. Even if one parameter (e.g., load) remains moderate, elevated
temperature or vibration alone can significantly reduce service life. This
underscores the importance of multi-parameter modeling tailored to the operational
specifics of each component. Temperature is among the most critical degradation
factors for SPP systems, with its impact depending not only on absolute values but
also on the specific application point: oil, coolant, cylinders, or windings. Table 6
summarizes the critical temperature thresholds for various media and components,
indicating the levels at which accelerated reliability decline begins and the
predominant types of failures observed under these conditions.

Based on Table 6, it can be concluded that each SPP component has a specific
critical temperature threshold, beyond which a qualitative change occurs in failure
mechanisms. For the main engine, oil overheating above 110 °C leads to reduced
viscosity, impaired lubrication, and consequently, accelerated wear of friction pairs,
specifically journal bearings, liners, and plain bearings. The cooling system loses
reliability at temperatures exceeding 95 °C, disrupting the thermal balance of the
entire installation. This promotes thermal aging and increases the likelihood of
cavitation.
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Table 6
Influence of temperature regimes on the reliability of SPP components
Component Critical temperature, °C Impact on reliability
Main engine (oil) >110°C Accelerated wear of
friction parts
Coolant >95°C Overheating, reduced
cooling efficiency
Gaseous medium in >500 °C Increased wear of the
cylinders piston group
Generator (windings) >120°C Insulation degradation,
risk of breakdown

When temperatures in the engine cylinders exceed 500 °C, carbon deposit
formation, thermal expansion, gas blow-by, and abrasive wear of the piston group
intensify. For the generator, winding overheating above 120 °C is critical due to
insulation aging, increased electrical resistance, thermal cycling, and ultimately,
dielectric breakdown. These findings provide a crucial foundation for constructing
temperature-dependent degradation models. Such models not only guide the
development of maintenance algorithms but also define maximum permissible
values in monitoring systems and help configure warning thresholds within digital
twin frameworks. Based on the data from Tables 5 and.6, it is evident that
vibrational stress and elevated temperature have the greatest impact on component
reliability. The cooling system is particularly vulnerable to degradation at
temperatures exceeding 85°C. In contrast, the generator and ship power station
demonstrate lower sensitivity to vibration.

To quantitatively assess the effect of maintenance frequency on equipment
reliability, a reliability function was derived as a function of the interval between
maintenance events. Modeling was carried out using an event-driven simulation
approach, with intervals ranging from 2,000 to 20,000 hours. The resulting
dependency is visualized in Figure 4, which illustrates the decline in failure-free
probability as the interval between scheduled maintenance increases.

The graph in Figure4 is based on the results of event-driven Monte Carlo
simulation (N=10,000) under averaged operational conditions derived from
Table 3.51. It illustrates the exponential decline of failure-free probability R(t) as
the maintenance interval increases: under baseline conditions of 1,000 hours,
reliability remains high (R = 0.95); under the economically optimal interval of 5,000
hours, it decreases slightly (R~ 0.90); but at 20,000 hours, reliability drops below
0.40 (RMSE of the forecast = 0.05). This trend is consistent with the results of Han
et al. [9]; however, our study further incorporates the economic impact: total
lifecycle costs increase from USD 5,300 (for 5,000-hour maintenance) to USD
26,200 (for 20,000-hour maintenance). Therefore, regular maintenance at intervals
no longer than 5,000 hours offers a rational compromise between maintaining high
system reliability and minimizing lifecycle costs.
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Figure 4. Impact of maintenance frequency on the reliability of SPP

Considering that vibration and thermal loads significantly accelerate
degradation (as demonstrated in Table 5), the main engine and cooling system are
particularly critical. For these components, it is advisable to adopt a shortened
maintenance cycle after 10,000 hours of operation.

Economic assessment of maintenance strategies

Given the identified relationships between reliability and operational factors, the
next step is to evaluate how preventive actions impact not only technical
performance but also the overall lifecycle costs of SPP equipment. To assess the
economic efficiency of different maintenance strategies, a comparative cost analysis
was conducted for two operational scenarios: reactive maintenance (repair after
failure only); scheduled preventive maintenance (every 5,000 hours). The main
engine was selected as the case study component, being the most cost-critical in
terms of failure consequences and downtime losses. The economic evaluation model
is structured as follows:

C = CPM (A) + Crep + Cdown [R(t)]’
where Coy (A) - denotes the cost of preventive maintenance at interval A;

Crp - direct costs of failure recovery;
Coun - 10sses associated with equipment downtime, which depend on the

re|

failure probability R(t) and the duration of recovery operations

In the reactive maintenance scenario, the number of failures over 25,000 hours
of operation averaged 12, with total costs (repair + downtime) reaching 26.2
thousand USD. In contrast, with regular maintenance performed at 5,000-hour
intervals, the number of failures was reduced to 4, and the total expenses amounted
to 5.3 thousand USD. Table 7 presents a summary of the economic comparison
between the two approaches. To formally compare these scenarios using key
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economic metrics, Table 7 below provides a comparison of failure frequency, repair
costs, downtime-related losses, and total expenditures.
Table 7
Comparative assessment of main engine maintenance costs under different
strategies (25,000-hour cycle)

Operation Number of | Repair costs Downtime Total costs
scenario failures Crep, losses Cdown, C, thousand
over 25,000 thousand thousand USD usbD
h USD
Without 12 5.8 204 (=12 h 26.2
regular downtime)
maintenance
With regular 4 1.9 34(R=2h 5.3
maintenance maintenance
(every 5,000 h) downtime)

As shown in the table, the scheduled maintenance strategy reduces the total
number of failures by a factor of three and the overall costs by more than 4.5 times.
At the same time, the equipment reliability at the end of the evaluated operational
interval remains above 90%, which is confirmed by the results of simulation
modeling using the reliability function R(t). The graph (Fig. 4) also demonstrates
that extending the maintenance interval to 20,000 hours leads to a decrease in the
probability of failure-free operation to 40%.

Thus, the economic evaluation confirms the practical effectiveness of
implementing preventive maintenance. The recommended interval of 5,000 hours
ensures an optimal balance between operational expenditures and the reduction of
failure risks. The proposed approach is scalable to other subsystems of the SPPs and
can be integrated into digital twins for dynamic optimization of maintenance
strategies in real time.

4 Discussion of results
The conducted study demonstrates the effectiveness of an integrative approach to
reliability assessment and the development of maintenance strategies for SPP
equipment. Unlike classical methods based on stationary assumptions (e.g., the
exponential model with constant failure rates), the proposed methodology combines
analytical degradation models, non-stationary Markov processes, and discrete-event
simulation modeling. This combination enables accounting for both damage
accumulation and the influence of variable operational conditions, including
vibration, temperature, and load regime.

Comparison with contemporary research confirms the relevance and scientific
soundness of the proposed approach. For instance, several studies (Mauro & Kana
[22]; Lv & Lv [23]) consider digital twins as a promising architecture for predictive
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control of maritime equipment. However, the authors emphasize the need for model
unification and the integration of physically interpretable parameters. The present
study meets these requirements: the reliability models are formalized, and the
degradation parameters are directly dependent on operational impacts. In the works
of Minchev et al. [24], digital twins are used for diagnostics and condition
monitoring of marine diesel units, but the aspect of economic feasibility of
maintenance is not addressed. In contrast, this study presents an evaluation of total
costs under different maintenance strategies, thereby enhancing the practical
significance of the results. The economic analysis conducted showed that switching
from a reactive to a scheduled strategy (with a 5,000-hour interval) reduces total
expenses by more than 4.5 times while increasing equipment reliability by 18-22%.
The reliability optimization methods proposed by Zhou et al. [25] are based on
particle swarm algorithms and are aimed at individual technological processes (e.g.,
cylinder block machining), without considering degradation dynamics during
operation. In this study, the parametric degradation model with four technical
condition states allows adaptation to changing conditions, reflecting the actual
behavior of equipment over a long operational interval. The review by Liang et al.
[26] highlights the lack of quantitative models capable of accounting for operational
impacts such as overheating and vibration. This limitation is overcome in the
present work: the developed reliability models incorporate temperature, load, and
vibration parameters as arguments of the failure rate function. The introduced
threshold values (e.g., 110°C for oil, 120 °C for windings) are consistent with
simulation results and may serve as the basis for automatically generating warning
signals in digital twins. The work by D’Agostino et al. (2020) [27] is devoted to
multiphysical modeling of ship microgrids in real time, but it lacks a reliability
analysis component. The present study can be integrated into such systems,
complementing them with residual life assessment and maintenance schedule
optimization modules.

One of the key results of the study is the quantitative comparison of four
reliability forecasting models. The simulation model demonstrated the highest
accuracy (RMSE =0.05), which is 33% better than that of the Markov model (0.08),
and 58% better compared to the exponential model (0.12). The integrated metric ¥,
combining RMSE, AIC, BIC, and 2 with expert weights, confirmed the superiority
of the hybrid model, demonstrating that accounting for the temporal dynamics of
operational factors and degradation processes significantly improves the accuracy of
long-term forecasting. Moreover, the study revealed differentiated sensitivity of
various SPP components to operational loads. The most vulnerable components
were the main engine and cooling system, for which increases in vibration and
temperature lead to a sharp decline in reliability. In particular, by 20,000 hours,
reliability decreases to 0.52 for the main engine and 0.48 for the cooling system.
The generator and ship power station exhibit more stable behavior (R~0.60 and
0.58, respectively), confirming the rationale for a differentiated approach to
maintenance scheduling.
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The practical value of the presented models lies in their ability to support
informed managerial decisions regarding equipment maintenance and lifecycle
management. Mathematical interpretability, integration capability within digital
twins, and consistency with operational parameters make the proposed methodology
promising for implementation in ship technical monitoring and decision support
systems.

At the same time, the study has certain limitations. First, the input data used are
averaged operational profiles that do not include streaming telemetry. Second, the
model parameters were identified based on historical data and are not updated in
real time. These limitations define directions for future research, including the
incorporation of sensor streams, implementation of online calibration, expansion of
the component base, and the use of machine learning methods for adaptive model
tuning and adjustment of the integrated criterion ¥.

Thus, the proposed integrative approach to modeling the reliability and
maintenance of SPP equipment represents a balanced solution that combines
mathematical rigor, engineering applicability, and economic efficiency. It may serve
as a foundation for the development of intelligent prognostic systems within the
framework of digitalization of marine vessel technical operations.

5 Conclusions

This study has achieved its stated objective: an integrated approach to long-term
reliability analysis of SPP components has been proposed and substantiated. The
approach combines physically interpretable failure rate dependencies, a non-
stationary Markov framework, and simulation modeling of operational scenarios,
while also linking the results to the economic efficiency of maintenance strategies.

The developed models enabled a quantitative assessment of the reliability of
four key SPP subsystems over a 25,000-hour horizon. According to the simulation
results, the probability of failure-free operation by the end of the cycle was
approximately 30% for the main engine, 45% for the generator, 35% for the cooling
system, and 42% for the ship power station. These figures highlight the need for
overhaul or replacement of the most vulnerable components after 20,000 hours of
operation. The root mean square error (RMSE) of failure prediction, when
compared with field statistics, was 0.05 for the simulation model, 0.08 for the
Markov model, and 0.12 for the exponential model—demonstrating a 33%
improvement in accuracy over the nearest alternative and a 58% improvement over
the baseline constant failure rate model. The integrated criterion ¥, combining
RMSE, AIC, BIC, and y? with weights of 0.4:0.3:0.2:0.1, confirmed the superiority
of the hybrid simulation—Markov scheme across all components.

The analysis of operational factors revealed that a 20% increase in relative load
accelerates the growth of failure intensity by up to 1.7 times, and cooling water
temperatures above 85 °C reduce the remaining life of the cooling system by 30%.
The optimal preventive maintenance interval, determined using the residual risk
function and economic criterion, was found to be 5,000 hours. With this periodicity,
the total costs (maintenance + repairs + downtime) over a 25,000-hour cycle do not
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exceed 5.3 thousand USD, whereas foregoing scheduled maintenance increases
costs to 26.2 thousand USD more than 4.5 times higher.

The practical value of this work lies in the ability to integrate the developed
mathematical module into prognostic systems of SPP digital twins, enabling
shipowners to recalculate, in real time, the failure probability, remaining life, and
financial consequences of a chosen maintenance strategy. Future research prospects
include online calibration of model parameters based on streaming data from ship
technical monitoring and control systems, expansion of the component base of the
digital twin, and the use of machine learning methods for automatic tuning of
weights in the ¥ criterion.
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Anomauia. [liosuwennss HaoditiHocmi mMa  eKOHOMIYHOT — epeKmusHoCmi
MOPCbKUX CYOeH 6umMazae po3poOKu IHCMPYMEHMI8 NpPOSHO3Y6AHH Gi0OMO8,
30AMHUX BPAX0BYEAMU pealbHi YMOBU eKchiyamayii ma npoyecu oe2paoayii
obnaoHauuA. Y cmammi npedcmaesieno inmezposanuil nioxio 0o KinbKiCHOI OYiHKU
HAOIUHOCMI KIIOYOBUX KOMNOHeHnmig enepeemuunoi yemanosku cyona (EVC) na
inmepsani excnayamayii 25 000 ecooun. Memodonoeis noconye UMOSIPHICHI,
dezpadayiiini ma iMimayitiHi MoOeNi 3 yPaxy8anHsIM eKCHIYamayiliHux napamempis,
Makux sIK memnepamypa, 6iOHOCHe HABAHMAIICEHH MdA IHMep8anu MexHiuHO20
obcnyeosysanns. Pospobreno ma nopiensano uwomupu Kiacu mooeneil 8i0MOg:
EKCNOHEHYIATbHY MOoOelb, MOOeb 3i 3MIHHOW ITHMEHCUBHICMIO (HecmamioHapHul
npoyec Betlbyina), Homupucmanogy Mapko8CbKy cXemy ma iMimayiiny Mooeib Ha
ocHo8I nodiiinozo Monme-Kapno. Po3paxyHku 6UKOHAHO 015 20106HO20 OBUSYHA,
2eHepamopa,  cucmemu  OXONOOJNCEHHA  Md  CYOHOBOI  eneKmpOCMAaHyii.
Cepeonvoksadpamuuna noxudka (RMSE) npocnoszy eiomos cmanosuia 0,05 ons
imimayitinoi mooerni, 0,08 ons mapkoecvroi modeni ma 0,12 ons excnowenyianbHol
mooeni. Inmeeposanuil kpumepiti sxocmi modeni, wjo epaxosye RMSE, AIC, BIC ma
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x> niomeepous nepeeazy 2iOpUOHO20  IMIMAYIIHO-MAPKOBCLKO20 — NiOX0OY.
THopienanvnuii  ekoOHOMIYHULI  AHANI3  NOKA3A8, WO  pecyiapHe  mexHiuHe
obcnyeogysanns 3 inmepsanom 5000 200un 3HUNCYE 3a2aNbHT BUMPaAmMu Oinbul HIdHC Y
4,5 pasa nopisuano 3 peakmugnumu cmpameziamu pemonmy. IIpakmuyna yinnicme
Memooy RONA2AE 8 MOICTUBOCMI 11020 3ACMOCYBAHHA Y YUPPOosUX OBIIHUKAX MA
IHMENeKMYaNbHUX CUCTEMAX NIOMPUMKYU NpUtiHamms piwens. Tlooanvui po3pooxu
nepeodauams po3uupeHHss KOMROHEHMHOT 6a3u MoOei, IHme2payir 3 NOMOKAMU
OaHUX Y PeanrbHOMy 4aci i3 CYOHOBUX CUCHEM MOHIMOPUHZY MA 3ACMOCYBAHH
Memooie MAUWUHHO20 HAGUAHHS 0N AGMOMAMUYHO20 HANAWMYEAHHS NAPAMEmpIg.

Kniouogi cnosa: npeduxmuena 0iacHocmuka, yu@posuil 0GitIHUK, 3aNIUKOBULL
pecype,  IHmMepeanbHO-oOpieHmosane  00CIY206Y6aHHA,  MAPKOBCLKA — MOOEb;
imimayiline NPO2HO3YB8AHHSA, eKOHOMIUHA OYIHKA 8i0MO8.
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Anomauia. Lle docniocennss npucesuene nPOEKMYSaHHI0 Ma ENPOBAOICEHHIO
inmenexmyanvnoi  ingpopmayitinoi  mexnonocii  (IT),  cnpsmosanoi  na
b6azamogaxmopne oyinosanns necmitikocmi asmosanpagnux cmanyivi (A3C) oo
munogux nebesneunux noodii. Ilpononoeana inmenekmyansua IT cmpykmyposana y
10 Ouckpemnux nocnioosnux emanis. Iloyamxosi emanu npoyecy po3pooOKu
BKIIOYANYU MOYHE GU3HAYEHHSA OOMIHGHMHUX Munie 3azpo3, penesanmuux ons A3C,
ma rpynmognuil ananiz necmitikocmi A3C, posensamnymuii Kpize npusmy nOmeHyitiHux
He2amusHux HActioKie. 3 yieo memoio excnepmamu 8 npeomemuii obracmi Oyno
pemenvHo 6cmarno6ieHo 41 mempuxy (kpumepiil). [{na ymouHeHHs ybo2o HAGOpy
OaHUX 3ACMOCOBYEMbCSA MEMOO AHANI3Y IEPapXill ONsl AHANIZY eKCNePMHUX OYMOK,
wo 0036015€ GuUeecmuU peOYKOGAHUL KpUmepianbHull npocmip Hecmitikocmi 3
BUKTIOUEHHAM MEMpUK, No6 s3anux i3 lemanvHumu eunaoxkamu. Ha ocnosi yvozo
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YmouHeHo20 Habopy Kpumepiie Oy10 CUCMeMAmuy¥HO 3I0paHO  GiONOGIOHI
excniyamayitini 0aui, wo cmocyiomvca mepexci A3C, ma nadani 3anponoHo8ano
demanizoeany npoyedypy ixuvoi nonepeouvoi 00pobKu il K0OyganHs. Daxmuune
oyinoeanns  Hecmitikocmi  koxcnoi A3C  nposooumvcsa 3 UKOPUCMAHHAM
po3pobnenoi y3aeanvHenoi modeni. [[na nonecuienHs po3yminHa ma iHmepnpemayii
pe3yibmamis  OYiHIOBAHHA  3ANPONOHOBAHO  3ACMOCYBAMHHA  MeOopii  HevimKkux
MHOJICUH, 30KpeMa BUKOPUCMAHHS Mpaneyienodionux @yukyii nanexcnocmi. L
inmenexmyanvua 1T Ona oyintosanns necmiiikocmi A3C 3pewmoio peanizosana y
Gopmi cucmemu niompumxu nputinamms piwens (CIIIP). Kinyesuii kopucmyeay
(ocoba, wo npuiimac piwenns), nicis 66edeHHsi 06 €KMHO-CReyu@diuHUX OaHux
8I0N0BIOHO 00 Kpumepiie Hecmitikocmi koukpemuoi A3C, ompumye nonepeowii
NOKA3HUK ~HEeCMIUKOCMI pasoMm 13 YIMKUM NOICHEHHSM Memoooaoeii  1lo2o
susedenns. Knouoeum enemenmom CIIIIP € pemenvho cgpopmosana 6a3za 3HaHb,
wo micmums nonepeonvo oyineni oani A3C, axa mae GYyHKYIOHAN 0151 OUHAMIYHO20
peoazysanHa ma posuiupenHs. Bnpoeaodcents 3anponoHoeaHoi iHmenekmyanibHoi
IT 6azamogaxmopnozo oyinroeanua necmiiikocmi A3C ma nobyoosanoi Ha ii
ocnosi CIIIIP 3ab6e3neyye HAOIlIHY MOXMCIUGICIG ONA NPULUHAMMA  HAYKOBO
00TPpYHMOBAHUX piuleHb w000 OYIHKU NOMEHYIUHO 6pasiusux o0 ’ckmie ma
epexkmueHo20 3anobicants pusukam (abo YnpaeiiHHs pusuKamu).

Knruosi cnosa. Asmosanpasna cmawnyis, IHMeNEKMYanibHa HOOPMAyiiHa
MEeXHON02Is, cucmema NIOMPUMKU NPULHAIMMSA PieHb, 06a2amopaKmopHutl ananis
piwiens, Hebe3neyri noodii, Heuimka 102iKa, Memoo aHanisy iEpapxii.

1. Beryn i noctanoBka npod.iemMu

Il# naykoBa mpans po3risigae 3a0e3ledeHHs] eKOIOTiYHOT Oe3NeKr TepUTOpii Bif
MOTEHIIWHUX aBapiii Ha MOTEHIIHHO HeOe3meyHuX 00’e€kTaxX (TaKWX SIK BEIUKI
MPOMHUCIIOBI MiANPUEMCTBA UM CKJIaau 30epiraHHs HeOE3NMeYHMX pPEUOBHUH,
MaricTpaibHi TpyOOIPOBOAM, NOCYAWHH IiJ THCKOM TOIIO) SIK OTHY i3 CYCHUIBHO
BaXIMBHX (QYHKIIH nepxaBu. Lleit mpouec HaOyBae OCOONMBOrO 3HAYEHHS B
yMOBax BIHCBKOBUX [iff y KpaiHi, KOJH Taki 00’€KTH MOXYTh CTaTH MIIIEHHIO,
CIIPUYHHSIOYH TEXHOTE€HHY KaTtacTpody, MOpIBHAHHY 32 MacIITaboM i3 HEBEIMKUM
3eMJIeTpycOM 4HM IfyHami (Hampukian, pyiHyBanHsS KaxoBcekoi 'EC B VkpaiHi y
2023 pori).

[lix yac mepmoro eramy CIiJIBHOTO YKPaTHCHKO-OpPUTAHCEKOTO JOCIITHUIIBKOTO
mpoekty UUT14 «bararokpurepiaibHa METOIOJIOTISI HA OCHOBI HEUITKO1 JIOTiKH IS
KapTrorpadyBaHHS PH3HKIB aBTO3allPaBHUX CTaHIIA Ta IMOAANBLIOl ONTHMIi3allii
pimens» Mk HamioHamsHuM — yHiBepcuteToM «Omechbka TIONITEXHIKa» Ta
Vuisepcurerom ITopremyra (Benuka Bpuranis) y pamkax inimiatusu UK-Ukraine
Twinning Initiative [1], aBrosampasui crauuii (A3C) Oyau oOpaHi sk HpHKIaL
CKJIQTHOT TEXHOJIOTIYHOI CHCTEMH, L0 MOXKE 3a3HAaTH HEraTUBHOTO BILUIMBY. Bymo
copMOBaHO YOTHPH I'PYIH KPUTEPIiB JUIs OLiHKK HecTiikocTi A3C 10 OCHOBHHX
TUIIB aBapii, 3arasom 41 kputepiil. 3 METOW pPEAyKIlil MEPBUHHOTO MPOCTOPY
kputepiiB Hectilfikocti A3C 0yJ0 3acTOCOBaHO MeETOJ| 0araTOKpUTEpialbHOTO
aHaji3y pilleHb, a came MeToJ aHaumi3y iepapxiid (MAI), i3 BUKOpHCTaHHSIM BeO-
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OIUTYBaHHSA ekcrnepriB. Takox Oyna 3amydeHa iHpopmauiita TexHouoris (IT), mo
JI03BOJIMJIa OTPHMATH OLIHKH BOKJIMBOCTI KPUTEPIlB y KOXHIiil rpymi [2].

Ha npyromy erami MpO€KTy, Hicisi OOTPYHTOBAHOTO CKOPOYCHHS MEPBUHHOIO
KpUTEPiaJbHOTO MPOCTOPY, 3alpoOIOHOBaHO po3pobutn IT, sika oacTe 3Mory,
crMparourck Ha 3i0paHi nmaHi mogo mepexi A3C y MicCTi 3a BciMa KpHTepisMH,
3IIHCHUTH TIOTIEPETHE OIliHIOBaHHS HecTiiikocTi A3C, Halar4n peKOMEHIAIil s
OLIIHIOBaHMX OO0 €KTIB i3 3acTocyBaHHAM MerofiB HewiTkoi soriku (HJI), mo it
posrisimaeTbest B Wi myOmikamii. IlouarkoBa ominka Hecriiikocti A3C 3a
nonomororo IT € HeBi’eMHOIO CKIIaJIOBOIO OLIHIOBAHHS Ta YIPABIIHHS PH3UKaMU,
[0 J03BOJISIE JIEP)KaBHUM YCTaHOBaM INPHHAMATH 3BaXKCHI PILICHHS Ta BXKUBaTH
3amo0KHUX 3aXOJiB JUIA MiHIMI3alil MacmTabiB HEraTHBHOTO BIUIMBY MOXITHBOT
aBapii, CHpPHUAIOYM TakUM UYMHOM IIOKPAIIEHHIO  COIaTbHO-€KOHOMIYHOTO
6Iaronoryust KpaiHyu Ta eKOJIOTTYHOT Oe3MeKN TepUTOPIH.

2. Orasap JirtepaTypHUX JKepes

MAI € ogHMM 13 HaHOLIBLT MOMYASPHUX METOIB JUI CTPYKTYPYBAaHHS Ta aHANI3Y
CKIaJHUX MpPOLECiB MPHitHSTTS pimenb. Moro po3podus y 1970-x pokax Tomac
Caati [3]. PosrssHemo mpukimaau 3actocyBaHHA MAI cmocosno asmosanpasHux
cmanyiti 'y HEUIONaBHIX HAayKOBHX IyOmikamisx. Y mocmimpkenHi [4] MAI Gymo
BUKOPUCTAHO AN OIIHKM HpedepeHmiil 3amikaBIeHnX CTOpIiH IIOJO0 KPHUTepiiB
Bubopy MicuenonoxeHHs: A3C. MeTolo NPOEKTY € BCTAHOBJIEHHS ONTHUMAIBLHOTO
Mmicus posramryBanHs A3C nmmixom iHTerpamii ymomo0aHb pPi3HUX CyO’€KTIB Ta
aHami3y celicMiyHOl 30HH. [I’Tipka HaliBaXXIMBIIINX KPUTEPIiB BKIIOYAE: HAIEKHE
3emiieKopucTyBaHHS (BIIMB 31,2 %), HasABHICTH CITyXKO0 ONEPaTHBHOTO pearyBaHHS
(23,6 %), 3axuCT HABKOJHMIIHBOI TepUTOPIi Big moxkexi Ta Bubyxy (18,3 %), 3axuct
CHCTEMH BOJIONIOCTAUaHHS BiJ BHUTOKIB i3 mim3emMHux pesepByapiB (14,2 %) Ta
JIETKICTh TOCTYIY J0 00’ €KTa /Ui MPOBEACHHS OyIb-IKUX CymyTHIX poOiT (12,7 %).
Y poborti [5] aBTOpH 3anpONOHYBAIM KOMIUICKCHUI miaxifd, mo moeanye MAI ta
GaraTokpuTepiaNbHe IIJIbOBE IPOrpaMyBaHHS Ul €()EeKTUBHOTO BHOOpY JIOKAIlii
A3C. Ha nepmomy piBHi cTpykTypn MAI Mmeroio € BuOIp MicIsi po3TalryBaHHS
A3C. [lpyruii piBeHb OXOILTIOE KpUTEpii IHTEHCHBHOCTI TPaHCHOPTHOTO MOTOKY,
HaBKOJMIIHBOTO CEpeNOBUINA Ta OyHiBEIbHUX XapaKTepHCTHK. TpeTii piBeHb
MICTHUTh MiAKpUTEpii, AK-0T: CepeqHs KUIbKICTh aBTOMOOITIB, MOTOLMKIIB Ta Hac
OUiKyBaHHS Ml KpuTepilo Tpadiky; cepeJHe CHOXHBAaHHA IIajHBa, KiJIbKICTh
KOHKYPEHTIB, CEpeIHs IIBUKICTh OIUIATH Ta CIPUIHATTS MiCIIEBUMU MEMIKAHIIIMH
JUIL KPUTEPil0 HABKOJHMIIHBOTO CEpPENOBHINA; a TaKOX KIJIBbKICTh 3ampaBHUX
OCTPIBIIIB, KUIBKICTh KOJOHOK Ta PO3MIp IUITHKH A KpHUTepito OymiBelnbHHX
XapakTepucTuk. JIns moJanbLIIoOro BIOCKOHAICHHS METOAY PEKOMEHJOBAHO
CIIPOCTUTH IpoOLIEC Ta 3a0e3MeYnTH 3py4Hi IHCTPYMEHTH Uil 0Ci0, 110 NPUHMAaIOTh
pimennas. s anamizy pusmkiB, 3 skumu ctukarotbess A3C y [lakucrani, Ta
BU3HAUEHHS IXHIX MPIOPUTETIB Yy AOCHipKeHHI [6] BukopucToByBammcs MAI Tta
IHTepBaNbHUN TOMAPHUN aHami3. Pe3ymbratd 3acBimumiM, MO I'ATh (aKTopiB
pU3UKY, fKI MalOTh HaWOUTBmMA BIUIMB Ha OisbHICTE A3C, € TakuMmu:
TPaHCHOPTYBaHHS Ta PO3BAHTAXKCHHS LHUCTEPH; PO3IOJII NanuBa; 30epiraHHs
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najguBa Ha 00’€KTi; PEMOHT, TeXHiUYHe 0OCIyroByBaHHS Ta MOAMGIKALIisL; a TaKOX
iHmi dakTopu pusuky. [Tonpu KOMIIEKCHHUIT XapaKkTep TOCHIiIKEHHs, BOHO Ma€ JBa
OcHOBHI oOMexeHHs. [lo-mepme, 3i0paHi JaHI MOXOAATH JIAIIE 3 TPHOX OKPYTIiB
mpoBiHmii [lewmka6 y Ilakucrani, mo Moxke OOMEXKYBaTH Yy3araJlbHEHHS
pe3ybTaTiB Ha mHpIry Teputopiro. [1o-apyre, BUKOpHUCTaHi y IIbOMY TOCITIIKEHHI
CTaTUCTUYHI METOJAW, SK-OT HEUITKHHA 1€papXidHUi aHali3 Ta IHTepBAJIbHHUN
MOMApHUI MOPIBHSUIBHUIT aHali3, TAKOXXK MAalOTh BJIACHI JiMiTH Ta Hemoiiku. Kpim
Toro, 6araTokpurepianbauit MAI 3acTOCOBYETBCS AJIsI OLIHKH PU3HKIB Oy JiBHULITBA
ra30KOMIIPECOPHUX CTaHIH Ta MpiopuTH3aLil HeOe3MeUHNX YUHHHKIB y pobori [7].
3Bakalouu Ha Te, 110 Oy/AiBeNbHI MalIaHUYUKK € OAHUM i3 HAHMOIMIUPEHIIINX MiCIb
BUHUKHEHHS IHIMAEHTIB, IIPOBEJCHHS OLIHKH pPH3UKY OE3MEKH IPOEKTY €
Ba)XJIMBOIO CKJIAJIOBOIO €(heKTHBHOTO YIIPABIIHHS OyIiBeIbHUMH Ipoektamu. Lleit
MIPOEKT OLIBIIOI0 MIpOIO IMOB’sI3aHUH i3 Ge3rekoro mix yac criopymkeHHss A3C, Hixk
3 OLIHKOK IXHBOI HECTIMKOCTI, Ta BKJIIOYAE 23 BHIM MISUIBHOCTI 3 BiAIOBIIHUMU
PHM3UKaMH, 110 3 HUX BHIUIMBAIOTb.

Memoou HJI ons oyintosanus A3C 13 pi3HUX aCIEKTiB aKTUBHO 3aCTOCOBYIOThCA
y Cy4YacHUX AOCHiKeHHsX. Y [8] aBTOpW pO3MIAAalOTH HOBY METOIOJIOTIIO Ha
ocHosi HJI nns BusHauenHs ontumansHoro subopy A3C. Ll npars cnpsMoBaHa Ha
Bubip HaitOutemn mpuiiHaTHOT A3C mig wac mangemii COVID-19 BigmoBimHO IO
BHU3HAa4YeHUX KputepiiB. Clix 3a3HaYUTH, IO JTOCIIHKEHHS, IIPOBEAEHE aBTOPaMH,
BUXOJUTH 332 MEXI TPAANMIHHAX MiJXOMIB 3aBJSIKH BUKOPUCTAaHHIO HOBOTO METOJY
AHP-VIKOR, mo rpynryetbest Ha HJI. BaxknmueuM oOMexxeHHsSM Oyina CKIIaIHICTD
300py eKcrepTHUX BUCHOBKIB mix yac mauaemii COVID-19, 1o MOriio BIUIMHYTH Ha
e(eKTUBHICT OTPUMaHHS JaHUX Ta MIOCSATHEHHS KOHceHcycy. Hampuknan,
MaH/AeMist YCKJIaJHMIA OTPUMAHHS EKCIICPTHHX OL[HOK IIOAO JESKHX AaCMeKTiB
Bubopy micis posramryBanHs A3C. Kpim Toro, He Oyno BpaxOBaHO BaXIJIUBICTh
MicIsl TIPOXKMBAHHS CIOXXHBAYiB, IO MOXe OyTH CYTTEBHM (aKTOPOM HpH
BH3HAUeHHI HaiOunpm BimmoBigHoi A3C. Y cratri [9] po3rismaeTbcs MpoCTOpoBe
posmimenHs A3C 3 BHKOPHCTaHHSIM HEYITKOI Mozeni B paMmKax reorpadigHoi
indopmaniitnoi cucremu (I'IC) Ha xonkperHomy mnpuknani. Ile mocmimkeHHS
MIPECTaBIsIE MOJAENb Ul OCi0, IO NPUHMAIOTH DIIIEHHS, IJIsI BCTAHOBJICHHS
ONTUMATBHOTO Micil po3TanryBanHsi A3C 3a JOMOMOror KOMOiHAIii HEYiTKOi
noriku Ta I'IC. ¥V pobGoti [10] Oyma po3pobnena meroamka, mo Oa3yeTbCsl Ha
KOHTpOJIepl HEYiTKOI JIOriKK 3 BHKOpHcTaHHsM Google Maps, [uist 3HaXOKEHHS
Haitommxyoi A3C. [l HEYITKOTO MOJEMOBaHHS OyJO0 B3ATO I'SATh JIHIBICTHYHUX
BXIZIHUX 3MIHHHMX, BKJIOYHO 3 BIiJCTAHHIO, HAsBHICTIO NajMBa, IOKa3HHKOM
3aBaHTAXKCHOCTI JIOPIr, KIABKICTIO MalWBa Ta KUIBKICTIO CBiTI0(OpiB, 1100
OTpUMATH OJIMH BUXiJHHUN TMOKAa3HHUK — 4ac, HeoOXimHuil ans mocsrHeHHs A3C.
Cucrema J03BOJIsIE BOXIIO BH3HAuaTu MiciesHaxo/pkeHHs A3C i3 OinblIoro
TOYHICTIO, 110 BUMArae MEHIINX YaCOBUX BUTpAT.

Kombinosane sacmocysanna 6azamoxpumepianvrhozo ananizy piwens ma I'IC
TaKOXK BUKOPUCTOBYETHCS 0/12 KOMHIAEKCHO20 oyiHioganHa A3C, 30kpeMa y TaKkux
JOCIIKEHHX. [HTerpoBaHe BHKOPHUCTaHHS OLHKM BIUIMBY Ha HAaBKOJIMILIHE
cepenopuiie Ta MAI 3 noganemioro Bizyamizaiieto manux y ['lC mis BU3HAYCHHS
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npuaatHocti 3emenbHOl AimstHku mig A3C obrosoproersest B [11]. docmimkeHHs
30Cepe/KYEThCSl  BUKIIOYHO Ha aHamizi  MicuenosnoxenHs A3C  3apamu
MaKCHMAaJbHOTO  30€peKEHHs HPHPOJHOTO  JOBKULIA. [HIIMMH  CJlIOBaMH,
JNOCTI/DKEHHS. HE pO3IJIAJae TUTaHHS 3 pPI3HUX TOYOK 30pYy i HE BH3HAYAE
«cTifikicTe» A3C 5K TaKy.

VY nocnimxenni [12] BuBuaethest 3actocyBanHs MAI ta T'IC (ArcGIS) mms
OLIHKM BiAmoBigHOCTI Micup po3ztamryBanHsi A3C. Y wiii poboti mns 360py
MEePBUHHMX JaHUX BHKOPUCTOBYEThCsl pyuHuil GPS-napiratop. BropunHi naHi
BKJIIOYAIOTh TONOrpadivHi Ta IPYHTOBI KapTH, 3 SKUX Oy BUIYYEHI TUIH IPYHTIB,
JOPOXHS ~ Mepexa, BOJHI 00’€KTH, OCOONMBOCTI CXWiIy penbedy Ta
3eMJIEKOPUCTYBaHHS Ha TEPHUTOPIi.

Crarrst [13] mpoBoauUTh OLIHKY Ta MOKpPAIIEHHS IPOCTOPOBOTO PO3MOALTY 32
noromororo ['IC st 3anmo6iraHHs €KOJIOTIYHEM PU3UKAM Ta 3a0e3MeUeHHs Oe3MeKn
A3C. JlocmikeHHS Ma€ Ha METI MiJABHMIICHHS O€3MeKH IUIIXOM OINTHMI3amii
posramyBanHs A3C Ta 3HWKEHHS NOTEHUIMHMX pHU3HKIB. BukopucroByroun
MeToau OaraTokpuTepiagbHOro aHanizy pimess Ta ['IC, Oynu mocmikeHl pU3KMKU
A3C 1 3ampomoHOBaHO Kpalle Miclie pO3TallyBaHHA JUId HHUX. Y poOoti [14]
aHami3yeTbca Jokamizamiss po3apibnux A3C Ha ocnoBi ['IC. AtpuOyrHBHa
iHpopmaris, Taka sk Bik A3C, KUNBKICT KOJOHOK, peanizoBaHi HadTOIpomyKTH,
¢dyrkmionaneHuit ctan koxxkHoi A3C Tta Bimctamb A3C 1o iHmUX 00’€KTiB
iHppacTpykTypH, Oyna OI[iHEHa NDIIXOM MOJBOBOTO  OOCTeXEHHI Ta
PO3IOBCIO/PKEHHSI aHKET Cepe/] BIACHUKIB 1 CIIBPOOITHUKIB KOXKHOT CTaHIIl.

3. [locTaHOBKA MeTH i 3aBIaHb AOCTiKEHHS

Merta nOCHDKEHHS, IO PO3MIISAAEThCS Yy Wi HAayKoBil myOmikamii, mossirae y
po3pobui inTenexryansHOi [T amst 6araTokpuTepiaabHOTO OIIHIOBAaHHS HECTIMKOCTI
aBTO3aNPaBHMX CTAHII 1O BUHUKHEHHS OCHOBHHUX THIIIB aBapii, BIPOBa/PKCHHS
SIKOT 3a0€3MEeYUTh MOXITUBICTH OIBII OMEPATUBHOTO TOMEPEIHHOTO OOCTEKEHHS
TexHorenHoi 6e3mexu A3C.

Jl1st  TOCATHEHHST TOCTaBJIEHOT METH HeOOXiJIHO BHMKOHATH TaKi OCHOBHI
3aBJaHHS:

® [IPOEKTYBAaHHS KITIOYOBHX eTamniB IHTEJIeKTyaIbHOT IT JUISL
0araToOKpUTEpIiaIbHOTO OIlIHIOBAaHHA HecTiKocTi A3C 1I0O0 OCHOBHUX THIIB
aBapiii, CIParOYNCh Ha ONEPEIHI pe3yabTaTH AOCITiIKEHb [2];

e JeTajbHA PO3pOOKa OCHOBHHMX KPOKIB 3alpOINOHOBaHOI iHTenekryansHoi IT,
30KpeMa: MoOyaoBa cxeMH KonayBaHHS gaHux npo A3C; BU3HAYCHHS BaroBUX
koedimieHTiB KpuTepiiB HecrifikocTi A3C; CTBOpEHHs y3aralbHEHOI MOIETi s
OTpUMaHHS YHCIOBOI OLiHKN HecTikocTi A3C, a Takox i1 iHTeprpeTaris Ha OCHOBI
meroxiB HJI,

® BIIPOB/DKCHHS 3aIpONOHOBaHOI iHTenekryanpHoi [T y Burmsami cucremu
miaTpuMky npuiHATTS pimens (CIIIIP) Ta ii anpo6amis Ha 6a3i gaanx mepexi A3C
MIEBHOTO HACEJICHOTO MYHKTY.

Y JOCHi/KEHHI  3aCTOCOBYIOTBCSA Taki  METOAWYHI  MIJXOIU:  METOJ
OaraToKkpuTepialbHOrO aHamizy pimeHs il owiHku Hecrtidikocti A3C (MAI),
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METOJIMKa IHTEeNeKTYyalbHOT 00pOOKH Ta KOJYBaHHS BXiJHHUX JAHHX 32 KPUTEPisMU
HectilikocTi A3C, MeTon HewiTkoi JIOTiKM MUl KaTeropialbHOIO OIL[iHIOBaHHS
Hecriikocti A3C, a TakoX METOA TPami€HTHOI INKAIM Ta KOOPAWHATHOL
HOpMaJTi3amii 1y Bi3yauizalii pe3ysIbTaTiB.

4. IntenektyasbHa iHQopmaniiiHa TexHosoris 6GaraTokpuTepiaILHOrO
ouniHoBaHHs HecTilikocTi A3C 10 OCHOBHUX THIIB aBapiii

Po3pobka intenexkryansnoi IT, mo mo3Bomute Bu3Hauatu Hecrilikicte A3C 1o
OCHOBHUX THIIB aBapiil [2], Bumarae 3amydeHHs (axiBUiB y ranays3i eKOJOTridHOL
Gesmekn Ta po3poOHHKiB y chepi Data Science. [lnst CTBOpeHHS iHTEIEKTyanbHOT
IT, mo Oyne peanizoBana sik CIIIIP mis ominkm HectiiikocTi A3C 10 OCHOBHHX
THUIIB aBapiif, Moxke OyTH 3aIpONOHOBAHUI HACTYIHUH nepenik i3 10 mociiqoBHUX
€TaIliB 13 3a3HAYCHHAM Cy0’ €KTIB, IO BUKOHYIOTH BiAMOBITHUIT eTar (y JyKKax):

1) inentudikauis ronosuux Bunis asapiit (Excoepr (E));

2) po3poOKa MEPBHHHOTO MPOCTOPY EKOHOMIYHHX, €KOJIOTTYHUX Ta COLiaIbHUX
kpurepiiB (EECK) nns ouintoBanHs HectilikocTi A3C 10 OCHOBHHX THIIB aBapiit
(E, dpaxisenp i3 Data Science (®]1));

3) orpumanHs BekTopa Baroux koedimienrie EECK Ha ocHoBi MAI (®/);

4) ¢opmysanust Bropunaoro mnpocropy EECK mist omiHIOBaHHS HECTIHKOCTI
A3C (®]1);

5) orpumanus orinok 3HaueHr EECK BTopHHHOTO mpocTopy st koxHoi A3C
Ha ocHOBI myomiunux panux (E, ©M);

6) nomepenHss 00poOKa Ta KOJYBAaHHS OTPUMAHHX MYyOJNIYHUX JaHHX Yy
BTOpUHHOMY TipocTtopi (D/1);

7) orpumanHs Bektopa BaroBux koe¢imientis EECK nHa ocHoBi MAI y
BTOpUHHOMY TipocTtopi (D/1);

8) ymockoHaseHHs y3arajabHEHOI MOJeN Juist oniHoBaHHs HectiiikocTi A3C i3
ypaxyBaHHsM eramniB 1-7 (DJ]);

9) Bu3HauyeHHs Ta iHTepmperaiis ominku HectiiikocTi A3C i3 3acTOCYBaHHSIM
HIT (O);

10) moGymoBa Ga3u 3HaHb Juis OliHIOBaHHs Hectiiikocti A3C 10 OCHOBHHX
Tumi aBapiit (D).

3BakarouM Ha BHUINE3a3HAYCHI eTamM, Ha pHUC. | TPENCTaBIEHO CXeMy
po3pobneHoi inTenexryansHoi IT ominkm Hectifikocti A3C 10 OCHOBHUX THUIHIB
aBapiit y Burmsimi CIIIIP.
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O

Pucynok 1. Konnenryansaa cxema inrenexryansHoi [T ominkn mecriiikocti A3C
10 OCHOBHUX THIIIB aBapiit y ¢popmari CIIIIP [17]

5. Po3mupeHuii orJisiA roJIoBHUX eTamis 3anponoHosanoi IT

Ha nepwomy emani BuImeonucanoro nepeiiky, Mg 9ac po3poOKH iHTETeKTyaIbHOT
IT mns ouinku Hecrifikocti A3C, y [2] Oynu BCTaHOBIICHI OCHOBHI THITH aBapiii:
BHOYX MHapoIOBITPSHOI cyMimi HadTONPOIYKTIiB i3 yTBOPEHHSAM yaapHOI XBWII,
MOXeXKa PO3JINBY HAQTOMPOIYKTIB Ta «BOTHSIHA KYJISD).

Ha opyzomy emani, nnst po3poOku MEpBUHHOTO MPOCTOPY KPUTEPIiB OLIHIOBaHHS
Hecrifikocti A3C, Oyno 3amponoHOBaHO OOpaTh 3 Tpymu KPHUTEPiiB CTOCOBHO
MOJJIMBHUX HACHTIJKIB aBapii: eKOHOMIUHi, COLianbHi Ta eKOJOTi4YHi, @ TAKOXK OKPEMY
TpyIy «BTpadeHi XHUTTSI», Ky HE cHil Oe3mocepelHbO MOPIBHIOBATH 3 iHIIUMH

kputepisiMu. Li rpynu kputepiiB GOpMyIOTh NMEpBUHHHI IPOCTIp KPHUTEPIiB Py ,

JIeTallbHO onucaHuil y [2]:

Sp, =(LL,E,S,A) O

Jie BTpayueHi XKUTTs LL={LL, Ly, L, Ly, L L LLy L, LL9}

€KOHOMiuHi E :{El’EZ’ E3'E4'E5'E6’E7'E8’E9’El°} ;

comamni S = 151:52:5554,55.56,5,,5,55. S0}

A={A AP ALA A A AL A NG A

€KOJIOT1YHI1 .
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Ha mpemvomy emani 6yno 3aiiCHEHO OLIHIOBAaHHS KPUTEPiiB 3a IOMOMOTOO
MAI, pearni3oBaHOrO 4epe3 BeO-ONMUTYBaHHS EKCIEPTIB, a TaKOXK PO3POOJICHOrO
QIrOpUTMy, W0 TpaHCHOPMYBaB EKCIEPTHI OLIHKA Yy MATPHULIO IOMAPHHUX
MOPIBHAHD JUI TOAAJBIIOr0 BHKOHAHHS OLIHKK KpPUTEPIiB Yy KOXHIM rpymi
BiIOBiTHO 10 Tipouenypu MAI [2].

Ha uemeepmomy emani chopMOBaHO BTOPHHHHUH NPOCTIP KPHTEPIiiB HIIIXOM
peaykuii nepBUHHOTO NpocTopy. Binbip kputepiis, sKki NepexoasTh i3 NEPBUHHOTO
HOpOCTOPY /O BTOPHHHOTO JUISi KOKHOTO THIY aBapii j, 3ailicHioBaBcst 3
BHUKOPUCTaHHSIM IOPOroBOi OOPOOKH BiAMOBIAHUX 3HAUCHb BAaroBHX KOedilli€HTiB
Wi

kpurepiie ' y BixmoBinmiit rpymi:

W, = {VW

eij

> A fii=LNg;j=1

w; ={VWS” > };i =1,Ng;j=1

&)

W;u-i ={VW. >/1A};i=1,NA;j=1,

aij —

SIK TIOPOTOBi 3HAYEHHS ABTOPU TIPHAHSAIH Ae =45 =2, =01 115 xoxuoi rpynu
kpurepii k. TIpu 11bOMy rpyna KpuTepiiB, 0 BH3HAYAE MOKIIMBI BTpayeHi KUTTS
BHACITIIOK aBapii, He MmiAyiArae peayKIii 3TiAHO 3 MPUHINWIAMH MPOEKTY [2].

Toxi BTOprHHMIA TPOCTip KPUTEPiiB OLiHIOBaHHS HecTilikocTi A3C MaTHMe BHUIIIAA:

Spy = <{< LL; >} : {<W;ii 'Ej >} ’ {<W;ii :Sj >} ' {<Wlaii A >}> , 3)

Weji Wsji Waji . P . . P
IS f f — 1€ Barosi KOG(I)IL[ICHTI/I BIATIOBIIHUX KPUTEP1IB B €EKOHOMIYHIU

* * *

I comianpmiii ' Ta exonoriuniii rpymi ' BiamosiaHo.

BinmoBigHo, rpynu KpUTEpiiB y BTOPHMHHOMY HPOCTOpI ICIS 3aBEepLICHHS
YEeTBEPTOro eTary MeToay Ha0yBaroTh Takol Gopmu:

. BTpA4eHi JKUTTS LL={LL L, LLg, Ly, L, L, LUy, L, L § ;

. . E ={E,E, E;,E,,E.,E;
. E€KOHOMIYHI {1 278 4TS 6}

. colliabHI s :{S;’S;’S;'S:'S;} ;
K ={A KK ALK A

. €KOJIOT1YHI .
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Ha n’amomy emani aBTopu 31ilicHUIH 30ip JaHMX Ha OCHOBI CPOPMOBAHOTO
BTOPHUHHOTO NPOCTOPY KpUTepiiB st Mepexi A3C meBHOro HAaCeIeHOTro MyHKTY 3
nyoniuHuX  JpKepen.  DparMeHTH — OTPUMAHUX — «CIpHX» JaHHX  YacTKOBO
mpezcTaBieHi B Tabn. 1, 1 3 MipKyBaHb O€3MeKH KOOPIUHATHE MPHB’ I3YBaHHS IO
koHkpeTHOT A3C He 3nilicHIOeThcs. Ha mpomy erami maHi 1ogo KpHTepiiB
BTPaYCHUX JKUTTIB HE 30MpaITUCS.

Tabmuws 1
@DparmMeHT 3Ha4eHb «cipux» JaHux npo A3C, oTpuMaHuX i3 myO0TiYHUX AKepes
. 7] L
A3C HOMEp 4 5 0 7
* THCTIO ITATHBO-PO3JaBaTBHEX
E, posa 1 6 4 2
- KOJIOHOK
E: ,IO,EIETKOBi ni,:[aneMcma HeMae MaraiiH HEMae HeMae
* IIPOMHCIIOBA, TIPOMHCIIOBA,
S’ THII 30HH TIPOMHCIIOBa a e IIPOMHC/IOBa
2 pekpeallfiHa | pekpealliiiHa
A: THII Ia7THBA, CTAHAAPT ra3 5+ ra3 3 4
y : BiICTAHB J0 TiCOBOI 30HH 300 M 5™ 10m HeMae

Ilpm oTpuMaHHI TaKMX «CIipUX» IaHUX BHHHUKAE HHU3Ka mpolieM, IO
YCKJIQIHIOIOTh 1X 30ip, OOpoOKy Ta aHami3 Juid MOJaJbIIOrO OIiHIOBAaHHA
HecTilikocTi A3C:

e DI3HOMAHITHICTh HEOOXIHMX JaHUX: JIaHi, NOTPiOHI Ui OLIHKH 3HAYEHb
EECK, € nyxe pi3sHOpiZHAMH, IO YHEMOKIIMBIIIOE 3HAXOKEHHS BCIX BIJOMOCTEH B
OJIHOMY JDKEpedIi; AesKi AaHi BUMararoTh 3HaHHS ocobmmBocteil A3C, kBamidikamii
HEepCOHaNy TOLIO;

e HEOOXigHICTH PyYHOTO 300pY AaHHX: IEPEBAKHO MOTPIOCH MOLIYK Ta aHaTi3
JTAaHHUX 3aI[iKaBJIEHOIO 0CO0O0I0, IO MOXKE MPHU3BECTH 10 MOIIYKY BEIHKOTO 00cCsTY,
1HOJI HaATMIIKOBO] iH(pOpMaIlii, Ta CHOTBOPEHHS JIaHHX;

® HECTPYKTYpOBaHICTh MAHUX: BiOMOCTi, OTPHMaHi IMiJ Yac MOLIYKYy Ta
aHami3y, 37eOUIBIIOr0 € JyXe HECTPYKTYpOBaHHNMH Ta [ETali30BaHHMH, IO
YCKJIJIHIOE X aHali3 Ta 00poOKy.

Ha wocmomy emani otpumani «cipi» mani npo A3C, ¢parmMeHTH skux Oyian
noka3sai B Ta0J. 1, 00poOISAIOTECS Ta KOAYIOTHCS BiIOBIIHO 10 MOTped moOya0BH
noganbinoi CIIIP anst orinku HectiiikocTi A3C 10 OCHOBHHX THIIIB aBapiil. 3riTHO
3 BHM3HAYCHNMH 3HAYEHHSMH KPHUTEpilo, JaHHUM HAJa€ThCs KOJOBE 3HAYCHHS B
nmiamazoni Bim 0 mo 1, me O BiamoBimae HalMEHII HECHPHUATIMBOMY 3HAUYCHHIO
KpHTepito, a 1 — HalOinpm HebezneyHoMy. dparMeHT TaOnuIl KOXyBaHHS JaHHX
UL JeIKUX KPUTEPiiB MpencTaBieHuid y Tabi. 2, MOBHY TAaOJIHIIO KOXYyBaHHS LIS
BCiX KPHUTEPiiB BTOPHHHOTO MPOCTOPY, OKPIM BTPAa4eHUX JKUTTIB, MOKHA 3HAUTH B

[15].

371



INFORMATION CONTROL SYSTEMS AND INTELLIGENT
TECHNOLOGIES.
ADVANCES AND APPLICATIONS

Tabmumsg 2
®parmMeHT cXxeMHU KOAyBaHHsI «cipoi» 6a3n nanux npo A3C [15]

Kprrepitt E:— THI KoHCTpyKuii A3C
3HaveHHA 3 MiA3eMHHMH pe3epByapaMu 3 HA3eMHHMH pe3epByapaMu
Kox 0.5 1.0
Kprrepitt S;— TYCTHHA HacelTeHHs B paifoni no6musy A3C
3HaTeHHA BHCOKa cepenHs HH3bKa JIy’Ke HH3bKA
Kog 1.0 0.6 0.2 0
Kpurepif ‘41*7 THII Ta7THBA, 0 BHKOPHCTOBYETHCS, CTAHIAPT
3HAUCHHA | kijgpgicTh THIB HATHEA GS_ﬁ}ehpe:+ ras (Gnglw HasBHHH 11 Hi — 0 abo 1)
Ko,
2 S oo <6
B I fuginpes =
as = 6 +0.3 -Gng_,w,
0-7-GS_mempe: =6
Ha cvomomy emani, nns oTpuMaHHS BEKTOpa BaroBUX Koe]ilieHTIB

BigmoBinHux rpyn EECK 3a npomomororo MAI, aBTOpM BHXOAMIM 3 TaKHX
MipKyBaHb. OCKIIBKH BTOPHHHUM KpUTEpiadbHUIl IPOCTip MICTUB 17 KOMIIOHEHTIB,
Ui cripolneHHs peanizanii MAI Oynu BUKOpHCTaHi JaHi, OTpUMaHi OpUTaHCEKUMHU
KOJIeTaMH B paMKax IPOEKTY, a caMme: 3a JOMOMOror kiacuuHoro MAI BoHM
TOPIBHSUTM BIAMOBIMHI TPyNU KPHUTEPilB MK CO0OI0, TaKMM YHHOM OTPUMABIIN
BaroBi koegimieHTH 11t rpymu [16]. Pe3ynbraTé 1{b0ro MOpPIiBHSIHHS Ta BiAMOBiIHI
BaroBi koeQimieHTH HaBeneHo B Tabm. 3. IlepepaxyHok BaroBux KoedillieHTiB
KpHUTepiiB, OTPMMAHMUX Ha YETBEPTOMY eTalli, BiIOYBAeThCS NIIIXOM MHOMKEHHS
Bard BiANOBIAHOTO KPWUTEPil0 Ha 3HAYEHHS BIAMOBIZHOTO BaroBoro kKoedimieHTta
rpynu (Ta6n 3), 10 BizmoOpaXkeHo AK InltlaIWelght Y HACTYTHHX bopmyiax:

w —w - EconomiclnitialWeight w —w SOC|aIIn|t|aIWe|ght

Waji = waij -EnwronmentalInltlaIWelght

@)
Tabmuug 3
Pe3yabTaTu nonapHoro nopiBHsiHHs rpyn kpurepiiB HectilikocTi A3C 3rigHo 3
MAI[16]
Mampuya nonapHo2o NOPIeHAHHA ZPVH Kpumepiie
Exonomivai Exomoriuni ConiansHi
ExoHoMi4uHI - 1.5 3
Exonoriusi 0,667 - 1.667
Comianbui 0,333 0.6 -

JHAUEHHA 8A20EUX KOQ(;Z).’I[.’&‘HU.’IS SPVR Kpumept

Te 221010 3 MAIL wjo OVIU OMPUMAHT 3 Mampuyi

HONAPHUX NOPIGHAHD
Buumip HecTifikocTi TlouaTkoOBA Bara
ExoHOMi4HI 0,505
Exomoriaui 0317
CormiaabHi 0,179
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Jani MH HiICyMOBYEMO OTPHMaHi Barosi KOedillieHTH A KOXKHOTO THUIY aBapil j

W.

mo6 OTPUMATH 3HAYEHHA | Jyis MOJANbIOi HOpManisamii Bar KpuTepiis, ska
JI03BOJIUTh OTPUMATH BEKTOP BAaroBHX KOGQIUi€HTIB IJIsi KOXKHOTO THUITy aBapii i3
3arajJbHOI0 CyMOIo 1:

Ng Ng N _
Wy =2 Wy + D Wy + D W, j=1,3
i=1 i=1 i=1

: 5
W . Wy LW
Weij = WJ 1Wsij — WJI W = le
i i i (6)

3HaueHHS BEKTOPIB BAaroBHX Koe(ili€HTIB KpHTepiiB, OTpHMaHi HA CHOMOMY
eTari A1 KO)KHOTO TUITy aBapii, HaBeeHi B Tabm. 4.

Ha socomomy emani, 3 ypaxyBaHHSAM NOIIEpeAHIX eTamiB 1—7, MU IPOIOHYEMO
HaCTYIHY y3arajJbHEeHY MOJAENb IS OLliHIOBaHHS HecTiikocTi A3C:

Nae ( Ng Ng N
Z Zweji € +Zwsji *Si +Zwaji sag
j=1\ =1 i—1 i—1
V, = N
ac , (7)
ne f_ omuinka Hecriikocti A3C 3 inenrudikaropom f;

Nec _ saranbna kinbxicTs ocHOBHUX THITIB aBapiii (y nocnijkenti j = 3);

*

Ne , N , Na_ sarainbHa Kiskicte EECK BinmosinHo;

W:ji W:ji W;ji i i . s .
, , —Bara EECK ™ ons 4 -ro cuenapiro aBapii BinnosigHo (Tabun. 4);
€i Sqi Qy

., — ouinka i-eco EECK mis f-moi A3C 3a mkanoro Big 0 1o 1 BiamosigHo
(tabm. 2 [15]).
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Tabmuug 4
Bexropu BaroBux koeilnieHTiB BTOPHHHOTO MPocTOpy 03HaK [17]

EXOHOX!]‘“!I-Ii W Comiamesi W Exomorigsi ‘ W

KpHTepii U KpHTEpIT v KpPHTEpii “
Bugyx 3 ymeopexnav yoaprot xeuni

E; 0.073 RN 0.056 A4 0.061
E, 0,122 55 0,024 A 0

E; 0.069 S5 0.048 4 0.058
E, 0,069 S. 0,029 Ay 0

E: 0.116 s; 0,027 A 0,07

E; 0.106 - - 4 0.073

IMoxcexca poziusy HagmonpodVKinie

E; 0.098 S; 0.042 'y 0.058

E; 0.125 S5 0.038 " 0.058

E; 0 s; 0,052 A 0,094

E; 0 Si 0.038 4 0.055

E; 0,138 S: 0,042 A; 0,058
E; 0,103 - - A; 0

«Bocrana xynay

E; 0,082 kN 0,053 A 0.062

E; 0,153 S5 0,03 ; 0,036

E; 0 S; 0.055 4 0.092
E, 0,074 S. 0,032 Ay 0
E: 0,109 S5 0,032 A 0

E; 0,105 - - A; 0,065

Ockinpku 3HaueHHs OIiHKHM HectiiikocTi A3C, oTpumane 3a ¢dopmymnorw (7),
BUPAKAETHCS JIECATKOBUM YHCIIOM Yy faianasoHi [0; 1], HEoOXigHO iHTEepHpeTyBaTH

\Y . . . . N
OTpHUMaHe 3Ha4YeHHs ' y Gopmi, 3po3yminiit KopuctyBadesi (0cobi, mo mpuiimae

pimenns). BpaxoByrouu, mo witke BH3HaueHHs npuHanexHocTi A3C mo oxHiei 3
KaTeropiii OI[IHKM HECTIHKOCTI € HeTPUBIAJIbHUM 3aBIAHHSAM, MH MOXKEMO
BuKopucratd HJI Ta BU3HAUUTH L0 MPHHAJIEKHICTH 32 JOIOMOTOIO JIIHTBICTHYHOT
3MIiHHO].

Ha oeg’amomy emani ouinka HectiiikocTi A3C BH3HAYa€ThCS SK JIIHTBICTHYHA

GV

3MiHHA , IO SIBJISIE COOOKO KOPTEXK:

<GV,T,V>, @®)

ne: OV — nasea ninrsictuunoi 3MIHHOT;

T = {«HU3BKA HECTIHKICTBY, «CEPENHS HECTIMKICTEY, «BUCOKA HECTIMKICTE) } —
0a3oBa TepM-MHOKHHA JITHTBICTHYHOT 3MiHHO1, KO)KHE 3HAYCHHS SKOI MPEICTaBIISIE
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HEUIiTKy 3MiHHY ~'. Y £KOCTi mepuioro HaOJwXeHHs mpu BHOOpi 0a30BOi TepM-
MHOXXHHH IIPONOHYEThCS BUKOPUCTOBYBATH TPH TEPMHM, XOua Halaili 1 KiUIbKICTh
HEUITKUX 3MIHHUX MOe OyTH 301bIIIeHa;

Vo= [0; 1] — 06nacTh BU3HAYEHHST HEYITKUX 3MIHHUX, IO BXOISTH J0 BH3HAYCHHS
JIHTBICTUYHOI 3MIHHOI.

HeuiTki 3MiHHI 3 TepM-MHOXKMHM T  TaKkOX BH3HAYAIOTBHCS SK KOPTEXi
BUIIIAY:

T=(@V,A)i=13 ©)

e . .. . . Oy iy - a,
ae: — Ha3Ba HEYITKOI 3MiHHOI ( — «HU3BKA HECTIUKICTHY, — «cepeaHs

HecTiliKicThy; ¥* — «BHCOKA HECTIHKICTB» BilMOBiIHO);

i — 001acTh BUBHAYEHHS, U1 BCIX 3 3MIHHMX Vo= [0; 1];

A :{Vf N (Vf)}

— HewiTka MHOXHHA Ha V , II0 OMKCY€ MOXKJIMBI 3HAUCHHS, SIKi

/JA,(Vf)_

Moke HewiTka 3MimHa i HaGysatu ( CTYMIHb HPUHAIEKHOCTI

3HAYCHHS 10 3a1aHOi HewiTKOi 3MiHHOi | 'y miamasowi [0; 1]).

Heditki MHOXHHHU Ai, A, i Ay 3allPpONOHOBAHO IMOJATH y BHUIIIAIL
o . o f
Tparenienofionux (yHKIIH HANEKHOCTI ' AK Teplle HAGNMKEHHS 4epe3 iXHIO
MPOCTOTY, YacTOTy BHKOPHCTaHHS B HAyKOBHUX IOCII/DKCHHSX, a TaKOX uepe3
BiJICYTHICTB JIOCJIJDKEHB MO0 PO3MOLTY (raycoBoro Ta iHmux) oriHok A3C depes
MaJIMil 00CAT AOCTIKYBaHOI CYKYMHOCTI 00’ekTiB. BusHaummo TtpamemienonioHi

(byHKIT HANEKHOCTI ' JIJ1s1 HEUiTKMX 3MiHHUX % i3 Takumu napaMeTpaMu:

le(\/f;O;0;0,3;0,4)_II

o co .
JIsL 1 «HHM3BKA HECTIUKICTB),

f. (V(:0,3;0,4;0,6;0,7)

a o .
JUIsL 2 «CEPEAHS HECTIUKICTBY,

f ;0,6;0,7;1,1 o .
T (Vf )7 s ) «BHCOKA HECTIMKICThY.
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Bigmosigni GyHKuii HamexHOCTI " MOXyTh 6yTH rpadidHO BimoOpakeHi Ha puC.
2. HeuiTka 3MiHHa «HHM3bKa HECTIMKICTh)» MOKa3aHa YOPHHUM KOJBOPOM, «CepelHs
HECTIMKICTB)» — CHHIM, a «BHCOKA HECTIMKICTE)» — 3€JICHUM.

-
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Pucynok 2. I'padik TpanenienoaioOHuX (HyHKIIIH HAIEKHOCTI HEYITKAX 3MIHHAX

ominky HectilikocTi A3C [17]
Ilicns mincTaHOBKM 3HAYSHHS Vi MOYKHa OOYMCIUTHU CTYIiHb MPUHAIEKHOCTI

OIIIHKK HECTIMKOCTI JI0 OJHI€T 3 TPHOX HEUITKHX 3MIHHUX (BiIIOBIIHO Ha Vo) ).

Iepexinni 3Ha4YEHHS BiJ] «HH3BKOI» J0 «CepelHbOI» HecTilikocTi B miamaszoHi [0,3;
0,4] Ta BiX «cepemHBOI» 1O «BHCOKOiI» HecTiHkocTi B niamasoni [0,6; 0,7]
BCTAaHOBJIIOIOTH CTYIIHb HEWITKOCTI y BH3HAuUCHHI NpUHANeXHOCTI oinkn A3C no
BIJIMOBITHUX 3MIHHHUX.

BinnoBigHo 10 BUIIE3a3HAYEHUX MIpKyBaHb, HA decAmomy emani GOPMYy€ETbCS
0a3za 3HaHB I OliHIOBaHHA HecTiiikocTi A3C 10 BHHUKHEHHS aBapii OCHOBHHX
THUIIB, 5IKa, CBOEIO YEProO0, CKJIAJAETHCS 13 3allOBHEHOI 0a3u JaHUX IPO MEPEKY
A3C, mo Hajgam IOIMOBHIOBAaTHMMETHLCS BIANOBIAHO J0 e€TamiB 5—6, a TakoX
MiCTHTUME 0a3y TpaBWJ Ui BUBEICHHS IHTCPIPETOBAHOTO PE3YJILTATy OIHKU
Hecriiikocti A3C. 3rifiHO 3 BHIE3a3HAYEHHM, MOXKEMO 3allPOTIOHYBATH TaKy 0aszy
MPaBWII JUIS BUBEJCHHS IHTEPIPETOBAHOTO PE3yibTaTy (3 ypaxyBaHHSIM KITBKOCTI
3aIpONOHOBAHHUX TEPMiB, BOHAa MOXe OyTH pO3IIUpeHa B MaliOyTHEOMY):

e [Ii: saxmo >0 _ BuBecTH moBimomneHHs: «OuiHoBana A3C 3i

f . . . .
CTYIIEHEM T % HaIeKHUTh J0 KaTeropil «Ha3Ba I-1 HCUITKO1 3MIHHO1»;

.. T =0 .
o IIif " — HE BUBOJUTH IOBIIOMJICHHS;

. N(f; >0)>1 ) . .
. Iz if ( T ) — BuBectn noBigomieHHs: «OminroBana A3C 31

cTymeHeM 't % HaJIEXHMTh JI0 KaTeropii «Ha3a Mepiioi i-i HediTkoi 3MiHHOT» i 3i

cTymeHeM 2 % HAIIGKHTb 10 KATEropii «Ha3Ba Apyroi i-i HeuiTkoi 3MiHHOT».
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ITicnst BUBEIEHHS IHTEPHPETOBAHOTO pe3ysbTaTy OLiHKM Hectiiikocti A3C no
OCHOBHHX THUIIB aBapii MOXyTb OyTH c(OpPMOBaHi Taki MOBIZOMJICHHS, IO
XapaKTepH3yIOTh HeUiTKi 3MiHHI HecTiikocTi A3C i MOXYTh CIyTyBaTH MiAIPYHTSIM
IUTSL IPUHHATTS PIIeHb 3aI[iKaBIeHIMH CTOPOHAMHU:

e «HU3bKA HECTIHKICTB» O3HA4ae, IO y BHUMAAKY IiMOBipHOi aBapii Ha
oninroBaHi# A3C mMacmTad HEeCHPUSATINBUX HACIIJIKIB (€KOHOMIUHHX, COIaNbHUX
Ta €KOJIOTIYHUX) MOKe OyTH HU3BKHM 1 BiMOBiIaTH IEBHOMY IPHHHATHOMY PiBHIO;

® «cepemHs HECTIMKICTH» O3HAYae, IO y BHNAAKy HMOBiIpHOI aBapii Ha
oninroBaHi# A3C MacmTad HeCHPUSATINBUX HACIIJIKIB (€KOHOMIUHHX, COIaNbHUX
Ta EKOJOTIYHMX) MoOXke OyTH BUIIUM 3a CEpeAHid pIBEHb 1 MOXE CIIyryBaTH
MiJICTaBOIO TSI TPOBENEeHHS oOcTexeHHs OIiHioBaHOI A3C KOHTPOJIIOIOUYMMH
opraHamM Ha IpEAMET IOTPUMAHHSI BCiX HEOOXIMHMX HOPMATHBIB Ta BXKHTTS
HEOOXiIHUX 3aX0/IiB;

® «BHCOKa HECTIMKICTB» O3HA4Ya€, IO Yy BHUMAAKY IIMOBipHOi aBapii Ha
ouinroBaiit A3C macmTad HeCpUSTIMBUX HACTIIKIB (€KOHOMIUHHX, COLHaNbHUX
Ta EKOJNOTiYHUX) MOKe OyTH 3HAa4HUM, TOOTO TaKHM, L0 MOXE CIPHYHMHUTH
ICTOTHHMH BIUIUB, 1 B IbOMY BHIAJKy PEKOMEHIYETHCS IHCIEKTYBaHHS OLHIOBAHOI
A3C KOHTPONIOIYHUMH OpraHaMHd Ha MpeIMeT MOTPUMAaHHS BCiX HEOOXigHHX
HOPMATHBIB JUIS BXKUTTS 3aXO0/IiB I[0JI0 3MEHIICHHS 3arpo3 abo 3akputts A3C.

Ipuxnang expanHOi (opMH BHBeneHHsS iHTepmperanii Hectilikocti A3C, ne
omiHka HecTifikocTi A3C HaJNCKUTh 0O/pa3y O JTBOX HEYITKUX 3MIHHHX i, OTXKeE,
mignanae mix npaswio I13 BUBEICHHS iHTEPIIPETOBAHOTO pe3yibTary, MOKa3aHO Ha
puc. 3.
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6. Peanizaunis mnpononoBanoi iHrTenexkryanbHoi IT y ¢opmi CIIIP Ta ii
anpodanisi Ha 1anux Mepexki A3C

VY Meax BIOPOBA/UKEHHS IPOEKTY Oyio 3i0paHO AaHi 3 BIAKPUTHUX JpKepen mpo 17
A3C y neBHOMy HaceneHoMy IyHKTi. Hamani orpumani BimomocTi Oy 3aKo10BaHi
BIJIIOBITHO 70 TaONWI KOAyBaHHS, mpexacTaeieHoi B [15]. Pesymbrar KomoBaHMX
3HaUeHb KpuTepiiB HectifikocTi A3C, oTprMaHHi 3a JONOMOTOIO iHTENIEKTyaIbHOT
IT, naBeneno B Tabu. 5 (moBHuii Bapiant — y [15]). Ilicnst kogyBanus manux A3C,
NpencTaBIeHUX y Tabm. 5, 3a momomororo mogzeni (7) Oynu po3paxoBaHi OLIHKH
HecTilikocTi A3C 1O OCHOBHHX THIIIB aBapili, 3HA4EHHS SKUX BiIOOpaXKeHO B
ocTaHHBOMY cTOBIII Tab. 5 (V).

Tabmuug 5
Burasjg 3Hayenb aTpudyTiB KooBaHuX gaHuxX npo A3C [15]
NeA3C El E2 E6 51 52 55 Al AB I
1 0.5 0.6 0 03 o] 0.3 0.4 [} 0,403
2 0.5 0.4 0.7 0.7 1 0.3 0.4 0.3 0,551
3 0.5 0.8 1 03 1 0.3 0.5 0.3 0,630
4 0.5 0.1 [§] 03 0.7 0.3 0.3 ] 0,106
5 0.5 0.6 0.3 1 1 0.3 0.8 1 a.7ic
6 0.5 0.4 1 0.7 1 0.3 0.3 1 0,654
7 1 0.2 1 0.3 0.7 0.3 0.4 0 0,531
17 1 0.4 0.3 0 0.7 0.3 0.4 0 0,406

Basyrounce Ha pesynprarax omiHok HectiiikocTi A3C, Ha puc. 4 moGymoBaHO
rpadik pO3MOAiUTy OIIHOYHHMX MHapaMeTpiB 3aJEeXKHO BiJ IXHBOTO MPOCTOPOBOTO
posramryBanHs. [lapameTp X € HOpMani30BaHUM 3HAYEHHSIM IIUPOTHU (BIAMOBIIHO Y
— JIOBrOTH), Ha sikiii po3ramoBana A3C. A3C po3mimeni Ha rpadiky BiAMOBIZHO A0
KOOpAWHAT 1 MaIOTh KOJIip, III0 BiJTIOBiIa€ MapaMeTpy OLIHKU IXHBOI HECTIMKOCTI 70
OCHOBHHUX THUIIIB aBapiil.

3 puc. 4 Moxna Bunumth Taki kitach A3C mpu iXHBOMY HOPIBHSHHI MK
coboro:

® TEMHO-CHHIH 1 CBITJIO-CHHIH (4 00’€KTH) — MalOTh HAWMEHIITy HEeCTIHKICTh;

® 3ereHuH (3 00’ €KTH) — MaIOTh HECTIMKICTh HIDKYE CEPEHBOTO PiBHS,;

® 5K0BTUH (3 00’€KTH) — MAIOTh CEPEIHIO HECTIMKICTD;

e omapaH4eBuii (4 00’ €KTH) — MarOTh HECTIMKICT BHIIE CEPEIHBOTO PiBHS;

® YepBOHMH 1 KOpU4HEBHH (3 00’€KTH) — MAIOTh BUCOKY HECTIHKICTb.

Posrnsnemo imTepmperanito ominkn A3C, mominmuBmmM ii Ha Karteropii 3a
JIOTIOMOTO0 HEYITKUX 3MIHHHX, OMHCaHUX Ha puc. 2. Otpumani 3Ha4eHHS s 17
nocmimkyBanux A3C BimoOpasuMo Ha pHUC. 5 y BHUTJISAI TOYKOBHX 3HA4YEHb Ha
BiINOBiTHUX Tpadikax GyHKIIN HAJIEKHOCTI.

3 puc. 5 Mu Gaunmo, mo nocmimpkeHi A3C MaroTh HACTYMHHH PO3MOIIN 3a
HEUITKUMHU 3MiHHUMHE oIfiHkH HecTiiikocTi A3C: 1 A3C Mae HU3bKY HECTIHKICTb, 13
A3C MaroTh cepeHIo HecTilikicTh, 2 A3C MaroTh CepesHIO Ta BUCOKY HECTIiHKICTh
i3 pizuM ctymnereM, 1 A3C Mae BUCOKY HECTIHKICTb.
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Pucynoxk 5. I'padix ominku HecTiKoCTI gochimxyBanoi Mepexi A3C 3a HEUITKIMHU
3MiHHAMH [17]

7 BUCHOBKH i epcreKTHBH A0CTiIKEeHHS

VY pe3ynbTati MpoBENEeHOTO AOCIIKEeHHs Oyna po3pobieHa iHTenekryansHa 1T ams
0araToKpUTEpiabHOTO OLiHIOBaHHS HecTikocTi A3C 10 OCHOBHHX THUIIB aBapii.
Jns i moOynoBu Oyno 3amporioHoBaHO Ta ommcaHo 10 TMOCHiZOBHHX eTariB, IO
no3soisie crBoputr CIITIP. Llst cuctema 3x1aTHa TpaHcOpMyBaTH YHUCIIOBI OL[IHKA
Hectiiikocti A3C, oTpuMaHi Ha OCHOBI 3i0paHMX [aHHX, y KaTeropiajbHi 3a
JIOTIOMOTOK0  HEYIiTKOi JIOTiKM JJIs TOAAJBIIOl iHTepmpeTamii 0cobamu, IIo
NPUIMAIOTh PillICHHS.

Cepen mepeBar BHKOPUCTAaHHS 3alpoloHOBaHOI iHTenekryampHoi IT comig
Bi3HAYNTH MiJBUIICHHS €()EeKTHBHOCTI MONEPETHBOTO aHami3y HecTiiikocTi A3C,
OCKiTbKH po3pobieHa IT He numie 301MpLIye MIBHIKICTH aHANTIZY Ta 300py HaHUX,
ane i Hagae OOTPYHTOBaHI OIIHKK HecTiiikocTi A3C, 1m0 MIiCTATh peKOMEH ANl A
CTeKXoaepiB. BapTo Takox MiKPECIUTH, 10 3aIPOMIOHOBAHUI MiIXil, 32 YMOBU
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MOAANBIIOTO PO3BUTKY Ta MPAKTUYHOTO BIIPOBA/DKCHHS, MOXE CIIYr'yBaTH
METOJIOJIOTIYHOI0 OCHOBOIO JUISL OILIHIOBAaHHS HECTIHKOCTI OLIBII CKIaJHHUX
MOTEHIIHHO HeOe3NeYHUX 00’ €KTIB, OCOOIMBO MPH iXHIN KOMOiHAIIiT.

SIk  Hemomik 3a3HAYEHOTO MIAXOAY CNiJ] BiJI3HAYHTH HOrO YacTKOBY
HEyHIBEpCallbHICTh, OCKUIBKH aBapil Ha MOTEHIIITHO HeOe3neyHnx 00’ €KTax Ta iXHi
KoMOiHamii MOXXYTh MaTH BiIMIHHY IPUPOJY; TOTCHIIIHY CKIAIHICTh GOpMyBaHHS
MOYATKOBOI MOJIENII HECTIMKOCTI TEXHOJIOTIYHOro 00’€KTa, IO MOYKE BHUMAaraTH
3aJydeHHs [JOCBIJUEHHX BY3bKOCIHELiadi30BaHUX (haxiBLiB, LI0 € dYaco- Ta
MaTepiaJoMiCTKUM 3aBJaHHSIM; a TaKOX CyO’€KTHBHICTh y NPHUHATTI PillleHB,
0COOJIMBO KOJIM BOHU IPYHTYIOTHCS Ha €KCHEPTHHX OILIHKAX, [I0 MOXE CIIPUYNHHUTH
yIIepeDKEHICTh Ta BIUIMHYTH Ha 00 €KTHBHICTH pe3ynbTariB. Kpim Toro, uepes
0OMEXEeHICTh TepPMIiHIB peaiizarii Ta (hiHAHCOBI MOXKIMBOCTI TPOEKTY, 13 PO3TIISILY
Mozeni Hectiiikocti A3C Oyila BUKIIIOYEHA IPyNa KPHUTEPiiB «BTpadeHi KUTTI» y
MOXJIMBIM aBapii, HpoTe me MoXe craTh (YHIAMEHTOM Ui ITOJAJbIINX
JOCHIKEHb Ta BAOCKOHAIECHHS PO3TJITHYTOT MOJEI.

3aramoM, po3poOneHa inTenekryanbHa IT wmoxe cuyryBatn 0asoro [uis
nomnepeAHsoro oAy icHytounx A3C Ta M04aTKOBOT OIIHKH iXHBOI HECTIHKOCTI 10
OCHOBHUX THUIIB aBapil, II10 MOKE CTATH MiACTaBOIO U1 NPUHHATTA PillleHb I0A0
MIPOBEAEHHS PO3IIMPEHOTO OLIHIOBAaHHSA Ta OOMEXEHHS IXHBOI MisUIBHOCTI abo
3akputTs A3C. lle mociipkeHHS MOXKe CTaHOBHTH IHTEpEC Ul IIMPOKOTro Kouia
3aI[iKaBI€HUX CTOPiH, BKJIIOYAIOYM PETYISITOPHI OpPTaHM, HACEIeHHs, TPOMAJChKi
oprasizarii To1o.
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DESIGN OF AN INFORMATION TECHNOLOGY FOR MULTI-
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Abstract. This work addresses the design and implementation of an intelligent
information technology (IT) aimed at the multi-factor susceptibility assessment of
petrol stations (PSs) to typical hazardous occurrences. The proposed IS is
structured into 10 discrete sequential phases. The initial phases of the development
process involved the precise identification of the dominant hazard types relevant to
PSs and a thorough examination of PS susceptibility viewed through the lens of
potential detrimental repercussions. For this purpose, 41 metrics (criteria) were
meticulously established by domain experts. To refine this dataset, the analytical
hierarchy process (AHP) is employed for the expert data analysis to derive a
reduced criterion space of susceptibility, deliberately excluding the metrics related
to fatalities. Based on this refined set of criteria, relevant operational data
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L]
pertaining to the PS network was systematically gathered, and a detailed procedure
for data pre-processing and encoding was subsequently put forward. The actual
susceptibility rating for each PS is then conducted utilising a developed generalised
model. To facilitate the comprehension and interpretation of the assessment
outcomes, the application of fuzzy set theory, specifically using trapezoidal
membership functions, is proposed. This intelligent IT for PS susceptibility rating is
ultimately realised as a decision support system (DSS). The end-user (decision-
maker), upon entering site-specific data corresponding to the susceptibility criteria
of a given PS, obtains a preliminary susceptibility score along with a clear
explanation of the derivation methodology. A core element of the DSS is a
meticulously curated knowledge base containing pre-evaluated PS data, which
possesses the functionality for dynamic editing and expansion. The deployment of
the suggested intelligent IT for multi-factor PS susceptibility assessment, and the
resultant DSS, provides a robust capability for evidence-based decision-making
concerning the evaluation of potentially vulnerable facilities and effective risk
mitigation.

Keywords. Petrol station, intelligent information technology, decision support
system, multi-factor decision-making analysis, hazard events, fuzzy logic, analytic
hierarchy process.
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Anomauia. Jlocniosceno ma  pospobreno  memoou  onmumizayii  01s
MYIbMUMOOanbhoi  3autymaenoi yinbogoi Gyukyii 6 3adavax asmomamuzayii
mexHiYHOT ma MmeOuyHoi diacHocmuxu. Buxopucmosyrouu mooicnugocmi eetignem-
nepemeopenns, yem Memoo O00380E€ BUSHAUUMU KOOPOUHAMY eKCIMpemymy
sauiymaenoi abo myavmuekcmpemanvHoi yinbogoi @ynxyii. Taxa enacmugicmo
Modwce bymu HeoOXiOHOW 6 WUPOKOMY CHeKmpi 3acmoCy8aHb, HANPUKIAO, Npu
MOHIMOpuUH2y AKOCMI O0ONAOHAHHA KPUMUYHUX 3ACMOCY8AHb, NPU MOHIMOPUHEY
enexkmpokapoiocpamu. Ilpu pospobyi aemomamuszosanux cucmem (AC) ma ix
npoyedyp Ha OCHO8I 00pOOKU 300padCeHb HaACmo GUHUKAE HeoOXIOHICmb
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nompanasimu 6 3a0anuli 0ianason epexmueHocmi, o ionosioac yinim o6podKu
(obnacme  npacmamuunoi  docmamuocmi). Lle  moowce  siobysamucs 3
VOOCKOHANEHHAM NKI@ y MeOuyuri, 3i 3MIHOI0 YMO8 CHOCIEPEN’CEHHS 6 CUCMEMAX
siocmedicentss pyxomux o0'exkmis. Tomy eadciugo cmeopiosamu npoyeoypu Oas
makux cucmem, wo 003601710Mb Kopucyeamu napamempu. OCKintbKu 3HAYHA
yacmuna npoyedyp maxux AC (idenmugpixayis, kiacmepuzayis ma ceecmenmayis)
peanizyemuvcs Ha OCHO8I Memoie Onmumizayii, HeoOXioHi Memoou onmumisayii, wo
00360/1A10Mb  GU3HAYAMU MAKI dianazonu napamempis. Anapam gelignem-ananizy
00360/1€ PO3UWUPUIMU MONCIUBOCME Memody onmumizayii. 11i0 uac eusHayeHnHs
KOOpOUHAMU ~ eKCMPeMyMy MOJICHA BUKOPUCMOBYBAMU  GI0OMY  61ACMUBICMb
gelienem-nepemeopents Olis 3MiHU 3HAKY NPU NPOXOOICEHHI uepe3 eKCHpemMyM.
3anpononosarno ma docniddxiceHo memood onmumizayii Ha OCHOSI eeligiem-QYHKYIT
Xaapa. Onucano peanizayito ybo2co memoody. 3anponoHosana MemoouKa Moice
Oymu  GuKOpUCMAHA 6 WUPDOKOMY CHEeKmpi 6adCIUBUX 3ACMOCY6AHb, WO
Xapaxkmepusyiomocsa UCOKUM PIGHEM ULYMY.

Knwouoei cnosa:. onmumisayis, eeligiem-nepemeopents, eeienem-QyHKyisi
Xaapa, eetienem-oomen, cybzpadienm.

1. Beryn Ta noctaHoBKa nmpodJjieMu

BaxIMBOIO TEHICHIIIE€I0 CydacHUX iH(GOpMAIifHMX TEXHONOTiH € opieHTamis Ha
po3poOKy e(peKTUBHUX CHCTEM IIarHOCTHKU Ha OCHOBI pO3ITi3HaBaHHS 00pasiB [1-
9]. AmnHamiz ICHYIOUMX BHCOKOBAapTICHHX CHCTEM TEXHIYHOI Ta MEIHYHOI
JIArHOCTHKY TIOKa3aB, 1[0 BOHU OPI€HTOBaHI Ha 0OPOOKY BETHKHX OOCATIB JAHHX.
Kpim Toro, Meromu oOpoOKHM IiarHOCTHYHHMX MapaMeTpiB y TaKUX CHCTEMax
BHMAraroTh 0arato JOCIKEHb I 3MiHH aCOPTHMEHTY MPOAYKIIl B TEXHIYHIN
IIarHOCTHILI Ta y BHIAAKY AOCIiKEHb (HapUKIal) HOBHUX JIKApPCHKUX 3ac00iB y
MEAWYHIN AiarHOCTHLI. 3pO3YyMiJIO, IO 3POCTaHHSA OOCSTIB JOCITIIKEHb MOXKE
MIPHU3BECTH /0 MiABUIIEHHS €(QEeKTUBHOCTI, aje B TaKMX YMOBaX TaKOX 3pOCTae
CIIO’KMBAHHS PECypCiB.

Bimomo, 1m0 omnTHMi3aiis € OCHOBHOK MpOIEAYpOI B KiIachdikarrii,
Knacrepusanii, cermenrarnii, ginprpanii [1, 4, 7, 8, 9]. [lonepenHiii anani3 nmokasas,
10 I[1JTh0BA (PYHKIIIS TAKUX MPOIETYP MOXKE OYTH 3 IIIyMOM, OCKITIBKH JIOCIIPKSHHS
YacTO MPOBOJAATHCS 3 BHUKOPUCTAaHHSAM MaJMx HaOopiB naHux. bimeme toro, ms
iTboBa QYHKIIS MOXe OYyTH MYJIbTUMOAAIBHOKI. Y TaKUX YMOBAX iICHYIOUI METOAM
ONTUMI3alii He 3aI0BOJILHIIOTH BUMOTH NMPAKTHKH. ['pagieHTHI METOAM ONTHMi3aLii
MalOTh HH3BKY CTIHKICTH IO IIyMy Ta BHCOKY YYTJIHBICTh SIK 1O JIOKAIbHOTO
eKCTpEeMyMy, TaK 1 JI0 MOYaTKOBOi TOYKM momyky. CyOrpaiieHTHi MeToau
ONnTHMi3alii MalOTh HHU3bKY TOYHICTh, IO CYTTEBO 3HWXKYE e(EKTHBHICTH
niarHoCcTHKHU. [l BUPINIEHHS CYNEepeYHOCTeH MDK BHIIE3a3HAYEHHMH METOJaMH
onTHMi3auii aBTopaMy OyJ0 3alpPONOHOBAHO METOJH ONTHMI3alii, M0 0a3yroThCs
Ha OI[HI HampsMy MHOIIYKYy EKCTPEMyMy 3 JOIIOMOIOI0 BEHBIET-TIEPETBOPCHHS
(BID) [1, 4, 8, 9]. Pesymprarom ioro poOOTH € TOYKOBa OI[iHKA KOOPAWHATH
EKCTpeMyMy, sIka MO>ke OyTH BUKOpPHCTaHa B psAi iHGOPMALiHHUX TEXHOJOTIH Ta
aBromarn3oBanux cucreM (AC) miarHocTyBaHHs Ha ix ocHoBi [4, 8, 9].
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OpHak, mpu po3poOlli TakuX aBTOMAaTH30BaHUX CHCTEM Ta iX MHpoOLenyp Ha
OCHOBI 00po0Oku 300paxkeHb [1-9] uwacTo BHHHKAaEe HEOOXiTHICTH MOTPAIUIATH B
3aJaHuil [iama3oH eQEeKTUBHOCTI, IIO BiANOBiae LUIAM 0OpoOKM (oOyacTh
mparmatinyHoi mocratHocti) [10]. Lle moxe BinOyBaTHcs 3 YIOCKOHAIICHHSM
JKapChKUX 3acO0iB y MEIWIHHI, 31 3MIHOIO YMOB CIIOCTEPEKEHHS B CHCTEMax
BifCcTe)XeHHS pyxomux o0'ektiB [4, 7, 8, 10]. ToMy BaXIMBO CTBOpPIOBaTH
HPOLEIYPH IS TAKHX CHCTEM, IO JO3BOJISIOTh KOPUTyBaTH mapameTp. OCKiIbKH
3HayHa yacTuHa mnpouenyp Ttakux AC (kinacudikamis, KiacTepusamis Ta
CerMeHTallisl) peatizyeThcsl Ha OCHOBI METO/IB ONTHMI3allii, HeOOXiJHI HOBI METOAU
onTUMi3arlii, 10 J03BOJISIOTh BU3HAYATH TaKi Aialla30HHU MapaMeTpiB.

Amnapar  BeiBleT-aHaNi3y J03BOJSE  PO3IIUPUTH  MOXIHMBOCTI  METORY
onTHMi3amii, 3aIpPONOHOBaHOTO B poboTi. BiH 103BoNsle oTpMMaTH pe3ynbTaTr y
BUIIIAI KITBKOX Jiama3oHiB (3BY)KYBaJbHUX oOnacTel), B SKUX 3HAXOIUTHCS
exctpemyM. Lli o6nacTi BU3HaYal0ThCsl OOMEXEHHSIMHA y BUTIIA1 HepiBHOCTeH. [Ipn
BU3HAYEHHI IUX OOMEXEHb MOXKHA BUKOPHCTOBYBATH BiIOMY BIACTUBICTH BEHBIET-
aHai3y 3MiHIOBaTH 3HaK MPH MPoxoi yepe3 excrpemym [8, 9]. Takuit migxix Takoxk
MOske OyTH BUKOPHUCTaHHH y BHILE3raJaHuX 3acTocyBanusx [10, 12].

2. AHaJjii3 MeToiB onTUMI3aNil VI cHCTeM JiarHOCTUKH

Jns  anamizy  iCHyroUMX  METOJIB  ONTUMi3alii  pO3IISHEMO  PO3B’SI30K
ONTUMI3aIiWHOT 3a7a4i, 32 JJOMOMOTOI0 SIKOTO MOYKHA 3HAHUTH €KCTPEMYM KPHTEPIitO
onTuManbHoCTi [13]

I(c) = E{Q (x:cj}i 1)
ne E - omeparop MareMaTHyHOro O4iKyBaHHS; Qx.©) (yHKIIIOHAT BiJl BEKTOPY
=(Cp..n . L X=X ea X
rapaMeTpiB =G o) , SIKUH 3aJIEXHUTD Bij ! M) BEKTOP LIyMy.

Jlst  GimbIoCTi 3amad  onTUMI3allii B CHCTEMax TEXHIYHOI Ta MeIUYHOT

miarsoctiky sera popma a2 (S) wesinoma. Mosepxus J(°) B Taknx cucremax
MOke OyTH MyJIbTHMOJAJBHOIO i MaTH XapakTep MOBepXHI THIy «ip». Lle moxe
OyTH MOB'A3aHO 3 OCOOIMBOCTSIMH 3a7a4i, TEXHIYHUMH MOMJIMBOCTSIMH Ta BapTiCTIO
BuMiptoBanb. Kpim Toro, me moke OyTH BHKIMKaHO MO0 KUIBKICTIO BHOIpOK
mapameTpiB, siKi OyJI0 MOKIIMBO OTPUMATH i 9YaC BUMipIOBaHb.

IcHyroui MeToM ONTHMI3ALIl AIIATHCS HA 1Ba KIIACH.

Jlo mepioro Kiacy BiTHOCSATBCS METOAM TIOOATBHOI (MyJIbTHEKCTPEMAlIbHOT)
ontuMizauii. [lepma rpynma Takux MeToAiB ro6anbHOI ONTHMI3alil OCHOBaHA Ha
MOCIIIOBHUX ~ 0araTOKpaTHUX 3allycKaXx TPAJULIHUX METOMAIB  JIOKAIbHOIO
(eTepMiHOBaHOTO YHM CTOXaCTHYHOrO) IOUIYKY 3 pPI3HUX CTapTOBUX TOUYOK 3
oOmacTi BU3HAUeHHSA. BaXIMBO mam’ATaTH, OI0 METOAHM JE€TEPMiHOBAHOTO
JIOKATBHOTO TIONIYKY Ha OCHOBI OWIHOK Tmepmoi Ta/abo apyroi moximHoOi
BiZPI3HAIOTHCS HU3BKOIO 3aBanocTiiikictio [11, 13].

OavH 3 MOXJIMBUX MiIXOMAIB [0 BHUPIMICHHSA 3aJa4 ONTHMi3alii 3 OaraTpMa
EKCTPEMyMaMH I0JIrae B CIOJIy4eHHI METOJIB JIOKAJIBEHOI ONTHMIi3alil 3 NEBHOO
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HpOLEeaYPOIo Tepedopy MoYaTkoBUX TOYOK. Hampukian, MoXKHA MPOBOIUTH CIYCK
METOZIOM CIPSDKEHHX TPaJi€HTIB 3 BEPLIMH DPIiBHOMIPHOI CITKH, sIKa MOKPHBA€E
00acTh ampiopHOi JIOKami3zamii MiHiMyMy. BuximHi «mpoOHI TOYKH» MOXKHA
po3TamoByBaTH i iHIIMM YnHOM. Hampukian, MO>KHa BUKOPHCTOBYBATH MifXiA Ha
0a3i «OimbI PIBHOMIPHOTO» PO3TAIlyBaHHS TOYOK CTapTy B OaraTOBUMipHOMY
napaieniernine/i, HikK y BepIIMHAX MpsSMOKYTHOI citku [14, 15] Takum umHOM
MOXKHAa 3HH3HMTH KUIBKICTh  «IIpOOHHMX TOYOK» 0 KiNbKOX aecsTkiB. I[Ipomec
4eproBoi JIOKaJbHOI MiHiMi3allii NPy HFOMY HPOMOHYIOTH 3aBEpIIYBaTH, SIKIO BXKE
Jictanucsi OO IOCIHiMKEHOI paHillle 30HH JIOKaJbHOTO MiHIMyMy, abo 3HaueHHs
GbyHKuii, 1m0 miggaeTbes MiHiMizawii, B rpy0o 3HaiIEHOMY JOKaIbHOMY MiHIMyMi
3HAYHO OUIBIIE BXKE TOCATHYTOTO EKCTPEMYMY.

Jlo okpeMmoi Tpymu MOKHA BITHECTH METOIH, B KOTPHX MIOOAIFHHI IOIIYK
peanizoBaHHH SIK €JUHUH iTepaTUBHUH mpouec. [ BOTro adropuT™ Mae BOJOIITH
MOXJIMBICTIO «BUXOAUTI 3 JIOKAIBHAX MIHIMYMIB.

OOHUM 3 TPUKIALB TAKOrO IMHIXOAY € METOA «BaxkKoi Kyibkm» [11].
ITepaTvBHa cXeMa MOIIYKYy KOOPAMHATH EKCTPEMyMY IOTO BiJIOMOTO METOIY
HACTyIHA

x(k+ 1) =x(k) — a Vf(x(k)) + B(x(k) — x(k—1)).

3p03yMio, 10 y BHIAAKY, KOIH V() = 0 ane (k) # x(k=1) 10 voxna
otpumaru * (k+1) # x(k) 10610 MeTOn HE Oy/e «3acTpsiraTi» B CTal[lOHApHii
touri. TyT, SIK MPaBUIIO, NPUBOAATH MOSCHEHHS, @ CaMe MPO MEPEMIllIeHHS BaXKKOT
KyJIbKM TO HEpiBHIH NOBepXHi. Y BHIAAKY, KOJIHM IIBUAKICTb KYJIbKH JIOCTaTHHO
BeJIMKA, TO BOHA Oy/ie OMMHATH HerJIMOOKI 3anaauau. [IpogoBkyoun 1o aHaoriio,
MOXXHA 3ayBa)KUTHU Te, IO KyJbKa MOXKE JMIIUTUCS B OLTBII TIMOOKOMY MiHIMyMi
Ta BXK€ He BUITH 3 HHOTO. L€ 1 € BAYKIIMBUM HEJIOTIKOM IIOTO METOLY.

BizoMHM TakoX € TaK 3BaHHMH «METOJ spy». ABTOpH HPONOHYIOTh
BUKOPUCTOBYBaTH TAaKMH METON y BHUNAIKy, KOJMH € ampiopHa iHpopMmalis mHpo
ninboBY (yHKHiO, TOOTO BiIOMO, IO BOHA CIA0KO 3MIHIOETHCA 1O IEBHUM
HampsIMKaM (THM, IO CTBOPIOIOTH AHO fpY), 1 OLIBII 3MIHIOETHCS MO I1HIIMM
HanpsMKaMm (TOB3 CXUITH SPY).

Ipuknanom ¢yHkmii THIY «iIp» 3 OJHAM EKCTPEMyMOM Mexe OyTH
KBaJIpaTHYHA (YHKIIS 3 MOraHo o0yMOBIJICHOIO MaTpHIEel0. MeTo OCHOBaHWH Ha
YepryBaHHI KPOKIB «CIYCKY» (BOHH MPOBOJSTHCS OOpPaHUM JIOKQIBHUM METOJOM
(3BMYaiiHO Ha OCHOBI T'PAaJi€HTY)) — Wi KPOKU JO3BOJSIOTH JOCATTH 00JAacTh JHA
Apy, 1 KPOKiB MO JAHY «Ipy». BuHalifeH1 B pe3yIbTaTi TOYKH 3 MAIUMH 3HAYEHHIMHU
f(X) mami yTOYHIOIOTHCS 3 JOIOMOTOO OLIBII OTYKHUX JIOKATBHAX METOdIB. MeTo
He BUIBHUI Bij eBHUX HepaomikiB. [lo-mepie, JOCUTH CKIAAHUM € BUOIp TOBKUHU
KpPOKY O THY <«Ipy» (SK BOHa BEJHMKAa — METOJ OMHHAE 0araTto MiHIMYMIiB, SIKIIO
MaJjia — MEeTOJ He BIJCTEXKY€E HalpsIM JHA sIpy 1 MepeMillieHHs cTae XaoTHyHuM). I1o-
Jpyre, HampsM KpPOKy IO JHY SIpy 3QJISKHUTh BiJ] 3HA4YHOI KUIBKOCTI 0OCTaBUH
(IpUIHATOT TOYHOCTI JIOKAJBHUX CIYCKIB, pO3TAallyBaHHS HOIEPEIHbOI TOYKH Ta
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iHmr.). To6To norpiOHa anpiopHa iHGopMalist He TITBKU PO THI LILOBOT QyHKLIT,
a i Ipo 0COONMBOCTI MOLIYKY Ha MEBHIH ii TOBEpXHi.

Inei «merony sipy» BHKOPHUCTOBYIOTBCS Y BIIOMOMY MiAXOIi «CITyCK-ITimiioM-
nepesam» [11]. B 1mpoMy MeTOAi TPOIEC IMOMIYKYy TI00AIBHOTO MiHIMyMy
PO3iNICHUI Ha TPH €TaIlH, SKi TOBTOPIOIOTHCS IUKIIYHO.

Ha erami cmycky (HampukiIaa, 3 JOTOMOTOK METOAY CHPSDKEHHX TPai€HTIB)
3IIHCHIOETBCS TIOLIYK JIOKAJbHOTO MiHiMyMmy. Ha erami migfiomy 3nilcHIOETBCS
BUXiZ 3 30HH MiHIMyMy. 3CyB TMpU [bOMY BiIOyBa€TbCs IO HAMPIMY
«HaAWMOBLNBHILIOTO Hinifomy». Lleil HarmpsM BU3HAYAETHCS HACTYITHUM YHHOM.

B touni x(k) s3aiiicHioeTbea mobymoBa (yHKIil fx() = F() = (Vf (x () x)
[Ipn oMy IepeBipsIOTHCS BiIOMI YMOBH: SIK IepIia MOXiZHA JOPIBHIOE HYIIO, a
[pyra HoxiaHa Oinblia 3a HyJb, TOAI  * (k) — Touxa nokanbHOro MiHIMyMY, a SIKIIO
3HaK JApyroi IOXiJHOI BH3HAUUTH HE MOXKHA, TO ~* (k) - cignoBa Touka s
Fla(k)) [11].

Hami 3 Touku 2(0) = x(k) + ed (k- 1) (me d(k—1) _ HAmpsM IOMEePEIHbOrO
KPOKY, & — mapameTp) 3/ii{CHIOFOTE KiIbka KPOKIB TPaIieHTHOTO MeTOTy st / (x(k)),
a came

z(i+1) = z(i) — y Vf(z(i)).

JHami, sxkmo  Toukm < (1) nparHyTh g0 ¥ (k)

d(k) = (z(i) = x(k))/llz(2) = x () o0HpaloTh B SKOCTI HampsMmy migiomy. [ami

—  HampsMm

pobutses kpox *(k+1) =x(k) + A(K)d(k) 1a rpagientauit xpox 3 Tk + 1), gruit
npuBozuts 10 Hoboi toukn *(K+ 1), re moroproerses eran minitomy. SIkmo K

x(k)

Ipu 11OMY BEKTOP d(k) = (2(i) = x () /lz(i) = ()l 33p0¢ HamnpsiM pyxy Ha
nepeBasl, KOTPUH BUKOHYEThCA B CIIONYyYCHHI 3 TPAJIEHTHUM CIIYCKOM IIiCIIS
KOXKHOTO KpoKy. [Ipu mpoxomkeHH] nepeBaiy (KpuTepieM € 3MiHa 3HAKy BEIMYHHU
(Vf (e (ke + 1))'d(”‘))) MOYMHAETECST CIYCK B HOBHH JIOKAIBHHH  MIHIMyM.
Po3pinenHs momryky Ha eTamu y BUIAgKy OaraTo eKcTpeMalbHOi (QyHKIii aBTOp
[11] BBakae OiMBII MOLTBHUM, HIX OJHOMAaHITHA MPOLEAypa 3CYBY B «METOI
spy». Cepex MiAXOIiB MO MOLIYKY €KCTpeMyMy OaraTo eKCTpeMallbHHX (QYHKIIH
MOJKHA TaKOX BHIUINTH CTOXACTHYHI eBpHCTHYHI MeToau. Cepell HUX MPEBaTIOI0Th
HACTYNHI JABa MiAX0JM. B mepuioMy BHUIagKy L€ METOIM BHIAAKOBOTO IOLIYKY
(pu X oOYKCIEHHI BUNAIKOBICTH BHOCHTHCS B MPOIEC MiHiMi3allii), B Apyromy
BUIA/IKy OYyIyIOTh Ty YM iHIIY MOJENb QYHKIIT, 10 MiHIMI3y€eThCs.

Meroau mepmioi Tpynmu Uil TOIIYKY €KCTpeMyMYy VY BKa3aHHX yMOBax
BHUKOPUCTOBYIOTh METOJIY JIOKAJILHOT ONTHMI3allii TUIIOC MEBHI «BEIHKI KPOKH», 110
JTO3BOJIAIOTE BHMTH 3 OOJIACTI JIOKAIBHOTO eKcTpeMyMmy. OmHaK, SIK CTBEPHKYE
aprop [11] rtakuii miaxig OMU3BKMH MO XapaKTEPHCTHKAM [0 METOAY MOBHOTO
nepedopy.

Metonu npyroi rpymd BHKOHYIOTh OOYHCICHHS 3HAa4€Hb LibOBOi (DYHKIIT B
HaboOpi OOpaHMX TOYOK Ta Ha OCHOBI LLOrO POOJATH IEBHI BHCHOBKH IIPO 11

rouxn Z(1) BiIAJIAIOTHCA Bijg , BAKOHYIOTh €Tall BU3HaueHHs repesany [11].
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3HAYEHHS B iHIIUX ToYKaX. L{i MeTOaM MarOTh MEBHI CKJIAIHOCTI SIK 3 BUSHAYEHHSIM
armocTepiopHUX HMOBIpHOCTEH, Tak 1 3 MPOLEAYPOI0 TOIIYKY «HAWOIIbLI
epcneKTuBHO» Toukd [11]. He3HauHO MiABHIIMTH 3aBagOCTIHKICTh JIOKAJTBHOTO
TIOIIYKY JTO3BOJISIFOTH METOIM Ha OCHOBI cyOrpanienTa [11] Ta cTOXaCTH4HI METOAH
[11, 13]. Yepe3 Oararopa3oBuii 3amycK IMOITYKOBOI MPOIEAYpH IiIXiJ BHMArae
3HAYHUX BUTPAT 4Yacy Ta/a00 MYJBTHIIPOILECOPHOI KOMITIOTepHOI peamizamii [13,
16]. Yepes Te, 1m0 s NOAIOGHUX METOAIB JOBEACHO 301XKHICTB JIHIIIE 0 JIOKATBHOTO
eKCTpeMyMy, 1X YacTO Ha3MBAaIOTh METOJaMH «approximate minimizationy» [17].
[pyra rpymna Takux METOIIB — METOIY iHTepBalbHOI r1obansHOI ontuMizaii [18,
19, 20, 21]. JerepmiHOBaHi MeTOIM Iii€l I'PyNM 3aCHOBaHI Ha aJaNTHBHOMY
JpoOiieHHi 001acTi BU3HAYEHHs I[iTh0BOI (DYHKIIT Ha IHTEpBAIHN 31 CTpaTeTil «T1JI0K
Ta rpaHunb» [18, 20, 21].

BoHn m0Ka30BO 103BOJISIIOTH 3HAXOMUTH TapaHTOBaHI IBOCTOPOHHI MeXi
KOOpJHHAT ekcTpeMyMy. Ha eTamax momryky B Mekax iHTepBaITy Ili METOJM MOXKYTb
BUKOPUCTOBYBAaTH JIOKAIFHUN MOLIYK, IO 3HIXKYE iXHIO MEPEIIKONOCTIHKICTh. Y
3B'I3KY 3 LIUM 1 JJI CKOPOYEHHS 4acy MOIIYKY iX PeKOMEHIYIOTb 3aCTOCOBYBATH 3a
HEBHCOKOI po3MipHOCTI HinboBuXx QyHkiii [20, 21].

CroxacTHYHI METOAH IIi€l TPYIH 3aCHOBaHI Ha IHTEPBAJIHLHOMY OLIHIOBAHHI 11O
migo6IacTsIX 3 paHAOMI3ali€lo YIPaBIiHHSA 1X BHKOHAHHSIM Ha OCHOBI BHIIAJJKOBOTO
nowyky [20, 21, 22]. Takuii migxix 3a paxyHOK BiZIMOBH Bil JOKa30BOCTI Ta/abo
CYTO AETepPMIHICTCEKOTO XapaKTepy iHTepBaJbHUX METOJIB ONTHMI3allii J03BOJISE
MOKPAIIUTH O0UYHCITIOBATIbHY e()eKTHBHICTh (CKOPOTHTH Yac IOLIYKY eKCTPEMyMY)
Ha HU3I HiTKoBHUX QyHKIIH [20, 21].

Tpets rpyna MeToiB 6a3yeThCsl HA OCHOBI Pi3HUX IIEPETBOPEHb.

Jo mepmoi miArpynmu HaJeXaTb pamioHaJbHI CEeNeKTHBHO-YyCEepeTHIOBAIbHI
Metoau [23, 24]. BukopucToByroTh Ba eTanu nomyky. Ha erami momryky ob6macti
IJI00ANBEHOTO eKCTPEMyMY BOHH BHKOPHCTOBYIOTH PETYJISIPHI Ta CTOXAaCTHYHI
meroau. Ilpu eBpucTHYHOMY BHOOpPI CEJEKTHBHOTO IEPETBOPEHHS Ha IPYroMy
eTami BHKOPHCTOBYIOTH iH(pOpMAIil0 NpO XapakTep LUIOBOI (yHKHii Ta ii
TOJIOBHOTO €KCTPEMyMY B 00J1acTi BU3HaueHHs [23].

Jlo apyroi miarpynu BiJHOCATh METOAW Ha OCHOBI BeiiBner-niepeTBopens (BII).
EBpuctruni meromu miei miarpymm 3acTtocoByrOTh BiactuBicTh BIl 3HaxomuTn
CreHiaNbHl TOYKM LiNbOBHX (YHKLIH 3 OaraTbMa eKCTpeMyMaMH (HaIlpHKIam,
CHTHAJIB enekTpokapaiorpam) [25, 26]. Uepes eBpuctnunuii Bubip BII B pamxax
ocoOnMBOCTe TpPUKIAgHOI 3amadi, aganTHBHI NPOLEAYPH COPTYBaHHS Ta
HOPIBHSHHS 3 TIOPOTOM HPH TOLIYKY TJI00AIBHOTO eKCTPEMyMY TAaKUH MiXig MOXKe
3a YaCOBMMHM BHTpPAaTaMH HAaOIMKATHCS 10 METO/IB MEPIIOi TPYIIH.

Mertoau ontumizanii 3 BII, 3acHoBaHi Ha qeTepMiHOBaHOMY TOIIyKyY [27, 28],
JO3BOJIMJIA  TIJIBUIMTH 3aBaJOCTIHKICTP 1 WMOBIPHICTH BHXOLYy B 00JIaCTh
rII00ATBHOTO €KCTPEMYMY U1l Pi3HUX MPOLEAYp Ha OCHOBI MONIYKY 3alIlyMJICHUX,
MYJBTHEKCTPEMATBHUX UTHOBUX QYHKIIH [4].

3 BUKOpPHUCTAaHHAM iX A 0araTOBHMIPHHMX WiIbOBUX (YHKOIH Ha 3HAYHIN
001acTi BU3HAYEHHs 3 MOETAIMHUM IiABUIICHHSIM TOYHOCTI MOIIYKY 3 JOINOMOTOIO
pizuux BII — 3pocTatoth i yacosi Butparu [ 27, 28].
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3MEeHIIUTH BUTPATH 4acy J03BOJIsie, HANpHKIaj, apeanbHuit meron 3 BII nHa
ocHOBi BeliBner-ynkuii Xaapa [12]. BuxopucroByroun Bigomy BiaacTusicts BII
3MIHIOBAaTH 3HAaK MiJ dYac MNepexoqy 4Yepe3 eKCTpeMyM, IIell MeTOx NO3BOJIsIE
BU3HAYaTH HaOip oOMexeHb y BUIIIAAI HepiBHOCTeH. L{i oOMexeHHS BH3HAYAIOThH
HaOip BKIageHHWX oOmactell (iHTepBasiB) 3 BHCOKOK WMOBIPHICTIO, MIO MICTSTh
ro0ambHAN eKCTpeMyM TpHW 3HIDKEHHI dacoBuX BUTpar [12]. Bubip kpurepiro
3yNHMHKH MOXe 0a3yBaTHcs Ha IparMaTHy4Hii focrarHocri [10].

Bigomo, mo B 3aranbHOMY BHIAIKy 3aBJaHHS TNI00AJIBbHOI ONTHUMI3ALil €
Bakkopo3B'si3HuM [20, 21]. Tak, goBeneHo, 10 3 MOJTIHOMIaIbHOT HiNbOBOT QYHKIIT
HEeoOXifHI IIoHaiiMeHIe, HDK eKCIIOHEHIiaJbHi (3aJIe)KHO BiJ PO3MIpHOCTI)
Butparu [20, 21]. 3a mMexaMu KIacy ONYKIMX HOUTEOBUX (YHKIIH PO3B'S3aHHS
3anaui iodansHOI onTrMizarii € NP cxmaganm [20, 21, 29].

IIi meromu BiApIi3HAIOTHCSA CHOCOOOM BHOOPY MHOYATKOBHX TOYOK ITOLIYKY
ONTHMYMY, KUIBKICTIO TIOYaTKOBHX TOYOK, IPOIEIypaMH CITyCKy 0 MIHIMyMY Ta
crnocobamMu BHOOpY 3HaueHb 3MIHHUX, IO BIUIMBAIOTH Ha LIIbOBY (YHKIIIO.
OCHOBHMMH HEJIOMIKaMH X METOMAIB € OOYMCIIOBaNbHA CKJIAAHICTH 1 BHCOKA
BapTICTh 00JIaIHAHHS IPH BUKOPHCTaHHI Oararonporecoproro merony [16, 23, 30].

Jlo nmpyroro kmacy BiZHOCATbCA METOAM JIOKAJAbHOI ONTHMi3awii, sKi
OpIEHTOBAHI Ha ONTHMI3alilo 3 OMIHKAMH 3HA4eHb NUTFOBUX (YHKIIH, a00 MepIInx
(mpyrux) moximHux. Ili MeToam Ha3MBAIOTHECS METOJaMH HYJIBOBOTO IOPSIKY,
METO/IaMH 3 OLIHKOIO TepIoi abo apyroi moxiaHux Bixnosiaxo [11, 31-33].

B mpukmamHux 3agadax, IO pO3TIIIIAIOThCS, BUMIPIOBAHHS J[IarHOCTHYHUX
rmapamMeTpiB MOXKYTh NPOBOMUTHCS 3 MOXHOKaMu. Pe3ympTatm mux BHMIpIOBaHb
MOXYTb MaTH IIyMH. KiJIbKiCTh TaKMX BUMIPIOBaHb MOX€E OYTH HEBEIMKOI0. 3a IUX
YMOB MOBEPXHi LiTbOBOI (YHKIIT, HAIPUKIAL, y Kiacudikamii, MOXyTb OyTH THITY
«IOTHMHW (APY), MOXKYTh OYTH 3 IIyMOM Ta MOXYTb OyTH MyJIbTUMOIATIbHUMH.

Uepes cxyagHuil Xapaktep IiIb0BUX (YHKIIH Ba)KKO OTPUMATH TOYHI OLIHKH
MOXiZTHUX 1 BUOpAaTH HANpsSMOK 0 eKcTpeMyMy. lle OCHOBHe JKepesno MOXHOOK
ICHYIOUMX METOJIIB JIOKAJIbHOT ONTHMI3allil B TAKUX 33JaHUX YMOBAaX. YCi Ili METOTU
qyTIMBi 10 mIyMy ninboBoi ¢ynkuii. Hampukmax, metox HploToHa BHKOPHCTOBYE
OIIIHKM JPYrMX MOXiTHUX, 1 METONW, 3aCHOBaHI HAa IbOMY IMIiAXOJi, MOXYTh
PO3XOIUTHCS B Pa3i BHCOKOTO PiBHSA aOCONIOTHOTO IIyMy. 3a HasBHOCTI IIyMy
LIBUIKICTH 301KHOCTI y3aralbHEHOTO MeToxy HBIoTOHa 3BOIMTHCS 110 IIBUIKOCTI
30DKHOCTI rpamieHTHUX MeroniB [11]. IHmmM HemomikoM Moxamdikamii MeToniB
HeioToHa € Benuki 0OYHCIIOBaNIbHI BUTPATH JUIS 3HAXOKCHHS BIIACHUX BEKTOPIB
CHMETpHYHUX yrcen Matpui [11, 31].

Merozau, 3acHOBaHI Ha OIUHII TpagieHTa (Meploi MOXigHOi) 3a HasBHOCTI
aJINTHBHOTO IIyMYy, IPUBOJSTH JIMIIE A0 OKoJuI ekcTpemyMmy [11]. Kpim Toro, mis
MeTOJiB mepiroi MoxigHol — 3BaHMX «MerogaMu KBasiHbpioToHa» (MeTomu
Bpotinena,  [leBimona-®draeruepa-lIlayemna,  bpoiinena-®neryepa-I'onadapba-
[llanHO) — moxmOKa 30UIBLIYETHCS Yy BHIAAKY OIIHKH TeCCiaHy 3a IOINOMOTOIO
rpagieHTHUX BuMipioBaHb [31]. Cepen MeToniB JOKaJdbHOI omThMi3amii MeToan
HYJIbOBOTO TOPSIKY OpPI€HTOBaHI Ha MiHIMIi3amilo Jumie HeaudepeHIiHoBaHUX
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pospuBHuUX (yHKUiH. OpHak iX 3araabHUM HEHOJIKOM € HHU3bKa IIBHIKICTH
301KHOCTI.
ToMy BHKOPHCTOBYIOThCS CyOrpa/li€eHTHI METOAW omnTuMi3amii. Bonn 3acHOBaHi
Ha iTepamiiHii cxeMi 3aMiHHM TpajieHTa Ha BHUIAAKOBY CyOrpalieHTHY (YHKIIIO
[11]
c(k+ 1) = (k) +y(k)af (x c(k)), )

ne K — e Homep iTepariii; of (x, (k) - cy6rpagient; ” (k). KpOK Ha K-iif iTeparrii.

Ane cyOrpaiieHTHI METOAM MalOTh HEBHCOKY TOYHICTb, MOBUIBHY IIBHUJKICTH
30DKHOCTI 1, 3aJeXHO BiA TpUHHATOrO CcyOrpajaieHTa OLIHKH, MOXYTb He
3aJ0BOJIBHATH BUMOTaM 3aBajocTiiikocTi [11]. 301kHICTh CyOrpaJieHTHUX METOJIB
ONTUMi3alii TPUCKOPIOETbCA 3a paxyHOK CKOPOYEHHS ONTHMAalbHOI o00jacTi
MIONIYKY pe3yNbTaTaMy IONepeHiX iTepaniii. OxHaK peanizamis UX METOJIB MOXKe
BKITIOYAaTH BEJIHMKY KUIBKICTh MJOJATKOBUX OOYMCIEHb 3a OJHY iTepamilo.
BararocrymiHuacTi METOIM ONITHMI3allil JO3BOJSIOT IiJBUIIIMTH 3aBaJOCTIHKICT Y
[bOMY BHUIIAJIKY, aJie BU3HAUEHHS 1X IapaMeTpiB € HaATo ckiIagamum [13].

[ligBomsun mMmiACyMOK, MOXKHa 3pOOMTH BHCHOBOK, IO METOAM 000X KiaciB
XapaKTEepPU3YIOThCA HHU3KOIO CYNEPedwIMBUX pHC. METoau ONnTHMi3alii 3 OLIHKOIO
rpafiiecHTa MalOTh HHU3BKY MOXUOKy, ane (depe3 crmenudiky OI[HKH TpaJi€HTa)
MAIOTh HU3bKY 3aBaIOCTIHKICTh, BUCOKY UyTIMBICTh JI0 JOKATBHOTO EKCTPEMYMY Ta
MOYAaTKOBOI TOYKM TIIONIYKY, CIa0Ky 30DKHICTE y WIIBOBHX (YHKIISX THITY
«gommHA»  (1p). Mertomu cyOrpanmieHTHOI onmTHMIi3amii, y CBOIO  dUepry,
XapaKTePH3YIOThCS HU3BKOIO TOUHICTIO.

VY mifcyMKy cinif 3a3Ha4MTH, IO AN BHIAJKY, KOJM aBTOMAaTH30BaHi CHCTEMHU
TeXHIYHOI Ta/ab0 MEIMIMHCHKOI MIarHOCTHKH BHKOHYIOTH OOpPOOKY maHUX 1
IIarHOCTHYHI omepanii HaJ MajJiM{ MacHBaMHU [aHHUX 3 MOXIIMBOIO HAasBHICTIO
myMy, OOpoOkM winboBHX GYHKIIH 3 OararbMa eKCTpeMyMaMH, MOTPiOHO
JOCHIKYBaTH Ta/ab0 yJIOCKOHAJIOBATH HOBI 3aBaJIOCTiHKI MeToau onTuMmizamii. B
IbOMY aCIEKTI MOYXHA HAaBECTH JOCII/UKEHHS YZOCKOHAJICHOTO aBTOPaMH METO.Y,
MPHUCBIYCHOMY BU3HAYCHHIO MMapaMeTpiB cUTHANIIB enekTpokapaiorpam (EKD) [28].

3. OOrpyHTYBaHHSI MeTOQy OLIHKHM KOOPAMHAT €KCTPeMYMiB mepioqu4HHX
curHajis 1Js Bu3HavyeHHs: R-R intepBanis EKI'

CyuacHuil piBeHb 00pOOKHM JaHUX, HANPHKIAl, Y TEJIEMEAMIMHI, YacTO BHMArae
aHaJi3y HECTallilOHApHUX MepiONUYHUX CHTHaiiB. Ejexkrpokapmiorpamu €
MPHUKJIAIOM TAKUX CUTHANIB. SIK TpaBWIO, MPH TIarHOCTHIN CEpIEBO-CYIUHHUX
3axBopioBanb 3a jonomoroo EKI' mpoBomsThesi Tpu eramu 0oOpOOKHM JaHUX:
nonepenHsi o0poOka, imeHTHdikamis (BUIUICHHS O3HaK) Ta kiacudixamis [7]. Y
[[bOMY BHIIAJKy YacTO BHMIDIOBaHHS TaKUX CHTHANIB HE JI03BOJISIE IMO30YTHCS
myMmiB. L[i mymu BHHHKAIOTH SK Il Yac peecTpauii CHIHANIB, Tak 1 Mix 4ac
mepefavi JaHuUX MO JiHiAX 3B'3Ky [35, 36, 37, 38]. Etanm momepenHpoi 0OpoOKH
CIpSMOBAaHMK Ha YCYHEHHS TakuX IOyMiB. [l yCyHEHHS X OCOOIMBOCTEH
curHany EKI' 9acTo BHKOPHCTOBYIOTHCS HHU3BKOYACTOTHI Ta BHCOKOYACTOTHI
¢ineTpu Ta/abo BeiBneT-00pobka [7]. Curnamm EKI MaroTe ckmamHi 4acoBo-
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YaCTOTHI XapaKTePUCTUKH 3 BHCOKOYACTOTHOIO Ta HU3BKOYACTOTHOIO CKJIa[IOBUMH,
qacTo 3i crektpoM 3 mepekputtsaMm [39] kopucHoro EKI'-curnamy ta mrymy. Lle
MOXe TPHU3BECTH JI0 3HIKEHHS TOCTOBIPHOCTI AiarHOCcTUKY [38]. 3a manumu [7, 40]
BIJIMIOBIIHO IO MPOTOKOJIB MEIWYHHUX JOCITIKEHb, MiJ dYac imeHTH]ikamii
BUAUIIIOTh O3HAKH, SIKi JO3BOJSIOTH PO3PI3HATH OCOOIMBOCTI TOCHIIKyBaHUX
3aXBOpIOBaHb. Uepe3 BHCOKY BapiaOeNbHICTh YaCTOTH CEPIEBUX CKOPOUYCHb HPH
psiai 3aXBOproBaHb OyBa€ BaXKKO OTPUMATH BEJIMKi HA0OPH IaHUX HABITh BiJl OIHOTO
nauienta [7]. KpiM Toro, icHye BeJMKa KiIbKiCTh METOIB, CHPSMOBaHHX Ha
aBTOMaTH3alilo0 npouenypu inentudikauii. Cepen mux MeToAiB imeHTHikarii
MOXXHa BHUAUIMTH TPU TPYIH: METOIH, L0 BHIULIIOTH O3HAKHM 3MiH aMIUTITYIH Ta
YaCTOTH CEepIIEBUX CKOPOYEHb 3 YacoM, METONIY, IO BHIUIIOTH CHEKTPAIbHI
napamerpu EKI'-curnanis, Ta MeTou, 1o JO3BOJISTIOTH BU3HAYATH SK YacOBi, TaK 1
gacToTHi Xxapakrepuctuku EKI-curnamy — BeliBier-meTonm OOpOOKH. 3aBIsSKH
PI3HOMAHITHOCTI METO[iB, BKIMBHM 3aBJAHHAM € 3MEHIIEHHS pPO3MIpHOCTI
Ha0opy O3HAaK, IIO JO03BOJISIE€ 3MEHLIMTH OOYUCIIOBAJIbHI BUTPATH Ta MiJBUILUTH
NpOAYKTUBHICTh Ha erami kiacudikarii [11, 12, 13]. Tak, Hanpukiaa, Ha BOMY
eTarni BUKOPHCTOBYIOTbCS TakKi METOIM BHOOpY O3HAK, K METOIH, CHPSAMOBaHI Ha
PEeKypcUBHE 3MEHIICHHS HaOOpy O3HAaK; F€HETH4Hi Ta poHoBi anroputmu [7, 44],
METOJH JUcIepciifHoro aHamizy [7, 44]. 3MeHIIeHHS 00cATy 00pOoOIIIOBaHUX JaHUX
JI0 eTamy ineHTH(IKanii JO3BOJIsIE BUKOPHCTOBYBATH BeiiBieT-meperBopenHs (BIT)
st anamizy EKT [4, 7, 45]. 3a 1omoMororo Iiboro aHatizy JOCTiPKYBaHUH CHUTHAT
po3kianaeTecs Ha HaGip BeitBner-pynkuin (B®D) [45]. Lli ¢yHKmii BpaxoByrOTh
yacoBuid 3CyB Ta 3MiHM MacmrTady BuximHoi B® [36]. Omxke, o0pobOka 3a
noromMororo B® no3Boisie BpaxoBYBaTH 4acoOBi Ta YaCTOTHI OCOONMBOCTI CHUTHAITY,
oTpuMyrouH Habip KoedinieHTiB At moganboi o6pooku [35].

Uepes ckmamHicTe 3aBmaHbp Mmeroau oOpoOku EKIT Ha cywacHOMy erami
pisHomaHiTHi [46]. Takum urHOM, BimoMmi migxoau mo aHamizy EKI, 3acHoBaHi Ha
Teopii Xaocy, MOETHAHHI CTAaTUCTUYHHX, TEOMETPHUYHHMX Ta HENIHIHHMX O3HaK
BapiaGenbpHOCTI ceprieBoro putMy, RPCA - pekypcHMBHOMY aHali3i TOJIOBHHX
KoMHoHeHT, SPSA - MeToni cTOXacTHYHOI anpoKcuMarii OJHOYacHOro 30ypeHHs,
FDBT - metoni Ha ocHoBi mepmoi nmoximHoi, SDBT - MeToni Ha ocHOBI Jpyroi
MoXiHOi, MeToAi Ha OCHOBI meperBopeHHs ['inbGepra Ta iHmmx [7]. Hesxi 3 mux
METO/iB, HAaNlPHUKJIaJ, METOAM, 3aCHOBAaHI Ha OI[HII MepiIoi Ta Apyroi MOXigHUX B
yMOBax OI[HKH TapaMeTpiB HecramioHapHoro curHairy EKI 3 Oarartema
EeKCTpEMyMaMH, MOXKYTh MaTH HH3bKY 3aBaJIOCTIHKICTh Ta/ab0 MiABHIIEHY
noxuOKy. Psi aBTOpiB BUKOPHUCTOBYIOTh OJMH 3 PiBHIB 00poOku 3 WT sk BekTop
kiacudikauii a1 noxanbmol knacudikarii [47].

[Hnmit migxin nependavae OUiHKY CTATUCTHYHUX XapakTepucTuk curnany EKIT
micist 06poOky 3a oromororo BeitBier-GyHkuii [42]. Lleit miaxix BUKOPUCTOBYE Iii
CTaTUCTUYHI XapaKTepUCTUKU SK BeKTop Kimacudikamii B miarHoctumi. OnHAK,
HaNpUKIAA, A7 JIarHOCTHKHA DPIi3HUX THUIMIB apUTMiil moTpiOeH aHaii3 BEIMKUX
o0csriB gannx. Tomy o0uIBa MiAXO0M BUMAraroTh 3HAYHOTO Yacy oOuncieHHs [42].
[Ipu BuCOKMX BUMOTaX A0 €(peKTUBHOCTI [37] 3MEHIIYIOTh PO3MIPHICTH BEKTOPY
kiacudikauii, Bu3Ha4aoun xapakrepHi o3Haku pparmentiB QRS EKT (puc.1).
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Pucynok 1. CranpaptHa Gpopma xBuii EKT 3 kommiexcom QRS [28]

Crix TakoX 3a3HAYMTH, IO PO3MIPHICTH BEKTOPY O3HAK 3MIHIOETHCS MiA Yac
imenTudikamii g pisHEX 3axBoproBaHb [40]. Tak, Hampukiaz, psa aBTOpiB
BHU3HAYAIOTh piBHI OOpPOOKH 3a JONOMOIOK SK BHOOpY BelBiIeT-QyHKLIi Ta
Macitaly BeiiBner-dynkii [48]. Takuif miaxin npu ananisi gqosrorpusammux EKT,
HaNpUKIaA, TPH BHKOPHCTAHHI XOJTEPIBCHKOTO MOHITOpUHTY [49], mo3Bosie
3MEHIINTH PO3MIp ITOYaTKOBOTO Habopy maHmx (puc.2, a) mix gac obpobku (puc.2,
0). g momyky ekctpeMyMmMy MOJIMOJATRHUX (QYHKINH OylIo po3poOJeHO METO.
ontuMmizanii 3 BUKOPHCTaHHAM BelBneT-pynkuii. Ilpu mpomy Oyma mocmimxeHa
3aBaZOCTIHKICTh Ta MOTPILIHICTh MOUTYKY €KCTPEMYMY.

1 2
Voltage Amplitude
08 15

0.6 1

0.5

0

0.5

N LA

06 Samples

Time

08 0 50 100 150 200 250 300
0 500 1000 1500 2000 2500

a 0
Pucynok 2. Curnan EKT Ha pi3HuX eTamnax aHami3y: (a) — BXiHUN CHTHAI
EKT, (b) — xoediuient B® Tobenri [28]
Ha nepuromy etami Oysio TOCHTIIKEHO MOTPIIIHICTE BU3HAYCHHS KOOPIMHATH
excTpeMymy st BO Xaapa 1 (1) ra rinepGomiunoi BO ¥3 (0
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Jns  uporo  Oyno  CHHTE30BaHO  ACHMETPUYHY  TeCTOBY  (DYHKIiO
— el , gxm .. s e
filx)=x"-e™ 5 m=0.0005 _ goediuicHTOM perymOBaHHS acHMeTpii i
X €(-500;  500). BcranoBiieHO, MO T KPOKY AMCKPETH3Amii a=>50 1 IOBXKHHI

=10

. S . . .
Hocis BO 1 BIIHOCHA MOT'P1IIHICTH d BU3HAYCHHA KOOPAWHATU ONTUMYMY

L F(x i . "
¢yHKmii 1(X) 3 Bd Y1) e sanemurs BiJl CTAapTOBOI TOYKH MOIIYKY, HPSIMO
nporopuiiiHa Koe(illieHTy acuMeTpil i Ul MaKCHMaJbHOTO JIOCIiUKYyBaHOTO

3HaueHHs ™= 0005 cxpamae 03 % (xpusa 1 Ha puc. 3). AGCOMIOTHA MOrpiLIHICTD

cxiranae 0,3. [lna ouinku 3 rinepbomniuHoro BO Fs () i TOTPIITHOCTI 0.1 %
(xpuBa 2 Ha puc. 3) i 0,08 BigmoBigHO.

JlocnimkeHo MBUIKICTh 301KHOCTI METOAY HOIIYKY €KCTpEMyMY B IIOpPiBHSHHI
3 METOAOM TpPaJiEHTHOTO CITycKy. JIOCHiZIKEHHS NPOBOJMINCH 3 JOINOMOIOI0
dynknii «ip Posenbpoka» f2(¥)= 1000 —x) +(1-x) VY wei Gbyskuii npu
x€(-2048; 2048)  ppoGamemmii  mimimym (¥ =0 mpuy  spauennsx
=1 ;=1 [Ipu mocnimkenni Oyno NpHitHATO — KPOK AMCKpeTH3auii BO
a=00005 | NOBKMHA HOCIA S =10, Metoa Ha ocHOBI 00poOku 3 B® Xaapa i
rinep6oniunoi B® go3BosuB gocsrtu excrpemyma B 1,7 pasi mBugme (3a
KIJIBKICTIO iTepaniif) y HOpIBHSIHHI 3 METOZOM TPaJi€HTHOTO CITYCKY.

» S AOME

1—?1(1'); 2 -~ (i)
d

Pucynok 3. 3anexHicTs BiTHOCHOT mOTpintHocTi “* Bix koedimienTa acumeTpii m
MIpH BUHAYCHHI EKCTPEMYMY 3 Pi3HUMH BEHBIET-()yHKIIIMHI

JIoMCimKeHO YyTIUBICTE PO3POOJCHOTO0 METOJY ONTHMi3alii 0 JIOKaTbHUX
eKCTPEeMyMiB 1 CTapTOBid TodYlli NOIIYKy 3 jgomomoror ¢yHkuil IlIBedens

fa(x) = 4189829+ (—x - sin \/Ix]) (3 xuGuum rnoGansrum Minimymom). Y uiei dymxuii
npu X € (=500; 500) ppoGanmmit mimimym J3(¥) =0 ppy ¥ = 4209829y,
JIOCIIIPKEHH] TOUKY CTapTy 0OOUpAIlM BUIIAIKOBHM UMHOM.
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B pesynabrari IOCHiKEHb BCTAHOBICHO, MIO METOA TPaJi€HTHOTO CIYCKY
JT03BOJISIB 3HAWTH HAWOMMKYMI 70 CTapTy MiHIMYM, a METOJ 3 0OPOOKOIO Ha OCHOBI
BelBIIeT-QYHKIIH JO3BOJIMB JOCSATTH TJO0AJTBHOTO MIiHIMYMY 3 MOTPIIIHOCTIO
§ =107? 3 122 Bumaakax 3 150. To6To 6y/I0 HOCATHYTO HMOBIPHICTH BH3HAYCHHS
kKoopauHatu ekctpemymy 0,8. 'moGampHuMid MiHIMyM He OYB 3HAieHHH, KOIU
3HAUEHWS TOUKM CTapTa oGMpaNuCh 1103a MexxaMmu inTepsany * € (—420; 470} Bymo
JTOCHI/PKEHO TaKOX 3aBaJOCTIHKICTh METOMY 3 BUKOPUCTaHHIM QyHKIIT [le Vonra 1
fulx) =x* (npu x € (—205 205)) 3 popapammsiM 3aBagu (puc.4d). 3asaga Gyia
po3mofiieHa 3a HOPMaJbHUM 3aKOHOM 3 HYJIbOBHM CEpEeJHIM 3HAUYCHHSIM i
cepenubokBaaparnyabiM  BigxuinenasiM (CKB) Bim 0 mo 40000, maxcumanbHe
sHauends Qymkuii Oymo fa(x) = 42000 BcranoBieHO, W0 MOpU  BiJHONIEHHI
curHan/zaBaga mo ammumtyai Big 1,05 merom mo3BoiaMB BHMTH B 00JacTh
rno6anbHOro MiHiMyMy 3 morpimmsictio 8 < 1077,

240 544

Pucynok 4. TpaexTopis momyky ekcrpeMymy Ha etarni oopooxu 3 BO

Xaapa () st QyHKIT falx) =x%, JIOJIABAHHSM IIyMY

ABTOpH 3aIpONOHYBAJIM METOJ MNOIIYKY eKCTPEMyMiB IEepiOANYHHMX CHTHAIIIB
BUKOPUCTOBYIOUH PsIJI €TaIliB IIbOTO METOAy [28] 1iist BU3HA4YEHHs iHTepBaliB Mix R:
xpuisimu EKT'.

Y miif po0OOTi BHKOPUCTOBYBAIMCS JIMIIE €Tamd OOPOOKM CHUTHAIB 3t
noroMororo BeiiBneT-QyHkuii Xaapa [14, 15, 48], Oymu mimiOpani mapameTpr
METOAYy Ta OLIHEHO iX BIUIMB Ha MIBUAKOMIIO TMPOLENYypPH OIHKH KOOpAWHAI
EKCTPEMYMIB.

4. ocaimkeHHsI MeTOXy MOIIYKY KOOPAMHAT €KCTPeMYMiB HMepiognmaHIX
curHainis EKI’

B pe3ynbraTi mocimkeHb 3aBaIOCTIHKOCTI, MIBUIKOCTI 301KHOCTI Ta TOXUOKH
B poOOTi AJIs1 OLIHKK HANPSIMKY HONIYKY KOOPAWHATH eKCTpeMyMy B (3) moTpiOHO
BUKOPUCTOBYBAaTH CHMETPHYHI Ta HecTalioHapHi BeliBieT-QyHkmii — BD Xaapa
[14, 15, 48]. KoopanHata ekcTpeMyMy IpH LBOMY OIIHIOETBCSA IO iTepamiiHii
cxemi

c[n] = c[n -1 —v[n]WT, (Q(X[n], c[n —1])) ©)

y[n] _ o . wk CWT
ne KpOK; N — HOMep iTepalil; K — Homep crapry; BU3HAYa€ HAIIPSIM
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HepeMillleHHs MOIIYKY 0 €CTPEMyMY i 00UHCITIOEThCS 3TiAHO:

WT QU] e ~ 1) = Gy, G Grae | @)
ae Cik _ pe3yIbTaT 00poOKH MO j-iff 3MiHHII:
S
L2 e
Gjk =— 2 Q(xInl.cj +ia) - ¥ (i)
Sk . Sk
o2
i=0 , (5)

e Sk— nosxuHa Hocist BO; a — kpok auckpernzanii BO; ) _Bo Xaapa Ha K -
OMy CTapTi; =L N PO3MIpHICTh BEKTOPY MapaMeTpiB.

Taxuii migxia 103BOJISE€ BU3HAUYUTH Jiala3oH 3MiHM KOOPIMHAT 3KcTpeMyMa [12,
28]. Tyt 6 _ MOTPINIHICTh MOIIYKY ONTUMYMY CTapTa (BU3HA4YaeThCsl Ha eTami

. . 5 Lo .
anpiopHUX JOCHIKEHb); 2 — MOTPIlHICTh MOIIYKY ONTHMYMY NpPHKJIagHOT

3amadi. [lomryk nmpoBOAMTHCS 3 ypaxyBaHHAM HACTYMHUX MapaMeTpiB: c[0]

MOYaTKOBE HAOIIIDKEHHS O KOOPIMHATH ONTUMYMY B IIEPUIOMY Iepioi; vl
KpoK; a — Kpok auckpermsauii B®; S1 — moexwuna Hocis BO mepmoro crapry

1) ; As KPOK 3MIiHH JIOBXXHHH Hocist BD i) IIpY BU3HAYEHHI Jiara3oHy
KOOP/IMHAT eKCTpeMyMy; Homep crapty K=1; Homep iteparii Nn=1; A1 - 3HaYeHHS
MiHIMaJIBHOI BHCOTH €KCTPEMYMY, IO PEECTPYETHCS; AR - nouarkose
HaOJMVDKEHHS 10 3HA4YEeHHS JOBXKHHM IHTEPBATY MDK €KCTpeMyMaMH, II0
peectpytothes. [Ipu monryky R- miKy OLIHIOETHCS HAMPSIM TOLIYKY 110 (3) B TOYIL
HaOMIDKEHHST 10 KOoopauHaTtd ontuMmymy s crapra K. Ilpu k-1 mos mporo

BHUKOPHCTOBYEThCS 3BakeHa cyma 3 BD Xaapa 3 S1 (B Toumi c[0] mpu n=1)).

Brome nomxuHM HOCcis st BO P o MIBUAKOIII0 TPH aHaTi31 LiTbOBOT
¢yHKLii KocaimkeHo B poboTi. Ha mpoMy eTarni mepeBipsieThCs 3HAK OLIHKH 110 (3)

Sk
2
ij = i 2 Q(x[n],cj +ia) Wy 0]
Sk i=—s—k
i#0 2

Jaxi 3 BUKOpHCTaHHAM Bigomoi BnactuBocTi BII MiHATH 3HaK mpH mepexoni
Yyepes ONTHMYM, Ha I[bOMY eTali BH3HAYa€ThCs Jiala3oH 3MiHH KOOpPAWHAT

EKCTPEMyMY SIK efn-1<c’ <cn], Jlasi nmpoBOJUTHCS TOIIYK Jiana3oHiB KOOPJUHAT
ontumymy Q(z,€) mo (3) mpu K 10 3akiHueHHs HabOPY JAHHX, MO AOCIIIKYETHCS.
st ckopodeHHS 00°€My DaHUX aHAIN3Y Ta 3HIDKEHHS PIBHIO IIyMYy CHUTHAITY
EKT mposeneno BII curnany EKI' 3 momomororo BD JloGerun [45]. Busnauenns
MPOCTOPOBUX KOOpAMHAT R-MiKiB HPOBOAMTBCSA LUIIXOM IIOLIYKY KOOPIHHAT
eKCTPEeMyMiB MEpIOJMYHUX CHUTHAIIB 3a JOMOMOTOI0 po3polieHOro merony. Y
po6oti pmocmimkeno curHamu 3 MIT/BIH  Arrhytmia Database [50]. [dus
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nocnifoBHocTi (puc.2, 0) BU3HAYEHO KOOPAMHATH MEpUINX 7 EKCTPEeMyMiB Ta
iHTEpBaJIK Mi>K HUMH.

5. BUCHOBKHM Ta NMepCHeKTHBH MOJAJIBINNX J0CTiIKeHb
Y po6oTi OIiHIOBaBCS BIUTHB 3MIHM 3HAYEHHS JTOBKHHU HOCIS Sk Ha MIBUAKOIIO.
Micnst 3minu 3Haka BIT mpu mepexosi 4epe3 ONTHMYM BH3HAYAETHCS (iara3oH

3MIHH KOOPAMHAT EKCTPEMYyMY SIK en-1<c” <cfn], Jani BU3HAYaeThCS NOBXKUHA
Hocist BO Sk 1715t morryky HacTYIHOTO eKCTpeMyMy B HaOOpi JaHuX. 3HaYeHHs Sk
B Ipoleci gocmikeHHs 3MiHioeThes Bing 18 no 34. Ilpu mpomy uyepes
interpanpHuii xapaktep BII Xaapa npu 306inmblieHHi goBxuHH Hocis B®
KOOpJMHATa HACTYITHOTO KPOKY ITOUIYKYy B OiJbIIOMY UM MEHIIOMY CTYIEHIO
3MIIIYETHCS IO eKCTPEMyMY HAaCTYIHOTO Tepiony. Tak, mpu 3MiHi 3Ha4eHb Sk BiJ
18 no 34, i BenmmumHi ¥ = 1.7 Yac mouryky KoopauHaT R-TikiB 3MiHIOBaBcs He
6imbre, HX Ha 12% (IpH MOYAaTKOBOMY 3HaueHHi §; = 4). Takox HPOBEICHO
OLIHKY BIUIMBY BEIMYMHU KPOKY y[n] Ha mBHAKOLI0. Tak (IpH mo4aTKOBOMY
3HaueHHi Sk =4) Ta 3MiHi ¥ Bix 1.4 1o 2.0 yac BU3HAYCHHS KOOPAMHAT HEPIIKX 7
ekcTpemyMmiB (puc.2, 6) 30unpmmBes Ha 6%. Y mopiBHAHHI 3 0a30BUM METOJOM
[28], ne momyk iHTepBaiB 34iMCHIOBABCS IUISIXOM MOCIIZOBHOI GaraToeTamnHoi
00poOkm cnovaTky 3 gomomororo B® Xaapa, a mami — 3 gomomororo
rinep6oniuanx BO, mBuaxoxito 6yno nokpameno Ha 11%.

BigHOCHI mOTpiMIHOCTI NpHU BU3HAYEHHI CKJIAIM: AJsl KoopAuHAT R-mikiB He
6inpire 1,6%, MUisl DOBKHHU iHTepBaldiB MiX HuMmMH - He Olmbmie 2,6%. Ilpu
JOCIIPKEHH] 3aBaZlOCTIHKOCTI BiTHOCHA MOTPILIHICTh BU3HAYCHHS AOBXUHHA R-R
iHTepBaiB - MeHIIe 4% Ipyu BiAHOMEHH] cUrHAN/IyM 1o ammurityxi 20...10. LTi
pe3yiabTaTH  J03BOJSIIOTH  PEKOMEHIYyBaTH  po3poOieHWd  Merox Uit
BHUKOPHCTAHHS B iHQOPMAIIHIX TEXHOJOTIAX TEIEMEANLMHHY, IIPH ITiBUIICHH]
piBHs mymiB B curHainax EKI' ta manmx BuOipkax mocmimkyBaHuX NaHux. [Ipn
MOAMBIINX OCTIIKEHHSX MIAHYeThCS OINiHKa BrumBy Benmummbl Y ra
JOBXHMHM HOciss B Sk Ha MIBUIKOJIIO Ta 3HWKCHHS BIUIMBY KPaHOBHX e(eKTiB
Ha JIOCTOBIPHICTh BU3HAYEHHS KOOPAUHAT EKCTPEMYMIB.
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IMPROVEMENT OF ELECTROCARDIOGRAM PARAMETER
SEARCH USING WAVELET-FUNCTION-BASED
OPTIMIZATION

D. KOShUtinal[0009'0004'1326'8775], DrSC| S Antoshchuk2[0000-0002-9346-145X]Y
Dr.Sci. G. Shcherbakoya3[0000-0003-0475-3854]
Odessa Polytechnic National University, Ukraine
EMAIL: d.v.koshutina@op.edu.ua,?asg@op.edu.ua,
3galina.sherbakova@op.edu.ua

Abstract. Optimization methods are investigated and developed for
multimodal noised goal function in the automation technical and medical
diagnostics tasks. Using the wavelet transform capabilities, this method allows to
determine the coordinate of the extremum of the noisy or multi extremal objective
function. Such a property may be necessary in a wide range of applications, for
example, in monitoring the quality for critical applications equipment, in
electrocardiogram monitoring. In the development of automated systems (AS)
and their procedures based on image processing, often a necessity arises to fall
within a given range of efficiency, corresponding to processing objectives (the
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area of pragmatic sufficiency). This can occur with the improvement of medicines
in medicine, with changing observation conditions in tracking systems for
moving objects. Therefore, it is important to create procedures for such systems
that allow for the adjustment of parameters. Since a significant part of the
procedures of such ASs (identification, clustering and segmentation) is
implemented on the basis of optimization methods, optimization methods are
needed that allow such ranges of parameters to be determined. The wavelet
analysis apparatus allows to extend the capabilities of the optimization method.
When determining extremum’s coordinate, a well-known property of the wavelet
transformation can be used to change the sign when passing through the
extremum. Method of optimization on Haar’s wavelet function based is proposed
and investigated. Implementation of this method is described. Proposed
technique can be used in a wide range of the important applications which are
characterized by the high level of a noise

Keywords: optimization, wavelet transformation, Haar’s wavelet function,

wavelet domain, sub gradient.
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